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Abst r act

Sone | MAP nessage stores include special-use mail boxes, such as those
used to hold draft nmessages or sent nessages. Many nail clients
all ow users to specify where draft or sent nmessages should be put,

but configuring themrequires that the user know whi ch mail boxes the
server has set aside for these purposes. This extension adds new
optional mailbox attributes that a server may include in | MAP LI ST
conmand responses to identify special-use nmail boxes to the client,
easi ng configuration.
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1. Introduction

Sone | MAP nessage stores include special-use mail boxes, such as those
used to hold draft messages or sent nessages. Many mail clients
all ow users to specify where draft or sent nmessages should be put,

but configuring themrequires that the user know which mail boxes the
server has set aside for these purposes. This extension adds new
optional mailbox attributes that a server may include in | MAP LI ST
conmand responses to identify special-use mail boxes to the client,
easi ng configuration.

In addition, this extension adds an optional paranmeter on the | MAP
CREATE command, allowing a client to assign a special use to a
mai | box when it is created. Servers may choose to support this part
of the extension, but are not required to.

1.1. Conventions Used in This Docunent

In exanples, "C." indicates lines sent by a client that is connected
to a server. "S:" indicates |lines sent by the server to the client.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. New Mail box Attributes Identifying Special-Use Mil boxes
An | MAP server that supports this extension MAY include any or all of

the following attributes in responses to the non-extended | MAP LI ST
conmand. The new attributes are included along with existing

attributes, such as "\ Marked" and "\ Noselect". A given nail box nmay
have none, one, or nore than one of these attributes. |In sone cases,
a special use is advice to a client about what to put in that
mai | box. | n other cases, it's advice to a client about what to

expect to find there. There is no capability string related to the
support of special-use attributes on the non-extended LI ST command.

For the extended list command [ RFC5258], this extension adds a new
capability string, a new selection option, and a new return option

all called "SPECI AL- USE". Supporting inplenmentations MJST include
the "SPECI AL- USE" capability string in response to an | MAP CAPABI LI TY
conmmand. If the client specifies the "SPECI AL- USE" sel ection option
the LI ST conmand MJST return only those mail boxes that have a
speci al -use attribute set. |If the client specifies the "SPECI AL- USE'
return option, the LIST conmand MJST return the new speci al -use
attributes on those mail boxes that have them set. The "SPECI AL- USE"
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return option is inplied by the "SPEC AL- USE" sel ection option. The
ext ended LI ST command MAY return SPECI AL-USE attributes even if the
client does not specify the return option

The new attributes defined here are as foll ows:

\ Al
This mail box presents all nmessages in the user’s nessage store.
| mpl ement ati ons MAY onmit sone nmessages, such as, perhaps, those
in \Trash and \Junk. When this special use is supported, it is
al nost certain to represent a virtual mail box.

\ Archi ve
This mail box is used to archive nessages. The neaning of an
"archival" mailbox is server-dependent; typically, it will be
used to get messages out of the inbox, or otherw se keep them
out of the user’s way, while still making them accessi bl e.

\Drafts
This mail box is used to hold draft nessages -- typically,
nmessages that are being conposed but have not yet been sent. |In
some server inplenentations, this mght be a virtual mail box,
cont ai ni ng messages from ot her mail boxes that are marked with
the "\Draft" nessage flag. Alternatively, this mght just be
advice that a client put drafts here.

\ Fl agged
This mail box presents all messages narked in sonme way as
"inportant”. \When this special use is supported, it is likely
to represent a virtual mailbox collecting nessages (from ot her
mai | boxes) that are marked with the "\ Fl agged" nessage fl ag.

\ Junk
This mail box is where nessages deermed to be junk mail are held.
Sone server inplenentations m ght put nessages here
automatically. Alternatively, this mght just be advice to a
client-side spamfilter

\ Sent
This mail box is used to hold copies of messages that have been
sent. Sone server inplenentations m ght put nessages here
automatically. Alternatively, this mght just be advice that a
client save sent nessages here.

\ Trash
This mail box is used to hold nessages that have been del eted or
marked for deletion. |In sonme server inplementations, this m ght
be a virtual nailbox, containing messages from other mail boxes
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that are marked with the "\ Del eted" nessage fl ag.

Alternatively, this might just be advice that a client that
chooses not to use the | MAP "\Del eted" nodel should use this as
its trash location. 1In server inplenentations that strictly
expect the I MAP "\ Del eted" nodel, this special use is |ikely not
to be support ed.

Al of the above attributes are OPTI ONAL, and any given server or
nmessage store may support any comnbination of the attributes, or none
at all. In nost cases, there will likely be at nost one mail box wth
a given attribute for a given user, but in sonme server or nessage
store inplenentations it might be possible for multiple nmail boxes to
have t he same special -use attribute.

Speci al -use attributes are likely to be user-specific. User Adam

m ght share his \Sent mailbox with user Barb, but that mail box is
unlikely to also serve as Barb’s \Sent mailbox. [It’s certainly
possi bl e for Adam and Barb to each set the \Sent use on the sane
mai | box, but that would be done by specific action (see the sections
bel ow) .

3. Extension to | MAP CREATE Command to Set Special -Use Attributes

As an OPTIONAL feature, a server MAY allow clients to designate a
mai | box, at creation, as having one or nore special uses. This

ext ensi on defines the "USE" paranmeter to the | MAP CREATE conmand for
that purpose (using the syntax defined in RFC 4466 section 2.2

[ RFC4466]). The new OPTI ONAL "USE" paraneter is followed by a
parent hesi zed |ist of zero or nore special-use attributes, as defined
above.

In sone server inplenmentations, sone special uses nay inply automatic
action by the server. For exanple, creation of a "\Junk" mail box

m ght cause the server to start placing messages that have been

eval uated as spaminto the mail box.

In sonme server inplenentations, sone special uses may result in a
mai | box with unusual characteristics or side effects. For exanple,

creation of an "\AIl" mail box m ght cause the server to create a
virtual mailbox, rather than a standard one, and that mail box m ght
behave in unexpected ways (COPY into it mght fail, for exanple).

Servers MAY allow the creation of a special-use nailbox even if one
so designated already exists. This might have the effect of noving
the special use fromthe old nail box to the new one, or might create
multiple mail boxes with the same special use. Alternatively, servers
MAY refuse the creation, considering the designation to be a
conflict.
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If the server cannot create a mmilbox with the designated special use
defined, for whatever reason, it MJST NOT create the mail box, and
MUST respond to the CREATE command with a tagged NO response. |If the
reason for the failure is related to the special-use attribute (the
speci fied special use is not supported or cannot be assigned to the
speci fied mail box), the server SHOULD i nclude the new "USEATTR'
response code in the tagged response (see Section 5.3 for an

exanpl e).

An | MAP server that supports this OPTIONAL feature will advertise the
" CREATE- SPECI AL- USE" capability string. Cients MJUST NOT use the
"USE" paranmeter unless the server advertises the capability. Note
that this capability string is different fromthe "SPECI AL- USE"
string defined above, and a server that supports both functions MJST
advertise both capability strings.

4. | MAP METADATA Entry for Special-Use Attributes

If a server supports this extension and the METADATA extension

[ RFC5464], it SHOULD tie the special-use attributes for a mailbox to
its metadata entry "/private/specialuse". The value of /private/
specialuse is either NIL (if there are no special-use attributes for
that mail box) or a space-separated |ist of special-use attributes,
presented the same way they would be presented in the LI ST comand
response.

Such a server MAY allow the setting of special-use attributes through
the METADATA nechani sns, thereby allowing clients to change the
speci al uses of existing mail boxes. These changes nmi ght have side
effects, as the server automatically adjusts the special uses
accordingly, just as it mght do with CREATE USE, above. See

Section 5.4 for an exanple.

A server that supports this MJST check the validity of changes to the
speci al -use attributes that are done through the netadata in the same
way that it checks validity for the CREATE command and for any

i nternal mechani sms for setting special uses on nmil boxes. It MJST
NOT just blindly accept setting of these netadata by clients, which
mght result in the setting of special uses that the inplenmentation
does not support, multiple mail boxes with the same special use, or

ot her situations that the inplenentation considers invalid.
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5. Exanpl es
5.1. Exanple of an I MAP LI ST Comrand

Thi s exanpl e shows an | MAP LI ST response from a server that supports
this extension. Note that not all of the attributes are used. This
server al so supports the Child Ml box extension [ RFC3348].

t1 LIST "" "o

* LI ST (\Marked \HasNoChildren) "/" | nbox

* LI ST (\HasNoChildren) "/" ToDo

* LIST (\HasChildren) "/" Projects

* LIST (\Sent \HasNoChildren) "/" SentMail

* LIST (\Marked \Drafts \HasNoChildren) "/" MyDrafts
* LIST (\Trash \ HasNoChildren) "/" Trash

t1 OK done

5.2. Exanple of an Extended | MAP LI ST Conmmand

Thi s exanpl e shows an | MAP LI ST response froma server that supports
this extension. The client uses the extended | MAP LI ST command.

t1 CAPABI LI TY
* CAPABI LI TY | MAP4revl SPECI AL- USE
t1 OK done

t2 LIST "" "9 RETURN ( SPECI AL- USE)

* LI ST (\Marked) "/" | nbox

* LIST () "/" ToDo

* LIST () "/" Projects

* LIST (\Sent) "/" Sent Mai l

* LIST (\Marked \Drafts) "/" MyDrafts
* LIST (\Trash) "/" Trash

t2 OK done

Here, the client also includes the "SPECH AL- USE" sel ection option for
the sane list. The "SPECI AL-USE" return option could al so have been
specified, but it is unnecessary, as it is inplied by the selection
option. Note that in this case, nail boxes that do not have a
speci al -use attribute are not listed. Al so note that we’'ve used the
wildcard "*", rather than "%, to nake sure we see all special -use
mai | boxes, even ones that m ght not be at the nanmespace’s root.

C. t3 LIST (SPECI AL-USE) "" "=*"

S: * LIST (\Sent) "/" Sent Mil

S: * LIST (\Marked \Drafts) "/" MyDrafts
S: * LIST (\Trash) "/" Trash

S: t3 K done
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5.3. Exanple of an | MAP CREATE Command

Thi s exanpl e shows an | MAP CREATE command that might be used to
create a mail box designated to hold draft and sent nessages. It also
attenpts to create a mailbox that will contain all the user’s
nessages, but the server does not support that special use for this
user’s nessage store.

t1 CAPABI LI TY
* CAPABI LI TY | MAP4r evl CREATE- SPECI AL- USE
tl OK done

t2 CREATE MySpecial (USE (\Drafts \Sent))
t2 OK MySpeci al created

t 3 CREATE Everything (USE (\All))
t3 NO [USEATTR] VAl not supported

5.4. Exanple of Using | MAP METADATA to Manipul ate Speci al - Use
Attributes

Thi s exanpl e shows how | MAP METADATA can be used to mani pul ate
speci al -use attributes, if the operation is supported on the server.

==> Starting point:

C tl1 LIST"" "% RETURN (SPECI AL- USE)
S: * LIST (\Sent) "/" Sent Mi l

S: * LIST (\Drafts) "/" MyDrafts

S * LIST () "/" SavedDrafts

S: * LIST (\Trash) "/" Trash

S: tl K done

==> Denonstrate the connection:

C. t2 CGETMETADATA "MyDrafts" /private/special use

S: * METADATA "MyDrafts" (/private/specialuse "\\Drafts")
S: t2 K done

==> Set new use for SavedDrafts; MyDrafts changes autonatically:
C. t3 SETMETADATA "SavedDrafts" (/private/specialuse "\\Drafts")
S: * METADATA "MyDrafts" (/private/specialuse NL)

S: t3 OK SETMETADATA conpl ete

==> Renpve special use for SentMuil:

C. t4 SETMETADATA "SentMail" (/private/specialuse NL)
S: t4 OK SETMETADATA conpl ete
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6.

==> Check the results:

t5 LIST "" "% RETURN ( SPECI AL- USE)
* LIST () "/" SentMai

* LIST () "/" MyDrafts

* LIST (\Drafts) "/" SavedDrafts

* LIST (\Trash) "/" Trash

t5 OK done

YRRV O

Formal Synt ax

The foll owi ng syntax specification uses the augnmented Backus- Naur
Form (BNF) as described in [ RFC5234].

create-param =/ "USE' SP "(" [use-attr *(SP use-attr)] ")"
; Extends "create-param from RFC 4466 [ RFC4466]

11
~

use-attr
; Extends "nbx-list-oflag” fromI| MAP base [ RFC3501]

nmbx-1ist-ofl ag

list-sel ect-independent-opt =/ " SPECI AL- USE"
; Extends "list-sel ect-independent-opt" from
; LI ST-ext ended [ RFC5258]

return-option =/ "SPEC AL- USE"
; Extends "return-option" from
; LI ST-ext ended [ RFC5258]

resp-text-code =/ "USEATTR'
; Extends "resp-text-code" from
;| MAP [ RFC3501]

use-attr = "VAI" / "\Archive" [/ "\Drafts" / "\Flagged" /
"\ Junk" / "\'Sent" / "\Trash" / use-attr-ext

use-attr-ext = "\" atom
; Reserved for future extensions. dients
; MJUST ignore list attributes they do not understand
; Server inplenentations MJST NOT generate
; extension attributes except as defined by
; future Standards-Track revisions of or
; extensions to this specification

Security Considerations

LI ST response:

Conveyi ng speci al -use information to a client exposes a small bit of
extra information that could be of value to an attacker. Know ng,
for exanple, that a particular mailbox (VA'l) contains pointers to
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every nessage the user has might be of particular value. [|f the | MAP
channel is not protected from passive eavesdropping, this could be an
i ssue.

CREATE command "USE" paraneter and netadata extension: |In some server
i npl enent ati ons, sone special uses may inply automatic action by the
server. For exanple, creation of a "\Junk" nmil box might cause the
server to start placing nessages that have been eval uated as spam
into the mailbox. Inplenentors SHOULD consi der the consequences of
allowing a user (or client progran) to designate the target of such
aut omati c action.

Example: If a user is allowed to give the "\Junk" attribute to a
shared mail box, legitimate mail that’'s misclassified as junk (false
positives) will be put into that shared mmil box, exposing the user’s
private mail to others. The server m ght warn a user of that
possibility, or mght refuse to allow the specification to be made on
a shared mail box. (Note that this problemexists i ndependent of this
specification, if the server allows a user to share a mmilbox that's
already in use for such a function.)

8. | ANA Consi derati ons
8.1. Registration of USEATTR | MAP Response Code

Thi s docunent defines a new | MAP response code, "USEATTR', which | ANA
added to the | MAP Response Codes registry.

8.2. Registration of CREATE- SPECI AL- USE | MAP Capability

Thi s docunent defines a new | MAP capability, "CREATE-SPECI AL- USE",
which | ANA added to the | MAP 4 Capabilities registry.

8.3. Registration of SPECI AL- USE | MAP Capability

Thi s docunent defines a new | MAP capability, "SPECIAL-USE", which
| ANA added to the IMAP 4 Capabilities registry.

8.4. Registration of SPECI AL- USE Sel ection Option

Thi s docunent defines a new | MAP4 List Extended sel ection option,
"SPECI AL- USE", which | ANA added to the | MAP4 List Extended registry,
as follows:

To: iana@ ana. org

Subj ect: Registration of LI ST-EXTENDED sel ection option SPECI AL- USE
LI ST- EXTENDED opti on name: SPECI AL- USE

LI ST- EXTENDED option type: SELECTI ON
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Implied return option(s): SPECI AL- USE

LI ST- EXTENDED option description: Limt the list to special-use
mai | boxes only

Publ i shed specification: RFC 6154

Security considerations: none

I nt ended usage: COVMON

Person and enmail address to contact for further information: Authors’
Addresses at the end of RFC 6154

Omner/ Change controller: iesg@etf.org

8.5. Registration of SPECI AL-USE Return Option

Thi s docunent defines a new | MAP4 List Extended return option,
"SPECI AL- USE", which | ANA added to the | MAP4 List Extended registry,
as follows:

To: iana@ ana.org

Subj ect: Registration of LIST-EXTENDED return option SPECI AL- USE
LI ST- EXTENDED opti on nane: SPECI AL- USE

LI ST- EXTENDED option type: RETURN

LI ST- EXTENDED opti on description: Request special -use mail box

i nformati on

Publ i shed specification: RFC 6154

Security considerations: none

I nt ended usage: COVMON

Person and emai|l address to contact for further information: Authors’
Addresses at the end of RFC 6154

Onner/ Change controller: iesg@etf.org

8.6. Registration of SPECI AL- USE Met adat a

Thi s docunent defines a new | MAP METADATA entry. | ANA added the
following to the | MAP METADATA Mai l box Entry registry:

To: iana@ana.org

Subj ect: | MAP METADATA Entry Regi stration

Type: Mail box

Name: /private/ special use

Description: Defines any special -use features of a mailbox. See the
reference specification for details of its use.

Content-type: text/plain; charset=us-ascii

RFC Number: RFC 6154

Contact: MORG mailing list mailto:norg@etf.org
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