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The Session Initiation Protocol (SIP)
P-Profil e-Key Private Header (P-Header)

Status of This Menp

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst r act

Thi s docunment specifies the SIP P-Profil e-Key P-header. This header
field is used in the 3rd-CGeneration Partnership Project (3GPP) |IM
(I'P Multinmedia Subsystenm) to provide SIP registrars and SIP proxy
servers with the key of the profile corresponding to the destination
SIP URI of a particular SIP request.
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| ntroducti on

The 3rd-Ceneration Partnership Project (3GPP) IMS (IP Miltinedia
Subsystem) uses SIP [ RFC3261] as its main signalling protocol. (For
nore information on the IMS, a detail ed description can be found in
3GPP TS 23.228 [3GPP. 23.228] and 3GPP TS 24.229 [3GPP. 24.229]). 3GPP
has identified a set of requirenents that can be net, according to
the procedures in [ RFC3427], by defining a new SIP P-header.

The remai nder of this document is organized as follows. Section 3
descri bes the scenario considered by 3GPP and Section 4 discusses the
requirenents derived fromthis scenario. Section 5 defines the P-
Profil e-Key header field, which neets those requirenents, and Section
6 discusses the applicability and scope of this new header field.
Section 7 registers the P-Profile-Key header field with the | ANA and
Section 8 discusses the security properties of the environment where
this header field is intended to be used.

Ter m nol ogy
HSS: Home Subscri ber Server.
| -CSCF: Interrogating - Call/Session Control Function

Public Service ldentity:
A SIP URl that refers to a service instead of a user.

S-CSCF:  Serving - Call/Session Control Function

W dcarded Public Service lIdentity:
A set of Public Service ldentities that match a regul ar
expression and share the sane profile.

Scenari o

In the 3GPP I M5, there are scenari os where a set of proxies handling
a request need to consult the sanme user database, as described in

[ RFC4457]. Those proxies typically use the destination SIP URl of
the request as the key for their database queries. Nevertheless,
when a proxy handl es a Wl dcarded Public Service ldentity, the key to
be used in its database query is not the destination SIP URl of the
request, but a regul ar expression instead.

Public Service Identities are SIP URIs that refer to services instead
of users. That is, they address a specific application in an
Application Server. WIldcarded Public Service Identities are a set
of Public Service ldentities that match a regul ar expression and
share the same profile. For exanple, the Public Service ldentities
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" si p: chatroom 12@xanpl e. coni and '’ si p: chat room 657@xanpl e. com
woul d match the W1l dcarded Public Service ldentity
"sip:chatroom!.*! @xanple.com. For a description of WIdcarded
Public Service Identities, see 3GPP TS 23.003 [ 3GPP. 23. 003].

When a proxy queries the user database for a Public Service ldentity
for which there is no profile in the user database, the user database
needs to find its nmatching WI dcarded Public Service ldentity. For
exanple, if the user database receives a query for

' si p: chat room 657@xanpl e. com, the user database needs to go through
all the WIldcarded Public Service ldentity it has until it finds a
mat ching one; in this case, 'sip:chatroom!.*! @xanple.com. The
process to find a matching W/ dcarded Public Service ldentity can be
conput ati onal |y expensive, tinme consuming, or both.

VWhen two proxies query the user database for the same Public Service
Identity, which matches a Wl dcarded Public Service Identity, the
user database needs to performthe matching process twice. Having to
performthat process tw ce can be avoi ded by having the first proxy
obtain the WIldcarded Public Service lIdentity fromthe user database
and transfer it, piggy-backed in the SIP nessage, to the second
proxy. This way, the second proxy can query the user database using
the Wldcarded Public Service ldentity directly.

An alternative, but undesirable, solution would consist of having the
user database store every Public Service ldentity and its matching

W dcarded Public Service Identity. The scalability and

manageabi lity properties of this approach are considerably worse than
those of the approach described earlier

4. Requirenents

This section lists the requirenents derived fromthe previous
scenari o:

1. It is necessary to optimize the response tine for session
establishment in the 3GPP | M5

2. It is necessary to keep the user database’s size and mmi nt enance
manageabl e (e.g., storing individual Public Service Identities
mat ching a Wl dcarded Public Service ldentity in the user
dat abase is not believed to be an acceptable solution).

5. P-Profile-Key Header Field Definition
Thi s docunent defines the SIP P-Profil e-Key P-header. The P-

Profil e-Key P-header contains the key to be used by a proxy to query
the user database for a given profile.
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The augnment ed Backus-Naur Form (BNF) [ RFC4234] syntax of the
P-Profil e-Key header field is the foll ow ng:

P- Profil e- Key = "P-Profil e-Key" HCOLON (nane-addr / addr-spec)
*( SEM generic-param)

The format of HCOLQON, nane-addr, addr-spec, and generic-param are
defined in [ RFC3261]. The format of W]/ dcarded Public Service
Identities is defined in 3GPP TS 23.003 [3GPP. 23.003]. They take the
form of Extended Regul ar Expressions (ERE) as defined in Chapter 9 of
| EEE 1003. 1-2004 Part 1 [I|EEE. 1003. 1-2004].

The following is an exanple of a P-Profil e-Key header field that
contains a Wldcarded Public Service ldentity:

P-Profil e-Key: <sip:chatroom!.*! @xanpl e.conp

6. Applicability

According to [ RFC3427], P-headers have a limted applicability.
Speci fications of P-headers such as this RFC need to clearly docunent
the useful scope of the proposal, and explain its limtations and why
it is not suitable for the general use of SIP on the Internet.

The P-Profil e-Key header field is intended to be used in 3GPP | M5
networks. This header field carries the key of a service profile,
that is stored in a user database referred to as HSS, between two
proxi es, which are referred to as |1-CSCF and S-CSCF. The |-CSCF and
the S-CSCF belong to the same administrative domain and share a
comon frame of reference to the user database. The |-CSCF inserts
the P-Profile-Key header field into a SIP request and the S-CSCF
renoves it before routing the request further. (For a description of
how an |-CSCF and an S-CSCF query the same user database for a single
request, see [RFC4457].)

Typically, when SIP is used on the Internet, there are not nultiple
proxies with a trust rel ationship between them querying the sane user
dat abase. Consequently, the P-Profil e-Key header field does not seem
useful in a general Internet environnent.

7. | ANA Consi derations
Thi s docunent defines a new SIP header field: P-Profile-Key. This

header field has been registered by the |ANA in the SIP Paraneters
regi stry under the Header Fields subregistry.
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8.

10.

10.

Security Considerations

The P-Profil e-Key defined in this docunent is to be used in an

envi ronnent where el ements are trusted and where attackers are not
supposed to have access to the protocol nessages between those

el ements. Traffic protection between network el enents is sonetines
achi eved by using IPsec and sonetinmes by physically protecting the
network. |In any case, the environment where the P-Profil e-Key header
field will be used ensures the integrity and the confidentiality of
the contents of this header field. The P-Profile-Key header field
MUST NOT be used in environments that do not have these
characteristics.

The P-Profil e-Key header field needs to be integrity protected to
keep attackers fromnodifying its contents. An attacker able to

nodi fy the contents of this header field could nake the network apply
a different service than the one corresponding to the request
carrying the P-Profil e-Key header field.

The contents of the P-Profile-Key field need to be kept confidenti al
An attacker able to access the contents of this header field would
obtain certain know edge about the way services are structured in a
gi ven domai n.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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