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Abst r act

Thi s docunent defines a new paraneter "enundi" for the "tel"™ Uniform
Resource ldentifier (URI) to support the handling of ENUM queries in
Voi ce over Internet Protocol (VolP) network el enents. A VolP network
el ement nmay receive a URI containing an E. 164 nunber, where that UR
contains an "enundi" paraneter. The presence of the "enundi"
paramet er indicates that an ENUM query has al ready been perforned on
the E. 164 nunber by a previous Vol P network elenent. Equally, if a
Vol P network el enent sends such a URI, it asserts that an ENUM query
has been carried out on this nunber.
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1. Introduction

Vol P network el enents (including User Agent Servers and User Agent
Clients) my be set up in different ways to handl e E. 164 [3] nunbers
during call setup, depending on the capabilities provided. One
conmon approach is to query ENUM as defined in RFC 3761 [4], and to
use the set of NAPTR resource records that is returned

If the ENUM query leads to a result, the call is set up accordingly.
If the ENUM query does not lead finally to a result, another database
may be queried and/or the call may finally be routed to the Public
Swi t ched Tel ephone Network (PSTN). In doing so, the call may be
routed to another Vol P network elenent. To indicate in signalling to
this next Vol P elenent that an ENUM query has al ready been nmade for
the "tel" URI (specified in RFC 3966 [5]), the "enundi" paraneter is
used, to prevent the next Vol P network el ement fromrepeating
redundant queri es.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL

NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in BCP 14, RFC 2119

[1].

Stastny, et al. St andards Track [ Page 2]



RFC 4759 ENUM Di p I ndicator "tel" URI paraneter Noverber 2006

3. Formal Syntax

The foll owi ng syntax specification uses the Augmented Backus- Naur
Form (ABNF) as described in RFC 4234 [2] to extend the syntax of the
"par" production defined in the ABNF of RFC 3966 [5].

par =/ enumdi p-i ndi cator
enum di p-indicator = ";enundi"

The enumdi p-indicator is an optional paranmeter for the "tel" UR
Not e al so that enumdip-indi cator can appear at nost once in any
"tel" URI.

4. Normative Rules
4.1. Options for ENUM Domai n Providers

A donmmi n provider can, at its choosing, populate a NAPTR record with
a "tel" URI that contains the enumdip indicator. This would, as a
consequence of the rules stated below, informthe client that it
shoul d not bother perform ng a query and pass the request on.

4.2. dient Behaviour for VolP Network El ements

This section discusses how a Vol P network el enent handl es a received
"tel"™ URI that contains the "enundi" paranmeter or has queried ENUMin
el64. arpa. for a given E 164 nunber.

4.2.1. Handling a URI with the "enundi" Paraneter

If a Vol P network el enent receives a "tel" URl containing the
"enundi " parameter, the VolP network el ement SHOULD NOT retrieve the
related information for this nunber fromENUMin el64. arpa. even if
it would normally do so.

Note that the recipient network el enent may reasonably choose to
query ENUMif it does not have a trust relationship with the
i medi ate sender of the URI

If the "tel"™ URl (received froma trusted entity) is to be passed to
the next network el enment, the Vol P network el enent MJST pass on the
received URI containing the "enundi" paraneter unchanged.

If, however, the URI has been received froman untrusted entity, then
the recipient entity may either strip it before sending the UR
onwards or instead carry out its own ENUM query and add the paraneter
accordingly to the URI (see next).
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4.2.2. Adding the "enundi" Paraneter to URI's

When a Vol P network el enment queries ENUMin el64.arpa. for a given

E. 164 nunber and the result of the query is DNS error code 3
(comonly known as "NXDOVAIN'), then if that network el ement chooses
to pass the call to another network elenent by using a "tel"” URI, the
"enundi " paranmeter MJST be set.

4.2.3. Handling a URI Retrieved from ENUM

VWen a Vol P network el ement queries ENUMin el64.arpa. for a given
E. 164 nunber and either

o the result of the query includes a NAPTR resource record
containing a "tel" UR that has the same E. 164 nunber, or

o the result of the query includes a NAPTR resource record
containing a "tel" URl with the "enundi" paraneter set,

then if that retrieved "tel" URI is chosen to be passed to anot her
network el ement, the sending Vol P network el ement MJST pass on the
retrieved URI with the "enundi" paraneter set.

When a Vol P network el ement queries ENUMin el64.arpa. for a given
E. 164 nunber and the result is a "tel" URI with a different E. 164
nunber that |lacks the enumdip indicator, the client can either
perform anot her query agai nst that nunmber or pass the request on, as
a matter of |ocal policy.

5. Exanpl es

a. A VolP network el enent called server.exanple.comreceives a "tel"
URI tel:+441632960038. The Vol P network el enent queries the DNS
for NAPTR resource records in 8.3.0.0.6.9.2.3.6.1.4.4.el64. arpa.
and gets an error response with code = 3 (comonly known as
"NXDOMAI N'). The Vol P network el ement decides to route the cal
to the PSTN via another Vol P network el enent called
gw. exanpl e. com

It therefore signals to the next VolP network el ement wth:
tel: +441632960038; enundi

or (using the procedures of RFC 3261 [6] section 19.1.6):
si p: +441632960038; enundi @w. exanpl e. com user =phone
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b. A VolP network el enent called server. exanple.comreceives a "tel"
URI tel:+441632960038. The Vol P network el enent queries the DNS
for NAPTR resource records in 8.3.0.0.6.9.2.3.6.1.4.4.el64. arpa.
and receives the same "tel" URl in reply (i.e.
tel: +441632960038) .

The Vol P network el enent decides to route the call to the PSTN
vi a another Vol P network el ement called gw exanpl e.com

It therefore signhals to this next VolP network el enent with:
tel : +441632960038; enundi

or (using the procedures of RFC 3261 [6] section 19.1.6):
si p: +441632960038; enundi @w. exanpl e. com user =phone

6. Security Considerations

In addition to those security inplications discussed in the "tel" UR
[5] specification, there are new security inplications associ ated
with the defined paraneter.

If the "enundi" is illegally inserted into the "tel" URl when the
signalling nmessage carrying the "tel" URI is en route to the
destination entity, the call may be routed to the PSTN network,

i ncurring unexpected charges or causing a downstream Vol P net wor k
element to reject the call setup. Many network elenents that will

process URI's containing this paraneter will naintain trust
relationships with others. If such a URI is received froman entity
out side the trust boundary of the recipient, then that recipient
entity may reasonably ignore it and make an ENUM query itself. In so

doing, it can avoid this potential attack

It is less a problemif the "enundi" is illegally renpved. An
addi ti onal ENUM query may be perforned to retrieve the routing numnber
i nformati on and have the "enundi" included again.

It is RECOWENDED that protocols carrying the "tel" URl ensure
nessage integrity during the nmessage transfer between the two
conmuni cati ng network el enents so as to detect any unauthorised
changes to the content of the "tel" URI and other information.

7. | ANA Consi derations
Thi s docunent does not itself require any | ANA actions.
It does define a paraneter for the "tel" URI. Further infornmation on

a registry for such paraneters is covered in the 1ANA "tel" UR
Par amet er Registry [7].
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST,
AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREIN W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
nmade any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nade to obtain a general |icense or permnission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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