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Abst r act

The Li ghtweight Directory Access Protocol (LDAP) Bul k

Updat e/ Repli cation Protocol (LBURP) allows an LDAP client to perform
a bul k update to an LDAP server. The protocol frames a sequenced set
of update operations within a pair of LDAP extended operations to
notify the server that the update operations in the framed set are
related in such a way that the ordering of all operations can be
preserved during processing even when they are sent asynchronously by
the client. Update operations can be grouped within a single
protocol message to maxinize the efficiency of client-server
conmuni cat i on.

The protocol is suitable for efficiently nmaking a substantial set of
updates to the entries in an LDAP server.
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1

| ntroducti on

The Lightwei ght Directory Access Protocol (LDAP) Bul k

Updat e/ Repl i cati on Protocol (LBURP) arose fromthe need to allow an
LDAP client to efficiently present large quantities of updates to an
LDAP server and have the LDAP server efficiently process them LBURP
i ntroduces a mini mum of new operational functionality to the LDAP
protocol because the update requests sent by the client encapsul ate
standard LDAP [ RFC2251] update operations. However, this protoco
greatly facilitates bul k updates by allowing the client to send the
updat e operations asynchronously and still allow the server to

mai ntai n proper ordering of the operations. It also allows the
server to recognize the client’s intent to performa potentially

| arge set of update operations and then to change its processing
strategy to nore efficiently process the operations.

Conventions Used in This Docunent

| rperative keywords defined in RFC 2119 [ RFC2119] are used in this
docunent, and carry the meani ngs described there.

Al'l Basic Encoding Rules (BER) [X 690] encodings follow the
conventions found in section 5.1 of [RFC2251].

The term "supplier" applies to an LDAP client or an LDAP server
(acting as a client) that supplies a set of update operations to a
consunmer .

The term "consumer” applies to an LDAP server that consunes (i.e.
processes) the sequenced set of update operations sent to it by a
supplier.

Overvi ew of Protoco

LBURP frames a set of update operations within a pair of LDAP

ext ended operations that mark the begi nning and end of the update
set. These updates are sent via LDAP extended operations, each
cont ai ni ng a sequence nunber and a |ist of one or nore update
operations to be perforned by the consumer. Except for the fact that
they are grouped together as part of a |larger LDAP message, the
update operations in each subset are encoded as LDAP update
operations and use the LDAP Abstract Syntax Notation One (ASN. 1)

[ X. 680] nessage types specified in [ RFC2251].
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3.1. Update Initiation

The protocol is initiated when a supplier sends a StartLBURPRequest
ext ended operation to a consunmer as a notification that a stream of
associ at ed LBURPUpdat eRequests will follow The supplier associates
semantics with this stream of requests by including the Object
Identifier (O D) of the bulk update/replication style in the

St art LBURPRequest. The consuner responds to the StartLBURPRequest
with a Start LBURPResponse nessage.

3.2. Update Stream

After the consumer responds with a StartLBURPResponse, the supplier
sends a stream of LBURPUpdat eRequest nessages to the consuner.
Messages within this stream nmay be sent asynchronously to maxim ze
the efficiency of the transfer. The consuner responds to each
LBURPUpdat eRequest wi th an LBURPUpdat eResponse nessage.

3.2.1. LBURPUpdat eRequest

Each LBURPUpdat eRequest contai ns a sequence nunber identifying its
relative position within the update stream and an Updat eQperati onLi st
containing an ordered |list of LDAP update operations to be applied to
the Directory Information Tree (DI T). The sequence nunber enabl es
the consuner to process LBURPUpdat eRequest nessages in the order they
were sent by the supplier even when they are sent asynchronously.

The consuner processes each LBURPUpdat eRequest according to the
sequence nunber by applying the LDAP update operations in its

Updat eQperationList to the DIT in the order they are listed.

3.2.2. LBURPUpdat eResponse

When the consuner has processed the update operations from an

Updat eQperationList, it sends an LBURPUpdat eResponse to the supplier
i ndicating the success or failure of the update operations contained
wi thin the correspondi ng LBURPUpdat eRequest .

3.3. Update Term nation

After the supplier has sent all of its LBURPUpdat eRequest nessages,
it sends an EndLBURPRequest nessage to the consunmer to term nate the
update stream Upon servicing all LBURPQperation requests and

recei ving the EndLBURPRequest, the consuner responds with an
EndLBURPResponse, and the update is conplete.
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3.4. Applicability of Protoco

LBURP is designed to facilitate the bulk update of LDAP servers. It
can al so be used to synchronize directory informati on between a
single master and multiple slaves.

No attenpt is nade to deal with the issues associated with multiple-
master replication environnents (such as keeping nodification tines
of attribute values) so that updates to the sane entry on different
replicas can be correctly ordered. For this reason, when LBURP al one
is used for replication, proper convergence of the data between al
replicas can only be assured in a single-nmaster replication

envi ronnent .

4. Description of Protocol Flow

This section describes the LBURP protocol flow and the information
contai ned in each protocol nmessage. Throughout this section, the
client or server acting as a supplier is indicated by the letter "S"
and the server acting as a consumer is indicated by the letter "C'
The construct "S -> C' indicates that the supplier is sending an LDAP
nmessage to the consuner, and "C -> S" indicates that the consuner is
sendi ng an LDAP nessage to the supplier. Note that the protocol flow
bel ow assunes that a properly authenticated LDAP sessi on has already
been establi shed between the supplier and consuner.

S -> C StartLBURPRequest nessage. The paraneter is:
1) OD for the LBURP update style (see section 5.1.1).
C-> S. StartLBURPResponse nessage. The paraneter is:

1) An optional maxQOperations instruction
(see section 5.2.1).

S -> C. An update stream consisting of zero or nore
LBURPUpdat eRequest nessages. The requests MAY be sent
asynchronously. The paraneters are:

1) A sequence nunber specifying the order of
thi s LBURPUpdat eRequest with respect to the
ot her LBURPUpdat eRequest nessages in the update
stream (see section 5.3.1).

2) LBURPUpdat eRequest . updat eCperati onList, a list

of one or nore LDAP update operations (see section
5.3.2).
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The consuner processes the LBURPUpdat eRequest nessages
in the order of their sequence nunbers and applies the
LDAP updat e operations contained within each
LBURPUpdat eRequest to the DIT in the order they are
listed.

LBURPUpdat eResponse nessage. This is sent when the
consuner conpl etes processing the update operations
from each LBURPUpdat eRequest . updat eOper ati onLi st .

EndLBURPRequest message. This is sent after the
supplier sends all of its LBURPUpdat eRequest nessages
to the consuner. The paraneter is:

1) A sequence nunber that is one greater than the
sequence nunber of the |ast LBURPUpdat eRequest
message in the update stream This allows the
EndLBURPRequest to al so be sent asynchronously.

C -> S: EndLBURPResponse nessage. This is sent in response to
t he EndLBURPRequest after the consumer has serviced

al | LBURPOperation requests.

El erents of Protocol

LBURP uses two LDAP Ext endedRequest nessages-- Start LBURPRequest and

EndLBURPRequest--to initiate and term nate the protocol

Athird

LDAP Ext endedRequest nessage- - LBURPUpdat eRequest--is used to send
update operations fromthe supplier to the consumer. These three
requests along with their correspondi ng responses conprise the entire

pr ot ocol

LBURP request nessages are defined in terns of the LDAP
Ext endedRequest [ RFC2251] as foll ows:

Ext endedRequest ::= [ APPLI CATI ON 23] SEQUENCE {
request Nane [ 0] LDAPA D,
request Val ue [1] OCTET STRI NG OPTI ONAL

}

LBURP response nessages are defined in terns of the LDAP
Ext endedResponse [ RFC2251] as fol |l ows:

Ext endedResponse ::= [ APPLI CATI ON 24] SEQUENCE ({
COVPONENTS of LDAPResul t,
responseNane [10] LDAPO D OPTI ONAL
response [11] OCTET STRI NG OPTI ONAL
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5.1. StartLBURPRequest
The request Name val ue of the StartLBURPRequest is OD 1.3.6.1.1.17.1.

The request Val ue of the StartLBURPRequest contains the BER-encodi ng
of the follow ng ASN. 1:

St art LBURPRequest Val ue :: = SEQUENCE ({
updat eStyl eO D LDAPO D
}

LDAPO D is defined in [ RFC2251], section 4.1.2.
5.1.1. updateStyled D

The updateStyleO D is an OD that uniquely identifies the LBURP
update style being used. This docunment defines one LBURP update
semantic style that can be transmtted between the StartLBURPRequest
and EndLBURPRequest. The updateStyled D is included in the protocol
for future expansi on of additional update styles. For exanple, a
future specification m ght define an update style with semantics to
replace all existing entries with a new set of entries and thus only
all ows the Add operati on.

The updateStyled D for the LBURP Incremental Update style is
1.3.6.1.1.17.7. The senantics of this update style are described in
section 6.

5.2. StartLBURPResponse
The responseNane of the StartLBURPResponse is the OD 1.3.6.1.1.17. 2.

The optional response el enment contains the BER-encodi ng of the
foll owi ng ASN. 1:

St art LBURPResponseVal ue :: = naxQperations
maxQOperations ::= INTEGER (0 .. maxlnt)
max|l nt | NTEGER ::= 2147483647 -- (2""31 - 1) --
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5.2.1. nmaxQperations

When present, the value of maxQperations instructs the supplier to
send no nore than that nunber of update operations per
LBURPUpdat eRequest . updat eOper ati onLi st (see section 5.3.2). If the
consuner does not send a nmaxQOperations value, it MJST be prepared to
accept any nunber of update operations per
LBURPUpdat eRequest . updat eQperati onList. The supplier MAY send fewer
but MJUST NOT send nore than nmaxQperati ons update operations in a

si ngl e LBURPUpdat eRequest . updat eOper ati onlLi st.

5.3. LBURPUpdat eRequest

The LBURPUpdat eRequest nessage is used to send a set of zero or nore
LDAP update operations fromthe supplier to the consumer along wth
sequenci ng information that enables the consuner to maintain the
proper sequencing of nultiple asynchronous LBURPUpdat eRequest
nmessages.

The request Name of the LBURPUpdateRequest is the OD 1.3.6.1.1.17.5

The request Val ue of an LBURPQperation contains the BER-encodi ng of
the follow ng ASN. 1:

LBURPUpdat eRequest Val ue ::= SEQUENCE ({
sequenceNunber | NTEGER (1 .. maxint),
updat eQper ati onLi st Updat eOper ati onLi st

5.3.1. sequenceNunber

The sequenceNunber orders associ ated LBURPOperation requests. This
enabl es the consuner to process LBURPCperation requests in the order
specified by the supplier. The supplier MJST set the val ue of
sequenceNunber of the first LBURPUpdateRequest to 1, and MJST

i ncrenent the val ue of sequenceNunmber by 1 for each succeedi ng
LBURPUpdat eRequest. In the unlikely event that the nunber of
LBURPUpdat eRequest nessages exceeds nmaxlnt, a sequenceNunber val ue of
1 is deened to be the succeedi ng sequence nunber follow ng a sequence
nunber of maxlnt.
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5.3.2. UpdateQperationLi st

The UpdateQperationList is a list of one or nore standard LDAP update
requests and is defined as foll ows:

Updat eQper ationLi st ::= SEQUENCE OF SEQUENCE{
updat eQperati on CHO CE {
addRequest AddRequest ,
nodi f yRequest Modi f yRequest ,
del Request Del Request,
nodDNRequest Modi f yDNRequest
H
controls [0] Controls OPTI ONAL
}

AddRequest, Modi fyRequest, Del Request, and Modi f yDNRequest are
defined in [ RFC2251], sections 4.6, 4.7, 4.8, and 4.9.

The LDAP update requests in the UpdateQperationList MJST be applied
to the DIT in the order in which they are |isted.

5.4. LBURPUpdat eResponse

An LBURPUpdat eResponse nmessage is sent fromthe consuner to the
supplier to signal that all of the update operations fromthe

Updat eQper ationLi st of an LBURPUpdat eRequest have been conpl eted and
to give the results for the update operations fromthat |ist.

The responseNane of the LBURPUpdat eResponse is the QD
1.3.6.1.1.17. 6.

I f the consunmer server cannot successfully decode an

LBURPUpdat eRequest in its entirety, the resultCode for the
correspondi ng LBURPUpdat eResponse is set to protocol Error and the
response elenment is omtted. Updates fromthe LBURPUpdat eRequest
SHALL NOT be conmmitted to the DIT in this circunstance

If the status of all of the update operations being reported by an
LBURPUpdat eResponse nessage i s success, the resultCode of the
LBURPUpdat eResponse nessage is set to success and the response
element is omtted.

If the status of any of the update operations being reported by an
LBURPUpdat eResponse nessage i s something other than success, the
resul t Code for the entire LBURPUpdat eResponse is set to other to
signal that the response element is present.
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5.4.1. CQperationResults

When a response el enent is included in an LBURPUpdat eResponse
nmessage, it contains the BER-encoding of the follow ng ASN. 1:

QperationResults ::= SEQUENCE OF OperationResult
OperationResult ::= SEQUENCE {

oper ati onNurber | NTEGER

| dapResul t LDAPResul t
}

An OperationResult is included for each operation fromthe
Updat eQper ati onLi st that failed during processing.

5.4.1.1. operationNunber
The operati onNunber identifies the LDAP update operation fromthe
Updat eQper ati onLi st of the LBURPUpdat eRequest that failed.
Operations are nunbered beginning at 1.
5.4.1.2. |dapResult
The | dapResult included in the OperationResult is the sane | dapResult
that would be sent for the update operation that failed if it had
failed while being processed as a nornal LDAP update operation
LDAPResult is defined in [RFC2251], section 4.1.10.
5.5. EndLBURPRequest
The request Name of the EndLBURPRequest is the OD 1.3.6.1.1.17.3
The request Val ue contains the BER-encodi ng of the followi ng ASN. 1:
EndLBURPRequest Val ue: : = SEQUENCE {
sequenceNunber | NTEGER (1 .. maxlnt)
}
5.5.1. sequenceNunber
The val ue in sequenceNunmber is one greater than the |ast
LBURPUpdat eRequest . sequenceNunber in the update stream It allows

the server to know when it has received all outstanding asynchronous
LBURPUpdat eRequest s.

Harrison, et al. I nf or mati onal [ Page 10]



RFC 4373 LDAP Bul k Updat e/ Repl i cati on Protocol January 2006

5.6. EndLBURPResponse
The responseNane of the EndLBURPResponse is the O D 1.3.6.1.1.17.4.
There is no response el enent in the EndLBURPResponse nessage.

6. Semantics of the Incremental Update Style

The initial state of entries in the consunmer’s DIT plus the
LBURPUpdat eRequest messages in the update stream coll ectively
represent the desired final state of the consuner’s DIT. Al LDAP
updat e operations defined in [ RFC2251] --Add, Modify, Delete, and
Modify DN--are allowed in the incremental update stream Al of the
semantics of those operations are in effect, so for instance, an
attenpt to add an entry that already exists will fail just as it
woul d during a normal LDAP Add operati on.

7. General LBURP Semantics

The consuner server may take any action required to efficiently
process the updates sent via LBURP, as long as the final state is
equi valent to that which would have been achieved if the updates in
the update stream had been applied to the DI T usi ng nornmal LDAP
updat e operati ons.

The LBURPUpdat eRequest nessages that formthe update stream MAY be
sent asynchronously by the supplier to the consuner. This neans that
the supplier need not wait for an LBURPUpdat eResponse nessage for one
LBURPUpdat eRequest message before sending the next LBURPUpdat eRequest
nessage.

When the LBURP update stream contains a request that affects nultiple
Directory System Agents (DSAs), the consuner MAY choose to perform
the request or return a resultCode value of affectsMiltipleDSAs. As
with any LDAP operation, a consuner MAY send a resultCode val ue of
referral as part of the OperationResult elenment for any operation on
an entry that it does not contain. |If the consuner is configured to
do so, it MAY chain on behal f of the supplier to conplete the update
operation instead.

VWil e a consuner server is processing an LBURP update stream it may
choose not to service LDAP requests on other connections. This
provision is designed to allow inplenenters the freedomto inplenent
hi ghl y-efficient methods of handling the update stream wi thout being
constrained by the need to miintain a live, working DI T database
whi | e doi ng so.
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If a consunmer chooses to refuse LDAP operation requests from ot her
suppliers during LBURP update, it is RECOMVENDED t hat the consuner
refer those requests to another server that has the appropriate data
to conplete the operation.

Unl ess attribute val ues specifying tinmestanps are included as part of
the update stream updates nmade using LBURP are treated the sane as
ot her LDAP operations wherein they are deemed to occur at the
present. Consuners MAY store timestanp val ues sent by suppliers but
are not required to do so.

| mpl enent ati ons nay choose to performthe operations in the update
streamw th special perm ssions to inprove perfornmance.

Consuner inplenmentations should include functionality to detect and
term nate connections on which an LBURP session has been initiated
but information (such as the EndLBURPRequest) needed to complete the
LBURP session is never received. A tinmeout is one nechanismthat can
be used to acconplish this.

8. Security Considerations

| mpl ement ati ons should ensure that a supplier making an LBURP request
is properly authenticated and authorized to nake the updates
requested. There is a potential for |oss of data if updates are nade
to the DIT without proper authorization. |If LBURP is used for
replication, inplenenters should note that unlike other replication
protocols, no existing replication agreenment between supplier and
consumer is required. These risks increase if the consumer server

al so processes the update streamw th special perm ssions to inprove
performance. For these reasons, inplenmenters should carefully

consi der whi ch perm ssions should be required to perform LBURP
operations and take steps to ensure that only connections with
appropriate authorization are allowed to performthem

The data contained in the update stream may contai n passwords and
ot her sensitive data. Care should be taken to properly safeguard
this information while in transit between supplier and consuner. The
Start TLS [ RFC2830] operation is one nechani smthat can be used to
provi de data confidentiality and integrity services for this purpose.

As with any asynchronous LDAP operation, it may be possible for an
LBURP supplier to send asynchronous LBURPUpdat eRequest nessages to
the consuner faster than the consuner can process them Consuner

i mpl enenters should take steps to prevent LBURP suppliers from
interfering with the normal operation of a consumer server by issuing
a rapi d stream of asynchronous LBURPUpdat eRequest messages.
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9. | ANA Consi derations

Regi stration of the followi ng val ues has been nmade by the | ANA
[ RFC3383] .

9.1. LDAP bject ldentifier Registrations

The |1 ANA has regi stered LDAP Object ldentifiers identifying the
protocol elenents defined in this technical specification. The
followi ng registration tenplate was provi ded:

Subj ect: Request for LDAP O D Registration
Person & emmil address to contact for further information:
Roger Harrison
rharri son@ovel | . com
Speci fication: RFC 4373
Aut hor/ Change Control ler: |ESG
Comment s:
Seven del egations will be nmade under the assigned O D. The
following 6 O Ds are Protocol Mechanism O Ds of type "E"
(support edExt ensi on) :

1.3.6.1.1.17.1 Start LBURPRequest LDAP Ext endedRequest nessage
1.3.6.1.1.17. 2 Start LBURPResponse LDAP Ext endedResponse nessage
1.3.6.1.1.17. 3 EndLBURPRequest LDAP Ext endedRequest nessage
1.3.6.1.1.17. 4 EndLBURPResponse LDAP Ext endedResponse nessage
1.3.6.1.1.17. 5 LBURPUpdat eRequest LDAP Ext endedRequest nessage
1.3.6.1.1.17. 6 LBURPUpdat eResponse LDAP Ext endedResponse nessage

The following 1 ODis a Protocol Mechanism QD of type "F"
(support edFeature):

1.3.6.1.1.17.7 LBURP Increnental Update style QD
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this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is provided by the |IETF
Admi ni strative Support Activity (1ASA).

Harrison, et al. I nf or mati onal [ Page 16]






