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1

| ntroducti on

Met hods for measuring trust in digital identity transacti ons have
historically fallen into two main categories: either all neasurenents
are conmbined into a single scalar value or trust decisions are

calcul ated locally based on a detailed set of attribute netadata.
Thi s docunent defines a nethod of conveying trust information that is
nore expressive than a single value but | ess conplex than
conprehensive attribute mnetadata.

Prior to the third edition [SP-800-63-3] published in 2017, N ST
Speci al Publication 800-63 [ SP-800-63-2] used a single scalar
neasurenent of trust called a Level of Assurance (LoA). An LOA can
be used to conpare different transactions within a systemat a coarse
I evel . For instance, an LoA4 transaction is generally considered
nore trusted (across all measured categories) than an LoA2
transaction. The LoA for a given transaction is conputed by the
Identity Provider (1dP) and is consuned by a Relying Party (RP).
Since the trust neasurenent is a sinple nuneric value, it's trivia
for RPs to process and conpare. However, since each LOA enconpasses
many di fferent aspects of a transaction, it can't express many real -
worl d situations. For instance, an anonynous user account m ght have
a very strong credential, such as would be comon of a whistl e-bl ower
or political dissident. Despite the strong credential, the |lack of
identity proofing would make any transacti ons conducted by the
account to fall into a low LoA. Furthernore, different use cases and
domains require subtly different definitions for their LOA

cat egories, and one group’s LOA2 is not equival ent or even conparabl e
to anot her group’s LOA2.

Attribute-Based Access Control (ABAC) systens used by RPs nay need to
know details about a user’s attributes, such as how recently the
attribute data was verified and by whom Attribute nmetadata systens
are capabl e of expressing extrenely fine-grained detail about the
transaction. However, this approach requires the 1dP to collect,
store, and transnmit all of this attribute data for the RP's
consunption. The RP nust process this data, which nay be prohibitive
for trivial security decisions.

The Vectors of Trust (VoT) approach proposed in this document seeks a
bal ance between these two alternatives by all owi ng expression of

nul tiple aspects of an identity transaction (including but not
limted to identity proofing, credential strength, credentia
managenment, and assertion strength), without requiring full attribute
net adat a descriptions. This nmethod of neasurenent gives nore
actionabl e data and expressiveness than an LoA, but it is stil
relatively easy for the RP to process. It is anticipated that VoT
can be used al ongside nore detailed attribute netadata systens, such
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as the one proposed by NISITIR 8112 [ NISTIR-8112]. The RP can use
the vector value for nost basic decisions but be able to query the
|dP for additional attribute netadata where needed. Furthernore, for
RPs that do not have a need for the vector’s nore fine-grained
detail, it is anticipated that sone trust frameworks will provide a
si npl e mappi ng between certain sets of vector values to LoAs. In
such systens, an RP is given a choice of how nuch detail to request
fromthe 1dP in order to process a given transaction

Thi s docunent defines a data nodel for these vectors and an on-the-
wire format for conveying them between parties. The values of the
vectors defined by the data nodel are anchored in a trust definition
Thi s docunent al so provi des gui dance for defining values for use in
conveying this information, including four conmponent categories and
gui dance on defining values within those categories. Additionally,
this document defines a general -purpose set of conponent values in an
appendi x (Appendi x A) for use cases that do not need sonething nore
specific.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in al
capitals, as shown here.

1.2. Term nol ogy

Identity Federation: A protocol in which an Identity Provider (1dP)
asserts a user’s identity information to an RP. through the use
of a cryptographic assertion or other verifiable nmechanism or a
system i nmpl enenting such a protocol. It is also referred to
simply as "federation".

Identity Provider (1dP): A systemthat nanages identity infornmation
and is able to assert this information across the network through
an identity API.

Identity Subject: The individual (user) engaging in the identity
transaction, that is, being identified by the identity provider to
the RP

Identity Proofing: The process of verifying and validating that a

set of identity attributes belongs to a real-world identity
subj ect .
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Primary Credential: The nmeans used by the identity subject to
authenticate to the identity provider

Federated Credential: The assertion presented by the IdP to the RP
across the network to authenticate the user

Relying Party (RP): A systemthat consunes identity information from
an | dP for the purposes of authenticating the user

Trust Franmework: A docunent containing business rules and | ega
cl auses that defines how different parties in an identity
transaction nmay act.

Trustmark: A URL referencing a specific trust framework and its
definition of vector conmponents and vector conponent val ues.

Trustmark Provider: Defines the trust framework referenced by its
trustmark and can verify that a given system (such as an identity
provider) is both capable of asserting and allowed to assert the
vector conponent values it is claimng

Vector: A nulti-part data structure, which is used here for
conveyi ng i nformati on about an authentication transaction

Vect or Conponent: One of several constituent parts that nmake up a
vector, indicating a category of information

Vect or Component Val ue: One of the values applied to a vector
conponent within a vector.

1.3. ldentity Mde

Thi s docunent assunes the follow ng nodel for identity based on
identity federation technol ogi es:

The identity subject (also known as the user) is associated with an
identity provider that acts as a trusted third party on behalf of the
user, with regard to an RP by making identity assertions about the
user to the RP

The real -worl d individual represented by the identity subject is in
possession of a primary credential bound to the identity subject by
the identity provider (or an agent thereof) in such a way that the

bi ndi ng between the credential and the real-world user is a
representation of the identity proofing process performed by the
identity provider (or an agent thereof) to verify the identity of the
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real-world individual. This information is carried across the
network as part of an identity assertion presented to the RP during
the aut hentication transaction.

1.4. Conponent Architecture

The term "Vectors of Trust" is inspired by the mathematical construct
of a vector, which is defined as an item conposed of multiple
i ndependent val ues.

An inmportant goal for this work is to balance the need for simplicity
(particularly on the part of the RP) with the need for
expressiveness. As such, this vector construct is designed to be
conposabl e and extensi bl e.

The vector is constructed of orthogonal conponents, such that no
aspect of a conponent overlaps an aspect of another conponent, as
much as i s possible.

2. Component Di nmension Definitions

Thi s specification defines four orthogonal conponents: identity
proofing, primary credential usage, primary credential managenent,
and assertion presentation.

This specification also defines values for each of these components
to be used in the absence of a nore specific trust framework in
Appendi x A. It is expected that trust franmeworks will provide
context, semantics, and mapping to | egal statutes and business rules
for each value in each conponent.

Consequently, a particular vector value can only be conpared with
vectors defined in the context of a specific trust framework. The RP
MUST understand and take into account the trust framework context in
whi ch a vector is being expressed in order to process a vector
correctly.

Each conponent is identified by a demarcator consisting of a single
uppercase ASCI| letter in the range "[A-Z]". The denmarcator SHOULD
reflect the category with which it is associated in a natural nanner
Demarcators for conponents MJST be registered as described in
Section 7. It is anticipated that trust framework definitions wll
use this registry to define specialized conponents, but it is
RECOMMVENDED t hat trust franeworks reuse existing components

cat egori es wherever possible. The same demarcator MJST NOT be used
for two different dinmensions, and different trust franmeworks SHOULD
use the sane denmarcator for simlar information. It is further
anticipated that there will be relatively few conponent dinensions
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over tine, and this specification defines four general-purpose
categories in this section. Note that since the processing for al
vector values is contextual to a trust framework, the exact semantics
of interpreting a conponent will vary based on the trust framework in
use.

The value for a given conponent within a vector of trust is defined
by its demarcator character followed by a single digit or |owercase
ASCI| letter in the range "[0-9a-z]". Categories that have a natura
ordering SHOULD prefer digits, with larger digits indicating stronger
assertions than smaller digits. Categories that do not have a
natural ordering, or that can have an anbi guous ordering, SHOULD
prefer letters. Note that while letters could also inply order, they
can also nore naturally be used menonically. Trust frameworks MAY
use any possible values within a category w thout the need for them
to be contiguous.

Cat egories MAY use both letters and digits simultaneously. For
exanpl e, a category could define "0" as neaning "no statenment is
nmade" while using letters such as "a", "b", and "c" for nornmal val ues
to indicate specific options. Another systemcould have an ordered
base set of digits with additional details provided by letters.

Each conponent MAY be repeated with nultiple different values within
a single vector, representing the | ogical AND of the values (see
Section 3.1 for details). The sane conponent and val ue comnbi nati on
MUST NOT be repeated within a single vector. For exanple, a vector

could contain both "P1" and "Pa" but not two instances of "P1". A
trust framework MAY define additional restrictions on conbinati ons of
val ues.

Regardl ess of the type of value, the RP MUST NOT assune that the

val ues assigned to each conponent of a vector have inherent ordina

or subsunptive properties when conpared to the sane or ot her
conponents in the vector space w thout specific know edge of the
trust framework in use. |In other words, "1" is always different from
"2", but it is dangerous to assunme that "2" is always better than "1"
or that "2" satisfies all the requirenents of "1".

2.1. ldentity Proofing (P)

The identity proofing dinension defines, overall, how strongly the
set of identity attributes have been verified and vetted. 1In other
words, this dimension describes howlikely it is that a given digita
identity transaction corresponds to a particular (real-world)
identity subject. For exanple, did the user have to provide
docunentation to a trusted party to prove their |egal nane and
address, or were they able to self-assert such val ues?
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Thi s di mensi on uses the "P" denmarcator, such as "P0", "P1", etc.
Most definitions of identity proofing will have a natural ordering,
as nore or less stringent proofing can be applied to an individua
bei ng granted an account. |In such cases, it is RECOVWENDED that a
digit be used for this conponent and that only a single value be
all owed to be communicated in a transaction

2.2. Primary Credential Usage (O

The primary credential usage di nmension defines how strongly the
primary credential can be verified by the 1dP. In other words, how
easily that credential could be spoofed or stolen. For exanple, did
the user log in with a password, a bionetric, a cryptographic

har dwar e devi ce, or sonme conbi nation of the above?

Thi s di mensi on uses the "C' demarcator, such as "Ca", "Ch", etc.

Most definitions of credential usage will not have an overall natura
ordering, as there may be several equivalent classes described within
a trust framework. In such cases, it is RECOWENDED that a letter be
used for this conmponent and that nultiple distinct credential usage
factors be allowed to be conmmuni cated sinultaneously, such as when
mul ti-factor authentication is used.

2.3. Primary Credential Managenent (M

The primary credential managenent di mension conveys information about
the expected lifecycle of the primary credential in use, including
its binding, rotation, and revocation. |In other words, the use and
strength of policies, practices, and security controls used in
managi ng the credential at the IdP and its binding to the intended

i ndividual. For exanple, can the user bring their own cryptographic
device or is one provided by the |dP?

Thi s di mensi on uses the "M demarcator, such as "Ma", "M", etc.
Most definitions of credential nanagement will not have an overal
natural ordering, though there can be preference and conpari son
bet ween val ues in sone circunstances. In such cases, it is
RECOMMENDED that a letter be used for this conmponent and that

mul tiple distinct values be allowed to be conmuni cated
si mul t aneousl y.

2.4. Assertion Presentation (A

The assertion presentation di nension defines how well the given
digital identity can be comuni cated across the network w thout
i nformati on | eaking to unintended parties and wi thout spoofing. In
ot her words, this dinension describes how likely it is that a given
digital identity was asserted by a given identity provider for the
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identity subject of a given transaction. Wile this information is

| argely already known by the RP as a side effect of processing an
identity assertion in a federation protocol, this dinension is stil
very useful when the RP requests a login (see Section 4) and when
descri bing the capabilities of an 1dP. This value also allows the RP
to detect when an assertion is presented in a manner it was not

i ntended for, as may be the case with an attack

Thi s di mensi on uses the "A" denmarcator, such as "Aa", "Ab", etc.

Most definitions of assertion presentation will not have an overal
natural ordering. |In such cases, it is RECOVWENDED that a letter be
used for this conponent and that multiple values be allowed to be
conmuni cat ed si nul t aneously.

3. Comuni cating Vector Values to RPs

A vector of trust is designed to be used in the context of an
identity and authentication transaction, providing infornmation about
the context of a federated credential. The vector therefore needs to
be able to be communicated in the context of the federated credentia
inawy that is strongly bound to the assertion representing the
federated credenti al

This vector has several requirenents for use

o All applicable vector conponents and val ues need to be conbi ned
into a single vector.

o The vector can be communi cated across the wi re unbroken and
unt r ansf or ned.

o All vector components need to remain individually available, not
"col |l apsed” into a single value.

o The vector needs to be protected in transit.

o The vector needs to be cryptographically bound to the assertion
that it is describing.

o The vector needs to be interpreted in the context of a specific
trust framework definition identified by a trustmark URL.

These requirenments |lead us to defining a sinple string-based

representation of the vector that can be incorporated within a nunber
of different |ocations and protocols w thout further encoding.
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3.1. On-the-Wre Representation

The vector MUST be represented as a period-separated ('.") list of
vector components. A vector conponent type can occur multiple tines
within a single vector, but a specific value of a vector component
cannot occur nore than once in a single vector. That is, while
"Cc.Cd" is a valid vector, "Cc.Cc" is not. Miltiple values for a
conponent are considered a | ogical AND of the val ues.

Vect or component val ues MAY appear in any order within a vector, and
the RP MUST consider different orderings of the sane vector

equi val ent during processing. For exanple, "Pl.Cc.Cd. Aa",
"Aa.Cc.Cd. P1", "Cd.Pl1.Cc. Aa", and "Aa.Pl.Cd. Cc" are all considered
equi val ent to each ot her

Possi bl e vector conponents MAY be omitted froma vector. No hol ding
space is left for an omtted vector conponent. |If a vector component
is omtted, the vector is naking no claimfor that conponent. No
default val ues are assunmed for a nissing conponent category.

Vect or val ues MJST be conmunicated along with a trustmark URL (see
Section 5) to give the conponents and conponent val ues context. The
trustmark MJST be cryptographically bound to the vector value, such
as the two values being carried together in a signed assertion. A
vector value without context is unprocessable, and vectors defined in
di fferent contexts are not directly conparabl e as whol e val ues.
Different trust frameworks MAY reuse conponent definitions (including
their values), but processing of such cross-context values is outside
the scope of this specification

For exanple, the vector "Pl.Cc. Ab" translates to "pseudonynous, proof
of shared key, signed browser-passed verified assertion, and no claim
made toward credential nanagenment” in the context of this
specification’s definitions (see Appendix A). A different vector
"Cbh. Mc. Cd. Ac" translates to "known device, full proofing required for
credential issuance and rotation, cryptographic proof of possession
of a shared key, signed back-channel verified assertion, and no claim
made toward identity proofing"” in the same context. Since no claim
is made here for identity proofing, no specific value can be assuned
by the RP. Note that this doesn’'t nmean the user wasn't proofed at
all: it’'s possible that the user was fully proofed to the highest
capabilities within the trust framework, but here the IdP is not
maki ng any specific claimabout proofing to the RP, perhaps to
protect the user’s privacy.
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3.2. I n Openl D Connect

In Openl D Connect [Openl D], the I1dP MJST send the vector as a string
within the "vot" (vector of trust) claimin the ID token. The
trustmark (see Section 5) that applies to this vector MJST be sent as
a URL in the "vtnm (vector trust mark) claimto provide context to
the vector.

The "vot" and "vtni clainms are interpreted by the RP to apply to the
entire identity transaction and not necessarily to any one attribute
specifically.

For exanple, assunme that for the given trustmark, the body of an ID
token clai mi ng "pseudonynous, proof of shared key, signed back-
channel verified token, and no claimmade toward credentia
management” could | ook |like this JSON object [RFC8259] payl oad of the

I D t oken.
{

"iss": "https://idp.exanple.com"

"sub": "jondoel234",

"vot": "P1.Cc.Ac",

"vtm': "https://exanple.org/vot-trust-framework"
}

The body of the ID token is signed and optionally encrypted using
JSON bj ect Signing and Encryption (JOSE), as per the Openl D Connect
specification. By putting the "vot" and "vtm' values inside the ID
token, the vector and its context are strongly bound to the federated
credential represented by the ID token

Vector values MAY be returned in a token introspecti on [ RFC7662]
response describing the I D token or access token issued during an
Openl D Connect transaction using the same clains.

4. Requesting Vector Val ues

In sone identity protocols, the RP can request that particular vector
val ues be used for a given identity transaction. An RP can describe
the particular vector conponent values it desires the IdP assert for
a given identity transaction by using the same syntax as defined in
Section 3.1. Processing and fulfillment of these requests are in the
purview of the IdP, and details are outside the scope of this

speci fication.

Future specifications MAY define alternative ways for an RP to
request vector values froman |dP
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4.1. In Openl D Connect

In Openl D Connect [Openl D], the client MAY request a partial set of
acceptabl e VoT values with the "vtr" (vector of trust) claimrequest
as part of the request object. The value of this field is a JSON
array of strings [ RFC8259], each string identifying an acceptable set
of vector conponents. The conponent values within each vector are
ANDed t ogether while the separate vectors are ORed together. For
exanple, a list of vectors in the form’'["Pl.Ch.Cc. Ab", "Ce.Ab"]’ is
stating that either the full set of "P1 AND Cb AND Cc AND Ab"

simul taneously OR the full set of "Ce AND Ab" sinultaneously are
acceptable to this RP for this transaction.

Vector request values MAY onit conponents, indicating that any val ue
is acceptable for that component category, including omssion of that
conponent in the response vector.

The mechani sm by which the IdP processes the "vtr" and maps that to
the authentication transaction are out of scope of this
speci fication.

5. Trust marks

Atrustmark is an HTTPS URL that references a specific set of vector
val ues as defined by a trust franework. This URL MUST point to a
human-r eadabl e docunent that describes what conponents and val ues are
valid, how they are used together, and what practices the conponent
val ues represent within the trust franmework. The contents of the
trustmark URL MJST be reachable by the operators or inplenmentors of
the RP. The URL MJST be stable over tine for a given trust franmework
to allow RPs to process incomng vectors in a consistent fashion.

New versions of a trust framework that require different processing
rules MJST use a different trustmark URL.

For exanple, <https://ww.rfc-editor.org/info/rfc8485> is used as the
trustmark to reference the values defined in Appendi x A

The process of a trustmark provider determning the ability of a
particular 1dP to correctly assert values froma given trust
framework is outside the scope of this specification. Determ ning
how an RP should apply the values of a given vector to the RP' s
processing is outside the scope of this specification
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6.

Def i ni ng New Vect or Val ues

Vectors of Trust is neant to be a flexible and reusable framework for
conmuni cati ng aut henticati on data between networked parties in an
identity federation protocol. However, the exact nature of the

i nformati on needed depends on the parties requiring the information
and the relationship between them Wile this docunent does define a
usabl e default set of values in Appendix A it is anticipated that
many situations will require an extension of this specification for
their own use.

Conponent categories such as those defined in Section 2 are intended
to be general -purpose and reusable in a variety of trust franmeworks.
Ext ensi on specifications SHOULD reuse existing category definitions
where possible. Extensions MAY create additional categories where
needed by using the registry defined in Section 7. The registry
encour ages reuse and di scovery of existing categories across
different trust frameworks. For exanple, the "P" category in another
framewor k SHOULD be used for identity proofing and rel ated

i nfornmation.

The val ues of conponents such as those defined in Appendix A are
intended to be contextual to the defining trust docunent. VWhile this
specification' s conponent values are intended to be general - purpose
and extensions MAY reuse the values and their definitions, trust
framewor ks MJUST define all allowable values. As these values are
always interpreted in the context of a trustmark, these values are
not recorded in a central registry. Consequently, a P1" value from
one framework and a "P1" value from another framework coul d have very
different interpretati ons depending on their contextual trust
franmewor k docunments, even though in both cases the "P" conponent is
used for identity proofing in some fashion

Trust frameworks that inplenent this specification SHOULD choose
either a nunerical ordering or a group category approach to conponent
val ues as described in Section 2, though conbinations of both types
MAY be used. Trust franmeworks MUST specify whether nultiple val ues
are allowed for each category, and while any conponent category is
generally allowed to have nultiple distinct values, a specific
definition of a set of values in an extension MAY linmt a given
conponent category to a single value per transaction. It is
RECOMMENDED t hat trust frameworks use a "0" value to indicate an
enpty or null condition for a given category (for exanple, no
proofing being done or no authentication token being used).

Al trust franmeworks that extend and inplenent this specification
MJST be referenced by a unique trustmark URL (see Section 5) to allow
RPs to differentiate between different trust franeworks.
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7.

7.

7.

| ANA Consi der ati ons

This specification creates one registry and regi sters several val ues
into existing registries.

1. Vector of Trust Components Registry

This specification establishes the "Vectors of Trust Conponents"
registry.

Conponent denmarcators are registered by the Specification Required
policy docunmented in [ RFC8126].

Criteria that should be applied by the designated experts includes
det ermi ni ng whet her the proposed registration is distinct enough from
existing entries to warrant registration, whether it is likely to be
of general applicability, and whether the registration description is
clear. Since all vector processing is contextual to a trust
framewor k, conponent demarcators that do not neet these criteria can
still be used in trust frameworks. The registry contains vector
conponents that are believed to have general applicability that can
be used as well.

Regi stration requests sent to the vot@etf.org mailing list for

revi ew shoul d use an appropriate subject (e.g., "Request to register
Vector of Trust Conponent name: exanple"). The designated expert(s)
will provide review within a two-week period and either approve or

deny the registration request, conmunicating this decision to the
review list and 1ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to nmake the request successful.

| ANA nust only accept registry updates fromthe designated expert(s)
and should direct all requests for registration to the vot@etf.org
mailing list. |If the designated experts do not respond within the
desi gnat ed period, |ANA should contact the | ESG for guidance.

1.1. Registration Tenplate

Denmar cat or Synbol
An uppercase ASCI| letter in the range [A-Z] representing this
conponent (e.g., "X').

Descri pti on:
Brief description of the conponent (e.g., "Exanple description").

Change Controller:
For | ETF-stream RFCs, state "IESG'. For other docunents, give the
nane of the responsible party.
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Speci fication docunent(s):
Ref erence to the docunent(s) that specifies the vector conponent,
preferably including a URL that can be used to retrieve a copy of
the docunent(s). An indication of the relevant sections may al so
be included but is not required.

7.1.2. Initial Registry Contents

The "Vector of Trust Conponents" registry contains the definitions of
vector components and their associ ated demarcators.

o Demarcator Synbol: P

o Description: ldentity proofing

o Change Controller: |IESG

o Specification docunment(s): [RFC3485]
o Demarcator Symbol: C

o Description: Primary credential usage
o Change Controller: |IESG

o Specification docunment(s): [RFC8485]
o Demarcator Synbol: M

o Description: Primary credential nanagenent
o Change Controller: |IESG

o Specification docunment(s): [RFC8485]
0 Demarcator Synmbol: A

o Description: Assertion presentation

o0 Change Controller: |ESG

o Specification docunent(s): [RFC3485]

7.2. Addition to the QAuth Paraneters Registry

Thi s specification adds the following value to the "QAuth Paraneters"
regi stry established by [ RFC6749].

Name: vtr

Description: Vector of Trust request

Par amet er usage | ocation: authorization request, token request
Change Controller: |ESG

Ref erence: [ RFC8485]

OO0 o0OO0Oo
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7.3. Additions to JW Clainms Registry

This specification adds the foll owing values to the "JSON Wb Token
Clains" registry established by [ RFC7519].

o Caimnane: vot

o CaimBDescription: Vector of Trust val ue

o Change Controller: |IESG

o Reference: [RFC3485]

o Caimnanme: vtm

o CaimBDescription: Vector of Trust trustmark URL
o Change Controller: |ESG

o Reference: [RFC8485]

7.4. Additions to QAuth Token Introspection Response

Thi s specification adds the follow ng values to the "QAuth Token
I ntrospecti on Response"” registry established by [ RFC7662].

Nane: vot

Description: Vector of Trust val ue
Change Controller: |ESG

Ref erence: [ RFC8485]

(e}l elNe]

Name: vtm

Description: Vector of Trust trustmark URL
Change Controller: |ESG

Ref erence: [ RFC8485]

(e} elelNe]

8. Security Considerations

The vector of trust value needs to be cryptographically protected in
transit between parties, such as by using TLS as described in

[ BCP195]. The vector of trust value nmust be associated with a
trustmark by the RP processing the vector. A signed Openl D Connect

I D Token or a simlarly signed assertion from another protocol would
fulfill this requirenent by carrying both the vector value and the
trustmark URL as cl ai ns.

The vector value is always associated with a trustmark and needs to
be interpreted by the RP in the context of the trust franmework
defined by that trustmark. Different trust frameworks can apply
different interpretations to the sane conponent val ue, nmuch as was
the case with LoA. Therefore, an RP interpreting a conponent val ue
in the wong context could mstakenly accept or reject a request. In
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10.

10.

order to avoid this mstake, RPs need to reject vectors that are
defined in trust franmeworks that they do not understand how to
i nterpret properly.

The VoT franmework provides a nechani smfor describing and conveying
trust information. |t does not define any policies for an IdP

det erm ni ng whi ch vector component val ues apply to a given
transaction, nor does it define any policies for applying the val ues
of a vector to an RP's security decision process. These policies and
associ ated practices are to be agreed upon by the IdP and RP, and
they shoul d be expressed in detail in an associ ated human-readabl e
trust framework docunent available at the trustmark URL

Privacy Consi derations

By design, vector of trust val ues contain information about the
user’s authentication and associ ations that can be nmade thereto.
Therefore, all aspects of a vector of trust contain potentially
privacy-sensitive informati on and nust be guarded as such. Even in
the absence of specific attributes about a user, know edge that the
user has been highly proofed or issued a strong token could provide
nore information about the user than was intended. It is recomended
that IdPs send and RPs request only the informati on necessary for
their use case in order to prevent inadvertent information

di scl osure.
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Appendi x A, Vectors of Trust Default Conponent Val ue Definitions

The foll owi ng general - purpose conponent definitions MAY be used when
a nore specific set is unavailable. This docunent defines a trust
framework for these component values. The trustmark URL of this
trust framework is <https://ww.rfc-editor.org/info/rfc8485> Al
normative requirements following in this section apply to this trust
framewor k al one.

O her trust frameworks that extend and inplement this specification
SHOULD define their own component val ues as described in Section 6.

Wher e possi bl e, extensions MAY reuse specific values and definitions
as listed here, but those specific values MJST be relisted.

A l. ldentity Proofing

The identity proofing conponent of this vector definition represents
the level of scrutiny applied to the identity subject during the
proofing process. Hi gher levels are |argely subsunptive of |ower

l evel s, such that "P2" fulfills requirenents for "P1", etc. Miltiple
di stinct values fromthis category MJIST NOT be used in a single
transacti on.

PO: No proofing is done, and data is not guaranteed to be persistent
across sessi ons

P1: Attributes are self-asserted but consistent over tine,
potentially pseudonynous

P2: ldentity has been proofed either in person or renotely using
trusted nechani sns (such as social proofing)

P3: There is a binding relationship between the identity provider

and the identified party (such as signed/ notarized documents and
enpl oynment records)
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A 2. Primary Credential Usage
The primary credential usage conponent of this vector definition
represents distinct categories of primary credential that MAY be used
together in a single transaction. Miltiple distinct values fromthis
category MAY be used in a single transaction
CO: No credential is used / anonynmous public service

Ca: Sinple session HITP cookies (wth nothing el se)

Cb: Known device, such as those indicated through device posture or
devi ce nanagenent systens

Cc: Shared secret, such as a usernane and password conbi nation

Cd: Cryptographic proof of key possession using shared key

Ce: Cryptographic proof of key possession using asymretric key

Cf: Seal ed hardware token / keys stored in a trusted platform nodul e

Cg: Locally verified bionetric

A.3. Primary Credential Managenent

The primary credential managenment conponent of this vector definition
represents distinct categories of management that MAY be consi dered
separately or together in a single transaction. Mny trust franmework
depl oyments MAY use a single value for this conponent as a baseline
for all transactions and thereby omt it. Miltiple distinct val ues
fromthis category MAY be used in a single transaction.

Ma: Sel f-asserted primary credentials (user chooses their own
credentials and nmust rotate or revoke them manually) / no
additional verification for primary credential issuance or
rotation

Mb: Renote issuance and rotation / use of backup recover credentials
(such as emmil verification) / deletion on user request

Mc:  Full proofing required for each issuance and rotation /
revocati on on suspicious activity
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A. 4. Assertion Presentation

The assertion presentation conponent of this vector definition
represents distinct categories of assertion that are RECOVMENDED to
be used in a subsunptive manner but MAY be used together. Miltiple
di stinct values fromthis category MAY be used in a single
transacti on.

Aa: No protection / unsigned bearer identifier (such as an HTTP
session cookie in a web browser)

Ab: Signed and verifiable assertion, passed through the user agent
(web browser)

Ac: Signed and verifiable assertion, passed through a back channe
Ad: Assertion encrypted to the RP s key
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