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SMIP TLS Reporting

Abst r act

A nunber of protocols exist for establishing encrypted channels

bet ween SMIP Mail Transfer Agents (MIrAs), including STARTTLS, DNS-
Based Aut hentication of Naned Entities (DANE) TLSA, and MIA Stri ct
Transport Security (MIA-STS). These protocols can fail due to

m sconfiguration or active attack, |leading to undelivered nessages or
delivery over unencrypted or unauthenticated channels. This docunent
descri bes a reporting nechanismand format by which sending systens
can share statistics and specific information about potentia
failures with recipient domains. Recipient domains can then use this
information to both detect potential attacks and di agnose

uni ntentional m sconfigurations.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
https://wwv. rfc-editor.org/info/rfc8460.
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Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

1

| ntroducti on

The STARTTLS extension to SMIP [ RFC3207] allows SMIP clients and
hosts to establish secure SMIP sessions over TLS. The protoco

desi gn uses an approach that has cone to be known as "Cpportunistic
Security" (0OS) [RFC7435]. This method maintains interoperability
with clients that do not support STARTTLS, but it neans that any
attacker could potentially eavesdrop on a session. An attacker could
perform a downgrade or interception attack by deleting parts of the
SMIP session (such as the "250 STARTTLS" response) or redirect the
entire SMIP session (perhaps by overwiting the resolved MX record of
the delivery domain).

Because such "downgrade attacks" are not necessarily apparent to the
receiving MIA, this docunent defines a mechani smfor sending domains
to report on failures at multiple stages of the MIA-to- MTA
conversati on.

Reci pi ent domai ns nmay al so use the nechani sns defined by MIA-STS

[ RFC8461] or DANE [ RFC6698] to publish additional encryption and
aut hentication requirenents; this docunent defines a mechanismfor
sendi ng domai ns that are conpatible with MIA-STS or DANE to share
success and failure statistics with recipient donmains.

Specifically, this docunent defines a reporting schema that covers
failures in routing, DNS resolution, and STARTTLS negoti ation; policy
validation errors for both DANE [ RFC6698] and MIA- STS [ RFC8461]; and
a standard TXT record that recipient domains can use to indicate
where reports in this format should be sent. The report can al so
serve as a heartbeat to indicate that systens are successfully
negoti ati ng TLS duri ng sessi ons as expect ed.

Thi s docunent is intended as a conpanion to the specification for
SMIP MIA- STS [ RFC8461] and adds reporting abilities for those
i mpl enenti ng DANE [ RFC7672] .

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in al
capitals, as shown here.
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We al so define the following terns for further use in this docunent:

o

2.

o

MIA- STS Pol i cy: A nechani sm by which adm nistrators can specify
the expected TLS availability, presented identity, and desired
actions for a given email recipient domain. MA-STS is defined in
[ RFC8461] .

DANE Pol i cy: A mechani sm by which adm nistrators can use DNSSEC to
commt an MIA to support STARTTLS and to publish criteria to be
used to validate its presented certificates. DANE for SMIP is
defined in [RFC7672], with the base specification defined in

[ RFC6698] (and updated by [ RFC7671]).

TLSRPT (TLS Reporting) Policy: A policy specifying the endpoint to
whi ch Sendi ng MIAs shoul d deliver reports.

Pol i cy Domai n: The domai n agai nst which a TLSRPT, an MIA-STS, or a
DANE policy is defined. For TLSRPT and MIA-STS, this is typically
the sane as the envel ope recipient domain [ RFC5321], but when nmil
is routed to a "smarthost" gateway by local policy, the
"smarthost" domain name is used instead. For DANE, the Policy
Domain is the "TLSA base domai n" of the receiving SMIP server as
described in Section 2.2.3 of RFC 7672 and Section 3 of RFC 6698.

Sendi ng MTA: The MIA initiating the relay of an email nessage.

Aggregate Report URI (rua): A commm-separated |ist of |ocations
where the report is to be submtted.

ABNF: Augnent ed Backus-Naur Form a syntax for formally specifying
syntax, defined in [ RFC5234] and [ RFC7405].

Rel at ed Technol ogi es

Thi s docunent is intended as a companion to the specification for
SMIP MTA- STS [ RFC8461] .

SMIP TLSRPT defines a nmechani smfor sending donains that are
conpatible with MIA-STS or DANE to share success and failure
statistics with recipient domains. DANE is defined in [ RFC6698],
and MIA-STS is defined in [ RFC8461].
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3.

Reporting Policy

A domai n publishes a record to its DNS indicating that it wishes to
receive reports. These SMIP TLSRPT policies are distributed via DNS
fromthe Policy Domain's zone as TXT records (simlar to Domai n-based
Message Aut hentication, Reporting, and Conformance (DMARC) policies)
under the nanme " _sntp. _tls". For exanple, for the Policy Domain
"exanpl e.com', the recipient’s TLSRPT policy can be retrieved from

" smtp._tls.exanple.conm'.

Pol i ci es consist of the follow ng directives:

o "v": This docunent defines version 1 of TLSRPT, for which this
val ue MUST be equal to "TLSRPTv1". Qher versions may be defined
in later docunents.

o "rua": A URl specifying the endpoint to which aggregate
i nformati on about policy validation results should be sent (see
Section 4, "Reporting Schema", for nore information). Two URI
schenes are supported: "mailto" and "https". As with DVARC
[ RFC7489], the Policy Domain can specify a comra-separated |ist of
URI s.

0o In the case of "https", reports should be submitted via POST
[ RFC7231] to the specified URI. Report submitters MAY ignore
certificate validation errors when submtting reports via HTTPS
PCST.

0o In the case of "mailto", reports should be submtted to the
specified emai| address [ RFC6068]. Wen sending failure reports
via SMIP, Sending MIAs MJUST deliver reports despite any TLS-
related failures and SHOULD NOT include this SMIP session in the
next report. This may nean that the reports are delivered
unencrypted. Reports sent via SMIP MJUST contain a valid
Domai nKeys ldentified Mail (DKIM [RFC6376] signature by the
reporting domain. Reports |acking such a signature MJST be
i gnored by the recipient. DKIMsignatures MJST NOT use the "I ="
attribute to linmt the body length used in the signature. This
ensures attackers cannot append extraneous or msleading data to a
report without breaking the signhature. The DKIM TXT record SHOULD
contain the appropriate service type declaration, "s=tlsrpt”. If
not present, the receiving system MAY ignore reports |acking that
service type

Sanpl e DKI M record:

dki m sel ect or. _donuai nkey. exanpl e. com TXT
"v=DKI ML; k=r sa; s=t| srpt; p=M f 4qwSZf asedf a=="
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The formal definition of the " _sntp. tls" TXT record, defined using
[ RFC5234] and [ RFC7405], is as foll ows:

tlsrpt-record = tlsrpt-version 1*(field-delimtlsrpt-field)
[field-delin
field-delim = *WeP "; " *WBP
tlsrpt-field =tlsrpt-rua / ; Note that the
tl srpt-extension ; tlsrpt-rua record is
; required.
tlsrpt-version = %" v=TLSRPTV1"
tlsrpt-rua = %" rua="
tlsrpt-uri *(*W8P "," *WSP tlsrpt-uri)
tlsrpt-uri = UR

; "URI" is inported from [ RFC3986];

; commas (ASCI 1 0x2C), exclanation

; points (ASCIl 0x21), and sem col ons
; (ASCIl 0x3B) MJIST be encoded

t| srpt-extension tlsrpt-ext-nane "=" tlsrpt-ext-value

tl srpt-ext-nane (ALPHA / DIAT) *31(ALPHA /

DI G T / n _Il / n - n / n . Il)

tlsrpt-ext-value = 1*(%%21-3A/ W%3C / 93E-7E)
; chars excluding "=", ";", SP, and contro
; chars

If nultiple TXT records for "_smp. _tls" are returned by the

resol ver, records that do not begin with "v=TLSRPTv1;" are discarded.
If the number of resulting records is not one, senders MJST assume
the recipient donain does not inplement TLSRPT. |If the resulting TXT
record contains nmultiple strings (as described in Section 3.3 of

[ RFC7208]), then the record MUST be treated as if those strings are
concat enated w t hout addi ng spaces.

The record supports the ability to declare nore than one rua, and if
there exists nore than one, the reporter MAY attenpt to deliver to
each of the supported rua destinations. A receiver MAY opt to only
attenpt delivery to one of the endpoints; however, the report SHOULD
NOT be considered successfully delivered until one of the endpoints
accepts delivery of the report.
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Parsers MJST accept TXT records that are syntactically valid (i.e.
val i d key/val ue pairs separated by senicolons) and inplenment a
superset of this specification, in which case unknown fields SHALL be
i gnor ed.

3.1. Exanple Reporting Policy

3.1.1. Report Using MAILTO

_sntp._tls.exanple.com IN TXT \
"v=TLSRPTv1; rua=nmi |l t o: r eport s@xanpl e. conf

3.1.2. Report Using HTTPS
_sntp. _tls.exanple.com |IN TXT \
"v=TLSRPTV1; \
rua=https://reporting. exanple.com vl/tlsrpt”
4. Reporting Schema

The report is conposed as a plaintext file encoded in the Internet
JSON (1-JSON) format [ RFC7493].

Aggregate reports contain the follow ng fields:
0 Report netadata:
* The organi zation responsible for the report

* Contact information for one or nore responsible parties for the
contents of the report

* A unique identifier for the report
* The reporting date range for the report
o Policy, consisting of:

* One of the followi ng policy types: (1) the MIA-STS Policy
applied (as a string), (2) the DANE TLSA record applied (as a
string, with each RR entry of the RRset |isted and separated by
a semcolon), and (3) the literal string "no-policy-found", if
nei ther a DANE nor MIA-STS Policy could be found.

* The donmain for which the policy is applied

*  The MX host
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o Aggregate counts, conprising result type, Sending MA I P
recei ving MIA host nane, session count, and an optional additiona
information field containing a URI for recipients to review
further information on a failure type.

Note that the failure types are non-exclusive; an aggregate report
may contain overlapping "counts" of failure types when a single send
attenpt encountered nultiple errors. Reporters nmay report nultiple
applied policies (for exanple, an MIA-STS Policy and a DANE TLSA
record for the same domain and MX). Because of this, even in the
case where only a single policy was applied, the "policies" field of
the report body MJUST be an array and not a singul ar val ue.

In the case of multiple failure types, the "failure-details" array
woul d contain multiple entries. Each entry would have its own set of
information pertaining to that failure type.

4.1. Report Tinme Frane

The report SHOULD cover a full day, from 00:00-24:00 UTC. This
shoul d allow for easier correlation of failure events. To avoid

uni ntentionally overl oadi ng the system processing the reports, the
reports should be delivered after sone del ay, perhaps several hours.

As an exanple, a sending site mght want to introduce a random del ay
of up to four hours:

func generate_sleep_delay() {
mn_delay =1
max_del ay = 14400
rand = random( i n_del ay, max_del ay)
return rand

}

func generate_report (policy_domain) {
do_rpt_work(policy_donain)
send_rpt(policy_donain)

func generate_tlsrpt() {
sl eep(generate_sl eep_del ay())
for policy domain in list_of tlsrpt_enabl ed domains {
generate_report(policy_donain)
}
}
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4.2. Delivery Sunmary
4.2.1. Success Count

o "total-successful-session-count”: This indicates that the Sending
MIA was able to successfully negotiate a policy-conpliant TLS
connection and serves to provide a "heartbeat" to receiving
donmains that signifies reporting is functional and tabulating
correctly. This field contains an aggregate count of successfu
connections for the reporting system

4.2.2. Failure Count

o "total-failure-session-count": This indicates that the Sending MIA
was unabl e to successfully establish a connection with the
receiving platform Section 4.3, "Result Types", will elaborate
on the failed negotiation attenpts. This field contains an
aggregate count of failed connections.

4.3. Result Types

The list of result types will start with the mniml set below and is
expected to grow over tinme based on real -world experience. The
initial set is outlined in Sections 4.3.1 to 4.3.4:

4.3.1. Negotiation Failures

o "starttls-not-supported”: This indicates that the recipient MX did
not support STARTTLS.

o "certificate-host-mismatch": This indicates that the certificate
presented did not adhere to the constraints specified in the MIA-
STS or DANE policy, e.g., if the MX hostname does not natch any
identities listed in the subject alternative nanme (SAN) [ RFC5280].

o "certificate-expired": This indicates that the certificate has
expired.

o "certificate-not-trusted": This is a |l abel that covers multiple
certificate-related failures that include, but are not limted to,
errors such as untrusted/ unknown certification authorities (CAs),
certificate nanme constraints, certificate chain errors, etc. Wen
using this declaration, the reporting MIA SHOULD utilize the
“failure-reason-code" to provide nore information to the receiving
entity.
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4. 3.

4. 3.

4.3

Mar

o "validation-failure": This indicates a general failure for a
reason not matching a category above. Wen using this
decl aration, the reporting MIA SHOULD utilize the "failure-reason-
code" to provide nore information to the receiving entity.

.2. Policy Failures
2.1. DANE-Specific Policy Failures

o "tlsa-invalid": This indicates a validation error in the TLSA
record associated with a DANE policy. None of the records in the
RRset were found to be valid.

o "dnssec-invalid': This indicates that no valid records were
returned fromthe recursive resol ver.

o "dane-required": This indicates that the sending systemis
configured to require DANE TLSA records for all the MX hosts of
the destination domain, but no DNSSEC-validated TLSA records were
present for the MX host that is the subject of the report.

Mandat ory DANE for SMIP is described in Section 6 of [RFC7672].
Such policies may be created by nutual agreenent between two
organi zations that frequently exchange sensitive content via
emai | .

2.2. MIA-STS-specific Policy Failures

0 "sts-policy-fetch-error”: This indicates a failure to retrieve an
MTA- STS policy, for exanple, because the policy host is
unr eachabl e.

0 "sts-policy-invalid": This indicates a validation error for the
overall MIA-STS Policy.

0 "sts-webpki-invalid": This indicates that the MIA-STS Policy could
not be authenticated using PKI X validation

.3. General Failures

VWhen a negotiation failure cannot be categorized into one of the
"Negotiation Failures" stated above, the reporter SHOULD use the
"validation-failure" category. As TLS grows and becones nore

conpl ex, new mechani sns may not be easily categorized. This allows
for a generic feedback category. Wen this category is used, the
reporter SHOULD al so use "failure-reason-code" to give sone feedback
to the receiving entity. This is intended to be a short text field,
and the contents of the field should be an error code or error text,
such as "X509_V_ERR UNHANDLED CRI Tl CAL_CRL_EXTENSI ON'
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4.3.4. Transient Failures

Transient errors due to too-busy networks, TCP tinmeouts, etc., are
not required to be reported.

4.4, JSON Report Schema

The JSON schema is derived fromthe HTTP Public Key Pinning (HPKP)
JSON schemn; see Section 3 of [RFC7469].

"organi zati on- nane": organi zati on- nane,
"date-range": {
"start-datetinme": date-tine,
"end-datetinme": date-tine
b
"contact-info": emmil-address,
"report-id": report-id,
"policies": [{
"policy": {
"policy-type": policy-type,
"policy-string": policy-string,
"policy-domain": domain
"mx-host": mx-host-pattern
b
"summary": {
"total -successful -session-count": total-successful -sessi on-count,
"total -failure-session-count": total-fail ure-session-count
b
"failure-details": |
{
"result-type": result-type,
"sendi ng-nta-ip": ip-address,
"recei vi ng- nx- host nane": receivi ng- nx- host name,
"receiving-nx-hel 0": receiving-nx-hel o,
"receiving-ip": receiving-ip
"fail ed-session-count”: failed-session-count,
"addi tional -information": additional-info-uri,
“failure-reason-code": failure-reason-code

JSON Report For mat
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o "organi zation-nane": The nane of the organi zation responsible for
the report. It is provided as a string.

o "date-time": The date-time indicates the start and end tinmes for
the report range. It is provided as a string formatted accordi ng
to "Internet Date/ Tine Format", Section 5.6 of [RFC3339]. The
report should be for a full UTC day, 00:00-24: 00.

o "emmil-address": The contact information for the party responsible
for the report. It is provided as a string formatted according to
" Addr - Spec Specification", Section 3.4.1 of [RFC5322].

o "report-id": A unique identifier for the report. Report authors
may use whatever schene they prefer to generate a unique
identifier. It is provided as a string.

o "policy-type": The type of policy that was applied by the sending
domain. Presently, the only three valid choices are "tlsa",
"sts", and the literal string "no-policy-found". It is provided
as a string.

o "policy-string": An encoding of the applied policy as a JSON array
of strings, whether it’s a TLSA record ([RFC6698], Section 2.3) or
an MIA-STS Policy. Exanples follow in the next section.

o "domain": The Policy Domai n agai nst which the MIA-STS or DANE
policy is defined. 1In the case of Internationalized Domai n Nanmes
[ RFC5891], the domain MJUST consist of the Punycode-encoded
A-1 abel s [ RFC3492] and not the U1 abels.

o0 "nx-host-pattern": In the case where "policy-type" is "sts", it’'s
the pattern of MX hostnanes fromthe applied policy. It is
provided as a JSON array of strings and is interpreted in the sane
manner as the rules in "MX Host Validation"; see Section 4.1 of
[ RFC8461]. In the case of Internationalized Domai n Nanes
[ RFC5891], the domain MJUST consist of the Punycode-encoded
A-1abel s [ RFC3492] and not the U1 abels.

o "result-type": A value from Section 4.3, "Result Types", above

o "ip-address": The |IP address of the Sending MIA that attenpted the
STARTTLS connection. It is provided as a string representation of
an | Pvd (see below) or |IPv6 [ RFC5952] address in dot-decimal or
col on- hexadeci mal notati on

o0 "receiving-nx-hostnane": The hostnane of the receiving MIA MX

record with which the Sending MIA attenpted to negotiate a
STARTTLS connecti on.
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o "receiving-nmx-helo" (optional): The HELLO (HELO or Extended HELLO
(EHLO string fromthe banner announced during the reported
sessi on.

o "receiving-ip": The destination IP address that was used when
creating the outbound session. It is provided as a string
representation of an IPv4 (see below) or IPv6 [ RFC5952] address in
dot - deci mal or col on-hexadeci mal notation

o "total-successful -session-count”: The aggregate count (an integer
encoded as a JSON nunber) of successfully negotiated TLS-enabl ed
connections to the receiving site.

o "total-failure-session-count": The aggregate count (an integer
encoded as a JSON nunber) of failures to negotiate a TLS-enabl ed
connection to the receiving site.

o "failed-session-count": The nunber of (attenpted) sessions that
match the relevant "result-type" for this section (an integer
encoded as a JSON nunber).

o "additional-info-uri" (optional): A URI [RFC3986] that points to
additional information around the relevant "result-type". For
exanple, this URI m ght host the conplete certificate chain
presented during an attenpted STARTTLS session

o "failure-reason-code": Atext field to include a TLS-rel ated error
code or error nessage.

For report purposes, an |IPv4 address is defined via the follow ng
ABNF:

| Pv4address = dec-octet "." dec-octet "." dec-octet "." dec-octet
dec-oct et =DAT ; 0-9

/| %%31-39 DIA T ; 10-99

[/ "1" 2DIAT ; 100-199

[/ "2" %30-34 DAT ;. 200- 249

/[ "25" 9%30-35 ;. 250- 255

And an | Pv6 address is defined via the foll owi ng ABNF

| Pv6address = <as defined in [ RFC5954] >
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4.5. Policy Sanples

Part of the report body includes the policy that is applied when
attenpting relay to the destination

For DANE TLSA policies, this is a JSON array of strings each
representing the RDATA of a single TLSA resource record as a space-
separated list of its four TLSA fields; the fields are in
presentation format (defined in [RFC6698], Section 2.2) with no

i nternal spaces or groupi ng parentheses:

[

"3 0 1 1F850A337E6DBI9C609C522D136A475638CCA3ELED424F8EEC8513
D747D1D085D",

"3 0 1 12350A337E6DB9C6123522D136A475638CCA3ELED424F8EEC8513
D747D1D1234"

]

For MTA-STS policies, this is an array of JSON strings that
represents the policy that is declared by the receiving site,
including any errors that may be present. Note that where there are
multiple "nx" values, they nmust be listed as separate "nx" el enents
in the policy array rather than as a single nested "nx" sub-array.

[
"version: STSvl",

"mode: testing"

"mx: mxl. exanpl e. con',

"mx: mnx2. exanpl e. cont',

"mx: nx. backup-exanpl e. cont
"max_age: 604800"

]

5. Report Delivery

Reports can be delivered either via SMIP (as an enmail nessage) or via
HTTP POST.
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5.1. Report Filenane

The filenane is RECOMENDED to be constructed using the follow ng
ABNF:

filenane = sender "!" policy-domain "!" begin-tinmestanp
"I'" end-timestanp [ "!" unique-id ] "." extension
uni que-id = 1*(ALPHA / DIAT)

sender = domain ; from[RFC5321] -- this is used
; as the domain for the ‘contact-info
; address in the report body.
; In the case of Internationalized Donain
; Names [ RFC5891], the domai n MJST consi st of
; the Punycode-encoded A-1abels [ RFC3492] and
; not the U abels.

domai n
; In the case of Internationalized Domain
; Names [ RFC5891], the domai n MJST consi st of

pol i cy- domai n

the Punycode-encoded A-labels [RFC3492] and
not the U-| abels.

*DIAd T

; seconds since 00:00:00 UTC January 1, 1970

; indicating start of the tine range contained
; in the report

begi n-ti mest anp

1*DIAT

; seconds since 00:00:00 UTC January 1, 1970
; indicating end of the time range contai ned
; in the report

end-ti mest anp

ext ensi on = "json" |/ "json.gz"

The extension MJST be "json" for a plain JSON file or "json.gz" for a
JSON file conpressed using gzip

"uni que-id" allows an optional unique ID generated by the Sending MIA
to distinguish anbng nmultiple reports generated sinultaneously by

di fferent sources for the sane Policy Domain. For exanple, this is a
possi bl e filenane for a conpressed report to the Policy Domain
"exanpl e. net" fromthe Sendi ng MIA "nmail . sndr. exanpl e. cont

"mai | . sndr. exanpl e. com exanpl e. net! 1470013207! 1470186007! 001. j son. gz"
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5.2. Conpression

The report SHOULD be subjected to gzip [RFC1952] conpression for both
emai | and HTTPS transport. Declining to apply conpression can cause
the report to be too large for a receiver to process (a commonly
observed receiver limt is ten megabytes); conpressing the file

i ncreases the chances of acceptance of the report at sone
conput ati onal cost.

5.3. Emmil Transport

The report MAY be delivered by email. To make the reports nachi ne-
parsabl e for the receivers, we define a top-level nedia type

"mul tipart/report" with a new paraneter "report-type="tlsrpt"".
Inside it, there are two parts: The first part is human readabl e,
typically "text/plain", and the second part is machine readable with
a new nedi a type defined called "application/tlsrpt+json". If
conpressed, the report should use the nedia type "application/
tlsrpt+gzip".

In addition, the following two new top-1level nessage header fields
are defined:

"TLS- Report - Domai n: Recei ver - Donmai n"
"TLS- Report-Subnitter: Sender- Domai n"

The "TLS-Report-Submtter" value MJST match the value found in the
domai n [ RFC5321] of the "contact-info" fromthe report body. These
nessage header fields MJUST be included and should allow for easy
searching for all reports submitted by a reporting domain or a
particul ar subnmitter, for example, in | MAP [ RFC3501]:

"s SEARCH HEADER "TLS- Report - Domai n" "exanpl e. com'"

It is presuned that the aggregate reporting address will be equi pped
to process new nessage header fields and extract MM parts with the
prescri bed nmedia type and filename, and ignore the rest. These
addi ti onal headers SHOULD be included in the DKIM][RFC6376] signature
for the nessage.
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The RFC5322. Subj ect field for report subm ssions SHOULD conformto
the follow ng ABNF:

tlsrpt-subject = %" Report" FWS ; "Report"
%" Domai n: " FWS ; "Domain:"
domai n- nane FW5 per [ RFC6376]
%" Submitter:" FWS "Submitter:"

domai n- nane FWS ; per [RFC6376]
%" Report-1D:" FW5 ; "Report-ID:
"<" id-left "@ id-right ">" ; per [RFC5322]
[ CFVB] ; per [RFC5322]

; (as with FW5)
The first domain-name indicates the DNS domai n nane about which the
report was generated. The second donai n-nane indicates the DNS
domai n nane representing the Sending MIA generating the report. The
purpose of the "Report-ID:" portion of the field is to enable the
Policy Domain to identify and ignore duplicate reports that mght be
sent by a Sendi ng MTA.

For instance, this is a possible Subject field for a report to the
Pol i cy Domai n "exanpl e. net" fromthe Sendi ng MIA

"mail . sender. exanple.conf. It is |line-wapped as all owed by

[ RFC5322] :

Subj ect: Report Dommin: exanpl e. net

Submitter: nmil.sender.exanpl e.com
Report-I1D: <735ff.e317+bf 22029@mi | exanpl e. net >
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5.3.1. Exanple Report

From tlsrpt@mmil.sender.exanple.com

Date: Fri, Muy 09 2017 16:54:30 -0800

To: nts-sts-tlsrpt@xanpl e. net

Subj ect: Report Domain: exanpl e. net
Submitter: mail.sender. exanpl e.com
Report-ID: <735ff.e317+bf 22029@xanpl e. net >

TLS- Report - Domai n: exanpl e. net

TLS- Report-Submitter: nail.sender.exanple.com

M ME- Version: 1.0

Content-Type: multipart/report; report-type="tlsrpt";
boundary="----= NextPart 000 _024E 01CC9BOA. AFE54C00"

Cont ent - Language: en-us

This is a multipart message in MM format.

------ = Next Part_000_024E_01CC9BOA. AFE54C00
Content - Type: text/plain; charset="us-ascii"
Cont ent - Transf er- Encodi ng: 7bi t

This is an aggregate TLS report from mail.sender. exanpl e. com

------ = Next Part_000_024E_01CC9BOA. AFE54C00
Content - Type: application/tlsrpt+gzip
Cont ent - Transf er - Encodi ng: base64
Content-Di sposition: attachment;
filenanme="mail . sender. exanpl e! exanpl e. con
1013662812! 1013749130. j son. gz"

<gzi pped content of report>
------ = Next Part_000_024E_01CC9BOA. AFE54C00- -
Note that, when sending failure reports via SMIP, Sendi ng MIAs MJST
NOT honor MTA-STS or DANE TLSA failures.
5.4. HTTPS Transport
The report MAY be delivered by POST to HTTPS. [If conpressed, the
report SHOULD use the nedia type "application/tlsrpt+gzip"; otherw se
it SHOULD use the nedia type "application/tlsrpt+json" (see
Section 6, "IANA Considerations").
The receiving system MJST return a "successful" response fromits

HTTPS server, typically a 200 or 201 HITP code [ RFC7231]. O her
codes could indicate a delivery failure and may be retried as per
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| ocal sender policy. The receiving systemis not expected to process
reports at receipt tinme and MAY store them for processing at a | ater
time.

5.5. Delivery Retry

In the event of a delivery failure, regardl ess of the delivery

net hod, a sender SHOULD attenpt redelivery for up to 24 hours after
the initial attenpt. As previously stated, the reports are optional
so while it is ideal to attenpt redelivery, it is not required. |If
multiple retries are attenpted, ideally they SHOULD be done with
exponential backoff.

5.6. Metadata Variances
As stated above, there are a variable nunber of ways to declare
i nformati on about the data therein. |If any of the itens declared via
subj ect or filenanme disagree with the report, the report MJST be
consi dered the authoritative source.

6. | ANA Consi derations
The following are the | ANA considerations discussed in this docunment.

6.1. Message Headers

Below is the Internet Assigned Nunmbers Authority (1ANA) Permanent
Message Header Field registration information per [RFC3864].

Header field nane: TLS- Report - Domai n

Mar gol i s,

et al.

Appl i cabl e protocol: nai

St at us: standard
Aut hor/ Change controller: | ETF
Speci fication docunent(s): RFC 8460

Header field nane:
Appl i cabl e protocol

TLS- Report-Subm tter
mai

St at us: st andard
Aut hor/ Change controll er: | ETF
Speci fication docunent(s): RFC 8460

St andards Track
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6.2. Report Type

Thi s docunent creates a new registry for the "report-type" paraneter
to the Content-Type header field for the "nultipart/report" top-I|eve
nmedi a type defined in [ RFC6522] .

The registry name is "Report Type Registry", and the procedure for
updating the registry will be "Specification Required" [RFC8126].

An entry in this registry should contain:
o the report-type being registered

O one or nore registered nedia types that can be used with this
report-type

o the docunment containing the registration action
o an optional comrent
The initial entries are:

Report-Type: tlsrpt

Medi a Type: application/tlsrpt+gzip, application/tlsrpt+json
Regi stered By: [ RFC8460]

Conment: Media types suitable for use with this report-type are
defined in Sections 6.4 and 6.5 of [ RFC3460]

Report - Type: disposition-notification
Medi a Type: nessage/ di sposition-notification
Regi stered By: [RFC8098], Section 10

Report - Type: disposition-notification
Medi a Type: message/ gl obal -di sposition-notification
Regi stered By: [RFC6533], Section 6

Report - Type: delivery-status
Medi a Type: nessage/ delivery-status
Regi stered By: [RFC3464], Section 6.2

Report-Type: delivery-status

Medi a Type: nessage/ gl obal -del i very-status
Regi stered By: [ RFC6533], Section 6

Margolis, et al. St andards Track [ Page 21]



RFC 8460 SMIP TLS Reporting Sept ember 2018

6.3. +gzip Media Type Suffix

Thi s docunent registers a new nedia type suffix "+gzip". The gzip
format is a public domain, cross-platform interoperable file storage
and transfer format, specified in [RFCL1952]; it supports conpression
and is used as the underlying representation by a variety of file
formats. The media type "application/gzip" has been registered for
such files. The suffix "+gzip" MAY be used with any nmedia type whose
representation follows that established for "application/gzip". The
registration formfor the structured syntax suffix for use with nedia
types is as follows:

Type nanme: gzip file storage and transfer fornat.
+suffix: +gzip

Ref erences: [RFC1952] [RFC6713]

Encodi ng considerations: gzip is a binary encoding.

Fragment identifier considerations: The syntax and semantics of
fragment identifiers specified for +gzip SHOULD be as specified for
"application/gzip". (At publication of this docunent, there is no
fragnment identification syntax defined for "application/gzip".) The
syntax and semantics for fragment identifiers for a specific "xxx/
yyy+gzi p" SHOULD be processed as foll ows:

For cases defined in +gzip, where the fragnent identifier
resol ves per the +gzip rules, process as specified in

+gzi p.

For cases defined in +gzip, where the fragnent identifier does
not resolve per the +gzip rules, process as specified in
"xxx/yyy+gzi p".

For cases not defined in +gzip, process as specified in
"xxx/yyy+gzi p".

Interoperability considerations: NA

Security considerations: gzip format doesn’'t provide confidentiality
protection. Integrity protection is provided by an Adl er-32
checksum which is not cryptographically strong. See also the
security considerations of [RFC6713]. Each individual nedia type
regi stered with a +gzip suffix can have additional security

consi derations. Additionally, gzip objects can contain nmultiple
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files and associated paths. File paths nmust be validated when the
files are extracted; a malicious file path could otherw se cause the
extractor to overwite application or systemfiles.

Contact: art@etf.org

Aut hor/ Change controller: Internet Engineering Task Force
(iesg@etf.org).

6.4. application/tlsrpt+json Media Type

Thi s docunent registers nmultiple nmedia types, beginning with Table 1
bel ow.

. . . e +
| Type | Subtype | File Ext | Specification |
S o m e e o S o e a o +
| application | tlsrpt+son | j son | Section 5.3

. . . S T IRy +

Table 1: SMIP TLS Reporting Media Type
Type name: application
Subt ype nane: tlsrpt+json
Requi red paraneters: N A
Optional parameters: N A
Encodi ng consi derations: Encodi ng considerations are identical to
those specified for the "application/json" nedia type. See

[ RFC7493] .

Security considerations: Security considerations relating to SMIP TLS
Reporting are discussed in Section 7.

Interoperability considerations: This docunment specifies the fornat
of conform ng nmessages and the interpretation thereof.

Publ i shed specification: Section 5.3 of RFC 8460.

Applications that use this nedia type: Miil User Agents (MJAs) and
Mai | Transfer Agents.
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Addi tional information:
Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA
File extension(s): ".json"

Maci ntosh file type code(s): NA

Person & email address to contact for further information:
See the Authors’ Addresses section.

I nt ended usage: COVMON

Restrictions on usage: N A

Aut hor: See the Authors’ Addresses section

Change controller: Internet Engineering Task Force (iesg@etf.org).

.5. application/tlsrpt+gzip Media Type

S S S o e e e oo +
| Type | Subtype | File Ext | Specification |
Fom e o Fom e o e e o s +
| application | tlsrpt+gzip | gz | Section 5.3 |
Fom e e e e oo - oo o - Fom e e e e oo - o m e e e e e oo +

Table 2: SMIP TLS Reporting Media Type
Type name: application
Subt ype nane: tlsrpt+gzip
Required paraneters: N A
Optional parameters: NA
Encodi ng consi derations: Binary
Security considerations: Security considerations relating to SMIP TLS
Reporting are discussed in Section 7. Security considerations

related to gzip conpression are discussed in RFC 6713.

Interoperability considerations: This docunent specifies the format
of conform ng nmessages and the interpretation thereof.
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Publ i shed specification: Section 5.3 of RFC 8460.

Applications that use this nedia type: Miil User Agents (MJAs) and
Mai | Transfer Agents.

Addi tional information:
Deprecated alias nanmes for this type: NA

Magi ¢ nunber(s): The first two bytes are Ox1f, Ox8b

File extension(s): ".gz
Maci ntosh file type code(s): NA

Person & email address to contact for further information:
See the Authors’ Addresses section.

I nt ended usage: COVMON

Restrictions on usage: NA

Aut hor: See the Authors’ Addresses section

Change controller: Internet Engi neering Task Force (iesg@etf.org).
6.6. STARTTLS Validation Result Types

Thi s docunent creates a new registry, "STARTTLS Validation Result

Types". The initial entries in the registry are:
Fomm e e e i i e e o e ok +
| Result Type | Description
o m e e e e e e eemao - Fomm oo o - +

| starttls-not-supported | 4
| certificate-host-m smatch | 4
| certificate-expired | 4
| tlsa-invalid | 4
| dnssec-invalid | 4
| dane-required | Section 4.
| certificate-not-trusted | [ 4
| sts-policy-invalid | 4
| sts-webpki-invalid | 4
| validation-failure | 4
| sts-policy-fetch-error | 4

Margolis, et al. St andards Track [ Page 25]



RFC 8460 SMIP TLS Reporting Sept ember 2018

The above entries are described in Section 4.3, "Result Types". New
result types can be added to this registry using the "Expert Review'
| ANA registration policy.

7. Security Considerations

SMIP TLS Reporting provides visibility into m sconfigurations or
attenpts to intercept or tanper with nmail between hosts who support
STARTTLS. There are several security risks presented by the

exi stence of this reporting channel

o Flooding of the Aggregate Report URI (rua) endpoint: An attacker
could flood the endpoint with excessive reporting traffic and
prevent the receiving domain fromaccepting additional reports.
This type of Denial-of-Service attack would limt visibility into
STARTTLS failures, leaving the receiving domain blind to an
ongoi ng attack.

o Untrusted content: An attacker could inject malicious code into
the report, exploiting any vulnerabilities in the report-handling
systens of the receiving donmain. |Inplenmenters are advised to take
precauti ons agai nst evaluating the contents of the report.

o Report snooping: An attacker could create a bogus TLSRPT record to
receive statistics about a domain the attacker does not own.
Since an attacker that is able to poison DNS is already able to
recei ve counts of SMIP connections (and, absent DANE or MIA-STS
policies, actual SMIP nessage payl oads), this does not present a
significant new vul nerability.

o Ilgnoring HTTPS validation when submitting reports: Wen reporting
beni gn mi sconfigurations, it is likely that a misconfigured SMIP
server may al so nmean a misconfigured HTTPS server; as a result,
reporters who require HTTPS validity on the reporting endpoi nt may
fail to alert adm nistrators about such m sconfigurations.
Conversely, in the event of an actual attack, an attacker who
Wi shes to create a gap in reporting and could intercept HITPS
reports could, just as easily, sinply thwart the resolution of the
TLSRPT TXT record or establishnent of the TCP session to the HTTPS
endpoint. Furthernmore, such a man-in-the-mddle attacker could
di scover nost or all of the netadata exposed in a report nerely
t hrough passive observation. As a result, we consider the risks
of failure to deliver reports on m sconfigurations to outweigh
those of attackers intercepting reports.
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0 Reports as DDoS: TLSRPT all ows specifying destinations for the
reports that are outside the authority of the Policy Domain, which
al l ows domains to del egate processing of reports to a partner
organi zati on. However, an attacker who controls the Policy Domain
DNS coul d al so use this mechanismto direct the reports to an
unwitting victim flooding that victimw th excessive reports.
DVARC [ RFC7489] defines a solution for verifying delegation to
avoi d such attacks; the need for this is greater with DVARC
however, because DMARC all ows an attacker to trigger reports to a
target froman innocent third party by sending mail to that third
party (which triggers a report fromthe third party to the
target). In the case of TLSRPT, the attacker would have to induce
the third party to send nail to the attacker in order to trigger
reports fromthe third party to the victim this reduces the risk
of such an attack and the need for a verification nechani sm

Finally, because TLSRPT is intended to hel p adm nistrators discover
man-in-the-m ddl e attacks agai nst transport-|ayer encryption

i ncludi ng attacks designed to thwart negotiati on of encrypted
connections (by downgradi ng opportunistic encryption or, in the case
of MIA-STS, preventing discovery of a new MIA-STS Policy), we nust

al so consider the risk that an adversary who can induce such a
downgr ade attack can al so prevent discovery of the TLSRPT TXT record
(and thus prevent discovery of the successful downgrade attack).

Admi ni strators are thus encouraged to depl oy TLSRPT TXT records with
a large TTL (reducing the wi ndow for successful application of
transient attacks against DNS resolution of the record) or to depl oy
DNSSEC on the depl oyi ng zone.

8. Privacy Considerations

MIrAs are generally considered public know edge; however, the

i nternals of how those MIAs are configured and the users of those
MIAs may not be as public. It should be noted that providing a
receiving site with informati on about TLS failures may revea

i nfornmati on about the sender’s configuration or even infornmation
about the senders thenselves. For exanple, sending a report may

di scl ose what TLS inplenentation the sender uses, as the inability to
negotiate a session may be a known inconpatibility between two

i mpl enentations. This may, indirectly, |leak information on the
reporter’s operating systemor even region, if, for exanmple, a rare
TLS i npl enentation is popular anong certain users or in certain

| ocati ons.
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Appendi x A.  Exanpl e Reporting Policy
A. 1. Report Using MAILTO

_sntp. _tls.mail.exanple.com IN TXT \
"v=TLSRPTv1; rua=nmi |l t o: r eport s@xanpl e. conf

A. 2. Report Using HTTPS

_sntp. _tls.mail.exanple.com IN TXT \
"v=TLSRPTVv1; \
rua=https://reporting. exanple.conmfvl/tlsrpt"

Appendi x B. Exanpl e JSON Report

Bel ow i s an exanple JSON report for nessages from Conpany-X to
Conpany-Y, where 100 sessions were attenpted to Conpany-Y servers
with an expired certificate, and 200 sessions were attenpted to
Conpany-Y servers that did not successfully respond to the "STARTTLS"
conmand. Additionally, 3 sessions failed due to

"X509_V_ERR PROXY_PATH_LENGTH_EXCEEDED".

{
"organi zati on-nane": " Conpany- X",
"date-range": {
"start-datetinme": "2016-04-01T00: 00: 002",
"end-datetine": "2016-04-01T23:59: 597"
}

"'ontact—info": "sts-reporti ng@onpany- x. exanpl e",
"report-id": "5065427c-23d3-47ca-b6e0-946eale8c4be",
"policies": [{

"policy": {
"policy-type": "sts",
"policy-string": ["version: STSv1l","npde: testing",
"mx: *.mail.conpany-y. exanpl e", "max_age: 86400"],
"policy-domain": "conpany-y.exanple",
“mx-host": "*.pmail.conpany-y. exanpl e"
1
"sunmary": {

"t ot al -successful -sessi on-count": 5326,
"total -failure-session-count”: 303

H
"failure-details": [{
"result-type": "certificate-expired"
"sendi ng-nta-ip": "2001: db8: abcd: 0012:: 1",
"recei vi ng- nx- host nane": "nxl1. mail.conmpany-y. exanpl e",
"fail ed-session-count”: 100
oA
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"result-type": "starttls-not-supported"
"sendi ng-nta-ip": "2001: db8: abcd: 0013:: 1",
"recei ving- nx- host name": "nx2. mail.conmpany-y. exanpl e",

"receiving-ip": "203.0.113.56",

"fail ed-session-count”: 200,

"additional -information": "https://reports. company-x. exanpl e/
report _info ? id = 5065427 ¢ - 23 d3# Starttl sNot Supported "

H

"result-type": "validation-failure"

"sendi ng-nta-ip": "198.51.100.62",

"receiving-ip": "203.0.113.58",

"recei ving-nmx- host nane": "nx-backup. mail.conpany-y. exanpl e",

"fail ed-session-count": 3,

"failure-reason-code": "X509_V_ERR PROXY_PATH LENGTH EXCEEDED'
H

}H
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