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Abst ract

Thi s docunent describes the use of the Edwards-curve Digita
Signature Algorithm (EdDSA) in the Internet Key Exchange Protoco
Version 2 (1 KEv2).

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8420.
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1. Introduction

The I nternet Key Exchange Protocol Version 2 [ RFC7296] can use
arbitrary signature algorithns as described in [RFC7427]. [RFC7427]
defines the SI GNATURE HASH ALGORI THVB notificati on where each side of
the I KE negotiation lists its supported hash algorithns. This
assunes that all signature schenmes involve a hashing phase foll owed
by a signature phase. This nade sense because nobst signature

al gorithms either cannot sign nessages bigger than their key or
truncat e messages bigger than their key.

EdDSA [ RFC8032] defines signature nethods that do not require
prehashi ng of the nessage. Unlike other nethods, these accept
nmessages of arbitrary size, so no prehashing is required. These

nmet hods are call ed Ed25519 and Ed448; they use the Edwards 25519 and
the Edwards 448 (" Col dil ocks") curves, respectively. Al though that
docunent al so defines prehashed versions of these algorithnms, those
versi ons are not recomended for protocols where there is m ninal
burden in buffering the entire nessage so as to nmake it practical to
make two passes over the message. This is true of IKEv2. See
Section 8.5 of [RFC8032] for that reconmendati on.

EdDSA defines the binary format of the signatures that should be used
in the "Signature Value" field of the Authentication Data Format in
Section 3 of RFC 8032. [RFCB410] defines the object identifiers

(A Ds) for these signature nethods. For conveni ence, these O Ds are
repeated in Appendi x A

In order to signal within IKE that no hashing needs to be done, we

define a new value in the SI GNATURE HASH ALGORI THMS notification to
i ndi cate that no hashing is perforned
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1.1.

5.

Ni r

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here.

The "ldentity" Hash ldentifier

Thi s docunent defines a new value called "lIdentity” (5) in the "IKEv2
Hash Al gorithns" registry for use in the SI GNATURE HASH ALGORI THVS
notification. Inserting this new value into the notification

i ndi cates that the receiver supports at |east one signature al gorithm
that accepts nessages of arbitrary size such as Ed25519 and Ed448.

Ed25519 and Ed448 are only defined with the "ldentity" hash and MJST
NOT be sent to a receiver that has not indicated support for the
"l dentity" hash.

The prehashed versions of Ed25519 and Ed448 (Ed25519ph and Ed448ph
respectively) MJST NOT be used in I KE

Security Considerations

The new "ldentity" value is needed only for signature algorithns that
accept an input of arbitrary size. 1t MJST NOT be used if none of
the supported and configured al gorithns have this property. On the
ot her hand, there is no good reason to prehash the inputs where the
signature algorithmhas that property. For this reason

i mpl enentati ons MJUST have the "ldentity" value in the

S| GNATURE_HASH _ALGORI THVS notificati on when EJDSA is supported and
configured. |nplenmentations SHOULD NOT have ot her hash algorithns in
the notification if all supported and configured signature algorithms
have this property.

| ANA Consi derati ons
| ANA has assigned the value 5 for the algorithmwi th the nane
"ldentity" in the "I KEv2 Hash Al gorithns" registry with this docunent
as reference.
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ASN. 1 Obj ects

is the normative reference for the ASN. 1 objects for

Ed25519 and Ed448. They are repeated bel ow for convenience.

A.1l. ASN 1 bject for Ed25519

i d- Ed25519 OBJECT IDENTIFIER ::= { 1.3.101.112 }

Paranmeters are absent. Length is 7 bytes.

Bi nary encodi ng: 3005 0603 2B65 70

A 2. ASN. 1 (Cbject for Ed448

i d- Ed448 OBJECT IDENTIFIER ::= { 1.3.101.113 }

Paranmeters are absent. Length is 7 bytes.

Bi nary encoding: 3005 0603 2B65 71
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