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OSPFv3 requires functional extension beyond what can readily be done
with the fixed-format Link State Advertisenent (LSA) as described in
RFC 5340. Wthout LSA extension, attributes associated with OSPFv3
i nks and advertised | Pv6 prefixes nmust be advertised in separate
LSAs and correlated to the fixed-fornmat LSAs. This document extends
the LSA format by encoding the existing OSPFv3 LSA information in
Type-Lengt h-Val ue (TLV) tuples and all ow ng adverti senent of
additional information with additional TLVs. Backward-conmpatibility
nmechani sns are al so descri bed.

Thi s docunent updates RFC 5340, "OSPF for |Pv6", and RFC 5838,
"Support of Address Families in OSPFv3", by providing TLV-based
encodi ngs for the base OSPFv3 uni cast support and OSPFv3 address
fam |y support.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
https://wwv. rfc-editor.org/info/rfc8362
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1. Introduction

OSPFv3 requires functional extension beyond what can readily be done
with the fixed-format Link State Advertisenent (LSA) as described in
RFC 5340 [OSPFV3]. Wthout LSA extension, attributes associated with
OSPFv3 |inks and advertised | Pv6 prefixes nust be advertised in
separate LSAs and correlated to the fixed-format LSAs. This docunent
extends the LSA format by encodi ng the existing OSPFv3 LSA

i nformati on in Type-Length-Value (TLV) tuples and all ow ng
advertisenment of additional information with additional TLVs.
Backwar d- conpati bility nechani sns are al so descri bed.

Thi s docunent updates RFC 5340, "OSPF for |Pv6", and RFC 5838,
"Support of Address Families in OSPFv3", by providing TLV-based
encodi ngs for the base OSPFv3 support [OSPFV3] and OSPFv3 address
fam |y support [ OSPFV3-AF].

A simlar extension was previously proposed in support of nulti-
topol ogy routing. Additional requirenents for the OSPFv3 LSA
ext ensi on include source/destination routing, route tagging, and
ot hers.

A final requirement is to limt the changes to OSPFv3 to those
necessary for TLV-based LSAs. For the nobst part, the semantics of

exi sting OSPFv3 LSAs are retained for their TLV-based successor LSAs
descri bed herein. Additionally, encoding details, e.g., the
representation of I Pv6 prefixes as described in Appendix A 4.1 in RFC
5340 [ OSPFV3], have been retained. This requirenent was included to

i ncrease the expedi ence of | ETF adopti on and depl oynent.
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The foll owi ng aspects of the OSPFv3 LSA extension are described:
1. Extended LSA Types
2. Extended LSA TLVs
3. Extended LSA Formats
4. Backward Compatibility
1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.

1.2. OSPFv3 LSA Term nol ogy

The TLV-based OSPFv3 LSAs described in this document will be referred
to as Extended LSAs. The OSPFv3 fixed-format LSAs [OSPFV3] will be
referred to as Legacy LSAs.

2. OSPFv3 Extended LSA Types

In order to provide backward conpatibility, new LSA codes nust be

all ocated. There are eight fixed-format LSAs defined in RFC 5340

[ OSPFV3]. For ease of inplenentation and debuggi ng, the LSA function
codes are the sane as the fixed-format LSAs only with 32, i.e., 0x20,
added. The alternative to this mapping was to allocate a bit in the
LS Type indicating the new LSA format. However, this woul d have used
one half the LSA function code space for the migration of the eight
original fixed-format LSAs. For backward conpatibility, the U bit
MJST be set in the LS Type so that the LSAs will be fl ooded by OSPFv3
routers that do not understand them
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3.

LSA function code LS Type Descri ption

33 0xA021 E- Rout er - LSA

34 0xA022 E- Net wor k- LSA

35 0xA023 E-I nter-Area-Prefix-LSA

36 0xA024 E- I nt er- Area- Rout er- LSA

37 0xC025 E- AS- Ext er nal - LSA

38 N A Unused (Not to be allocated)
39 0xA027 E- Type- 7- LSA

40 0x8028 E- Li nk- LSA

41 0xA029 E-I ntra-Area-Prefix-LSA

OSPFv3 Ext ended LSA Types
OSPFv3 Ext ended LSA TLVs

The format of the TLVs within the body of the Extended LSAs is the
sanme as the format used by the Traffic Engi neering Extensions to OSPF
[TE]. The variable TLV section consists of one or nore nested TLV
tuples. Nested TLVs are also referred to as sub-TLVs. The format of
each TLV is:

0 1 2 3
01234567890123456789012345678901
A A S T S T i S S S
| Type | Length |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Val ue. .. |
B T s i I S e i S i i S S e S

TLV For mat

The Length field defines the length of the value portion in octets
(thus, a TLV with no val ue portion would have a length of 0). The
TLV is padded to 4-octet alignnent; padding is not included in the
Length field (so a 3-octet value would have a length of 3, but the
total size of the TLV would be 8 octets). Nested TLVs are al so
32-bit aligned. For exanple, a 1-byte val ue would have the Length
field set to 1, and 3 octets of padding would be added to the end of
the val ue portion of the TLV.

Thi s docunent defines the follow ng top-level TLV types:
0 0 - Reserved

o0 1 - Router-Link TLV
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o
N
1

Attached- Routers TLV

0 3 - Inter-Area-Prefix TLV

0 4 - Inter-Area-Router TLV

o 5 - External-Prefix TLV

0 6 - Intra-Area-Prefix TLV

0 7 - IPv6 Link-Local Address TLV
0 8 - |IPv4 Link-Local Address TLV

Additionally, this docunment defines the follow ng sub-TLV types:

o
o
1

Reser ved
o 1 - |Pv6-Forwardi ng- Address sub-TLV

0 2 - |Pv4-Forwardi ng- Address sub-TLV

o
w
1

Rout e- Tag sub- TLV

In general, TLVs and sub-TLVs MAY occur in any order, and the

speci fication should define whether the TLV or sub-TLV is required
and the behavi or when there are multiple occurrences of the TLV or
sub-TLV. Wiile this docunent only describes the usage of TLVs and
sub- TLVs, sub-TLVs may be nested to any |level as |long as the sub-TLVs
are fully specified in the specification for the subsum ng sub-TLV.

For backward conpatibility, an LSA is not considered nmalforned froma
TLV perspective unless either a required TLV is nmissing or a
specified TLV is less than the mininumrequired length. Refer to
Section 6.3 for nore information on TLV backward conpatibility.

3.1. Prefix Options Extensions

The prefix options are extended from Appendix A 4.1.1 [OSPFV3]. The
applicability of the LA-bit is expanded, and it SHOULD be set in
Inter-Area-Prefix TLVs and MAY be set in External -Prefix TLVs when
the advertised host |Pv6 address, i.e., PrefixLength = 128 for the

| Pv6 Address Family or PrefixLength = 32 for the | Pv4 Address Fam |y
[ CSPFV3- AF], is an interface address. In RFC 5340, the LA-bit is
only set in Intra-Area-Prefix-LSAs (Section 4.4.3.9 of [OSPFV3]).
This will allow a stable address to be advertised wi thout having to
configure a separate | oopback address in every OSPFv3 area.

Li ndem et al. St andards Track [ Page 6]



RFC 8362 OSPFv3 LSA Extensibility April 2018

3.1.1. Nbit Prefix Option

Additionally, the N-bit prefix option is defined. The figure bel ow
shows the position of the N-bit in the prefix options (value 0x20).

0 1 2 3 4 5 6 7
S R Supa
| | | NDN] P| x|LA N
e S

The Prefix Options Field

The N-bit is set in PrefixOptions for a host address
(PrefixLength=128 for the IPv6 Address Family or PrefixLength=32 for
the 1 Pv4 Address Fanily [ OSPFV3-AF]) that identifies the advertising
router. Wiile it is simlar to the LA-bit, there are two

di fferences. The advertising router MAY choose NOT to set the N-bit
even when the above conditions are net. |If the N-bit is set and the
PrefixLength is NOT 128 for the I Pv6 Address Famly or 32 for the

| Pv4 Address Fanmily [COSPFV3-AF], the N-bit MJST be ignored.
Additionally, the N-bit is propagated in the PrefixQOptions when an
OSPFv3 Area Border Router (ABR) originates an Inter-Area-Prefix-LSA
for an Intra-Area route that has the N-bit set in the PrefixOptions.
Simlarly, the NNbit is propagated in the PrefixOptions when an
OSPFv3 Not - So- St ubby Area (NSSA) ABR ori gi nates an E- AS- External -LSA
corresponding to an NSSA route as described in Section 3 of RFC 3101
[NSSA]. The N-bit is added to the Inter-Area-Prefix TLV

(Section 3.4), External-Prefix TLV (Section 3.6), and
Intra-Area-Prefix-TLV (Section 3.7). The N-bit is used as hint to
identify the preferred address to reach the advertising OSPFv3
router. This would be in contrast to an anycast address

[ 1 PV6- ADDRESS- ARCH] , which could also be a |ocal address with the
LA-bit set. It is useful for applications such as identifying the
prefixes corresponding to Node Segnent Identifiers (SIDs) in Segment
Routi ng [ SEGVENT- ROUTING . There may be future applications
requiring selection of a prefix associated with an OSPFv3 router.
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3.2. Router-Link TLV

The Router-Link TLV defines a single router link, and the field
definitions correspond directly to links in the OSPFv3 Router-LSA;
see Appendi x A 4.3 of [OSPFV3]. The Router-Link TLV is only
applicable to the E-Router-LSA (Section 4.1). Inclusion in other
Ext ended LSAs MJST be i gnored.

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| 1 (Rout er - Link) | TLV Length |
s S S o T i i S S i (i
| Type | 0 | Metric |

Lk e i e o e i S SR R R S
| Interface ID |
B s i S i I i S S S i i
| Nei ghbor Interface ID |
e i S i e e e o T e R S S
| Nei ghbor Router ID |
T Lk e el T R ks i S R R

Sub- TLVs
T S A S S I T S I S

Rout er - Li nk TLV
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3.3. Attached-Routers TLV

The Attached-Routers TLV defines all the routers attached to an
OSPFv3 nulti-access network. The field definitions correspond
directly to content of the OSPFv3 Network-LSA; see Appendi x A 4.4 of
[CSPFV3]. The Attached-Routers TLV is only applicable to the

E- Net wor k- LSA (Section 4.2). Inclusion in other Extended LSAs MJST
be i gnored.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| 2 (Attached- Routers) | TLV Length

s S S i I S R R e h T Tk e S S S o T S
| Adj acent Nei ghbor Router 1D

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Addi ti onal Adjacent Nei ghbors
e e e e e e e e e e e e e e e e e e e e e e e e e b e e e e e et
Attached- Routers TLV

There are two reasons for not having a separate TLV or sub-TLV for
each adjacent neighbor. The first is to discourage using the

E- Net wor k- LSA for nore than its current role of solely advertising
the routers attached to a multi-access network. The router’s netric
as well as the attributes of individual attached routers should be
advertised in their respective E-Router-LSAs. The second reason is
that there is only a single E-Network-LSA per nulti-access link with
the Link State ID set to the Designhated Router’s Interface I D, and
consequently, conpact encodi ng has been chosen to decrease the

i kelihood that the size of the E-Network-LSA will require |Pv6
fragmentati on when advertised in an OSPFv3 Link State Update packet.
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3.4. Inter-Area-Prefix TLV

The Inter-Area-Prefix TLV defines a single OSPFV3 inter-area prefix.
The field definitions correspond directly to the content of an OSPFv3
| Pv6 Prefix, as defined in Appendix A 4.1 of [OSPFV3], and an OSPFv3
Inter-Area-Prefix-LSA as defined in Appendix A 4.5 of [CSPFV3].
Additionally, the PrefixOptions are extended as described in

Section 3.1. The Inter-Area-Prefix TLV is only applicable to the
E-Inter-Area-Prefix-LSA (Section 4.3). Inclusion in other Extended
LSAs MUST be i gnored.

0 1 2 3
01234567890123456789012345678901
T S T s i S i i S S S S ok

| 3 (Inter-Area Prefix) | TLV Length

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| 0 | Metric

B T s i I S e i S i i S S e S
| PrefixLength | PrefixOptions | 0

T i I S s S it SN SR S
| Address Prefix

| |
+-

B i T S T T i I i i S I e
Sub- TLVs
R T i T e e i T S L e e e i T St R S S S S s e I S R

Inter-Area-Prefix TLV
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3.5. I nter-Area-Router TLV

The Inter-Area-Router TLV defines a single OSPFv3 Autononous System
Boundary Router (ASBR) that is reachable in another area. The field
definitions correspond directly to the content of an OSPFv3
Inter-Area-Router-LSA, as defined in Appendix A 4.6 of [OSPFV3]. The
Inter-Area-Router TLV is only applicable to the
E-Inter-Area-Router-LSA (Section 4.4). Inclusion in other Extended
LSAs MUST be i gnored.

0 1 2 3

01234567890123456789012345678901
N S T
| 4 (Inter-Area Router) | TLV Length |
T S S T T S S S S i i S S S i A ok
| 0 | Opt i ons |
i i S T S S S s S S S i ai i i ST
| 0 | Metric |
N S
| Destination Router 1D |
T T S S S T S S i i S S S i A s e

Sub- TLVs
T S A S S I T S I S

I nter-Area-Router TLV
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3.6. External-Prefix TLV

The External -Prefix TLV defines a single OSPFv3 external prefix.

Wth the exception of omtted fields noted below, the field
definitions correspond directly to the content of an OSPFv3 | Pv6
Prefix, as defined in Appendix A 4.1 of [OSPFV3], and an OSPFv3

AS- External -LSA, as defined in Appendix A 4.7 of [OSPFV3]. The
External -Prefix TLV is only applicable to the E-AS-External-LSA
(Section 4.5) and the E-NSSA-LSA (Section 4.6). Additionally, the
PrefixOptions are extended as described in Section 3.1. Inclusion in
ot her Extended LSAs MJUST be ignored.

0 1 2 3

01234567890123456789012345678901

+-+- + e o T e R R R e i s I NI N SR R S
Ext ernal Prefix) | TLV Length |

+- -4+
| 5 (
i i S T S S S s S S S i ai i i ST
| | El | | Metric |
i i T i i i R e e o T S e N e
| PrefixLength | PrefixOptions | 0 |
T Lk e e S e e e s b ik i Sl R R
| Address Prefix |
L.

ce |
B s ok I S o e s ol I EIE R R R e S et I S S S S il ik i T B
Sub- TLVs
:I--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:I-
Ext ernal - Prefix TLV

In the External -Prefix TLV, the optional |Pv6/1Pv4 Forwardi ng Address

and External Route Tag are now sub-TLVs. G ven the Referenced LS

Type and Referenced Link State I D fromthe AS-External -LSA have never

been used or even specified, they have been omtted fromthe

External -Prefix TLV. |If there were ever a requirenent for a

referenced LSA, it could be satisfied with a sub-TLV.

The foll owi ng sub-TLVs are defined for optional inclusion in the
External - Prefix TLV:

o 1 - 1Pv6-Forwardi ng- Address sub-TLV (Section 3.10)
0 2 - |Pv4-Forwardi ng- Address sub-TLV (Section 3.11)

0 3 - Route-Tag sub-TLV (Section 3.12)
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3.7. Intra-Area-Prefix TLV

The Intra-Area-Prefix TLV defines a single OSPFv3 intra-area prefix.
The field definitions correspond directly to the content of an OSPFv3
| Pv6 Prefix, as defined in Appendix A 4.1 of [OSPFV3], and an OSPFv3
Li nk-LSA, as defined in Appendix A 4.9 of [OSPFV3]. The
Intra-Area-Prefix TLV is only applicable to the E-Link-LSA

(Section 4.7) and the E-Intra-Area-Prefix-LSA (Section 4.8).
Additionally, the PrefixOptions are extended as described in

Section 3.1. Inclusion in other Extended LSAs MJST be ignored.

0 1 2 3

01234567890123456789012345678901
T S T s i S i i S S S S ok
| 6 (Intra-Area Prefix) | TLV Length |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| 0 | Metric |
B T s i I S e i S i i S S e S
| PrefixLength | PrefixOptions | 0 |
T i I S s S it SN SR S
| Address Prefix |
| |
+-

B i T S T T i I i i S I e
Sub- TLVs
R T i T e e i T S L e e e i T St R S S S S s e I S R

Intra-Area-Prefix TLV
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3.8. |Pv6 Link-Local Address TLV

The |1 Pv6 Link-Local Address TLV is to be used with | Pv6 address

fam lies as defined in [ OSPFV3-AF]. The |Pv6 Link-Local Address TLV
is only applicable to the E-Link-LSA (Section 4.7). Inclusion in

ot her Extended LSAs MUST be i gnored.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| 7 (1Pv6 Local -Local Address) | TLV Length
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

L. L
L- | Pv6 Link-Local Interface Address -L
L. L
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L

Sub- TLVs
:I-- B i T S T T i S S S e e h T i i g S +-:|-
| Pv6 Link-Local Address TLV
3.9. |Pv4 Link-Local Address TLV
The | Pv4 Link-Local Address TLV is to be used with | Pv4 address
famlies as defined in [ OSPFV3-AF]. The |Pv4 Link-Local Address TLV
is only applicable to the E-Link-LSA (Section 4.7). Inclusion in
ot her Extended LSAs MJUST be i gnored.
0 1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S
| 8 (1Pv4 Local -Local Address) | TLV Length
I S i i i S S S S e ok
| | Pv4 Link-Local Interface Address
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
Sub- TLVs

A S S S e i S R T S S i SR S

| Pv4 Li nk-Local Address TLV
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3.10. 1 Pv6-Forwardi ng- Address Sub- TLV

The | Pv6- Forwar di ng- Address TLV has identical semantics to the
optional forwarding address in Appendix A 4.7 of [OSPFV3]. The | Pv6-
For war di ng- Address TLV is applicable to the External -Prefix TLV
(Section 3.6). Specification as a sub-TLV of other TLVs is not
defined herein. The sub-TLV is optional and the first specified
instance is used as the forwarding address as defined in [ GSPFV3].

I nst ances subsequent to the first MJST be ignored.

The | Pv6- Forwar di ng- Address TLV is to be used with | Pv6 address

famlies as defined in [OSPFV3-AF]. It MJST be ignored for other
address famlies. The |IPv6-Forwardi ng- Address TLV | ength nust neet a
m ni mum [ ength (16 octets), or it will be considered mal formed as

described in Section 6. 3.

0 1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S

| 1 - Forwardi ng Address | sub- TLV Length
I I i S i S it S S S S e ok T

|
+- -+
| | |
+- For war di ng Address -+
| |
+- -+
| |
B s i S i I i S S S i i

| Pv6- For war di ng- Addr ess TLV
3.11. | Pv4-Forwardi ng- Address Sub-TLV

The | Pv4- Forwar di ng- Address TLV has identical semantics to the
optional forwardi ng address in Appendix A 4.7 of [OSPFV3]. The

| Pv4- Forwar di ng- Address TLV is applicable to the External -Prefix TLV
(Section 3.6). Specification as a sub-TLV of other TLVs is not
defined herein. The sub-TLV is optional, and the first specified
instance is used as the forwarding address as defined in [ OSPFV3].

I nst ances subsequent to the first MJST be ignored.

The | Pv4- Forwar di ng- Address TLV is to be used with | Pv4 address

famlies as defined in [OSPFV3-AF]. It MJST be ignored for other
address fanmilies. The |Pv4-Forwardi ng- Address TLV |l ength nust neet a
m ni mum | ength (4 octets), or it will be considered nmal formed as

described in Section 6. 3.
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| 2 - Forwardi ng Address | sub- TLV Length

B s i S i I i S S S i i
| Forwar di ng Address

i i S i i S e i it N

| Pv4- Forwar di ng- Addr ess TLV
3.12. Route-Tag Sub-TLV

The optional Route-Tag sub-TLV has identical semantics to the
optional External Route Tag in Appendix A 4.7 of [OSPFV3]. The
Rout e- Tag sub-TLV is applicable to the External -Prefix TLV

(Section 3.6). Specification as a sub-TLV of other TLVs is not
defined herein. The sub-TLV is optional, and the first specified
instance is used as the Route Tag as defined in [OSPFV3]. Instances
subsequent to the first MJST be ignored.

The Route-Tag TLV length nmust neet a minimumlength (4 octets), or it
wi ||l be considered mal fornmed as described in Section 6. 3.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| 3 - Route Tag | sub- TLV Length

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Rout e Tag

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Rout e- Tag Sub- TLV
4. OSPFv3 Extended LSAs
This section specifies the OSPFv3 Extended LSA formats and encodi ng.
The Extended OSPFv3 LSAs corresponded directly to the original OSPFv3
LSAs specified in [ GSPFV3].
4.1. OSPFv3 E-Router-LSA
The E-Router-LSA has an LS Type of 0xA021 and has the sane base
i nformati on content as the Router-LSA defined in Appendix A 4.3 of

[ OSPFV3]. However, unlike the existing Router-LSA, it is fully
ext ensi bl e and represented as TLVs.
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0 1 2 3
0123 4567890123456789012345678901
e T e e R e b i e T e e N e o E ok o N
| LS Age | 1] O] 1] 0x21 |
T T i T i il T i A e S I S S S S S S
| Link State ID |
R e i e i i S S S e ok ok

| Advertising Router

e o s T i R e S e e ok o ok S S
| LS Sequence Number

T T i T i il T i A e S I S S S S S S
| LS Checksum | Lengt h |
e el i i i T T S L ek o o
| O |Nt|x|V|E B Opti ons

e ok s T e e e S o e e e e e e o

TLVs
R T I o e i S e S i ik T T S R e e S T 2
Ext ended Rout er-LSA

O her than having a different LS Type, all LSA Header fields are the
sane as defined for the Router-LSA. Initially, only the top-I|eve
Router-Link TLV (Section 3.2) is applicable, and an E-Router-LSA nay
include nmultiple Router-Link TLVs. Like the existing Router-LSA the
LSA length is used to determine the end of the LSA including any
TLVs. Depending on the inplenentation, it is perfectly valid for an
E- Router-LSA to not contain any Router-Link TLVs. However, this
woul d inmply that the OSPFv3 router doesn’'t have any adjacencies in
the corresponding area and is formng an adjacency or adjacencies
over an unnunbered link(s). Note that no E-Router-LSA stub link is
advertised for an unnunbered |ink
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4.2. OSPFv3 E- Net wor k- LSA

The E- Network-LSA has an LS Type of 0xA022 and has the sane base

i nformati on content as the Network-LSA defined in Appendi x A 4.4 of
[ OSPFV3]. However, unlike the existing Network-LSA, it is fully
ext ensi bl e and represented as TLVs.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| LS Age | 1] O] 1] 0x22 |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Link State ID |
s S S i I S R R e h T Tk e S S S o T S
| Advertising Router |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| LS Sequence Number |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| LS Checksum | Length |
s S S i I S R R e h T Tk e S S S o T S
| 0 | Opti ons |

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
TLVs
'+- T T S T S S S S N e I o e SRS +
E- Net wor k- LSA

Q her than having a different LS Type, all LSA Header fields are the
sanme as defined for the Network-LSA. Like the existing Network-LSA,
the LSA length is used to deternine the end of the LSA including any
TLVs. Initially, only the top-level Attached-Routers TLV

(Section 3.3) is applicable. |If the Attached-Router TLV is not
included in the E-Network-LSA, it is treated as mal fornmed as
described in Section 5. |Instances of the Attached-Router TLV
subsequent to the first MJST be ignored.
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4.3. OSPFv3 E-Inter-Area-Prefix-LSA

The E-Inter-Area-Prefix-LSA has an LS Type of 0xA023 and has the samne
base information content as the Inter-Area-Prefix-LSA defined in
Appendi x A. 4.5 of [OSPFV3]. However, unlike the existing
Inter-Area-Prefix-LSA, it is fully extensible and represented as
TLVs.

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
| LS Age | 1] O] 1] 0x23 |
i i S S i S e R h ok i R SR S
| Link State ID I
T Lk R e T e i ik i Sl TR R o
| Adverti sing Router |
B s i S i I i S S S i i
| LS Sequence Number |
e s S i e S e R S stk sk S h SR e S
| LS Checksum | Lengt h |
e Lk R e T e ik i i ol SR R

TLVs
A T A S T S S S S S
E-I nter-Area-Prefix-LSA

O her than having a different LS Type, all LSA Header fields are the
same as defined for the Inter-Area-Prefix-LSA. |In order to retain
conpatibility and senmantics with the current OSPFv3 specification,
each Inter-Area-Prefix LSA MUST contain a single Inter-Area-Prefix
TLV. This will facilitate migration and avoid changes to functions
such as incremental Shortest Path First (SPF) conputation.

Like the existing Inter-Area-Prefix-LSA, the LSA length is used to
determ ne the end of the LSA including any TLVs. Initially, only the
top-level Inter-Area-Prefix TLV (Section 3.4) is applicable. |If the
Inter-Area-Prefix TLV is not included in the E-Inter-Area-Prefix-LSA,
it is treated as nmalfornmed as described in Section 5. Instances of
the Inter-Area-Prefix TLV subsequent to the first MJST be ignored.
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4.4, (OSPFv3 E-Inter-Area-Router-LSA

The E-Inter-Area-Router-LSA has an LS Type of 0xA024 and has the same
base information content as the Inter-Area-Router-LSA defined in
Appendi x A 4.6 of [OSPFV3]. However, unlike the
Inter-Area-Router-LSA, it is fully extensible and represented as
TLVs.

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
| LS Age | 1] O] 1] 0x24 |
i i S S i S e R h ok i R SR S
| Link State ID I
T Lk R e T e i ik i Sl TR R o
| Adverti sing Router |
B s i S i I i S S S i i
| LS Sequence Number |
e s S i e S e R S stk sk S h SR e S
| LS Checksum | Lengt h |
e Lk R e T e ik i i ol SR R

TLVs
B e i s T i et s T ol T S S S N SR S S S
E- I nt er- Area- Rout er-LSA

O her than having a different LS Type, all LSA Header fields are the
sane as defined for the Inter-Area-Router-LSA. |In order to retain
conpatibility and senmantics with the current OSPFv3 specification,
each Inter-Area-Router-LSA MJST contain a single Inter-Area-Router
TLV. This will facilitate migration and avoid changes to functions
such as increnmental SPF computation.

Li ke the existing Inter-Area-Router-LSA, the LSA length is used to
determ ne the end of the LSA including any TLVs. Initially, only the
top-level Inter-Area-Router TLV (Section 3.5) is applicable. If the
Inter-Area-Router TLV is not included in the E-Inter-Area-Router-LSA,
it is treated as mal forned as described in Section 5. |Instances of
the Inter-Area-Router TLV subsequent to the first MJST be ignored.
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4.5. OSPFv3 E- AS-External -LSA

The E- AS-External -LSA has an LS Type of 0xC025 and has the sane base
i nformati on content as the AS-External -LSA defined in Appendix A 4.7
of [OSPFV3]. However, unlike the existing AS-External -LSA, it is
fully extensible and represented as TLVs.

0 1 2 3

01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| LS Age | 1] 1] O] 0x25 |
B T s i I S e i S i i S S e S
| Link State ID |
s S S i I S R R e h T Tk e S S S o T S
| Advertising Router |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| LS Sequence Number |
B T s i I S e i S i i S S e S
| LS Checksum | Length |
s S S i I S R R e h T Tk e S S S o T S

TLVs
B T s i I S e i S i i S S e S
E- AS- Ext er nal - LSA

O her than having a different LS Type, all LSA Header fields are the
same as defined for the AS-External -LSA. |In order to retain
conpatibility and semantics with the current OSPFv3 specification,
each LSA MUST contain a single External-Prefix TLV. This wll
facilitate migration and avoid changes to OSPFv3 functions such as

i ncrenental SPF conputation.

Li ke the existing AS-External -LSA, the LSA length is used to

determ ne the end of the LSA including any TLVs. Initially, only the
top-1level External-Prefix TLV (Section 3.6) is applicable. |If the
External -Prefix TLV is not included in the E-External -AS-LSA, it is
treated as nmal forned as described in Section 5. Instances of the
External - Prefix TLV subsequent to the first MJST be ignored.
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4.6. OSPFv3 E- NSSA-LSA

The E-NSSA-LSA will have the sanme format and TLVs as the Extended

AS- External -LSA (Section 4.5). This is the same rel ationship that
exi sts between the NSSA-LSA, as defined in Appendix A 4.8 of

[ CSPFV3], and the AS-External -LSA. The NSSA-LSA will have type
0xA027, which inplies area fl ooding scope. Future requirenents may
dictate that supported TLVs differ between the E-AS-External -LSA and
the E-NSSA-LSA. However, future requirenents are beyond the scope of
this document.

4.7. OSPFv3 E-Link-LSA

The E-Link-LSA has an LS Type of 0x8028 and will have the same base
i nformati on content as the Link-LSA defined in Appendix A 4.9 of

[ OSPFV3]. However, unlike the existing Link-LSA, it is fully

ext ensi bl e and represented as TLVs.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| LS Age | 1] 0] O] 0x28

B s i S i I i S S S i i
| Link State ID |
e s S i e S e e  t ik ok S R SR S S
| Advertising Router

e e  E t kSR ol T S e T S ik i S SR SR R S
| LS Sequence Number

B s i S i I i S S S i i
| LS Checksum | Lengt h |
e i S i e S e S S h ik i h SR e S
| Rtr Priority | Opt i ons |
Lk s o T S e ki ol S N R

TLVs
T S A S S I T S I S
E- Li nk- LSA

O her than having a different LS Type, all LSA Header fields are the
same as defined for the Link-LSA

Only the Intra-Area-Prefix TLV (Section 3.7), IPv6 Link-Local Address

TLV (Section 3.8), and |IPv4 Link-Local Address TLV (Section 3.9) are
applicable to the E-Link-LSA. Like the Link-LSA, the E-Link-LSA
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af fords advertisenent of nultiple intra-area prefixes. Hence,
multiple Intra-Area-Prefix TLVs (Section 3.7) may be specified, and
the LSA length defines the end of the LSA including any TLVs.

A single instance of the I Pv6 Link-Local Address TLV (Section 3.8)
SHOULD be included in the E-Link-LSA. Instances followi ng the first
MUST be ignored. For |IPv4 address famlies as defined in

[ OSPFV3- AF], this TLV MJUST be ignored.

Simlarly, only a single instance of the |IPv4 Link-Local Address TLV
(Section 3.9) SHOULD be included in the E-Link-LSA |nstances
following the first MJST be ignored. For OSPFv3 | Pv6 address
famlies as defined in [ OSPFV3-AF], this TLV SHOULD be i gnor ed.

If the | Pv4/1Pv6 Link-Local Address TLV corresponding to the OSPFv3
Address Family is not included in the E-Link-LSA, it is treated as
mal formed as described in Section 5.

Future specifications may support advertisenent of routing and

topol ogy information for nmultiple address famlies. However, this is
beyond the scope of this docunent.
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4.8. OSPFv3 E-Intra-Area-Prefix-LSA

The E-Intra-Area-Prefix-LSA has an LS Type of 0xA029 and has the same
base information content as the Intra-Area-Prefix-LSA defined in
Appendi x A . 4.10 of [OSPFV3] except for the Referenced LS Type.
However, unlike the Intra-Area-Prefix-LSA, it is fully extensible and
represented as TLVs. The Referenced LS Type MJST be either an

E- Rout er-LSA (0xA021) or an E-Network-LSA (0xA022).

0 1 2 3

012345678901234567890123456789¢01
B T s i I S e i S i i S S e S
| LS Age | 1] O] 1| 0x29 |
s S S i I S R R e h T Tk e S S S o T S
| Link State ID |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Adverti sing Router |
B T s i I S e i S i i S S e S
| LS Sequence Nunber |
s S S i I S R R e h T Tk e S S S o T S

| LS Checksum | Length |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| 0 | Ref erenced LS Type |

B T s i I S e i S i i S S e S
| Ref erenced Link State ID |
s S S i I S R R e h T Tk e S S S o T S
| Ref erenced Advertising Router |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

TLVs
A A S T S T i S S S
E-Intra-Area-Prefix-LSA

Q her than having a different LS Type, all LSA Header fields are the
sanme as defined for the Intra-Area-Prefix-LSA

Li ke the Intra-Area-Prefix-LSA, the E-Intra-Area-Link-LSA affords
advertisenent of nultiple intra-area prefixes. Hence, multiple
Intra-Area-Prefix TLVs may be specified, and the LSA | ength defines
the end of the LSA including any TLVs.
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5. Ml formed OSPFv3 Ext ended LSA Handl i ng

Ext ended LSAs that have inconsistent |ength or other encoding errors,
as described herein, MJUST NOT be installed in the Link State

Dat abase, acknow edged, or flooded. Reception of malformed LSAs
SHOULD be counted and/or | ogged for exami nation by the adm nistrator
of the OSPFv3 routing domain. Note that for the purposes of |ength
validation, a TLV or sub-TLV should not be considered invalid unless
the Il ength exceeds the length of the LSA or does not neet the mininum
l ength requirenments for the TLV or sub-TLV. This allows for sub-TLVs
to be added as described in Section 6. 3.

Additionally, an LSA MUST be considered malfornmed if it does not
include all of the required TLVs and sub- TLVs.

6. LSA Extension Backward Conpatibility

In the context of this document, backward conpatibility is solely
related to the capability of an OSPFv3 router to receive, process,
and originate the TLV-based LSAs defined herein. Unrecognized TLVs
and sub-TLVs are ignored. Backward conpatibility for future OSPFv3
extensions utilizing the TLV-based LSAs is out of scope and rnust be
covered in the docunments describing those extensions. Both full and,
if applicable, partial deploynment SHOULD be specified for future TLV-
based OSPFv3 LSA extensions.

6.1. Full Extended LSA M gration

| f ExtendedLSASupport is enabled (Appendix A), OSPFv3 Extended LSAs
will be originated and used for the SPF conputation. |Individual OSPF
Areas can be mgrated separately with the Legacy AS-External-LSAs
bei ng originated and used for the SPF conputation. This is
acconpl i shed by enabling AreaExt endedLSASupport (Appendix B)

An OSPFv3 routing domain or area may be non-disruptively mgrated
usi ng separate OSPFv3 instances for the Extended LSAs. Initially,
the OSPFv3 instances with ExtendedLSASupport will have a | ower
preference, i.e., higher adnministrative distance, than the OSPFv3

i nstances originating and using the Legacy LSAs. Once the routing
domain or area is fully mgrated and the OSPFv3 Routing Information
Bases (RIBs) have been verified, the OSPFv3 instances using the

Ext ended LSAs can be given preference. Wen this has been conpl eted
and the routing within the OSPF routing donmain or area has been
verified, the original OSPFv3 instance using Legacy LSAs can be
renmoved
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6.2. Extended LSA Sparse-Mde Backward Conpatibility

In this node, OSPFv3 will use the Legacy LSAs for the SPF conputation
and will only originate Extended LSAs when LSA origination is
required in support of additional functionality. Furthernore, those
Ext ended LSAs will only include the top-level TLVs (e.g., Router-Link
TLVs or Inter-Area TLVS), which are required for that new
functionality. However, if a top-level TLV is advertised, it MJST

i ncl ude required sub-TLVs, or it will be considered nalfornmed as
described in Section 5. Hence, this node of compatibility is known
as "sparse-node". The advantage of sparse-node is that functionality
utilizing the OSPFv3 Extended LSAs can be added to an existing OSPFv3
routing domain without the requirenment for mgration. |In essence,
this conpatibility node is very nuch |ike the approach taken for
OSPFv2 [ OSPF-PREFI X-LINK]. As with all the conpatibility nodes,
backward compatibility for the functions utilizing the Extended LSAs
must be described in the | ETF docunents describing those functions.

6.3. LSA TLV Processing Backward Conpatibility

This section defines the general rules for processing LSA TLVs. To
ensure conpatibility of future TLV-based LSA extensions, al
i mpl enent ati ons MJUST adhere to these rules:

1. Unrecognized TLVs and sub-TLVs are ignored when parsing or
processi ng Ext ended LSAs.

2. \ether or not partial deploynent of a given TLV is supported
MJST be specifi ed.

3. If partial deploynent is not supported, mnmechanisns to ensure the
correspondi ng feature is not depl oyed MIUST be specified in the
docunent defining the new TLV or sub-TLV.

4. |f partial deploynment is supported, backward conpatibility and
partial depl oynent MJST be specified in the docunent defining the
new TLV or sub- TLV.

5. If a TLV or sub-TLV is recognized but the length is less than the
m ni mum then the LSA should be considered mal forned, and it
SHOULD NOT be acknow edged. Additionally, the occurrence SHOULD
be | ogged with enough information to identify the LSA by type,
Link State ID, originator, and sequence nunber and identify the
TLV or sub-TLV in error. ldeally, the log entry would include
the hexadeci mal or binary representation of the LSA including the
mal f ormed TLV or sub- TLV.
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7.

8.

6. Docunents specifying future TLVs or Sub-TLVs MJST specify the
requi renents for usage of those TLVs or sub-TLVs.

7. Future TLVs or sub-TLVs nust be optional. However, there may be
requi rements for sub-TLVs if an optional TLV is specified.

Security Considerations

In general, extensible OSPFv3 LSAs are subject to the same security
concerns as those described in RFC 5340 [OSPFV3]. Additionally,

i mpl enent ati ons must assure that mal forned TLV and sub- TLV
permutati ons do not result in errors that cause hard OSPFv3 fail ures.

If there were ever a requirenment to digitally sign OSPFv3 LSAs as
descri bed for OSPFv2 LSAs in RFC 2154 [ OSPF- DI G TAL- SI GNATURE], the
mechani sns descri bed herein would greatly sinplify the extension

| ANA Consi der ati ons

Thi s specification defines nine OSPFv3 Extended LSA types as
described in Section 2. These have been added to the existing OSPFv3
LSA Function Codes registry.

The specification defines a code point for the N-bit in the OSPFv3
Prefix-Options registry. The value 0x20 has been assi gned.

This specification also creates two registries for OSPFv3 Extended
LSA TLVs and sub-TLVs. The TLV and sub-TLV code points in these
registries are common to all Extended LSAs, and their respective
definitions nust define where they are applicable.

1. OSPFv3 Extended LSA TLV Registry

The " OSPFv3 Extended LSA TLVs" registry defines top-level TLVs for
Ext ended LSAs and has been placed in the existing OSPFv3 | ANA
registry.

Ni ne val ues have been all ocated:

o O Reserved

o 1 - Router-Link TLV
0 2 - Attached-Routers TLV
0O 3 - Inter-Area-Prefix TLV

0O 4 - Inter-Area-Router TLV

Li ndem et al. St andards Track [ Page 27]



RFC 8362 OSPFv3 LSA Extensibility April 2018

o
(6]
1

External -Prefix TLV

o
o]
1

Intra-Area-Prefix TLV
o 7 - |Pv6 Link-Local Address TLV
o 8 - IPv4 Link-Local Address TLV

Types in the range 9-32767 are allocated via | ETF Review or | ESG
Approval [RFC8126].

Types in the range 32768-33023 are Reserved for Experinental Use;
these will not be registered with | ANA and MJUST NOT be nentioned by
RFCs.

Types in the range 33024- 45055 are to be assigned on a First Cone
First Served (FCFS) basis.

Types in the range 45056- 65535 are not to be assigned at this tine.
Bef ore any assignments can be nmade in the 33024- 65535 range, there
MJUST be an | ETF specification that specifies | ANA Considerations that
cover the range being assigned.

8.2. OSPFv3 Extended LSA Sub-TLV Registry
The " OSPFv3 Ext ended LSA Sub-TLVs" registry defines sub-TLVs at any
| evel of nesting for Extended LSAs and has been placed in the
exi sting OSPFv3 | ANA registry.

Four val ues have been all ocat ed:

o
o
1

Reserved

o 1 - 1Pv6-Forwardi ng- Address sub-TLV
0 2 - |Pv4-Forwardi ng- Address sub-TLV
0o 3 - Route-Tag sub-TLV

Types in the range 4-32767 are allocated via | ETF Review or | ESG
Approval .

Types in the range 32768-33023 are Reserved for Experinental Use;
these will not be registered with | ANA and MJUST NOT be mentioned by
RFCs.

Types in the range 33024-45055 are to be assigned on an FCFS basis.
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Types in the range 45056- 65535 are not to be assigned at this tine.
Bef ore any assignments can be nmade in the 33024- 65535 range, there
MUST be an | ETF specification that specifies | ANA Considerations that
cover the range being assigned.
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Appendi x A.  d obal Configuration Paraneters

The gl obal configurabl e parameter ExtendedLSASupport is added to the
OSPFv3 protocol. |If ExtendedLSASupport is enabled, the OSPFv3 router
will originate OSPFv3 Extended LSAs and use the LSAs for the SPF
conputation. |f ExtendedLSASupport is not enabl ed, a subset of
OSPFv3 Extended LSAs may still be originated and used for other
functions as described in Section 6.2.

Appendi x B. Area Configuration Paraneters

The area configurabl e paraneter AreaExtendedLSASupport is added to
the OSPFv3 protocol. |If AreaExtendedLSASupport is enabled, the
OSPFv3 router will originate link and area OSPFv3 Extended LSAs and
use the LSAs for the SPF conputation. Legacy AS-Scoped LSAs will

still be originated and used for the AS-External-LSA conputation. If
Ar eaExt endedLSASupport is not enabl ed, a subset of OSPFv3 |ink and
area Extended LSAs may still be originated and used for other

functions as described in Section 6.2.

For regular areas, i.e., areas where AS-scoped LSAs are fl ooded,
di sabl i ng AreaExt endedLSASupport for a regular OSPFv3 area (not a
Stub or NSSA area) when Ext endedLSASupport is enabled is

contradi ctory and SHOULD be prohibited by inplenentations.
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