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1

I ntroduction to HTTP Live Stream ng

HTTP Live Streaming provides a reliable, cost-effective neans of
delivering continuous and | ong-form video over the Internet. It
allows a receiver to adapt the bit rate of the media to the current
network conditions in order to maintain uninterrupted playback at the
best possible quality. It supports interstitial content boundaries.
It provides a flexible framework for nedia encryption. It can
efficiently offer nultiple renditions of the same content, such as
audio translations. It offers conpatibility with |arge-scale HITP
caching infrastructure to support delivery to | arge audi ences.

Since the Internet-Draft was first posted in 2009, HTTP Live
Stream ng has been inplenmented and depl oyed by a wi de array of
content producers, tools vendors, distributors, and device

manuf acturers. In the subsequent eight years, the protocol has been
refined by extensive review and di scussion with a variety of media
stream ng i npl enentors.

The purpose of this docunent is to facilitate interoperability

bet ween HTTP Live Stream ng inplementations by describing the nedia
transm ssion protocol. Using this protocol, a client can receive a
conti nuous streamof media froma server for concurrent presentation
Thi s docunent describes version 7 of the protocol

Overvi ew

A multimedia presentation is specified by a Uniform Resource
Identifier (URI) [RFC3986] to a Playlist.

A Playlist is either a Media Playlist or a Master Playlist. Both are
UTF-8 text files containing URIs and descriptive tags.

A Media Playlist contains a list of Media Segnents, which, when
pl ayed sequentially, will play the multinedi a presentation.
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Here is an exanple of a Media Playlist:

#EXTMBU
#EXT- X- TARGETDURATI ON: 10

#EXTI NF: 9. 009,
http://nmedi a. exanpl e.com first.ts
#EXTI NF: 9. 009,
http:// medi a. exanpl e. com second. ts
#EXTI NF: 3. 003,
http://medi a. exanpl e.comthird.ts

The first line is the format identifier tag #EXTMBU. The |ine
cont ai ni ng #EXT- X- TARGETDURATI ON says that all Media Segnents will be
10 seconds long or less. Then, three Media Segnents are decl ared.
The first and second are 9.009 seconds long; the third is 3.003
seconds.

To play this Playlist, the client first downloads it and then

downl oads and pl ays each Media Segnent declared within it. The
client reloads the Playlist as described in this docunment to discover
any added segments. Data SHOULD be carried over HITP [ RFC7230], but,
in general, a URI can specify any protocol that can reliably transfer
the specified resource on demand.

A nore conpl ex presentation can be described by a Master Playlist. A
Master Playlist provides a set of Variant Streanms, each of which
describes a different version of the sane content.

A Variant Streamincludes a Media Playlist that specifies nedia
encoded at a particular bit rate, in a particular format, and at a
particul ar resolution for media containing video.

A Variant Streamcan al so specify a set of Renditions. Renditions
are alternate versions of the content, such as audi o produced in
di fferent | anguages or video recorded fromdifferent camera angles.

Clients should switch between different Variant Streans to adapt to
network conditions. Cients should choose Renditions based on user
pr ef er ences.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.

Pant os & May I nf or mati onal [ Page 5]



RFC 8216 HTTP Live Stream ng August 2017

3.

3.

Medi a Segnents

A Media Playlist contains a series of Media Segnents that nake up the
overall presentation. A Media Segnment is specified by a URI and
optionally a byte range.

The duration of each Media Segnent is indicated in the Media Playlist
by its EXTINF tag (Section 4.3.2.1).

Each segnent in a Media Playlist has a unique integer Media Sequence
Nunber. The Media Sequence Nunber of the first segnment in the Media
Playlist is either O or declared in the Playlist (Section 4.3.3.2).
The Medi a Sequence Number of every other segnent is equal to the
Medi a Sequence Number of the segment that precedes it plus one.

Each Media Segment MJST carry the continuation of the encoded
bitstreamfromthe end of the segment with the previous Media
Sequence Nunber, where values in a series such as tinestanps and
Continuity Counters MJST continue uninterrupted. The only exceptions
are the first Media Segnent ever to appear in a Media Playlist and
Medi a Segrments that are explicitly signaled as discontinuities
(Section 4.3.2.3). Unnmarked nmedi a discontinuities can trigger

pl ayback errors.

Any Medi a Segnent that contains video SHOULD i ncl ude enough
information to initialize a video decoder and decode a conti nuous set
of frames that includes the final frame in the Segnent; network
efficiency is optimzed if there is enough information in the Segnent
to decode all frames in the Segnent. For exanple, any Media Segnent
contai ning H. 264 vi deo SHOULD contai n an | nstantaneous Decodi ng
Refresh (IDR); franes prior to the first IDRw Il be downl oaded but
possi bly di scarded.

1. Supported Media Segnent Formats

Al Media Segnents MJUST be in a format described in this section.
Transport of other nedia file formats is not defined.

Sone media formats require a conmon sequence of bytes to initialize a
parser before a Media Segment can be parsed. This format-specific
sequence is called the Media Initialization Section. The Media
Initialization Section can be specified by an EXT-X- MAP tag

(Section 4.3.2.5). The Media Initialization Section MJST NOT contain
sanpl e data
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3.2. MPEG 2 Transport Streans
MPEG 2 Transport Streans are specified by [1SO 13818].

The Media Initialization Section of an MPEG 2 Transport Stream
Segnent is a Program Associ ation Table (PAT) followed by a Program
Map Tabl e (PMI).

Transport Stream Segnents MJUST contain a single MPEG 2 Program

pl ayback of Multi-Program Transport Streans is not defined. Each
Transport Stream Segment MJST contain a PAT and a PMI, or have an
EXT- X-MAP tag (Section 4.3.2.5) applied to it. The first two
Transport Stream packets in a Segment without an EXT- X- MAP tag SHOULD
be a PAT and a PM.

3.3. Fragmented MPEG 4

MPEG 4 Fragnents are specified by the | SO Base Media Fil e Format
[1SOBMFF]. Unlike regular MPEG 4 files that have a Myvie Box

(' nmoov’) that contains sanple tables and a Media Data Box (' ndat’)
cont ai ni ng the correspondi ng sanpl es, an MPEG 4 Fragment consists of
a Movie Fragnent Box (' nmpof’) containing a subset of the sanple table
and a Medi a Data Box containing those sanples. Use of MPEG 4
Fragments does require a Movie Box for initialization, but that Mvie
Box contains only non-sanple-specific information such as track and
sanpl e descri ptions.

A Fragnented MPEG 4 (fMP4) Segment is a "segnent" as defined by
Section 3 of [ISOBMFF], including the constraints on Medi a Data Boxes
in Section 8.16 of [|SOBM-F].

The Media Initialization Section for an fMP4 Segnent is an | SO Base
Media File that can initialize a parser for that Segnent.

Broadl y speaking, fMP4 Segnents and Media Initialization Sections are
[1SOBMFF] files that also satisfy the constraints described in this
section.

The Media Initialization Section for an f MP4 Segnent MUST contain a
File Type Box (’'ftyp’) containing a brand that is conpatible with
"iso6’ or higher. The File Type Box MJST be foll owed by a Myvie Box.
The Movi e Box MUST contain a Track Box ('trak’) for every Track
Fragment Box ('traf’) in the fMP4 Segnment, with matching track_ |D.
Each Track Box SHOULD contain a sanple table, but its sanple count
MJUST be zero. Mvie Header Boxes (' nvhd' ) and Track Header Boxes
(’tkhd') MUST have durations of zero. A Myvie Extends Box (' mvex’)
MJST follow the | ast Track Box. Note that a Conmon Media Application
Format (CVAF) Header [CMAF] neets all these requirenents.
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In an fMP4 Segnment, every Track Fragment Box MJST contain a Track
Fragment Decode Tine Box ('tfdt’). fMP4 Segnents MJUST use novi e-
fragment-rel ative addressi ng. fMP4 Segnments MJST NOT use externa
data references. Note that a CMAF Segnent neets these requirenents.

An fMP4 Segnent in a Playlist containing the EXT-X-1-FRAMES- ONLY tag
(Section 4.3.3.6) MAY omt the portion of the Media Data Box
following the intra-coded frane (I-frame) sanple data

Each f MP4 Segnent in a Media Playlist MIST have an EXT- X- MAP t ag
applied to it.

3.4. Packed Audio

A Packed Audi o Segnment contains encoded audi o sanples and | D3 tags
that are sinply packed together with nminimal framng and no per-
sanmpl e tinmestanps. Supported Packed Audio formats are Advanced Audi o
Coding (AAC) with Audio Data Transport Stream (ADTS) fram ng

[1SO 13818_7], MP3 [1SO 13818_3], AC-3 [AC_ 3], and Enhanced AC 3

[AC 3].

A Packed Audi o Segnent has no Media Initialization Section.

Each Packed Audi o Segnment MJST signal the tinestanp of its first
sanple with an ID3 Private franme (PRIV) tag [I D3] at the begi nning of
the segnent. The 1D3 PRIV owner identifier MJST be

"com appl e. streamni ng.transport StreanTi nestanp". The | D3 payl oad MJST
be a 33-bit MPEG 2 Program El ementary Streamtinestanp expressed as a
bi g- endi an ei ght-octet number, with the upper 31 bits set to zero.
Clients SHOULD NOT play Packed Audi o Segnents without this I1D3 tag.

3.5.  WebVTT

A VbVTT Segnment is a section of a WebVTT [WebVTT] file. WebVTT
Segnents carry subtitles.

The Media Initialization Section of a WebVTT Segnent is the WebVTT
header .

Each WebVTT Segnent MJST contain all subtitle cues that are intended
to be displayed during the period indicated by the segnment EXTINF
duration. The start tine offset and end tine offset of each cue MJUST
indicate the total display time for that cue, even if part of the cue
time range is outside the Segnent period. A WbVTT Segnent MAY
contain no cues; this indicates that no subtitles are to be displ ayed
during that period.
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Each WebVTT Segnent MJST either start with a WebVTT header or have an
EXT- X-MAP tag applied to it.

In order to synchronize tinmestanps between audi o/video and subtitles,
an X- Tl MESTAVP- MAP et adat a header SHOULD be added to each WebVTT
header. This header naps WbVTT cue tinestanps to MPEG 2 (PES)
timestanps in other Renditions of the Variant Stream |Its format is:

X- TI MESTAMP- MAP=LOCAL: <cue ti ne>, MPEGTS: <MPEG 2 ti me>
e.g., X-TIMESTAMP- MAP=LOCAL: 00: 00: 00. 000, MPEGTS: 900000

The cue tinestanp in the LOCAL attribute MAY fall outside the range
of time covered by the segnent.

If a WebVTT segnent does not have the X-TI MESTAMP- MAP, the client
MJST assume that the WebVTT cue tine of O maps to an MPEG 2 ti nestanp
of 0.

When synchroni zing WebVTT with PES tinestanps, clients SHOULD account
for cases where the 33-bit PES tinestanps have wapped and the WebVTT
cue tinmes have not.

4. Playlists

This section describes the Playlist files used by HITP Live
Streaming. In this section, "MJST" and "MJST NOT" specify the rules
for the syntax and structure of legal Playlist files. Playlists that
violate these rules are invalid; clients MJST fail to parse them

See Section 6. 3. 2.

The format of the Playlist files is derived fromthe MU [ MBU]
playlist file format and inherits two tags fromthat earlier file
format: EXTMBU (Section 4.3.1.1) and EXTINF (Section 4.3.2.1).

In the specification of tag syntax, a string encl osed by <>
identifies a tag paraneter; its specific format is described inits
tag definition. |If a paraneter is further surrounded by [], it is
optional; otherwise, it is required.

Each Playlist file MJUST be identifiable either by the path component
of its URI or by HITP Content-Type. 1In the first case, the path MJST
end with either .nBu8 or .nBu. In the second, the HITP Content- Type
MUST be "application/vnd. appl e. npegurl " or "audi o/ npegurl”. dCients
SHOULD refuse to parse Playlists that are not so identified.
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4.1. Definition of a Playlist

Playlist files MJUST be encoded in UTF-8 [RFC3629]. They MJST NOT
contain any Byte Order Mark (BOM; clients SHOULD fail to parse
Playlists that contain a BOM or do not parse as UTF-8. Playlist
files MUST NOT contain UTF-8 control characters (W0000 to W+001F and
U+007F to U+009F), with the exceptions of CR (W000D) and LF
(WH000A). Al character sequences MJST be nornalized according to
Uni code nornalization form"NFC' [UNICODE]. Note that US-ASCl
[US_ASCII] conforms to these rules.

Lines in a Playlist file are term nated by either a single line feed
character or a carriage return character followed by a |line feed
character. Each line is a URI, is blank, or starts with the
character '# . Blank lines are ignored. Witespace MJST NOT be
present, except for elenents in which it is explicitly specified.

Lines that start with the character '# are either comments or tags.
Tags begin with #EXT. They are case sensitive. Al other lines that
begin with '# are comrents and SHOULD be i gnored.

A URl line identifies a Media Segnent or a Playlist file (see
Section 4.3.4.2). Each Media Segnent is specified by a URI and the
tags that apply to it.

A Playlist is a Media Playlist if all URI lines in the Playlist
identify Media Segnents. A Playlist is a Master Playlist if all UR
lines in the Playlist identify Media Playlists. A Playlist MJST be
either a Media Playlist or a Master Playlist; all other Playlists are
invalid.

A UR in a Playlist, whether it is a URI line or part of a tag, MAY
be relative. Any relative URI is considered to be relative to the
URI of the Playlist that contains it.

The duration of a Media Playlist is the sumof the durations of the
Medi a Segrments within it.

The segment bit rate of a Media Segment is the size of the Media
Segnment divided by its EXTINF duration (Section 4.3.2.1). Note that
this includes container overhead but does not include overhead

i nposed by the delivery system such as HITP, TCP, or |P headers.

The peak segnent bit rate of a Media Playlist is the largest bit rate
of any contiguous set of segments whose total duration is between 0.5
and 1.5 tinmes the target duration. The bit rate of a set is

cal cul ated by dividing the sumof the segnent sizes by the sum of the
segnent durations.
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The average segnent bit rate of a Media Playlist is the sumof the
sizes (in bits) of every Media Segnent in the Media Playlist, divided
by the Media Playlist duration. Note that this includes container
over head, but not HITP or other overhead inmposed by the delivery
system

4.2. Attribute Lists
Certain tags have values that are attribute-lists. An attribute-Iist
is a comm-separated list of attribute/value pairs with no
whi t espace.
An attribute/value pair has the follow ng syntax:

Attribut eNanme=Attri but eVal ue

An AttributeName is an unquoted string containing characters fromthe

set [A..Z], [0..9] and '-'. Therefore, AttributeNanmes contain only
uppercase letters, not |owercase. There MJUST NOT be any whitespace
between the AttributeNane and the '=" character, nor between the '=

character and the AttributeVal ue.
An AttributeValue is one of the foll ow ng:

o decinal-integer: an unquoted string of characters fromthe set
[0..9] expressing an integer in base-10 arithmetic in the range
fromO to 2764-1 (18446744073709551615). A deci mal -i nteger may be
from1l to 20 characters | ong.

o hexadeci mal - sequence: an unquoted string of characters fromthe
set [0..9] and [A..F] that is prefixed with Ox or OX. The naxi mum
| ength of a hexadeci mal - sequence depends on its Attribut eNanes.

o decinmal-floating-point: an unquoted string of characters fromthe
set [0..9] and '.’ that expresses a non-negative fl oating-point
nunber in decinmal positional notation

0 signed-decimal-floating-point: an unquoted string of characters
fromthe set [0..9], "-', and '.’ that expresses a signed
fl oati ng-poi nt nunmber in decinmal positional notation.

0 quoted-string: a string of characters within a pair of double
guotes (0x22). The followi ng characters MJUST NOT appear in a
guoted-string: line feed (0xA), carriage return (0OxD), or double
gquote (0x22). Quoted-string AttributeVal ues SHOULD be constructed
so that byte-wi se comparison is sufficient to test two quoted-
string AttributeValues for equality. Note that this inplies case-
sensitive conparison.
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0 enunerated-string: an unquoted character string froma set that is
explicitly defined by the AttributeNane. An enunerated-string
wi Il never contain double quotes ("), commas (,), or whitespace.

o decimal-resolution: two decimal -integers separated by the "x
character. The first integer is a horizontal pixel dinension
(width); the second is a vertical pixel dinmension (height).

The type of the AttributeValue for a given AttributeNane is specified
by the attribute definition.

A given AttributeName MJST NOT appear nore than once in a given
attribute-list. dients SHOULD refuse to parse such Playlists.

4.3. Playlist Tags
Pl aylist tags specify either global parameters of the Playlist or
i nfornmati on about the Media Segnents or Media Playlists that appear
after them
4.3.1. Basic Tags
These tags are allowed in both Media Playlists and Master Playlists.
4.3.1.1. EXTMBU
The EXTM3U tag indicates that the file is an Extended M3U [ MBU
Playlist file. It MJST be the first Iine of every Media Playlist and
every Master Playlist. Its format is:
#EXTMBU
4.3.1.2. EXT-X-VERSI ON

The EXT-X-VERSION tag indicates the conpatibility version of the
Playlist file, its associated nmedia, and its server.

The EXT-X-VERSION tag applies to the entire Playlist file. Its
format is:

#EXT- X- VERSI ON: <n>

where n is an integer indicating the protocol conpatibility version
nunber.
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It MUST appear in all Playlists containing tags or attributes that
are not conpatible with protocol version 1 to support
interoperability with older clients. Section 7 specifies the m nimm
val ue of the conpatibility version nunber for any given Playlist

file.

A Playlist file MUST NOT contain nore than one EXT-X-VERSION tag. |f
a client encounters a Playlist with nultiple EXT-X-VERSION tags, it
MUST fail to parse it.

4.3.2. Media Segnent Tags

Each Media Segnent is specified by a series of Media Segnment tags
followed by a URI. Some Media Segnent tags apply to just the next
segnment; others apply to all subsequent segnents until another

i nstance of the sane tag.

A Medi a Segnent tag MJUST NOT appear in a Master Playlist. dients
MJUST fail to parse Playlists that contain both Media Segnent tags and
Master Playlist tags (Section 4.3.4).

4.3.2.1. EXTINF

The EXTINF tag specifies the duration of a Media Segnent. It applies
only to the next Media Segnent. This tag is REQU RED for each Medi a
Segnent. Its format is:

#EXTI NF: <dur ation>, [<titl e>]

where duration is a decinal-floating-point or decinal-integer nunber
(as described in Section 4.2) that specifies the duration of the
Medi a Segment in seconds. Durations SHOULD be decinmal -fl oating-
point, with enough accuracy to avoid perceptible error when segnent
durations are accunmul ated. However, if the conpatibility version
nunber is less than 3, durations MJST be integers. Durations that
are reported as integers SHOULD be rounded to the nearest integer
The renmai nder of the line following the comma is an optional human-
readabl e informative title of the Media Segrment expressed as UTF-8

t ext.
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4.3.2.2. EXT-X- BYTERANGE

The EXT- X- BYTERANGE tag indicates that a Media Segnent is a sub-range
of the resource identified by its URI. It applies only to the next
URI line that follows it in the Playlist. Its format is:

#EXT- X- BYTERANGE: <n>[ @ 0>]

where n is a decimal-integer indicating the length of the sub-range
in bytes. If present, ois a decimal-integer indicating the start of
the sub-range, as a byte offset fromthe begi nning of the resource.

If ois not present, the sub-range begins at the next byte follow ng
the sub-range of the previous Media Segnent.

If ois not present, a previous Media Segrment MJST appear in the
Playlist file and MJUST be a sub-range of the sane media resource, or
the Media Segnent is undefined and the client MIJST fail to parse the
Pl ayl i st.

A Medi a Segnent without an EXT- X- BYTERANGE tag consists of the entire
resource identified by its URI.

Use of the EXT-X-BYTERANGE tag REQUI RES a conpatibility version
nunber of 4 or greater.

4.3.2.3. EXT-X-DI SCONTI NU TY

The EXT- X-DI SCONTI NUI TY tag i ndicates a discontinuity between the
Medi a Segnment that follows it and the one that preceded it.

Its format is:
#EXT- X- DI SCONTI NUI TY

The EXT- X-DI SCONTI NUI TY tag MJST be present if there is a change in
any of the follow ng characteristics:

o file format
o nunber, type, and identifiers of tracks

o tinmestanp sequence
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The EXT- X- DI SCONTI NUI TY tag SHOULD be present if there is a change in
any of the follow ng characteristics:

o0 encodi ng parameters
0o encodi ng sequence

See Sections 3, 6.2.1, and 6.3.3 for nore infornati on about the EXT-
X- DI SCONTI NUI TY t ag.

4.3.2.4. EXT-X-KEY

Medi a Segnments MAY be encrypted. The EXT-X-KEY tag specifies howto
decrypt them It applies to every Media Segnent and to every Media
Initialization Section declared by an EXT-X-MAP tag that appears
between it and the next EXT-X-KEY tag in the Playlist file with the
same KEYFORMAT attribute (or the end of the Playlist file). Two or
nore EXT-X-KEY tags with different KEYFORVMAT attributes MAY apply to
the sanme Media Segnent if they ultimately produce the sanme decryption
key. The format is:

#EXT- X- KEY: <attribute-list>
The following attributes are defined:
METHOD

The value is an enunerated-string that specifies the encryption
method. This attribute is REQU RED.

The net hods defined are: NONE, AES-128, and SAMPLE- AES.

An encryption method of NONE neans that Media Segnents are not
encrypted. |If the encryption nethod is NONE, other attributes
MUST NOT be present.

An encryption nmethod of AES-128 signals that Media Segnents are
conpl etely encrypted using the Advanced Encryption Standard (AES)
[AES 128] with a 128-bit key, G pher Bl ock Chaining (CBC), and
Publ i c- Key Cryptography Standards #7 (PKCS7) paddi ng [ RFC5652].
CBC is restarted on each segnent boundary, using either the
Initialization Vector (IV) attribute value or the Medi a Sequence
Nunmber as the |V, see Section 5. 2.

An encryption method of SAMPLE- AES neans that the Media Segnents

contain medi a sanpl es, such as audio or video, that are encrypted
usi ng the Advanced Encryption Standard [ AES 128]. How these nedi a
streans are encrypted and encapsul ated in a segnment depends on the
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nedi a encodi ng and the nedia format of the segnent. fMP4 Media
Segnents are encrypted using the 'cbcs’ schenme of Conmon
Encryption [ COWON _ENC]. Encryption of other Media Segnent
formats containing H 264 [H 264], AAC [ISO _14496], AC-3 [AC 3],
and Enhanced AC-3 [AC 3] nedia streans is described in the HITP
Live Stream ng (HLS) Sanple Encryption specification [Sanpl eEnc].
The 1V attribute MAY be present; see Section 5.2.

URl

The value is a quoted-string containing a URI that specifies how
to obtain the key. This attribute is REQJ RED unl ess the METHOD
i s NONE

IV

The val ue is a hexadeci nmal -sequence that specifies a 128-bit
unsigned integer Initialization Vector to be used with the key.
Use of the IV attribute REQU RES a conpatibility versi on nunber of
2 or greater. See Section 5.2 for when the |V attribute is used.

KEYFORMAT

The value is a quoted-string that specifies how the key is
represented in the resource identified by the URI; see Section 5
for nore detail. This attribute is OPTIONAL; its absence
indicates an inplicit value of "identity". Use of the KEYFORMAT
attribute REQU RES a conpatibility version nunmber of 5 or greater.

KEYFORMATVERSI ONS

The value is a quoted-string containing one or nore positive

i ntegers separated by the "/" character (for example, "1", "1/2",
or "1/2/5"). If nore than one version of a particular KEYFORVAT
is defined, this attribute can be used to indicate which
version(s) this instance conplies with. This attribute is
OPTIONAL; if it is not present, its value is considered to be "1".
Use of the KEYFORVATVERSI ONS attribute REQUI RES a conpatibility
versi on nunmber of 5 or greater.

If the Media Playlist file does not contain an EXT-X-KEY tag, then
Medi a Segnments are not encrypted.

See Section 5 for the fornmat of the Key file and Sections 5.2, 6.2.3,
and 6.3.6 for additional information on Media Segnment encryption
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4.3.2.5. EXT-X- VAP

The EXT-X-MAP tag specifies howto obtain the Media Initialization
Section (Section 3) required to parse the applicable Media Segnents.
It applies to every Media Segnent that appears after it in the
Playlist until the next EXT-X-MAP tag or until the end of the

Pl ayli st.

Its format is:

#EXT- X- MAP: <attribute-1ist>

The following attributes are defined:
URI

The value is a quoted-string containing a URI that identifies a
resource that contains the Media Initialization Section. This
attribute is REQU RED.

BYTERANGE

The value is a quoted-string specifying a byte range into the
resource identified by the URI attribute. This range SHOULD
contain only the Media Initialization Section. The format of the
byte range is described in Section 4.3.2.2. This attribute is
OPTIONAL; if it is not present, the byte range is the entire
resource indicated by the URI.

An EXT- X- MAP tag SHOULD be supplied for Media Segnents in Playlists
with the EXT-X-1-FRAMES-ONLY tag when the first Media Segrment (i.e.,
I-frane) in the Playlist (or the first segnment follow ng an EXT-

X- DI SCONTINUI TY tag) does not immediately follow the Media
Initialization Section at the beginning of its resource.

Use of the EXT-X-MAP tag in a Media Playlist that contains the EXT-
X-1-FRAMES- ONLY tag REQUIRES a conpatibility version number of 5 or
greater. Use of the EXT-X-MAP tag in a Media Playlist that DOES NOT
contain the EXT-X-1-FRAVES-ONLY tag REQUI RES a conpatibility version
nunber of 6 or greater.

If the Media Initialization Section declared by an EXT-X-MAP tag is

encrypted with a METHOD of AES-128, the |V attribute of the EXT-X-KEY
tag that applies to the EXT-X- MAP i s REQUI RED.
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4.3.2.6. EXT-X- PROCRAM DATE- Tl ME
The EXT- X- PROGRAM DATE-TI ME tag associ ates the first sanple of a
Medi a Segrment with an absolute date and/or time. It applies only to
the next Media Segnent. Its format is:
#EXT- X- PROGRAM DATE- Tl ME: <dat e- ti me- nsec>
where date-tine-nsec is an | SO | EC 8601: 2004 [| SO 8601] date/tine
representation, such as YYYY- MW DDThh: mm ss. SSSZ. It SHOULD i ndi cate
a tine zone and fractional parts of seconds, to mllisecond accuracy.
For exanpl e:
#EXT- X- PROGRAM DATE- Tl ME: 2010- 02- 19T14: 54: 23. 031+08: 00

See Sections 6.2.1 and 6.3.3 for nore information on the EXT-X-
PROGRAM DATE- Tl ME t ag.

4.3.2.7. EXT- X- DATERANGE
The EXT- X- DATERANGE tag associ ates a Date Range (i.e., a range of
time defined by a starting and ending date) with a set of attribute/
value pairs. Its format is:
#EXT- X- DATERANGE: <attri bute-1list>
where the defined attributes are:

I D

A quoted-string that uniquely identifies a Date Range in the
Playlist. This attribute is REQU RED.

CLASS

A client-defined quoted-string that specifies sonme set of
attributes and their associated value semantics. Al Date Ranges
with the sane CLASS attribute value MJST adhere to these
semantics. This attribute is OPTI ONAL.

START- DATE

A quoted-string containing the | SO 8601 date at which the Date
Range begins. This attribute is REQU RED.
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END- DATE

A quoted-string containing the | SO 8601 date at which the Date
Range ends. It MJST be equal to or later than the value of the
START- DATE attribute. This attribute is OPTI ONAL.

DURATI ON

The duration of the Date Range expressed as a deci mal -fl oati ng-
poi nt nunber of seconds. It MJST NOT be negative. A single
instant in tine (e.g., crossing a finish line) SHOULD be
represented with a duration of 0. This attribute is OPTI ONAL.

PLANNED- DURATI ON

The expected duration of the Date Range expressed as a deci mal -
fl oati ng-poi nt nunmber of seconds. It MJST NOT be negative. This
attribute SHOULD be used to indicate the expected duration of a
Dat e Range whose actual duration is not yet known. It is

OPTI ONAL.

X-<client-attribute>

The "X-" prefix defines a nanmespace reserved for client-defined
attributes. The client-attribute MJST be a | egal AttributeNane.
Clients SHOULD use a reverse-DNS syntax when defining their own
attribute names to avoid collisions. The attribute value MJST be
a quoted-string, a hexadeci mal -sequence, or a decimal-floating-
point. An exanple of a client-defined attribute is X- COV EXAMPLE-
AD- | D="XYZ123". These attributes are OPTI ONAL.

SCTE35- CMD, SCTE35- QUT, SCTE35-1N

Used to carry SCTE-35 data; see Section 4.3.2.7.1 for nore
information. These attributes are OPTI ONAL.

END- ON- NEXT

An enumer at ed-string whose value MUST be YES. This attribute

i ndicates that the end of the range containing it is equal to the
START- DATE of its Follow ng Range. The Followi ng Range is the
Dat e Range of the sane CLASS that has the earliest START-DATE
after the START-DATE of the range in question. This attribute is
OPTI ONAL.

An EXT- X- DATERANGE tag with an END- ON- NEXT=YES attri bute MJST have a

CLASS attribute. Oher EXT-X-DATERANGE tags with the sane CLASS
attribute MIUST NOT specify Date Ranges that overl ap.
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An EXT- X- DATERANGE tag with an END- ON- NEXT=YES attri bute MJST NOT
contai n DURATI ON or END- DATE attri butes.

A Date Range with neither a DURATI ON, an END-DATE, nor an END- O\
NEXT=YES attri bute has an unknown duration, even if it has a PLANNED-
DURATI ON.

If a Playlist contains an EXT- X- DATERANCE tag, it MJST al so contain
at | east one EXT-X- PROGRAM DATE- Tl ME t ag.

If a Playlist contains two EXT- X- DATERANGE tags with the sanme ID
attribute value, then any AttributeNane that appears in both tags
MUST have the sane AttributeVal ue.

If a Date Range contains both a DURATION attribute and an END DATE
attribute, the value of the END DATE attribute MJST be equal to the
val ue of the START-DATE attribute plus the value of the DURATI ON
attribute.

Clients SHOULD ignore EXT-X- DATERANGE tags with illegal syntax.
4.3.2.7.1. Mapping SCTE-35 into EXT- X- DATERANGE

Splice information carried in source nmedia according to the SCTE-35
specification [ SCTE35] MAY be represented in a Media Playlist using
EXT- X- DATERANGE t ags.

Each SCTE-35 splice_info_section() containing a splice_null (),
splice_schedul e(), bandw dth_reservation(), or private_cnd() SHOULD
be represented by an EXT- X- DATERANGE tag with an SCTE35-CMD attribute
whose value is the big-endian binary representation of the
splice_info_section(), expressed as a hexadeci nal - sequence.

An SCTE-35 splice out/in pair signaled by a pair of splice_insert()
conmands SHOULD be represented by one or nore EXT-X- DATERANGE t ags
carrying the sane ID attribute, which MJUST be unique to that splice
out/in pair. The "out" splice_info_section() (wth

out of network indicator set to 1) MJST be placed in an SCTE35- QUT
attribute, with the same formatting as SCTE35-CMD. The "in"
splice_info_section() (with out_of network_indicator set to 0) MJST
be placed in an SCTE35-IN attribute, with the same formatting as
SCTE35- C\VD.

An SCTE-35 splice out/in pair signaled by a pair of tinme_signal ()
conmands, each carrying a single segnentation_descriptor(), SHOULD be
represented by one or nore EXT-X- DATERANGE tags carrying the sane 1D
attribute, which MJUST be unique to that splice out/in pair. The
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"out" splice_info_section() MJST be placed in an SCTE35- QUT
attribute; the "in" splice_info_section() MJST be placed in an
SCTE35- 1N attribute.

Different types of segnmentation, as indicated by the
segnentation_type_ id in the segnentation_descriptor(), SHOULD be
represented by separate EXT-X- DATERANGE tags, even if two or nore
segnent ation_descriptor()s arrive in the same splice_info_section().
In that case, each EXT-X- DATERANGE tag will have an SCTE35- QUT,
SCTE35-1 N, or SCTE35-CMD attribute whose value is the entire
splice_info_section().

An SCTE-35 tine_signal () command that does not signal a splice out or
in point SHOULD be represented by an EXT- X- DATERANGE tag with an
SCTE35-CMD attri bute.

The START- DATE of an EXT- X- DATERANGE tag cont ai ni ng an SCTE35- OUT
attribute MIUST be the date and tine that corresponds to the program
time of that splice.

The START- DATE of an EXT- X- DATERANGE t ag contai ni ng an SCTE35- CVMD
MJST be the date and tine specified by the splice_tine() in the
conmand or the programtine at which the command appeared in the
source streamif the command does not specify a splice time().

An EXT- X- DATERANGE tag contai ning an SCTE35- OUT attribute MAY contain
a PLANNED- DURATION attribute. Its value MJST be the planned duration
of the splice.

The DURATI ON of an EXT- X- DATERANGE t ag contai ni ng an SCTE35-1N
attribute MIUST be the actual (not planned) program duration between
the correspondi ng out-point and that in-point.

The END- DATE of an EXT- X- DATERANGE t ag contai ni ng an SCTE35-1N
attribute MIUST be the actual (not planned) programdate and tinme of
that in-point.

If the actual end date and tine is not known when an SCTE35- OUT
attribute is added to the Playlist, the DURATION attribute and the
END-TI ME attribute MJUST NOT be present; the actual end date of the
splice SHOULD be signal ed by anot her EXT-X- DATERANGE tag once it has
been establi shed.

A cancel ed splice SHOULD NOT appear in the Playlist as an EXT-
X- DATERANGE t ag.
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An EXT- X- DATERANGE t ag announci ng a splice SHOULD be added to a
Playlist at the sane tine as the last pre-splice Media Segnent, or
earlier if possible.

The 1D attribute of an EXT- X- DATERANGE tag MAY contain a
splice_event _id and/or a segnentation_event id, but it MJST be uni que
inthe Playlist. |If there is a possibility that an SCTE-35 id w ||
be reused, the ID attribute value MJST include disanmbi guation, such
as a date or sequence number.

4.3.3. Media Playlist Tags

Medi a Playlist tags describe global paraneters of the Media Playlist.
There MUST NOT be nore than one Media Playlist tag of each type in
any Media Playlist.

A Media Playlist tag MUST NOT appear in a Master Playlist.
4.3.3.1. EXT- X- TARGETDURATI ON

The EXT- X- TARGETDURATI ON tag specifies the nmaxi mum Medi a Segnent
duration. The EXTINF duration of each Media Segment in the Playlist
file, when rounded to the nearest integer, MJST be | ess than or equa
to the target duration; |onger segnents can trigger playback stalls
or other errors. It applies to the entire Playlist file. |Its format
is:

#EXT- X- TARGETDURATI ON: <s>

where s is a decinmal-integer indicating the target duration in
seconds. The EXT- X- TARGETDURATI ON tag i s REQUI RED

4.3.3.2. EXT- X- MEDI A- SEQUENCE
The EXT- X- MEDI A- SEQUENCE tag indi cates the Media Sequence Number of
the first Media Segnent that appears in a Playlist file. Its format
is:
#EXT- X- MEDI A- SEQUENCE: <nunber >

where nunber is a decimal -integer

If the Media Playlist file does not contain an EXT- X- MEDI A- SEQUENCE
tag, then the Media Sequence Number of the first Media Segnent in the
Medi a Playlist SHALL be considered to be 0. A client MJST NOT assune
that segnents with the same Medi a Sequence Nunber in different Media
Pl aylists contain matching content (see Section 6.3.2).
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A URI for a Media Segnent is not required to contain its Media
Sequence Number.

See Sections 6.2.1 and 6.3.5 for nore information on setting the EXT-
X- MEDI A- SEQUENCE t ag.

The EXT- X- MEDI A- SEQUENCE tag MJUST appear before the first Media
Segnent in the Playlist.

4.3.3.3. EXT-X- DI SCONTI NUl TY- SEQUENCE
The EXT- X- DI SCONTI NUI TY- SEQUENCE tag al l ows synchroni zati on between
different Renditions of the same Variant Streamor different Variant
Streans that have EXT-X-DI SCONTINUITY tags in their Media Playlists.
Its format is:
#EXT- X- DI SCONTI NUI TY- SEQUENCE: <nunber >
wher e nunber is a decimal-integer.
If the Media Playlist does not contain an EXT-X- DI SCONTI NUI TY-
SEQUENCE tag, then the Discontinuity Sequence Nunber of the first
Medi a Segnent in the Playlist SHALL be considered to be 0.

The EXT- X- DI SCONTI NUI TY- SEQUENCE tag MJUST appear before the first
Medi a Segnment in the Playlist.

The EXT- X- DI SCONTI NUI TY- SEQUENCE tag MJUST appear before any EXT-
X- DI SCONTI NUI TY t ag.

See Sections 6.2.1 and 6.2.2 for nore information about setting the
val ue of the EXT-X- DI SCONTI NUl TY- SEQUENCE t ag.

4.3.3.4. EXT-X-ENDLI ST
The EXT-X-ENDLI ST tag indicates that no nore Media Segnents will be
added to the Media Playlist file. 1t MAY occur anywhere in the Media
Playlist file. Its format is:

#EXT- X- ENDLI ST
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4.3.3.5. EXT-X-PLAYLI ST- TYPE

The EXT- X- PLAYLI ST-TYPE tag provides nutability information about the
Media Playlist file. It applies to the entire Media Playlist file.
It is OPTIONAL. Its format is:

#EXT- X- PLAYLI ST- TYPE: <t ype- enune
where type-enumis either EVENT or VOD.

Section 6.2.1 defines the inplications of the EXT-X-PLAYLI ST-TYPE
t ag.

I f the EXT-X-PLAYLI ST-TYPE val ue is EVENT, Media Segnents can only be
added to the end of the Media Playlist. |If the EXT-X-PLAYLI ST- TYPE
value is Video On Demand (VOD), the Media Playlist cannot change.

If the EXT-X-PLAYLIST-TYPE tag is omtted froma Media Playlist, the
Pl ayl i st can be updated according to the rules in Section 6.2.1 with
no additional restrictions. For exanple, a live Playlist

(Section 6.2.2) MAY be updated to renmove Media Segrments in the order
that they appeared.

4.3.3.6. EXT-X-1-FRAMES- ONLY

The EXT-X-1-FRAMES-ONLY tag indicates that each Media Segnment in the
Pl ayli st describes a single I-frame. |-franes are encoded video
franmes whose encodi ng does not depend on any other frame. |-frame
Pl aylists can be used for trick play, such as fast forward, rapid
reverse, and scrubbing.

The EXT-X-1-FRAMES-ONLY tag applies to the entire Playlist. Its
format is:

#EXT- X- | - FRAMES- ONLY

In a Playlist with the EXT-X-1-FRAMES-ONLY tag, the Media Segnent
duration (EXTINF tag value) is the tinme between the presentation tine
of the I-franme in the Media Segnment and the presentation tine of the
next |I-frame in the Playlist, or the end of the presentation if it is
the last I-frame in the Playlist.

Medi a resources containing |-frame segments MUST begin with either a
Media Initialization Section (Section 3) or be acconpani ed by an EXT-
X-MAP tag indicating the Media Initialization Section so that clients
can | oad and decode |-frane segnments in any order. The byte range of
an | -frame segnment with an EXT- X- BYTERANCGE tag applied to it

(Section 4.3.2.2) MJST NOT include its Media Initialization Section
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clients can assume that the Media Initialization Section is defined
by the EXT-X-MAP tag or is located fromthe start of the resource to
the offset of the first I-frane segnment in that resource.

Use of the EXT-X-1-FRAMES- ONLY REQUI RES a conpatibility version
nunber of 4 or greater.

4.3.4. WMaster Playlist Tags

Master Playlist tags define the Variant Streans, Renditions, and
ot her gl obal paraneters of the presentation

Master Playlist tags MJUST NOT appear in a Media Playlist; clients
MJUST fail to parse any Playlist that contains both a Master Playli st
tag and either a Media Playlist tag or a Media Segnent tag.

4.3.4.1. EXT-X-MEDI A

The EXT-X-MEDIA tag is used to relate Media Playlists that contain
alternative Renditions (Section 4.3.4.2.1) of the same content. For
exanpl e, three EXT-X-MEDI A tags can be used to identify audio-only
Media Playlists that contain English, French, and Spani sh Renditions
of the sane presentation. O, two EXT-X-MEDI A tags can be used to
identify video-only Media Playlists that show two different canera
angl es.

Its format is:

#EXT- X- MEDI A: <attribute-list>

The followi ng attributes are defined:
TYPE

The value is an enunerated-string; valid strings are AUDI O, VI DEQ
SUBTI TLES, and CLOSED- CAPTIONS. This attribute is REQU RED

Typically, closed-caption [CEA608] nedia is carried in the video
stream Therefore, an EXT-X-MEDI A tag with TYPE of CLOSED

CAPTI ONS does not specify a Rendition; the closed-caption nmedia is
present in the Media Segnments of every video Rendition

UR|
The value is a quoted-string containing a URI that identifies the
Media Playlist file. This attribute is OPTIONAL; see

Section 4.3.4.2.1. If the TYPE is CLOSED CAPTIONS, the UR
attribute MUST NOT be present.
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GROUP- 1 D

The value is a quoted-string that specifies the group to which the
Rendi ti on bel ongs. See Section 4.3.4.1.1. This attribute is
REQUI RED.

LANGUAGE

The value is a quoted-string containing one of the standard Tags
for ldentifying Languages [ RFC5646], which identifies the primary
| anguage used in the Rendition. This attribute is OPTI ONAL

ASSOC- LANGUAGE

The value is a quoted-string containing a | anguage tag [ RFC5646]
that identifies a |l anguage that is associated with the Rendition.
An associ ated | anguage is often used in a different role than the
| anguage specified by the LANGUAGE attribute (e.g., witten versus
spoken or a fallback dialect). This attribute is OPTI ONAL

The LANGUAGE and ASSOC- LANGUAGE attributes can be used, for
exanpl e, to link Norwegian Renditions that use different spoken
and witten | anguages.

NAVE

The value is a quoted-string containing a human-readabl e
description of the Rendition. |If the LANGUAGE attribute is
present, then this description SHOULD be in that |anguage. This
attribute i s REQU RED.

DEFAULT

The value is an enunerated-string; valid strings are YES and NO

If the value is YES, then the client SHOULD play this Rendition of
the content in the absence of information fromthe user indicating
a different choice. This attribute is OPTIONAL. |Its absence

i ndicates an inplicit value of NO

AUTCOSELECT

The value is an enunerated-string; valid strings are YES and NO
This attribute is OPTIONAL. |Its absence indicates an inplicit
value of NO If the value is YES, then the client MAY choose to
play this Rendition in the absence of explicit user preference
because it matches the current playback environnent, such as
chosen system | anguage.
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If the AUTOSELECT attribute is present, its value MJST be YES if
the val ue of the DEFAULT attribute is YES.

FORCED

The value is an enunerated-string; valid strings are YES and NO
This attribute is OPTIONAL. |Its absence indicates an inplicit

val ue of NO. The FORCED attribute MJST NOT be present unless the
TYPE i s SUBTI TLES.

A value of YES indicates that the Rendition contains content that
is considered essential to play. Wen selecting a FORCED
Rendition, a client SHOULD choose the one that best natches the
current playback environnment (e.g., |anguage).

A value of NO indicates that the Rendition contains content that
is intended to be played in response to explicit user request.

| NSTREAM- | D

The value is a quoted-string that specifies a Rendition within the
segnents in the Media Playlist. This attribute is REQURED if the
TYPE attribute is CLOSED CAPTIONS, in which case it MJST have one
of the values: "CC1", "CC2", "CC3", "CC4", or "SERVICEn" where n
MUST be an integer between 1 and 63 (e.g., "SERVICE3" or

" SERVI CE42") .

The val ues "CC1", "CC2", "CC3", and "CC4" identify a Line 21 Data
Servi ces channel [CEA608]. The "SERVICE" values identify a
Digital Television Cosed Captioning [ CEA708] service bl ock
nunber .

For all other TYPE val ues, the I NSTREAM | D MUST NOT be specified
CHARACTERI STI CS

The value is a quoted-string containing one or nmore Uniform Type
Identifiers [UTI] separated by comma (,) characters. This
attribute is OPTIONAL. Each UTI indicates an individua
characteristic of the Rendition.

A SUBTI TLES Rendition MAY include the follow ng characteristics:
"public.accessibility.transcribes-spoken-di al og",
"“public.accessibility. describes-nusic-and-sound", and

“public. easy-to-read" (which indicates that the subtitles have
been edited for ease of reading).
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An AUDI O Rendition MAY include the followi ng characteristic:
“public.accessibility. describes-video".

The CHARACTERI STICS attribute MAY include private UTIs.
CHANNELS

The value is a quoted-string that specifies an ordered, backsl ash-
separated ("/") list of parameters. |If the TYPE attribute is

AUDI O then the first paranmeter is a count of audio channels
expressed as a decimal -integer, indicating the maxi num nunber of

i ndependent, sinultaneous audi o channels present in any Medi a
Segnent in the Rendition. For exanple, an AC-3 5.1 Rendition

woul d have a CHANNELS="6" attribute. No other CHANNELS paraneters
are currently defined.

Al'l audi o EXT-X-MEDI A tags SHOULD have a CHANNELS attribute. |If a
Master Playlist contains two Renditions encoded with the sane
codec but a different nunber of channels, then the CHANNELS
attribute is REQU RED, otherwise, it is OPTI ONAL.

4.3.4.1.1. Rendition G oups

A set of one or nore EXT-X-MEDI A tags with the same GROUP-1D val ue
and the same TYPE val ue defines a Group of Renditions. Each nmenber
of the Goup MIUST be an alternative Rendition of the sane content;
ot herwi se, playback errors can occur.

Al EXT-X-MEDIA tags in a Playlist MJST neet the follow ng
constraints:

o Al EXT-X-MEDI A tags in the same G oup MJST have different NAME
attributes.

0 A Goup MIST NOT have nore than one menber with a DEFAULT
attribute of YES.

o Each EXT-X-MEDI A tag with an AUTOSELECT=YES attri bute SHOULD have
a conbi nati on of LANGUAGE [ RFC5646], ASSOC- LANGUAGE, FORCED, and
CHARACTERI STICS attributes that is distinct fromthose of other
AUTCSELECT=YES nenbers of its G oup.

A Playlist MAY contain multiple Goups of the same TYPE in order to
provide nmultiple encodings of that nedia type. |If it does so, each
Group of the sane TYPE MJST have the same set of nenbers, and each
correspondi ng menber MJST have identical attributes with the
exception of the URI and CHANNELS attri butes.
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Each nenber in a Group of Renditions MAY have a different sanple
format. For exanple, an English Rendition can be encoded with AC 3
5.1 while a Spanish Rendition is encoded with AAC stereo. However,
any EXT-X-STREAM I NF tag (Section 4.3.4.2) or EXT-X-1-FRAME- STREAM
INF tag (Section 4.3.4.3) that references such a Group MJST have a
CODECS attribute that lists every sanple format present in any
Rendition in the Group, or client playback failures can occur. In
t he exanpl e above, the CODECS attribute would include

"ac- 3, np4da. 40. 2".

4.3.4.2. EXT-X- STREAM | NF

The EXT- X- STREAM I NF tag specifies a Variant Stream which is a set
of Renditions that can be conbined to play the presentation. The
attributes of the tag provide information about the Variant Stream

The URI line that follows the EXT-X- STREAM I NF tag specifies a Media
Playlist that carries a Rendition of the Variant Stream The UR
line is REQURED. dCients that do not support nultiple video

Rendi ti ons SHOULD play this Rendition.

Its format is:

#EXT- X- STREAM | NF: <attribute-list>
<URI >

The following attributes are defined:
BANDW DTH

The value is a decinmal-integer of bits per second. It represents
the peak segnment bit rate of the Variant Stream

If all the Media Segnents in a Variant Stream have al ready been
created, the BANDW DTH val ue MJUST be the | argest sum of peak
segnent bit rates that is produced by any playabl e conbi nation of
Renditions. (For a Variant Streamwith a single Media Playlist,
this is just the peak segnent bit rate of that Media Playlist.)
An inaccurate value can cause playback stalls or prevent clients
fromplaying the variant.

If the Master Playlist is to be nade avail able before all Mdia
Segnents in the presentation have been encoded, the BANDW DTH
val ue SHOULD be t he BANDW DTH val ue of a representative period of
simlar content, encoded using the sane settings.
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Every EXT- X- STREAM I NF tag MJST include the BANDW DTH attri bute.
AVERAGE- BANDW DTH

The value is a decinmal-integer of bits per second. It represents
the average segnment bit rate of the Variant Stream

If all the Media Segnents in a Variant Stream have al ready been
created, the AVERAGE- BANDW DTH val ue MJUST be the | argest sum of
average segment bit rates that is produced by any pl ayable

conbi nati on of Renditions. (For a Variant Streamw th a single
Media Playlist, this is just the average segnent bit rate of that
Media Playlist.) An inaccurate value can cause playback stalls or
prevent clients fromplaying the variant.

If the Master Playlist is to be nade avail able before all Mdia
Segnments in the presentation have been encoded, the AVERAGE-
BANDW DTH val ue SHOULD be the AVERAGE- BANDW DTH val ue of a
representative period of simlar content, encoded using the sane
settings.

The AVERAGE- BANDW DTH attribute is OPTI ONAL.
CODECS

The value is a quoted-string containing a comma-separated |ist of
formats, where each format specifies a nmedia sanple type that is
present in one or nore Renditions specified by the Variant Stream
Valid format identifiers are those in the | SO Base Media File
Format Nanme Space defined by "The ' Codecs’ and ' Profiles’
Paranmeters for "Bucket" Media Types" [RFC6381].

For exanple, a stream containing AAC | ow conmplexity (AACLC) audio
and H. 264 Main Profile Level 3.0 video would have a CODECS val ue
of "npda. 40. 2, avcl. 4d401le".

Every EXT-X- STREAM I NF tag SHOULD i nclude a CODECS attri bute.
RESOLUTI ON

The value is a decinal-resolution describing the optimal pixe
resolution at which to display all the video in the Variant

St ream

The RESCOLUTION attribute is OPTIONAL but is recomended if the
Vari ant Stream i ncl udes vi deo.
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FRAME- RATE

The value is a decinal-floating-point describing the nmaxi mum frane
rate for all the video in the Variant Stream rounded to three
deci mal pl aces.

The FRAME- RATE attribute is OPTIONAL but is recomended if the
Variant Streamincludes video. The FRAME-RATE attri bute SHOULD be
included if any video in a Variant Stream exceeds 30 franes per
second.

HDCP- LEVEL

The value is an enunerated-string; valid strings are TYPE-0 and
NONE. This attribute is advisory; a value of TYPE-O indicates
that the Variant Streamcould fail to play unless the output is
protected by Hi gh-bandw dth Digital Content Protection (HDCP) Type
0 [HDCP] or equivalent. A value of NONE indicates that the
content does not require output copy protection.

Encrypted Variant Streanms with different HDCP | evel s SHOULD use
di fferent nedia encryption keys.

The HDCP-LEVEL attribute is OPTIONAL. It SHOULD be present if any
content in the Variant Streamwill fail to play w thout HDCP.
Clients w thout output copy protection SHOULD NOT | oad a Vari ant
Streamwi th an HDCP-LEVEL attribute unless its value is NONE

AUDI O

The value is a quoted-string. It MJST match the val ue of the
GROUP-I D attribute of an EXT-X-MEDI A tag el sewhere in the Master
Pl ayli st whose TYPE attribute is AUDIO It indicates the set of
audi o Renditions that SHOULD be used when playing the
presentation. See Section 4.3.4.2.1.

The AUDI O attribute is OPTI ONAL.

VI DEO

The value is a quoted-string. It MJST match the value of the
GROUP-I D attribute of an EXT-X-MEDI A tag el sewhere in the Master
Pl ayl i st whose TYPE attribute is VIDEO It indicates the set of
vi deo Renditions that SHOULD be used when playing the
presentation. See Section 4.3.4.2.1.

The VIDEO attribute is OPTI ONAL.
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SUBTI TLES

The value is a quoted-string. |t MJST match the val ue of the
GROUP-I D attribute of an EXT-X-MEDI A tag el sewhere in the Master
Pl ayl i st whose TYPE attribute is SUBTITLES. It indicates the set
of subtitle Renditions that can be used when pl aying the
presentation. See Section 4.3.4.2.1.

The SUBTI TLES attribute is OPTI ONAL.
CLOSED- CAPTI ONS

The val ue can be either a quoted-string or an enunerated-string
with the value NONE. |If the value is a quoted-string, it MJST
mat ch the value of the GROUP-1D attribute of an EXT-X-MEDI A tag

el sewhere in the Playlist whose TYPE attribute is CLOSED CAPTI ONS,
and it indicates the set of closed-caption Renditions that can be
used when playing the presentation. See Section 4.3.4.2.1.

If the value is the enunerated-string value NONE, all EXT-X-
STREAM | NF tags MJUST have this attribute with a value of NONE,
indicating that there are no closed captions in any Variant Stream
in the Master Playlist. Having closed captions in one Variant
Stream but not another can trigger playback inconsistencies.

The CLOSED- CAPTIONS attribute is OPTI ONAL.

4.3.4.2.1. Alternative Renditions

When an EXT- X- STREAM I NF tag contains an AUDI O VIDEQ, SUBTI TLES, or
CLOSED- CAPTI ONS attribute, it indicates that alternative Renditions
of the content are available for playback of that Variant Stream

VWen defining alternative Renditions, the follow ng constraints MJST
be met to prevent client playback errors:

o

Al'l playabl e combi nati ons of Renditions associated with an EXT- X-
STREAM | NF tag MJST have an aggregate bandw dth | ess than or equal
to the BANDWDTH attri bute of the EXT-X- STREAM | NF t ag.

I f an EXT- X- STREAM I NF tag contains a RESOLUTION attribute and a
VIDEO attribute, then every alternative video Rendition MJST have
an optinal display resolution matching the val ue of the RESOLUTI ON
attribute.

Every alternative Rendition associated with an EXT- X- STREAM | NF
tag MJUST nmeet the constraints for a Variant Stream described in
Section 6.2.4.
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The URI attribute of the EXT-X-MEDIA tag is REQURED if the nedia
type is SUBTITLES, but OPTIONAL if the nmedia type is VIDEO or AUD O
If the nmedia type is VIDEO or AUDIO, a nmissing URI attribute
indicates that the media data for this Rendition is included in the
Medi a Playlist of any EXT-X-STREAM I NF tag referencing this EXT-
X-MEDIA tag. If the media TYPE is AUDIO and the URI attribute is

m ssing, clients MJST assune that the audio data for this Rendition
is present in every video Rendition specified by the EXT-X- STREAM | NF
t ag.

The URI attribute of the EXT-X-MEDI A tag MJUST NOT be included if the
nedi a type i s CLOSED- CAPTI ONS.

4.3.4.3. EXT-X-I|-FRAME- STREAM | NF

The EXT- X-1-FRAME- STREAM I NF tag identifies a Media Playlist file

containing the I-franes of a nmultinmedia presentation. |t stands
alone, in that it does not apply to a particular URI in the Master
Playlist. Its format is:

#EXT- X- | - FRAME- STREAM: | NF: <attribute-list>

Al attributes defined for the EXT-X-STREAM INF tag (Section 4.3.4.2)
are al so defined for the EXT-X-1-FRAVE- STREAM | NF tag, except for the
FRAME- RATE, AUDI O, SUBTI TLES, and CLOSED- CAPTIONS attributes. In
addition, the following attribute is defined:

URI

The value is a quoted-string containing a URI that identifies the
|-frame Media Playlist file. That Playlist file MJST contain an
EXT- X- 1 - FRAMES- ONLY t ag.

Every EXT-X-1-FRAME- STREAM I NF tag MJST include a BANDW DTH attri bute
and a URI attribute.

The provisions in Section 4.3.4.2.1 also apply to EXT-X-1- FRAVE-
STREAM I NF tags with a VIDEO attribute.

A Master Playlist that specifies alternative VIDEO Renditions and
|-frame Playlists SHOULD i nclude an alternative |I-frame VIDEO
Rendition for each regular VIDEO Rendition, with the same NAVE and
LANGUACE attri butes.
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4.3.4.4. EXT- X- SESSI ON- DATA

The EXT- X- SESSI ON- DATA tag allows arbitrary session data to be
carried in a Master Playlist.

Its format is:

#EXT- X- SESSI ON- DATA: <attribute-1ist>

The following attributes are defined:
DATA-1D

The value of DATA-ID is a quoted-string that identifies a
particul ar data value. The DATA-ID SHOULD conformto a reverse
DNS nami ng convention, such as "com exanple.novie.title"; however,
there is no central registration authority, so Playlist authors
SHOULD take care to choose a value that is unlikely to collide
with others. This attribute is REQU RED

VALUE

VALUE is a quoted-string. It contains the data identified by
DATA-I1D. If the LANGUAGE is specified, VALUE SHOULD contain a
human-readabl e string witten in the specified | anguage.

URl

The value is a quoted-string containing a URI. The resource
identified by the URI MJST be formatted as JSON [ RFC7159];
otherwise, clients may fail to interpret the resource.

LANGUAGE

The value is a quoted-string containing a | anguage tag [ RFC5646]
that identifies the |anguage of the VALUE. This attribute is
OPTI ONAL.

Each EXT- X- SESSI ON- DATA tag MUST contain either a VALUE or UR
attribute, but not both.

A Playlist MAY contain multiple EXT-X-SESSI ON-DATA tags with the sane
DATA-ID attribute. A Playlist MJUST NOT contain nore than one EXT-X-
SESSI ON- DATA tag with the same DATA-1D attribute and the sane
LANGUAGE attri bute.
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4.3.4.5. EXT- X- SESSI ON- KEY

The EXT- X- SESSI ON-KEY tag all ows encryption keys from Media Playlists
to be specified in a Master Playlist. This allows the client to

prel oad these keys w thout having to read the Media Playlist(s)
first.

Its format is:
#EXT- X- SESSI ON- KEY: <attri bute-1ist>

Al attributes defined for the EXT-X-KEY tag (Section 4.3.2.4) are

al so defined for the EXT-X-SESSI ON- KEY, except that the val ue of the
METHOD attri bute MJUST NOT be NONE. |If an EXT- X- SESSI ON-KEY is used,

the val ues of the METHOD, KEYFORMAT, and KEYFORMATVERSI ONS attri butes
MUST match any EXT-X-KEY with the sane URl val ue.

EXT- X- SESSI ON- KEY tags SHOULD be added if multiple Variant Streanms or
Rendi ti ons use the sane encryption keys and fornats. An EXT-X-
SESSI ON-KEY tag is not associated with any particular Media Playlist.

A Master Playlist MJUST NOT contain nmore than one EXT- X- SESSI ON- KEY
tag with the same METHOD, URI, |V, KEYFORMAT, and KEYFORMATVERSI ONS
attribute val ues.
The EXT- X- SESSI ON-KEY tag is optional.

4.3.5. Media or Master Playlist Tags
The tags in this section can appear in either Master Playlists or
Media Playlists. |If one of these tags appears in a Master Playlist,
it SHOULD NOT appear in any Media Playlist referenced by that Mster
Playlist. A tag that appears in both MIST have the sanme val ue;
ot herwi se, clients SHOULD i gnore the value in the Media Playlist(s).

These tags MUST NOT appear nore than once in a Playlist. |[If a tag
appears nore than once, clients MJST fail to parse the Playlist.

4.3.5.1. EXT- X- | NDEPENDENT- SEGVENTS
The EXT- X-1 NDEPENDENT- SEGVENTS tag indicates that all media sanples
in a Media Segnent can be decoded without infornation from other
segnents. It applies to every Media Segnent in the Playlist.

Its format is:

#EXT- X- | NDEPENDENT- SEGVENTS
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I f the EXT-X-| NDEPENDENT- SEGVENTS tag appears in a Master Playlist,
it applies to every Media Segnent in every Media Playlist in the
Master Playlist.

4.3.5.2. EXT-X-START

The EXT- X- START tag indicates a preferred point at which to start
playing a Playlist. By default, clients SHOULD start pl ayback at
this point when begi nning a playback session. This tag is OPTI ONAL

Its format is:

#EXT- X- START: <attribute-1ist>

The following attributes are defined:
Tl ME- OFFSET

The val ue of TIMe-OFFSET is a signed-decimal -fl oating-point nunber
of seconds. A positive nunber indicates a tinme offset fromthe
begi nning of the Playlist. A negative nunber indicates a negative
time offset fromthe end of the I ast Media Segment in the
Playlist. This attribute is REQU RED

The absol ute val ue of Tl ME- OFFSET SHOULD NOT be | arger than the
Playlist duration. |f the absolute value of TIMe-OFFSET exceeds
the duration of the Playlist, it indicates either the end of the
Playlist (if positive) or the beginning of the Playlist (if
negati ve).

If the Playlist does not contain the EXT-X-ENDLI ST tag, the TI M-
OFFSET SHOULD NOT be within three target durations of the end of
the Playlist file.

PRECI SE

The value is an enunerated-string; valid strings are YES and NO
If the value is YES, clients SHOULD start playback at the Media
Segnment contai ning the Tl ME- OFFSET, but SHOULD NOT render mnedi a
sanmples in that segnent whose presentation tines are prior to the
TI ME-OFFSET. If the value is NO clients SHOULD attenpt to render
every nmedia sanple in that segnent. This attribute is OPTI ONAL

If it is mssing, its value should be treated as NO
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5. Key Files
5.1. Structure of Key Files

An EXT-X-KEY tag with a URI attribute identifies a Key file. A Key
file contains a cipher key that can decrypt Media Segnents in the
Pl ayli st.

[ AES 128] encryption uses 16-octet keys. |f the KEYFORMAT of an EXT-
X-KEY tag is "identity", the Key file is a single packed array of 16
octets in binary format.

5.2. 1V for AES-128

[ AES_128] REQUI RES the same 16-octet |1V to be supplied when
encrypting and decrypting. Varying this IV increases the strength of
the ci pher.

An IV attribute on an EXT-X-KEY tag with a KEYFORVAT of "identity"
specifies an |V that can be used when decrypting Medi a Segnents
encrypted with that Key file. 1V values for AES-128 are 128-bit
nunbers.

An EXT- X-KEY tag with a KEYFORMAT of "identity" that does not have an
IV attribute indicates that the Media Sequence Nunber is to be used
as the |1V when decrypting a Media Segnent, by putting its big-endian
bi nary representation into a 16-octet (128-bit) buffer and paddi ng
(on the left) with zeros.

6. Cdient/Server Responsibilities
6.1. Introduction

Thi s section describes how the server generates the Playlist and
Medi a Segnments and how the client should downl oad them for playback

6.2. Server Responsibilities

6.2.1. GCeneral Server Responsibilities
The production of the source nmedia is outside the scope of this
docunent, which sinply presunes a source of continuous encoded nedi a
contai ning the presentation.
The server MJST divide the source nedia into individual Media
Segnments whose duration is less than or equal to a constant target

duration. Segnments that are longer than the planned target duration
can trigger playback stalls and other errors.
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The server SHOULD attenpt to divide the source nedia at points that
support effective decode of individual Media Segnents, e.g., on
packet and key frane boundari es.

The server MUST create a URI for every Media Segnent that enables its
clients to obtain the segnent data. |If a server supports partia

| oadi ng of resources (e.g., via HITP Range requests), it MAY specify
segnents as sub-ranges of |arger resources using the EXT-X- BYTERANGE
t ag.

Any Media Segnent that is specified in a Playlist |oaded by a client
MUST be avail able for inmmedi ate downl oad, or playback errors can
occur. Once downl oad starts, its transfer rate SHOULD NOT be
constrai ned by the segnent production process.

HTTP servers SHOULD transfer text files -- such as Playlists and
WebVTT segnments -- using the "gzip" Content-Encoding if the client
indicates that it is prepared to accept it.

The server nust create a Media Playlist file (Section 4) that
contains a URI for each Media Segnent that the server w shes to nake
available, in the order in which they are to be pl ayed.

The val ue of the EXT-X-VERSION tag (Section 4.3.1.2) SHOULD NOT be
greater than what is required for the tags and attributes in the

Pl aylist (see Section 7).

Changes to the Playlist file MJST be made atomically fromthe point
of view of the clients, or playback errors MAY occur

The server MJUST NOT change the Media Playlist file, except to:

o Append lines to it (Section 6.2.1).

o0 Rempbve Media Segnment URIs fromthe Playlist in the order that they
appear, along with any tags that apply only to those segnents

(Section 6.2.2).

0 Increment the value of the EXT-X- MEDI A- SEQUENCE or EXT- X-
DI SCONTI NUI TY- SEQUENCE tags (Section 6.2.2).

0 Add an EXT-X-ENDLIST tag to the Playlist (Section 6.2.1).
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A Media Playlist has further constraints on its updates if it

contai ns an EXT- X- PLAYLI ST-TYPE tag. An EXT- X- PLAYLI ST-TYPE tag with
a value of VOD indicates that the Playlist file MJUST NOT change. An
EXT- X- PLAYLI ST-TYPE tag with a val ue of EVENT indicates that the
server MJST NOT change or delete any part of the Playlist file; it
MAY append lines to it.

The val ue of the EXT-X- TARGETDURATION tag in the Media Playlist MJST
NOT change. A typical target duration is 10 seconds.

Pl ayl i st changes other than those all owed here can trigger playback
errors and inconsistent client behavior.

Each Media Segnent in a Media Playlist has an integer Discontinuity
Sequence Number. The Discontinuity Sequence Number can be used in
addition to the timestanps within the nedia to synchroni ze Media
Segnments across different Renditions.

A segnent’s Discontinuity Sequence Nunber is the value of the EXT-X-
DI SCONTI NUI TY- SEQUENCE tag (or zero if none) plus the nunber of EXT-
X-DI SCONTINUITY tags in the Playlist preceding the URI line of the
segnent .

The server MAY associate an absolute date and tinme with a Media
Segnent by appl yi ng an EXT- X- PROGRAM DATE-TIME tag to it. This
defines an informative mapping of the (wall-clock) date and tine
specified by the tag to the first media timestanp in the segnent,

whi ch may be used as a basis for seeking, for display, or for other
purposes. |If a server provides this mapping, it SHOULD apply an EXT-
X- PROGRAM DATE-TI ME tag to every segnent that has an EXT-

X- DI SCONTI NUI TY tag applied to it.

The Server MJST NOT add any EXT- X- PROGRAM DATE-TIME tag to a Playli st
that woul d cause the nmappi ng between program date and Medi a Segnent
to beconme anbi guous.

The server MUST NOT renbve an EXT- X- DATERANGE tag froma Playlist if
any date in the range maps to a Media Segnent in the Playlist.

The server MJST NOT reuse the ID attribute val ue of an EXT-
X- DATERANGE tag for any new Date Range in the sane Playlist.

Once the Foll owi ng Range of a Date Range with an END ON- NEXT=YES

attribute is added to a Playlist, the Server MJUST NOT subsequently
add a Date Range with the sane CLASS attribute whose START-DATE is
bet ween t hat of the END- ON NEXT=YES range and its Fol |l owi ng Range.
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For Date Ranges with a PLANNED- DURATION attribute, the Server SHOULD
signal the actual end of the range once it has been established. It
can do so by addi ng anot her EXT-X- DATERANGE tag with the sane ID
attribute value and either a DURATION or an END-DATE attribute or, if
the Date Range has an END- ON- NEXT=YES attribute, by adding a
Fol | owi ng Range.

If the Media Playlist contains the final Media Segnment of the
presentation, then the Playlist file MJST contain the EXT-X-ENDLI ST
tag; this allows clients to mninize unproductive Playlist rel oads.

If a Media Playlist does not contain the EXT-X-ENDLI ST tag, the
server MJST nake a new version of the Playlist file avail able that
contains at | east one new Media Segnent. |t MJST be made avail abl e
relative to the tinme that the previous version of the Playlist file
was made avail able: no earlier than one-half the target duration
after that time, and no later than 1.5 tines the target duration
after that time. This allows clients to utilize the network
efficiently.

If the server wishes to renove an entire presentation, it SHOULD
provide a clear indication to clients that the Playlist file is no

| onger available (e.g., with an HTTP 404 or 410 response). It MJST
ensure that all Media Segnents in the Playlist file remain avail able
to clients for at least the duration of the Playlist file at the tine
of removal to prevent interruption of in-progress playback

6.2.2. Live Playlists

The server MAY |limt the availability of Media Segnents by renoving
Medi a Segrments fromthe Playlist file (Section 6.2.1). |If Mdia
Segnents are to be renoved, the Playlist file MJST contain an EXT- X-
MEDI A- SEQUENCE tag. Its value MJST be increnented by 1 for every
Medi a Segrment that is removed fromthe Playlist file; it MJST NOT
decrease or wap. Cients can malfunction if each Media Segment does
not have a consistent, unique Media Sequence Nunber.

Medi a Segnments MUST be renoved fromthe Playlist file in the order
that they appear in the Playlist; otherw se, client playback can
mal f uncti on.

The server MUST NOT renpbve a Media Segnment froma Playlist file

wi t hout an EXT- X-ENDLI ST tag if that would produce a Playlist whose
duration is less than three tines the target duration. Doing so can
trigger playback stalls.
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When the server renoves a Media Segnment URI fromthe Playlist, the
correspondi ng Media Segnent MJUST remain available to clients for a
period of time equal to the duration of the segnent plus the duration
of the longest Playlist file distributed by the server containing
that segnent. Rempbving a Media Segnent earlier than that can

i nterrupt in-progress playback

If the server wishes to renobve segnents froma Media Playlist
contai ni ng an EXT- X-DlI SCONTI NUI TY tag, the Media Playlist MJST
contai n an EXT- X- DI SCONTI NUI TY- SEQUENCE tag. Wthout the EXT-X-
DI SCONTI NUI TY- SEQUENCE tag, it can be inpossible for a client to
| ocate correspondi ng segnents between Renditions.

If the server renpves an EXT-X-DI SCONTINUI TY tag fromthe Media
Playlist, it MJST increnent the value of the EXT-X-DI SCONTI NU TY-
SEQUENCE tag so that the Discontinuity Sequence Nunmbers of the
segnents still in the Media Playlist remain unchanged. The val ue of
t he EXT- X- DI SCONTI NUI TY- SEQUENCE tag MUST NOT decrease or w ap.
Clients can nmal function if each Medi a Segnent does not have a

consi stent Discontinuity Sequence Number

If a server plans to renove a Media Segnent after it is delivered to
clients over HITP, it SHOULD ensure that the HTTP response contains
an Expires header that reflects the planned tine-to-Ilive.

A Live Playlist MJST NOT contain the EXT-X-PLAYLI ST-TYPE tag, as no
val ue of that tag allows Media Segnents to be renoved

6.2.3. Encrypting Media Segnents

Medi a Segnments MAY be encrypted. Every encrypted Medi a Segrment MJUST
have an EXT-X-KEY tag (Section 4.3.2.4) applied to it with a URl that
the client can use to obtain a Key file (Section 5) containing the
decryption key.

A Medi a Segnent can only be encrypted with one encrypti on METHOD,
usi ng one encryption key and IV. However, a server MAY offer
multiple ways to retrieve that key by providing nultiple EXT-X-KEY
tags, each with a different KEYFORMAT attribute val ue.

The server MAY set the HTTP Expires header in the key response to
i ndicate the duration for which the key can be cached.

Any unencrypted Media Segnent in a Playlist that is preceded by an
encrypted Medi a Segnent MJST have an EXT-X-KEY tag applied to it with
a METHOD attribute of NONE. Oherwi se, the client will msinterpret
those segments as encrypted.
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If the encryption METHOD is AES- 128 and the Playlist does not contain
the EXT-X-1-FRAMES- ONLY tag, AES encryption as described in
Section 4.3.2.4 SHALL be applied to individual Media Segnents.

If the encryption METHOD is AES-128 and the Playlist contains an EXT-
X-1-FRAMES- ONLY tag, the entire resource MJST be encrypted using

AES- 128 CBC with PKCS7 paddi ng [ RFC5652]. Encryption MAY be
restarted on 16-byte bl ock boundaries, unless the first block
contains an |-frame. The IV used for encryption MJST be either the
Medi a Sequence Number of the Media Segment or the value of the IV
attribute of the EXT-X-KEY tag, as described in Section 5.2. These
constraints allow a client to | oad and decrypt individual |-franes
speci fied as sub-ranges of regular encrypted Media Segnents, and
their Media Initialization Sections.

If the encryption METHOD i s SAMPLE- AES, nedi a sanpl es MAY be
encrypted prior to encapsulation in a Media Segment.

The server MUST NOT renpbve an EXT-X-KEY tag fromthe Playlist file if
it applies to any Media Segnent in the Playlist file, or clients who

subsequently load that Playlist will be unable to decrypt those Mdia
Segnent s.

6.2.4. Providing Variant Streans

A server MAY offer nmultiple Media Playlist files to provide different
encodi ngs of the same presentation. |If it does so, it SHOULD provide
a Master Playlist file that lists each Variant Streamto all ow
clients to switch between encodi ngs dynam cal ly.

Master Playlists describe regular Variant Streans w th EXT- X- STREAM
INF tags and |-frame Variant Streans wi th EXT-X-1-FRAVE- STREAM | NF
t ags.

I f an EXT- X- STREAM | NF tag or EXT- X-1-FRAME- STREAM | NF tag cont ai ns
the CODECS attribute, the attribute value MJST include every nedia
format [ RFC6381] present in any Media Segrment in any of the
Renditions specified by the Variant Stream
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The server MUST neet the foll owi ng constraints when produci ng Vari ant
Streans in order to allow clients to switch between them seamni essly:

o Each Variant Stream MJST present the same content.

o Matching content in Variant Streans MJST have nmatching tinestanps.
This allows clients to synchronize the nedia.

o Matching content in Variant Streans MJST have natching
Di scontinuity Sequence Numbers (see Section 4.3.3.3).

o Each Media Playlist in each Variant Stream MUST have the sane
target duration. The only exceptions are SUBTI TLES Renditions and
Medi a Playlists containing an EXT-X-1-FRAMES-ONLY tag, which MAY
have different target durations if they have an EXT- X- PLAYLI ST-
TYPE of VOD.

o Content that appears in a Media Playlist of one Variant Stream but
not in another MJST appear either at the beginning or at the end
of the Media Playlist file and MJUST NOT be | onger than the target
dur ati on.

o If any Media Playlists have an EXT- X- PLAYLI ST-TYPE tag, all Media
Pl ayl i sts MUST have an EXT- X- PLAYLI ST-TYPE tag with the sane
val ue.

o If the Playlist contains an EXT-X-PLAYLI ST-TYPE tag with the val ue
of VOD, the first segment of every Media Playlist in every Variant
Stream MUST start at the same nedia tinestanp.

o If any Media Playlist in a Master Playlist contains an EXT- X-
PROGRAM DATE-TI ME tag, then all Media Playlists in that Mster
Pl ayli st MJUST contai n EXT- X- PROGRAM DATE- TI ME tags with consi stent
mappi ngs of date and tine to media timnmestanps.

o Each Variant Stream MJST contain the sane set of Date Ranges, each
one identified by an EXT- X- DATERANGE tag(s) with the sane ID
attribute value and containing the same set of attribute/value
pairs.

In addition, for broadest conpatibility, Variant Streanms SHOULD
contain the sanme encoded audio bitstream This allows clients to
switch between Variant Streans w thout audible glitching.

The rules for Variant Streans also apply to alternative Renditions
(see Section 4.3.4.2.1).
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6.3. Cient Responsibilities
6.3.1. Ceneral Cient Responsibilities

How the client obtains the URI to the Playlist file is outside the
scope of this docunment; it is presuned to have done so.

The client obtains the Playlist file fromthe URI. |f the Playlist
file so obtained is a Master Playlist, the client can select a
Variant Streamto |load fromthe Master Playlist.

Clients MJST ensure that | oaded Playlists conmply with Section 4 and
that the EXT-X-VERSION tag, if present, specifies a protocol version
supported by the client; if either check fails, the client MJST NOT
attenpt to use the Playlist, or unintended behavi or could occur

If any URI element in a Playlist contains an URI scheme that the
client cannot handle, the client MJUST stop playback. Al clients
MUST support HTTP schenes.

To support forward conpatibility, when parsing Playlists, clients
MUST:

o ignore any unrecogni zed tags.

o ignore any attribute/value pair with an unrecognized
Attri but eNane.

o ignore any tag containing an attribute/value pair of type
enuner at ed-string whose AttributeNane is recogni zed but whose
AttributeValue is not recognized, unless the definition of the
attribute says otherwi se.

Al gorithns used by the client to switch between Variant Streans are
beyond the scope of this document.

6.3.2. Loading the Media Playlist File

Every tine a Media Playlist is |oaded or rel oaded froma Pl ayli st
URI, the client MJST deternmi ne the next Media Segnent to |oad, as
described in Section 6.3.5, if it intends to play the presentation
normally (i.e., in Playlist order at the nomi nal playback rate).

If the Media Playlist contains the EXT-X- MEDI A- SEQUENCE tag, the
client SHOULD assume that each Media Segrment in it will become
unavail able at the tinme that the Playlist file was | oaded plus the
duration of the Playlist file.
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A client MAY use the segnent Media Sequence Nunber to track the
| ocation of a Media Segnent within a Playlist when the Playlist is
rel oaded.

A client MJST NOT assume that segnents with the sane Medi a Sequence
Nurmber in different Variant Streanms or Renditions have the same
position in the presentation; Playlists MAY have i ndependent Medi a
Sequence Nunbers. Instead, a client MJST use the relative position
of each segment on the Playlist tinmeline and its Discontinuity
Sequence Number to | ocate correspondi ng segnents.

A client MIST |oad the Media Playlist file of every Rendition

sel ected for playback in order to locate the nedia specific to that
Rendition. But, to prevent unnecessary | oad on the server, it SHOULD
NOT |oad the Playlist file of any other Rendition

For some Variant Streans, it is possible to select Renditions that do
not include the Rendition specified by the EXT-X-STREAMINF tag. As
not ed above, the client SHOULD NOT | oad that Rendition in those
cases.

6.3.3. Playing the Media Playlist File

The client SHALL choose which Media Segnent to play first fromthe
Medi a Pl aylist when playback starts. |f the EXT-X-ENDLIST tag is not
present and the client intends to play the nedia nornmally, the client
SHOULD NOT choose a segnent that starts |less than three target
durations fromthe end of the Playlist file. Doing so can trigger

pl ayback stalls.

Nor mal pl ayback can be achi eved by playing the Media Segnments in the
order that they appear in the Playlist. The client MAY present the
avail able nedia in any way it wi shes, including normal playback
random access, and trick nodes.

The encodi ng paraneters for sanples in a Media Segnment and across

mul tiple Media Segnents in a Media Playlist SHOULD renmi n consi stent.
However, clients SHOULD deal with encodi ng changes as they are
encountered, for exanple, by scaling video content to accomopdate a
resol uti on change. |If the Variant Streamincludes a RESOLUTI ON
attribute, clients SHOULD display all video within a rectangle with
the sanme proportions as that resolution

Clients SHOULD be prepared to handle multiple tracks of a particular
type (e.g., audio or video). A client with no other preference
SHOULD choose the track with the | owest numerical track identifier
that it can play.
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Clients SHOULD ignore private streans inside Transport Streans that
they do not recognize. Private streans can be used to support

di fferent devices with the same stream although stream authors
SHOULD be sensitive to the additional network |oad that this inposes.

The client MJUST be prepared to reset its parser(s) and decoder(s)
before playing a Media Segnent that has an EXT- X- DI SCONTI NUI TY tag
applied to it; otherw se, playback errors can occur

The client SHOULD attenpt to | oad Media Segnents in advance of when
they will be required for uninterrupted playback to conpensate for
tenmporary variations in |atency and throughput.

The client MAY use the val ue of the EXT-X- PROGRAM DATE-TIME tag to
di splay the programorigination tine to the user. |If the value
includes tinme zone information, the client SHALL take it into
account; if it does not, the client MAY assune the tine to be | ocal

Note that dates in Playlists can refer to when the content was
produced (or to other tinmes), which have no relation to the tine of
pl ayback.

If the first EXT-X-PROGRAM DATE-TIME tag in a Playlist appears after
one or nore Media Segnent URIs, the client SHOULD extrapol ate
backward fromthat tag (using EXTINF durations and/or nedia

ti mestanps) to associate dates with those segnents. To associate a
date with any other Media Segnment that does not have an EXT-X-
PROGRAM DATE-TI ME tag applied to it directly, the client SHOULD
extrapol ate forward fromthe |ast EXT-X- PROGRAM DATE-TI ME t ag
appearing before that segnent in the Playlist.

6.3.4. Reloading the Media Playlist File

The client MUST periodically reload a Media Playlist file to |earn
what nedia is currently available, unless it contains an EXT-X-
PLAYLI ST-TYPE tag with a value of VOD, or a value of EVENT and the
EXT- X-ENDLI ST tag is al so present.

However, the client MJUST NOT attenpt to reload the Playlist file nore
frequently than specified by this section, in order to limt the
coll ective | oad on the server.

When a client |loads a Playlist file for the first tine or reloads a
Playlist file and finds that it has changed since the last time it
was | oaded, the client MIUST wait for at |east the target duration
before attenmpting to reload the Playlist file again, measured from
the last tine the client began |oading the Playlist file.
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If the client reloads a Playlist file and finds that it has not
changed, then it MJST wait for a period of one-half the target
duration before retrying.

After reloading a Media Playlist, the client SHOULD verify that each
Media Segnent in it has the same URI (and byte range, if specified)
as the Media Segnent with the same Media Sequence Nunber in the
previous Media Playlist. It SHOULD halt playback if it does not, as
this nornmally indicates a server error

In order to reduce server |oad, the client SHOULD NOT rel oad the
Playlist files of Variant Streans or alternate Renditions that are
not currently being played. If it decides to switch playback to a
different Variant Stream it SHOULD stop rel oading the Playlist of
the old Variant Stream and begin |oading the Playlist of the new
Variant Stream |t can use the EXTINF durations and the constraints
in Section 6.2.4 to determne the approximate |ocation of
corresponding nedia. Once nedia fromthe new Variant Stream has been
| oaded, the tinestanps in the Media Segnents can be used to
synchroni ze the old and new tinelines precisely.

A client MIUST NOT attenpt to use the Media Sequence Number to
synchroni ze between streans (see Section 6.3.2).

6.3.5. Determning the Next Segnent to Load

The client MJST exami ne the Media Playlist file every tine it is
| oaded or reloaded to determ ne the next Media Segnment to | oad, as
the set of avail able nedia MAY have changed.

The first segment to load is generally the segnent that the client
has chosen to play first (see Section 6.3.3).

In order to play the presentation nornally, the next Media Segnment to
load is the one with the | owest Media Sequence Nunber that is greater
than the Medi a Sequence Nunber of the |last Media Segnent | oaded.

6.3.6. Decrypting Encrypted Medi a Segnents
If a Media Playlist file contains an EXT-X-KEY tag that specifies a
Key file URI, the client can obtain that Key file and use the key

inside it to decrypt all Media Segnents to which that EXT-X-KEY tag
applies.
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A client MJST ignhore any EXT-X-KEY tag with an unsupported or

unr ecogni zed KEYFORMAT attribute, to allow for cross-device
addressability. |If the Playlist contains a Media Segnent to which
only EXT-X-KEY tags wi th unrecognized or unsupported KEYFORVAT
attributes are applied, playback SHOULD fai l

A client MUST NOT attenpt to decrypt any segnents whose EXT-X-KEY tag
has a METHOD attribute that it does not recognize.

If the encryption METHOD i s AES-128, AES-128 CBC decryption SHALL be
applied to individual Media Segments, whose encryption format is
described in Section 4.3.2. 4.

If the encryption METHOD is AES-128 and the Media Segnent is part of
an | -frame Playlist (Section 4.3.3.6) and it has an EXT- X- BYTERANCE
tag applied to it, special care needs to be taken in | oading and
decrypting the segment, because the resource identified by the URI is
encrypted in 16-byte blocks fromthe start of the resource.

The decrypted |-frane can be recovered by first widening its byte
range, as specified by the EXT-X-BYTERANGE tag, so that it starts and
ends on 16-byte boundaries fromthe start of the resource.

Next, the byte range is w dened further to include a 16-byte bl ock at
the beginning of the range. This 16-byte block allows the correct IV
for the followi ng block to be cal cul at ed.

The wi dened byte range can then be | oaded and decrypted with AES-128
CBC using an arbitrary 1V. The nunber of bytes added to the

begi nning and the end of the original byte range are discarded from
the decrypted bytes; what remains is the decrypted |-frane.

If the encryption METHOD i s SAMPLE- AES, AES-128 decryption SHALL be
applied to encrypted nmedia sanples within the Media Segrent.

An EXT- X-KEY tag with a METHOD of NONE i ndicates that the Mdia
Segnents it applies to are not encrypted.

7. Protocol Version Conpatibility
Protocol compatibility is specified by the EXT-X-VERSION tag. A
Playlist that contains tags or attributes that are not conpatible
with protocol version 1 MJST include an EXT- X- VERSI ON t ag.
A client MJUST NOT attenpt playback if it does not support the

prot ocol version specified by the EXT-X-VERSION tag, or unintended
behavi or coul d occur
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A Media Playlist MJST indicate an EXT- X-VERSI ON of 2 or higher if it
cont ai ns:

o The IV attribute of the EXT-X-KEY tag.

A Media Playlist MIST indicate an EXT- X- VERSI ON of 3 or higher if it
cont ai ns:

o Floating-point EXTINF duration val ues.

A Media Playlist MJST indicate an EXT- X- VERSI ON of 4 or higher if it
cont ai ns:

0 The EXT-X- BYTERANGE t ag.
0 The EXT-X-1-FRAMES- ONLY tag.

A Media Playlist MIST indicate an EXT- X-VERSION of 5 or higher if it
cont ai ns:

0 The KEYFORMAT and KEYFORMATVERSI ONS attri butes of the EXT-X-KEY
t ag.

0 The EXT-X-MAP tag.

A Media Playlist MUST indicate an EXT-X-VERSION of 6 or higher if it
cont ai ns:

0 The EXT-X-MAP tag in a Media Playlist that does not contain EXT-
X- | - FRAMES- ONLY.

A Master Playlist MJST indicate an EXT-X-VERSION of 7 or higher if it
cont ai ns:

0o "SERVICE" values for the INSTREAMID attri bute of the EXT-X-MED A
tag.

The EXT-X-MEDI A tag and the AUDI O VIDEO and SUBTI TLES attributes of
the EXT-X- STREAM I NF tag are backward conpatible to protocol version
1, but playback on older clients may not be desirable. A server MAY
consi der indicating an EXT-X-VERSI ON of 4 or higher in the Mster
Playlist but is not required to do so.

The PROGRAM I D attribute of the EXT-X- STREAM I NF and the EXT-X-1-
FRAME- STREAM | NF tags was renoved in protocol version 6.

The EXT- X- ALLOM CACHE tag was renoved in protocol version 7.
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8. Playlist Exanples
8.1. Sinmple Media Playli st

H#EXTMBU

#EXT- X- TARGETDURATI ON: 10
#EXT- X- VERSI ON: 3

#EXTI NF: 9. 009,

http:// medi a. exanpl e.com first.ts
#EXTI NF: 9. 009,

http:// medi a. exanpl e. com second. ts
#EXTI NF: 3. 003,

http://nmedi a. exanple.comthird.ts
#EXT- X- ENDLI ST

8.2. Live Media Playlist Using HTTPS

#EXTMBU

#EXT- X- VERSI ON: 3

#EXT- X- TARGETDURATI ON: 8
#EXT- X- MEDI A- SEQUENCE: 2680

#EXTI NF: 7. 975,

https://priv.exanple.conlfil eSequence2680.ts
#EXTI NF: 7. 941,

https://priv.exanple.comfil eSequence2681.ts
#EXTI NF: 7. 975,

https://priv.exanple.conlfil eSequence2682.ts
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8.3. Playlist with Encrypted Media Segnents

#EXTMBU

#EXT- X- VERSI ON: 3

#EXT- X- MEDI A- SEQUENCE: 7794
#EXT- X- TARGETDURATI ON: 15

#EXT- X- KEY: METHOD=AES- 128, URI ="ht t ps: // priv. exanpl e. com key. php?r =52"

#EXTI NF: 2. 833,

http:// medi a. exanpl e. coni fil eSequence52-A. ts
#EXTI NF: 15. 0,

http:// nmedi a. exanpl e. coni fil eSequence52-B.ts
#EXTI NF: 13. 333,

http:// medi a. exanpl e. coni fil eSequence52-C. ts

#EXT- X- KEY: METHOD=AES- 128, URI ="ht t ps: // pri v. exanpl e. com key. php?r =53"

#EXTI NF: 15. 0,
http:// nmedi a. exanpl e. coni fil eSequence53-A. ts

8.4. Master Playlist

#EXTMBU

#EXT- X- STREAM | NF: BANDW DTH=1280000, AVERAGE- BANDW DTH=1000000
http://exanpl e. conm | ow. nBu8

#EXT- X- STREAM | NF: BANDW DTH=2560000, AVERAGE- BANDW DTH=2000000
http://exanpl e. com m d. nBu8

#EXT- X- STREAM | NF: BANDW DTH=7680000, AVERAGE- BANDW DTH=6000000
http://exanpl e. com hi . nBu8

#EXT- X- STREAM | NF: BANDW DTH=65000, CODECS="np4a. 40. 5"
http://exanpl e. com audi o- onl y. nBu8

8.5. Master Playlist with |I-Frames

#EXTMBU

H#EXT- X- STREAM | NF: BANDW DTH=1280000

| ow audi o-vi deo. nBu8

#EXT- X- | - FRAME- STREAM- | NF: BANDW DTH=86000, URI ="1 ow/ i f r ane. nBu8"
#EXT- X- STREAM | NF: BANDW DTH=2560000

m d/ audi o- vi deo. nBu8

H#EXT- X- | - FRAME- STREAM | NF: BANDW DTH=150000, URI =" m d/ i f r ame. nBu8"
H#EXT- X- STREAM | NF: BANDW DTH=7680000

hi / audi o- vi deo. nBu8

#EXT- X- | - FRAME- STREAM- | NF: BANDW DTH=550000, URI =" hi /i f r ane. nBu8"
#EXT- X- STREAM | NF: BANDW DTH=65000, CODECS="np4a. 40. 5"

audi o-onl y. nBu8
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8.6. Master Playlist with Alternative Audio

In this exanple, the CODECS attributes have been condensed for space.
A\’ is used to indicate that the tag continues on the foll ow ng
line with whitespace renoved:

#EXTMBU

#EXT- X- MEDI A: TYPE=AUDI O, GROUP- | D="aac", NAME="Engl i sh", \
DEFAULT=YES, AUTOSELECT=YES, LANGUAGE="¢en", \
URI =" mai n/ engl i sh- audi 0. n8u8"

#EXT- X- MEDI A: TYPE=AUDI O, GROUP- | D="aac", NAME=" Deut sch", \
DEFAULT=NO, AUTOSELECT=YES, LANGUAGE="de", \
URI =" nai n/ ger man- audi 0. nBu8"

#EXT- X- MEDI A: TYPE=AUDI O, GROUP- | D="aac", NAME=" Comment ary", \
DEFAULT=NO, AUTOSELECT=NO, LANGUACGE="en", \
URI =" coment ar y/ audi o- onl y. n8u8"

#EXT- X- STREAM | NF: BANDW DTH=1280000, CODECS="...", AUDI O="aac"
| ow vi deo-onl y. nBu8
#EXT- X- STREAM | NF: BANDW DTH=2560000, CODECS="...", AUDI O="aac"
m d/ vi deo- onl y. nBu8
#EXT- X- STREAM | NF: BANDW DTH=7680000, CODECS=". .. ", AUDI O="aac"

hi / vi deo-onl y. n8u8
#EXT- X- STREAM | NF: BANDW DTH=65000, CODECS="np4a. 40. 5", AUDI O="aac"
mai n/ engl i sh- audi 0. nBu8

8.7. Master Playlist with Alternative Video

Thi s exanple shows three different video Renditions (Min,
Centerfield, and Dugout) and three different Variant Streamnms (| ow,
md, and high). 1In this exanple, clients that did not support the
EXT- X-MEDI A tag and the VIDEO attribute of the EXT-X- STREAM I NF t ag
woul d only be able to play the video Rendition "Min".

Since the EXT- X- STREAM I NF tag has no AUDI O attribute, all video
Rendi ti ons woul d be required to contain the audio.
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In this exanple, the CODECS attributes have been condensed for space.
A\’ is used to indicate that the tag continues on the follow ng
line with whitespace renoved:

#EXTMBU

H#EXT- X- MEDI A: TYPE=VI DEQ, GROUP- | D="1 ow', NAME=" Mai n", \
DEFAULT=YES, URI =" | ow nmai n/ audi o- vi deo. nBu8"

H#EXT- X- MEDI A: TYPE=VI DEO, GROUP- | D="1 ow', NAME="Centerfi el d", \
DEFAULT=NO, URI =" | ow/ cent erfi el d/ audi o- vi deo. nBu8"

#EXT- X- MEDI A: TYPE=VI DEO, GROUP- | D="1 ow"', NAVE=" Dugout ", \
DEFAULT=NO, URI ="| ow dugout / audi o- vi deo. nBu8"

#EXT- X- STREAM | NF: BANDW DTH=1280000, CODECS="...", VI DEC="I ow'
| ow mai n/ audi o-vi deo. nBu8

#EXT- X- MEDI A: TYPE=VI DEO, GROUP- | D="mi d", NAME=" Mai n", \
DEFAULT=YES, URI =" ni d/ mai n/ audi o-vi deo. nBu8"

#EXT- X- MEDI A: TYPE=VI DEO, GROUP- | D="mi d", NAME="Cent erfi el d", \
DEFAULT=NO, URI =" m d/ centerfi el d/ audi o- vi deo. nBu8"

#EXT- X- MEDI A: TYPE=VI DEO, GROUP- | D="m d", NAME="Dugout ", \
DEFAULT=NO, URI =" mi d/ dugout / audi o- vi deo. nBu8"

#EXT- X- STREAM- | NF: BANDW DTH=2560000, CODECS="...", VI DEO="mi d"
m d/ mai n/ audi o- vi deo. nBu8

H#EXT- X- MEDI A: TYPE=VI DEO, GROUP- | D="hi ", NAME="Mai n", \
DEFAULT=YES, URI =" hi / mai n/ audi o-vi deo. nBu8"

#EXT- X- MEDI A: TYPE=VI DEQ, GROUP- I D="hi ", NAME="Centerfi el d", \
DEFAULT=NO, URI =" hi / cent erfi el d/ audi o-vi deo. nBu8"

#EXT- X- MEDI A: TYPE=VI DEO, GROUP- | D="hi ", NAVE=" Dugout ", \
DEFAULT=NO, URI =" hi / dugout / audi o- vi deo. mBu8"

H#EXT- X- STREAM | NF: BANDW DTH=7680000, CODECS="...", VIDEC="hi "
hi / mai n/ audi o-vi deo. nBu8

8.8. Session Data in a Master Playli st
In this exanple, only the EXT-X-SESSI ON- DATA i s shown:
#EXT- X- SESSI ON- DATA: DATA- 1 D="com exanpl e.lyrics", URI ="l yrics.json"
#EXT- X- SESSI ON- DATA: DATA- | D="com exanpl e.titl e", LANGUAGE="en", \
VALUE="This is an exanpl e"

#EXT- X- SESSI ON- DATA: DATA- |1 D="com exanpl e. titl e", LANGUAGE="es", \
VALUE="Este es un ejenpl 0"
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8.9. CHARACTERI STICS Attribute Containing Miultiple Characteristics
Certain characteristics are valid in conbination, as in:

CHARACTERI STI CS=
"public.accessibility.transcribes-spoken-di al og, public. easy-to-read"

8.10. EXT- X- DATERANGE Carryi ng SCTE-35 Tags
Thi s exanpl e shows two EXT- X- DATERANGE tags that describe a single
Date Range, with an SCTE-35 "out" splice_insert() conmand that is
subsequently updated with an SCTE-35 "in" splice_insert() command.
#EXTMBU
#EXT-X—DATERANGE:ID:"spIice-6FFFFFFO",START-DATE:"2014-03-05T11
15: 002", PLANNED- DURATI ON=59. 993, SCTE35- QUT=0xFC002F0000000000FF0
00014056FFFFFFO00E011622DCAFF000052636200000000000A0008029896F50
000008700000000

Medi a Segrment decl arations for 60s worth of nedia

#EXT- X- DATERANGE: | D="spl i ce- 6FFFFFF0" , DURATI ON=59. 993, SCTE35- | N=
0xFC002A0000000000FFO0000F056 FFFFFF000401162802E6100000000000A00
08029896F50000008700000000

9. | ANA Consi derations
| ANA has registered the foll owi ng nedia type [ RFC2046]:
Type name: application
Subt ype name: vnd. appl e. mpegur |
Requi red paraneters: none
Optional paraneters: none
Encodi ng consi derations: encoded as UTF-8, which is 8-bit text. This
nmedi a type may require encodi ng on transports not capable of handling
8-bit text. See Section 4 for nore information.

Security considerations: See Section 10.

Conpression: this media type does not enpl oy conpression
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Interoperability considerations: There are no byte-ordering issues,
since files are 8-bit text. Applications could encounter
unrecogni zed tags, which SHOULD be ignored.

Publ i shed specification: see Section 4.

Applications that use this nedia type: Miltinmedia applications such
as the i Phone nedia player in i0S 3.0 and later and Qui ckTi ne Pl ayer
in Mac OS X version 10.6 and | ater.

Fragment identifier considerations: no Fragnent ldentifiers are
defined for this nedia type.

Addi tional information:

Deprecated alias names for this type: none
Magi ¢ nunber (s): #EXTMBU

File extension(s): .nBu8, .nBu (see Section 4)
Maci ntosh file type code(s): none

Person & email address to contact for further information: David
Si nger, singer @ppl e.com

I nt ended usage: LIM TED USE

Restrictions on usage: none

Aut hor: Roger Pant os

Change Controller: David Singer
10. Security Considerations

Since the protocol generally uses HITP to transfer data, nost of the
same security considerations apply. See Section 15 of HTTP
[ RFC7230] .

Media file parsers are typically subject to "fuzzing" attacks.

| mpl ementors SHOULD pay particular attention to code that will parse
data received froma server and ensure that all possible inputs are
handl ed correctly.

Playlist files contain URI's, which clients will use to nake network
requests of arbitrary entities. dients SHOULD range-check responses
to prevent buffer overflows. See also the Security Considerations
section of "Uniform Resource lIdentifier (URI): Generic Syntax"

[ RFC3986] .
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11.

11.

Apart from URL resolution, this format does not enpl oy any form of
active content.

Clients SHOULD Iimt each playback session to a reasonabl e nunber of
concurrent downl oads (e.g., four) to avoid contributing to deni al -of -
service attacks.

HTTP requests often include session state ("cookies"), which may
contain private user data. |nplenentations MJST foll ow cookie
restriction and expiry rules specified by "HTTP State Managenent
Mechani smi' [ RFC6265] to protect thenselves fromattack. See also the
Security Considerations section of that docunent, and "Use of HITP

St ate Managenent" [RFC2964].

Encryption keys are specified by URI. The delivery of these keys
SHOULD be secured by a nechani sm such as HITP Over TLS [ RFC2818]
(formerly SSL) in conjunction with a secure real mor a session token.
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