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Abst r act

Thi s docunent specifies IS-1S autoconfiguration nechani sns. The key
conponents are 1S-1S System I D sel f-generation, duplication
detection, and duplication resolution. These nechanisns provide
l[imted 1S-1S functions and are therefore suitable for networks where
pl ug- and-play configuration is expected.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8196
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Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
docunent. Code Components extracted fromthis docunent nust

to this

include Sinplified BSD License text as described in Section 4.e of

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction
Thi s docunent specifies nechanisns for IS-1S [RFC1195] [1SO_I EC10589]
[ RFC5308] to be autoconfiguring. Such nechanisns could reduce the
management burden for configuring a network, especially where plug-
and- pl ay device configuration is required.
I S-1S autoconfiguration is conprised of the follow ng functions:
1. 1S 1S default configuration
2. 1S 1S SystemID sel f-generation

3. System ID duplication detection and resol ution

4. 1S 1S TLV utilization (authentication TLV, metrics in
reachability advertisenments, and Dynam c Nanme TLV)

Thi s docunent al so defines nechanisns to prevent the unintentiona
i nteroperation of autoconfigured routers with non-autoconfigured
routers. See Section 3.3.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here. Wen these words are not in ALL CAPS (such
as "shoul d" or "Should"), they have their usual English neani ngs and
are not to be interpreted as [ RFC2119] key words.

2. Scope

The aut oconfi gurati on nechani sns support both |IPv4 and | Pv6
depl oynent s.

These autoconfigurati on mechani sms aimto cover sinple depl oynent
cases. The followi ng inportant features are not supported:

o multiple IS 1S instances
o multi-area and | evel-2 routing

o interworking with other routing protocols
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3.

3.

3.

1

2.

I S-1S autoconfiguration is primarily intended for use in snall (i.e.
10s of devices) and unmanaged depl oynents. It allows IS-IS to be
used wi thout the need for any configuration by the user. It is not
recommended for |arger deploynents.
Pr ot ocol Specification

| S-1S Default Configuration

This section defines the default configuration for an autoconfigured
router.

o IS-ISinterfaces MUST be autoconfigured to an interface type
corresponding to their Layer 2 capability. For exanple, Ethernet
interfaces will be autoconfigured as broadcast networks and Point -
to-Point Protocol (PPP) interfaces will be autoconfigured as
Poi nt-to-Poi nt interfaces.

o0 |S-1S autoconfiguration instances MJST be configured as |evel-1 so
that the interfaces operate as level-1 only.

o originatingLSPBufferSize is set to 512.

0 MaxAreaAddresses is set to 3.

o Extended IS reachability (TLV 22) and IP reachability (TLV 135)
TLVs [ RFC5305] MJST be used, i.e., a router operating in

aut oconfi gurati on nmode MJUST NOT use any of the follow ng TLVs:
* 1S Neighbors (TLV 2)

* |P Int. Reach (TLV 128)

* | P Ext. Address (TLV 130)

The TLVs |isted above MJST be ignored on receinpt.

| S-1S NET Generation

In 1S 1S, a router (known as an Internediate Systen) is identified by
a Network Entity Title (NET), which is a type of Network Service

Access Point (NSAP). The NET is the address of an instance of the
| S-1S protocol running on an IS.
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The aut oconfi guration nechani sm generates the 1S-1S NET as the
foll ow ng:

o Area address

In 1S 1S autoconfiguration, this field MIST be 13 octets | ong
and set to all Os.

o SystemlID

This field follows the area address field and is 6 octets in
I ength. There are two basic requirenents for the SystemID
generati on:

As specified by the I S-1S protocol, this field nust be
uni que anong all routers in the sane area.

After its initial generation, the System | D SHOULD remain
stabl e. Changes such as interface enable/disable, interface
connect/ di sconnect, device reboot, firmwvare update, or
configurati on changes SHOULD NOT cause the SystemID to
change. System | D change as part of the System ID collision
resol uti on process MJST be supported. |Inplenentations
SHOULD al l ow the System|ID to be cleared by a user-initiated
systemreset.

More specific considerations for System | D generation are
described in Section 3.4.5.

et al.
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3.3. Router-Fingerprint TLV

The Router-Fingerprint TLV is sinilar to the Router-Hardware-

Fi ngerprint TLV defined in [RFC7503]. However, the TLV defined here
includes a Flags field to support indicating that the router is in
startup node and is operating in autoconfiguration node.

0 1 2 3
01234567890123456789012345678901
S i S S S S S S

| Type | Lengt h |

B T s i I S e i S i i S S e S
| Flags |

R R S S T S Rout er - Fi ngerprint (Vari abl e)

B S i i el S S S S S S S i et S S S S S S S S e st st STt SR SR SR
Type: 15.

Length: The length, in octets, of the "Flags" and "Router-
Fingerprint" fields.

Flags: 1 octet.

01234567
S T
| S| Al Reserved
T ok Ik S R

S flag: Wen set, indicates the router is in "startup" node.

A flag: Wen set, indicates that the router is operating in
aut oconfi guration nmode. The purpose of the flag is so that two
routers can identify if they are both using autoconfiguration
If the A flag setting does not match in hellos, then no
adj acency shoul d be forned.

Reserved: These flags MJUST be set to zero and MJST be ignored by the
receiver.

Router-Fingerprint: 32 or nore octets.

More specific considerations for Router-Fingerprint are described in
Section 3.4.5.
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The Router-Fingerprint TLV with the A flag set MJST be included in
IS-1S Hellos (I1Hs) originated by a router operating in

aut oconfigurati on nmode. An autoconfiguration node router MJST ignore
I[1Hs that don’t contain the Router-Fingerprint TLV with the A flag
set.

The Router-Fingerprint TLV with the A flag set MJST be included in
Link State PDU (LSP) #0 originated by a router operating in

aut oconfiguration nmode. If an LSP #0 is received by a router
operating in autoconfiguration node and the LSP either does NOT
contain a Router-Fingerprint TLV or it does contain a Router-
Fingerprint TLV but the A flag is NOT set, then the LSP is fl ooded as
normal, but the entire LSP set originated by the sending router MJST
be ignored when running the Decision Process.

The Rout er-Fingerprint TLV MJUST NOT be included in an LSP with a non-
zero nunber and when received MJST be ignored.

3.4. Protocol Operation

This section describes the operation of a router supporting
aut oconfi gurati on node.

3.4.1. Startup Mde

When a router starts operation in autoconfiguration node, both the S
and A flags MJST be set in the Router-Fingerprint TLV included in
both hellos and LSP #0. During this nmode, only LSP #0 i s generated
and IS or IP/1Pv6 reachability TLVs MJST NOT be included in LSP #0.
A router renains in startup node for a mninmum period of tine
(recomrended to be 1 minute). This tine should be sufficient to
bring up adjacencies to all expected neighbors. A router |eaves
startup node once the minimumtine has el apsed and full LSP database
synchroni zation is achieved with all neighbors in the UP state.

When a router exits startup node, it clears the S flag in Router-
Fingerprint TLVs that it sends in hellos and LSP #0. The router MNAY
now advertise the IS neighbor and IP/I1Pv6 prefix reachability inits
LSPs and MAY generate LSPs with a non-zero nunber.

The purpose of startup nmode is to mininmze the occurrence of System

I D changes for a router once it has becone fully operational. Any
System | D change during startup node will have mininal inpact on a
runni ng network because, while in startup node, the router is not yet
bei ng used for forwarding traffic.
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3.4.2. Adjacency Fornation

Rout ers operating in autoconfiguration node MJUST NOT form adj acenci es
with routers that are NOT operating in autoconfiguration nmode. The
presence of the Router-Fingerprint TLV with the A flag set indicates
the router is operating in autoconfiguration node.

NOTE: The use of the special area address of all 0s nmkes it unlikely
that a router that is not operating in autoconfiguration node will be
in the same area as a router operating in autoconfigurati on node.
However, the check for the Router-Fingerprint TLV with the A flag set
provi des additional protection

3.4.3. 1S-1S System | D Duplication Detection

The System I D of each node MUST be unique. As described in

Section 3.4.5, the SystemID is generated based on entropies (e.g.
Medi a Access Control (MAC) address) that are generally expected to be
uni que. However, since there may be Iimtations to the avail able
entropies, there is still the possibility of System|ID duplication
This section defines how | S-1S detects and resol ves System | D
duplication. A duplicate systemI|D may occur between nei ghbors or
between routers in the same area that are not nei ghbors.

A duplicate systemID with a neighbor is detected when the System ID
received in an IIHis identical to the local System|ID and the

Rout er-Fi ngerprint in the received Router-Fingerprint TLV does NOT
match the | ocally generated Router-Fingerprint.

A duplicate systemID with a non-neighbor is detected when an LSP #0
is received, the SystemID of the originator is identical to the

| ocal System |ID, and the Router-Fingerprint in the Router-Fingerprint
TLV does NOT match the | ocally generated Router-Fingerprint.

3.4.4. Duplicate System I D Resol ution Procedures

When a duplicate systemID is detected, one of the systens MJST
assign itself a different System|ID and performa protocol restart.
The resolution procedure attenpts to minimze disruption to a running
networ k by choosi ng, whenever possible, to restart a router that is
in startup node.

The contents of the Router-Fingerprint TLVs for the two routers with
duplicate system | Ds are conpared.
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If one TLV has the S flag set (the router is in startup node) and one
TLV has the S flag clear (the router is NOT in startup node), the
router in startup node MUST generate a new System ID and restart the
pr ot ocol

If both TLVs have the S flag set (both routers are in startup node)
or both TLVs have the S flag clear (neither router is in startup
node), then the router with the nunerically smaller Router-

Fi ngerprint MJST generate a new System I D and restart the protocol

Fi ngerprint conparison is performed octet by octet starting fromthe
first received octet until a difference is detected. |If the
fingerprints have different lengths and all octets up to the shortest
length are identical, then the fingerprint with snaller length is
consi dered snaller on the whol e.

If the fingerprints are identical in both content and length (and the
state of the Sflag is identical), and the duplication is detected in
hel | os, then both routers MJUST generate a new System | D and restart
t he protocol
If fingerprints are identical in both content and | ength, and the
duplication is detected in LSP #0, then the procedures defined in
Section 3.4.6 MJST be followed.

3.4.5. System | D and Router-Fingerprint Generation Considerations
As specified in this docunment, there are two distinguishing itens
that need to be self-generated: the System | D and Router-Fingerprint.
In a network device, nornally there are sone resources that can
provide an extremely high probability of uniqueness (sone exanpl es
listed below). These resources can be used as seeds to derive
identifiers:
o MAC address(es)
o Configured |P address(es)
o Hardware IDs (e.g., CPU ID)
o Device serial nunber(s)
o Systemclock at a certain, specific tine

o Arbitrary received packet(s) on an interface(s)
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Thi s docunment recommends the use of an | EEE 802 48-bit MAC address

associated with the router as the initial System|D. This docunent
does not specify a specific nethod to regenerate the System | D when
dupl i cati on happens.

Thi s docunent al so does not specify a nmethod to generate the Router-
Fi ngerprint.

There is an inmportant concern that the seeds |listed above (except MAC
address) mght not be available in some snall devices such as hone
routers. This is because of hardware/software Iimtations and the

| ack of sufficient conmunication packets at the initial stage in hone
routers when doing |IS-1S autoconfiguration. |In this case, this
docunent suggests using the MAC address as the System I D and
generating a pseudorandom nunber based on anot her seed (such as the
menory address of a certain variable in the program as the Router-

Fi ngerprint. The pseudorandom nunber m ght not have a very high
probability of uniqueness in this solution but should be sufficient
in home network scenari os.

The consi derations surrounding System ID stability described in
Section 3.2 also need to be applied.

3.4.6. Duplication of Both System I D and Router-Fingerprint
As descri bed above, the resources for generating a SystemID/

Rout er - Fi ngerprint might be very constrained during the initia
stages. Hence, the duplication of both System|D and Router-

Fi ngerprint need to be considered. In such a case, it is possible
that a router will receive an LSP with a System I D and Router-
Fingerprint identical to the |ocal values, but the LSP is NOT
identical to the locally generated copy, i.e., the sequence nunber is

newer or the sequence numnber is the same, but the LSP has a valid
checksum t hat does not match. The term DD-LSP (Duplication Detection
LSP) is used to describe such an LSP

In a benign case, this will occur if a router restarts and it
receives copies of its own LSPs fromits previous incarnation. This
beni gn case needs to be distingui shed fromthe pathol ogi cal case
where there are two different routers with the same System I D and the
same Router-Fingerprint.

In the benign case, the restarting router will generate a new version
of its owmn LSP with a higher sequence nunber and fl ood the new LSP
version. This will cause other routers in the network to update
their LSP Database (LSPDB) and synchronization will be achieved.

Liu, et al. St andards Track [ Page 10]



RFC 8196 | S-1'S Autoconfiguration July 2017

In the pathol ogical case, the generation of a new version of an LSP
by one of the "twins" will cause the other twin to generate the sane
LSP wi th a higher sequence number -- and oscillation will continue
wi t hout achi evi ng LSPDB synchroni zati on.

Note that a conparison of the S flag in the Router-Fingerprint TLV
cannot be perforned, as in the benign case it is expected that the S

flag will be clear. Also note that the conditions for detecting a
duplicate systemID wi |l NOT be satisfied because both the SystemID
and the Router-Fingerprint will be identical.

The foll owi ng procedure is defined:

DD-state is a boolean that indicates if a
DD- LSP #0 has been recei ved.
DD-count is the count of the nunber of occurrences
of reception of a DD LSP.
DD-tiner is a timer associated with reception of
DD-LSPs; the recomended value is 60 seconds.
DD-max i s the maxi mum nunber of DD-LSPs al |l owed
to be received in DD-tiner interval;
t he recomrended val ue is 3.

When a DD-LSP is received:

If DD-state i s FALSE:
DD-state is set to TRUE
DD-tinmer is started.
DD-count is initialized to 1.

If DD-state is TRUE
DD-count is incremented.
If DD-count is >= DD nax:
The | ocal system MJUST generate a new System I D
and Router-Fingerprint and restart the protocol.
DD-state is (re)initialized to FALSE and
DD-timer is cancel ed.

If DD-timer expires:
DD-state is set to FALSE.

Note that to minimze the |ikelihood of duplication of both SystemID
and Router-Fingerprint reoccurring, routers SHOULD have nore
entropies available. One sinple way to achieve this is to add the
LSP sequence nunmber of the next LSP it will send to the Router-

Fi nger print.
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3.5. Additional IS 1S TLVs Usage Cui delines

Thi s section describes the behavior of selected TLVs when used by a
router supporting IS 1S autoconfiguration.

3.5.1. Authentication TLV

It is RECOWENDED that IS-1S routers supporting this specification
of fer an option to explicitly configure a single password for HVAC
MD5 aut hentication as specified in [ RFC5304].

3.5.2. Metric Used in Reachability TLVs

It is RECOWENDED that |S-1S autoconfiguration routers use a high
metric value (e.g., 100000) as default in order to allow nanually
configured adjacencies to be preferred over autoconfi gured.

3.5.3. Dynamic Nanme TLV

| S-1S autoconfiguration routers MAY advertise their Dynam c Name TLV
(TLV 137 [RFC5301]). The hostnanme could be provisioned by an IT
systemor just use the name of vendor, device type, or serial nunber,
etc.

To guarantee the uni queness of the hostname, the System | D SHOULD be
appended as a suffix in the nanes.

4. Security Considerations

In the absence of cryptographic authentication, it is possible for an
attacker to inject a PDU falsely indicating there is a duplicate
system | D. This may trigger automatic restart of the protocol using
the duplicate-id resolution procedures defined in this docunent.

Note that the use of authentication is inconpatible with
aut oconfiguration as it requires some manual configuration

For wired deploynment, the wired connection itself could be considered
as an inplicit authentication in that unwanted routers are usually
not able to connect (i.e., there is some kind of physical security in
pl ace preventing the connection of rogue devices); for wreless

depl oynment, the authentication could be achieved at the | ower
wireless link |ayer.
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5.

6.

6.

| ANA Consi der ati ons

This docunent details a new IS- 1S TLV reflected in the "I S-1S TLV
Codepoi nts" registry:

Val ue Nane I1H LSP SNP Purge

15 Rout er - Fi nger pri nt Y Y N Y
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