I nternet Engi neering Task Force (I ETF) S. Randri amasy

Request for Comments: 8189 W Roone
Cat egory: Standards Track Noki a Bel |l Labs
| SSN: 2070-1721 N. Schwan

Thal es Deut schl and
Cct ober 2017

Mul ti-Cost Application-Layer Traffic Optimzation (ALTO
Abst r act

The Application-Layer Traffic Optimzation (ALTO protocol, specified
in RFC 7285, defines several services that return various metrics
descri bing the costs between network endpoints.

Thi s docunent defines a new service that allows an ALTO Client to
retrieve several cost netrics in a single request for an ALTO
filtered cost map and endpoint cost map. In addition, it extends the
constraints to further filter those maps by allowing an ALTO d i ent
to specify a |l ogical conbination of tests on several cost netrics.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8189.
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| ntroducti on

| ETF has defined ALTO services in [ RFC7285] to provi de gui dance to
overl ay applications, which have to select one or several hosts from
a set of candidates that are able to provide a desired resource.

Thi s gui dance is based on paraneters such as the topol ogical distance
that affect performance of the data transm ssion between the hosts.
The purpose of ALTOis to inprove Quality of Experience (QE) in the
application while reducing resource consunption in the underlying
network infrastructure. The ALTO protocol conveys a view of the
Internet called a Network Map, which is conposed of provider-defined
| ocations spanning from subnets to several Autononous Systens (ASes).
ALTO may al so convey the provider-determ ned costs between Network
Map | ocations or between groups of individual endpoints.

Current ALTO cost types provide val ues such as "hopcount" and

adm ni strative "routingcost” to reflect ISP routing preferences.
Recently, new use cases have extended the usage scope of ALTO to
Content Delivery Networks (CDNs), data centers, and applications that
need additional information to select their endpoints or network

| ocations. Thus, a nmultitude of new cost types that better reflect
the requirenents of these applications are expected to be specified.

The ALTO protocol [RFC7285], which this docunent refers to as the
base protocol, restricts ALTO cost maps and Endpoint Cost Services to
only one cost type per ALTO request. To retrieve information for
several cost types, an ALTO Cient nust send several separate
requests to the Server.

It is far nore efficient, in terns of Round-Trip Time (RTT), traffic,
and processing load on the ALTO Client and Server, to get all costs
with a single query/response transaction. One cost map reporting on
N cost types is less bulky than N cost naps containi ng one cost type
each. This is valuable for both the storage of these maps and their
transm ssion. Additionally, for many energi ng applications that need
i nformati on on several cost types, having them gathered in one nmap
will save tinme. Another advantage is consistency: providing val ues
for several cost types in one single batch is useful for ALTO Cients
needi ng synchroni zed ALTO i nformati on updates. This document defines
how to retrieve nmultiple cost nmetrics in a single request for ALTO
filtered cost maps and endpoint cost maps. To ensure conmpatibility
with legacy ALTO Cients, only the Filtered Cost Map and Endpoi nt
Cost Map Services are extended to return nulti-cost val ues.

Along with nulti-cost values queries, the filtering capabilities need
to be extended to allow constraints on nultiple metrics. The base
protocol allows an ALTO Client to provide optional constraint tests
for a Filtered Cost Map Service or the Endpoint Cost Service, where
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2.

the constraint tests are limted to the AND conbi nati on of conparison
tests on the value of the (single) requested cost type. However,
applications that are sensitive to several netrics and struggle with
conplicated network conditions may need to arbitrate between
conflicting objectives such as routing cost and network performance.
To this end, this docunent extends the base protocol with constraints
that may test multiple netrics and may be conbined with | ogical 'ORs’
as well as logical "ANDs'. This allows an application to nmake
requests such as: "select solutions with either (noderate "hopcount”
AND hi gh "routingcost") OR (higher "hopcount” AND noderate
"routingcost")".

Thi s docunent is organized as follows. Section 2 defines term nol ogy
used in this docunment. Section 3 gives a non-nornative overvi ew of
the nulti-cost extensions, and Section 4 gives the form

definitions. Section 5 gives several conplete exanples. The
remai ni ng sections describe the I ANA, privacy, and security

consi derati ons.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in al
capitals, as shown here.

VWhen the words appear in |ower case, they are to be interpreted with
their natural |anguage meani ngs.

Ter m nol ogy

o ALTO transaction: A request/response exchange between an ALTO
Cient and an ALTO Server.

o Cient: Wien used with a capital "C', this termrefers to an ALTO
Cient.

o Endpoint (EP): An endpoint is defined as in Section 2.1 of
[ RFC7285]. It can be, for exanple, a peer, a CDN storage
| ocation, a physical server involved in a virtual server-supported
application, a party in a resource-sharing swarm such as a
conputation grid, or an online multi-party gane.

o Server: Wen used with a capital "S", this termrefers to an ALTO
Server.

Randri amasy, et al. St andards Track [ Page 5]



RFC 8189 Mul ti-Cost ALTO Oct ober 2017

3. Overview O Approach

The following is a non-nornmative overview of the nmulti-cost ALTO
extensions defined in this docunent. It assunmes the reader is
famliar with cost map resources in the ALTO protocol [RFC7285].

3.1. Milti-Cost Data Fornmat

Formal |y, the cost entries in an ALTO cost map can be any type of
JSON val ue [ RFC7159] (see the DstCosts object in Section 11.2.3.6 of
[ RFC7285]). However, that section also says that an inplementation
may assune costs are JSON nunbers, unless the inplenentation is using
an extension that signals a different data type.

Therefore, this docunment extends the definition of a cost map to
allow a cost to be an array of costs, one per netric, instead of just
one number. For exanple, here is a cost map with the "routingcost"”
and "hopcount” netrics. Note that this is identical to a regular
ALTO cost map, except that the values are arrays instead of nunbers.
The nultiple nmetrics are listed in nenber "nulti-cost-types",
indicating to the Cient howto map values in the array to cost

metrics.
{
"meta" : {
"dependent-vtags" : [ ... ],
"cost-type" : {},
"mul ti-cost-types" : |
{"cost-node": "numerical", "cost-nmetric": "routingcost"},
{"cost-node": "nunerical", "cost-nmetric": "hopcount"}
]
}
"cost - map"

"PIDL": { "PIDL":[1,0], "PID2":[5, 23], "PID3":[10,5] },

}
}

Note al so the presence of nenber '"cost-type" : {}' to maintain
backwards conpatibility with [ RFC7285].
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3.2. Conpatibility with Legacy ALTO Cients

Thi s docunent does not define any new nedia types. |Instead, as
descri bed below, it extends the specifications in the ALTO Server’s
Informati on Resource Directory (IRD) so that legacy Clients will not

request array-valued multi-cost map resources. This relies on the
requi renent that ALTO Cients MJST ignore unknown fields
(Section 8.3.7 of [RFC7285]).

3.3. Filtered Multi-Cost Map Resources

Thi s docunent extends the Filtered Cost Map Service to allow the sane
resource to return either a single-valued cost map, as defined in

[ RFC7285], or an array-valued nulti-cost map, as defined in this
docunent. An extended Filtered Cost Map resource has a new
capability, "max-cost-types". The value is the maxi mum nunber of
cost types this resource can return for one request. The existence
of this capability nmeans the resource understands the extensions in
thi s docunent.

For exanple, the follow ng fragnent froman | RD defi nes an extended
Filtered Cost Map resource

"filtered-multicost-map" : {

"uri" : "http://alto.exanple.comnulti/costmap/filtered"
"medi a-type" : "application/alto-costmap+json”,
"accepts" : "application/alto-costmapfilter+json”,
"uses" @ [ "ny-default-network-mp" ],
"capabilities" : {

"max-cost-types" : 2,

"cost-type-nanes" : [ "numroutingcost",

“num hopcount" ],

}

A legacy ALTO Client will ignore the "max-cost-types" capability and
will send a request with the input paraneter "cost-type" describing
the desired cost netric, as defined in [ RFC7285]. The ALTO Server
will return a single-valued | egacy cost nap

However, a multi-cost-aware ALTO Client will realize that this
resource supports the nmulti-cost extensions and can send a POST
request with the new i nput paraneter "multi-cost-types", whose val ue
is an array of cost types. Because the request has the "nulti-cost-
types" paraneter (rather than the "cost-type" paraneter defined in
the base protocol), the Server realizes that the ALTO Cient al so
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supports the extensions in this docunent and hence responds with a
mul ti-cost map with the costs in the order listed in "nulti-cost-
types".

3.4. Endpoint Cost Service Resources

Section 4.1.4 of [RFC7285] specifies that "The Endpoi nt Cost Service
allows an ALTO server to return costs directly anmongst endpoints",
whereas the Filtered Cost Map Service returns costs anobngst Provider-
defined ldentifiers (PIDs). This docunent uses the technique
described in Section 3.3 to extend the Endpoint Cost Service to
return array-valued costs to ALTO Cients who also are aware of these
ext ensi ons.

3.5. Full Cost Map Resources

Section 11.3.2.3 of [RFC7285] requires a filtered cost map to return
the entire cost map if the ALTOCient omts the source and
destination PIDs. Hence, a multi-cost-aware ALTO Cient can use an
extended Filtered Cost Map resource to get a full multi-cost map

Ful | cost map resources are GET-nmpde requests. The response for a
full cost map conveying nultiple cost types would include a "neta"
field that would itself include a "cost-type" field that would |i st
several values corresponding to the cost types of the cost map. A

| egacy ALTO Cient would not be able to understand this list.

Neither would it be able to interpret the cost values array provided
by a full nulti-cost nmap

3.6. Extended Constraint Tests
[ RFC7285] defines a sinple constraint test capability for Filtered
Cost Map and Endpoint Cost Services. |If a resource supports
constraints, the Server restricts the response to costs that satisfy
alist of sinple predicates provided by the ALTO Cient. For
exanple, if the ALTOdient gives the followi ng constraints:
“constraints": ["ge 10", "le 20"]

then the Server only returns costs in the range [10, 20].

To be useful with nmulti-cost requests, the constraint tests require
several extensions.
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3.6.1. Extended Constraint Predicates

First, because a multi-cost request involves nore than one cost
metric, the sinple predicates nmust be extended to specify the nmetric
to test. Therefore, we extend the predicate syntax to "[##] op

val ue", where "##" is the index of a cost metric in this nulti-cost
request.

3.6.2. Extended Logical Conbination of Predicates

Second, once multiple cost netrics are involved, the "AND' of sinple
predicates is no longer sufficient. To be useful, dients nust be
able to express "OR' tests. Hence, we add a new field,
"or-constraints", to the Cient request. The value is an array of
arrays of sinple predicates and represents the OR of ANDs of those
predi cat es.

Thus, the follow ng request tells the Server to limt its response to
cost points with "routingcost” <= 100 AND "hopcount" <= 2, OR el se
"routingcost" <= 10 AND "hopcount" <= 6:

{
"mul ti-cost-types": [
{"cost-nmetric": "routingcost", "cost-node": "nunerical "},
{"cost-nmetric": "hopcount", "cost-nmode": "nunerical"}
]1
"or-constraints": [
["[O] le 100", "[1] le 2"],
["[O] le 10", "[1] le 6"]
]1
"pids": {...}
}
Note that a "constraints" parameter with the array of predicates [Pl
P2, ...] is equivalent to an "or-constraints" paraneter with one
array of value [[P1, P2, ...]]. A dient is therefore allowed to

express either "constraints" or "or-constraints" but not both.
3.6.3. Testable Cost Types in Constraints

Finally, a Client may want to test a cost type whose actual value is
irrelevant, as long as it satisfies the tests. For exanple, a Cient
may want the value of the cost netric "routingcost” for all PID pairs
that satisfy constraints on the netric "hopcount", w thout needing
the actual value of "hopcount".
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To this end, we add a specific paraneter naned "testabl e-cost-types"
that does not contain the same cost types as paraneter "multi-cost-
types". The Cient can express constraints only on cost types listed
in "testabl e-cost-types".

For exanple, the follow ng request tells the Server to return just
"routingcost" for those source and destination pairs for which
"hopcount" is <= 6:

{
"mul ti-cost-types": [
{"cost-nmetric": "routingcost", "cost-node": "nunerical "},
]1
"testabl e-cost-types": |
{"cost-nmetric": "hopcount", "cost-node": "nurerical"},
]1
"constraints": ["[0] le 6"],
"pids": {...}
}

3.6.4. Testable Cost Type Nanmes in IRD Capabilities

In [ RFC7285], when a resource’s capability "constraints” is true, the
Server accepts constraints on all the cost types listed in the "cost-
type-nanes" capability. However, some ALTO Servers may not be
willing to allow constraint tests on all available cost metrics.
Therefore, the multi-cost ALTO protocol extension defines the
capability field "testabl e-cost-type-names”. Like "cost-type-nanes",
it is an array of cost type nanmes. |If present, that resource only
all ows constraint tests on the cost types in that list. "testable-
cost-type-nanes" nust be a subset of "cost-type-nanmes".

3.6.5. Legacy ALTO Cient |ssues

VWhile a nulti-cost-aware Client will recogni ze the "testabl e-cost -
type-nanmes” field and will honor those restrictions, a | egacy dient
will not. Hence, when "constraints" has the value '"true’, a |l egacy

Client nmay send a request with a constraint test on any of the cost
types listed in "cost-type-nanes".

To avoid that problem the "testabl e-cost-type-names” and "cost-
constraints" fields are mutually exclusive: a resource nmay define one
or the other capability but MJUST NOT define both. Thus, a resource
that does not allow constraint tests on all cost netrics will set
"testabl e-cost-type-nanes" to the testable netrics and will set
"cost-constraints" to 'false’. A multi-cost-aware Cient wll
recogni ze the "testabl e-cost-type-nanes” field and will realize that
its existence neans the resource does allow (limted) constraint
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tests, while a legacy Client will think that resource does not allow
constraint tests at all. To allow legacy Cients to use constraint
tests, the ALTO Server can define an additional resource with "cost-
constraints" set to 'true’ and "cost-type-nanes" set to the metrics
that can be tested.

In the | RD exanpl e bel ow, the resource "filtered-cost-map-extended"

provi des values for three netrics: "numroutingcost", "num hopcount",
and "num bwscore". The capability "testabl e-cost-type-nanes"”

i ndicates that the Server only allows constraints on "routingcost"
and "hopcount”. A multi-cost-capable Cient will see this capability
and will limt its constraint tests to those netrics. Because
capability "cost-constraints" is false (by default), a |legacy Cient
will not use constraint tests on this resource at all

The second resource, "filtered-multicost-map", is simlar to the

first, except that all the metrics it returns are testable.
Therefore, it sets "cost-constraints" to 'true’ and does not set the
"testabl e-cost-type-nanes" field. A legacy Cient that needs a
constraint test will use this resource rather than the first. A
multi-cost-aware Cient that does not need to retrieve the

"num bwscore" metric may use either resource.

Note that if a nulti-cost Server specifies a "filtered-cost-nmap-
extended”, it will nost likely not specify an "filtered-multicost-
map" if the capabilities of the latter are covered by the
capabilities of the forner or unless the "filtered-nulticost-mp"
resource is also intended for |legacy Cdients.
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“"filtered-cost-nap-extended" : {
"uri" : "http://alto.exanple.confnulti/extn/costmap/filtered"
"medi a-type" : "application/alto-costmap+json”,
"accepts" : "application/alto-costmapfilter+json”,
"uses" : [ "ny-default-network-mp" ],
"capabilities" : {
"max-cost-types" : 3,
"cost-type-nanmes" : [ "numroutingcost",

“num hopcount ",
"num bwscore"],
"testabl e-cost-type-nanes” : [ "numroutingcost”,
“num hopcount " ]

b
"f

[tered-multicost-map" : {
"uri" : "http://alto.exanple.comnulti/costmap/filtered”
"medi a-type" : "application/alto-costmap+json”,
"accepts" : "application/alto-costmapfilter+json”,
"uses" : [ "ny-default-network-nmp" ],
"capabilities" : {

"cost-constraints" : true,

"max-cost-types" : 2,

"cost-type-nanes" : [ "numroutingcost",

“num hopcount "],

4. Protocol Extensions for Milti-Cost ALTO Transacti ons

This section formally specifies the extensions to [ RFC7285] to
support multi-cost ALTO transacti ons.

Thi s docunent uses the notation rules specified in Section 8.2 of

[ RFC7285]. In particular, an optional field is enclosed by [ ]. In
the definitions, the JSON nanes of the fields are case sensitive. An
array is indicated by two nunbers in angle brackets, <m.n> where m
i ndi cates the minimal nunber of values and n is the maxi num \When
this docunent uses * for n, it means no upper bound.

4.1. Filtered Cost Map Extensions
Thi s docunent extends Filtered Cost Maps, as defined in
Section 11.3.2 of [RFC7285], by adding new input paraneters and

capabilities and by returning JSONArrays instead of JSONNumbers as
t he cost val ues.
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The nedia type, HTTP nethod, and "uses" specifications (described in
Sections 11.3.2.1, 11.3.2.2, and 11.3.2.5 of [RFC7285], respectively)
are unchanged.

4.1.1. Capabilities
The filtered cost map capabilities are extended with two new nenbers:
0 mmx-cost-types
o testabl e-cost-type-nanes

The capability "max-cost-types" indicates whether this resource
supports the multi-cost ALTO extensions, and the capability

"testabl e-cost-type-nanes" allows the resource to restrict constraint
tests to a subset of the available cost types. Wth these two
addi ti onal nmenbers, the FilteredCost MapCapabilities object in
Section 11.3.2.4 of [RFC7285] is structured as follows:

obj ect {

JSONSt ri ng cost-type-names<l..*>;

[ JSONBool cost-constraints;]

[ JSONNunmber max- cost -t ypes; ]

[JSONString testabl e-cost-type-nanmes<l..*>;]
} FilteredCost MapCapabilities;

cost-type-names: As defined in Section 11.3.2.4 of [RFC7285].

cost-constraints: As defined in Section 11.3.2.4 of [RFC7285].
Thus, if "cost-constraints" is true, the resource MJUST accept
constraint tests on any cost type in "cost-type-nanmes". In
addition, note that if "cost-constraints" is true, the "testabl e-
cost-type-nanes" capability MJST NOT be present.

max- cost-types: |If present with value N greater than 0, this
resource understands the multi-cost extensions in this docunent
and can return a nulti-cost nap with any conbination of N or fewer
cost types in the "cost-type-names" list. |If omitted, the default
value is O.

testabl e-cost-type-nanes: |If present, the resource allows constraint
tests, but only on the cost type nanes in this array. Each nane
in "testabl e-cost-type-nanmes” MJST al so be in "cost-type-nanmes"”.
If "testabl e-cost-type-nanes" is present, the "cost-constraints"
capability MJST NOT be true.
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4.

As discussed in Section 3.6.4, this capability is useful when a
Server is unable or unwilling to inplenent constraint tests on al
cost types. As discussed in Section 3.6.5, "testabl e-cost-type-
nanes" and "cost-constraints" are nutually exclusive to prevent

| egacy dients fromissuing constraint tests on untestabl e cost
types.

1.2. Accept Input Paraneters

The ReqFilteredCost Map object in Section 11.3.2.3 of [RFC7285] is
extended as fol |l ows:

obj ect {
[ Cost Type cost-type;]
[ Cost Type nulti-cost-types<l..*>;]
[ Cost Type testabl e-cost-types<l..*>;]
[JSONString constraints<0..*>;]
[JSONString or-constrai nts<l..*><1..*>;]
[PIDFilter pids];

} ReqgFi | t er edCost Map;

cost-type: As defined in Section 11.3.2.3 of [RFC7285], with the
addi tional requirement that the Cient MJST specify either "cost-
type" or "multi-cost-types" but MJST NOT specify both. Therefore,
this field is made optional. Wen placing a single cost request
as specified in [RFCr285], a Cient MJST use "cost-type"

multi-cost-types: |If present, the ALTO Server MJST return array-

val ued costs for the cost types in this list. For each entry, the
"cost-netric" and "cost-nmode" fields MJUST match one of the
supported cost types indicated in nenber "cost-type-nanes" of this
resource’'s "capabilities" field (Section 4.1.1). The dient MJST
NOT use this field unless this resource’s "max-cost-types"
capability exists and has a value greater than 0. This field MJST
NOT have nore than "max-cost-types" cost types. The Cient MJST

specify either "cost-type" or "multi-cost-types" but MJUST NOT
speci fy both.

Note that if "multi-cost-types" has one cost type, the values in
the cost map will be arrays with one val ue.

testabl e-cost-types: A list of cost types used for extended
constraint tests, as described for the "constraints" and
"or-constraints" paranmeters. These cost types must either be a
subset of the cost types in the resource’s
"testabl e-cost-type-nanmes" capability (Section 4.1.1), or else, if
the resource’s capability "cost-constraints” is true, a subset of
the cost types in the resource’s "cost-type-nanes" capability.
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If "testable-cost-types" is omtted, it is assuned to have the
cost types in "nulti-cost-types" or "cost-type"

This feature is useful when a Client wants to test a cost type
whose actual value is irrelevant, as long as it satisfies the
tests. For exanple, a dient may want the cost netric
"routingcost" for those PID pairs whose "hopcount" is |ess than
10. The exact hop count does not nmatter.

constraints: |If this resource’s "max-cost-types" capability
(Section 4.1.1) has the value 0 (or is not defined), this
paranmeter is as defined in Section 11.3.2.3 of [RFC7285]: an array
of constraint tests related to each other by a logical AND. In
this case, it MJST NOT be specified unless the resource’s "cost-
constraints" capability is true.

If this resource’s "max-cost-types"” capability has a value greater
than 0, then this paraneter is an array of extended constraint
predi cates as defined bel ow and related to each other by a | ogica
AND. In this case, it MAY be specified if the resource allows
constraint tests (the resource’s "cost-constraints" capability is
true, or its "testable-cost-type-names” capability is not enpty).

Thi s paraneter MJST NOT be specified if the "or-constraints"”
paraneter is specified.

An extended constraint predicate consists of two or three entities
separated by white space: (1) an optional cost type index of the
form"[#]" with default value "[0]", (2) a required operator, and
(3) arequired target value. The operator and target value are as
defined in Section 11.3.2.3 of [RFC7285]. The cost type index, i
specifies the cost type to test. |If the "testabl e-cost-type"
paranmeter is present, the test applies to the i’th cost type in
"testabl e-cost-types", starting with index 0. QOherwise, if the
"multi-cost-types" paraneter is present, the test applies to the
i'th cost type in that array. |If neither paraneter is present,
the test applies to the cost type in the "cost-type" paraneter, in
whi ch case the index MUST be 0. Regardless of how the tested cost
type is selected, it MJST be in the resource’ s "testabl e-cost-
type- names" capability or, if not present, in the "cost-type-
nanes" capability.

As an exanpl e, suppose "nulti-cost-types" has the single el enent
"routingcost", "testabl e-cost-types" has the single el enment
“hopcount”, and "constraints" has the single element "[0] le 5".
This is equivalent to the database query "SELECT and provide
routi ngcost WHERE hopcount <= 5".
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or

Note that the index is optional, so a constraint test as defined
in Section 11.3.2.3 of [RFC7285], such as "le 10", is equival ent
to "[0] le 10". Thus, legacy constraint tests are also |ega
extended constraint tests.

Note that a "constraints" parameter with the array of extended
predicates [Pl1, P2, ...] is equivalent to an "or-constraints"
paraneter as defined belowwith the value [[P1, P2, ...]].

constraints: A JSONArray of JSONArrays of JSONStrings, where each
string is an extended constraint predicate as defined above. The
"or-constraint" tests are interpreted as the logical OR of ANDs of
predicates. That is, the ALTO Server should return a cost point

only if it satisfies all constraints in any one of the sub-arrays.

Thi s paraneter MAY be specified if this resource’s "max-cost-
types" capability is defined with a value greater than O
(Section 4.1.1) and if the resource allows constraint tests (the
resource’s "cost-constraints" capability is true, or its
"testabl e-cost-type-nanes" capability is not enpty). Qherw se
this parameter MJST NOT be specified.

Thi s paraneter MJST NOT be specified if the "constraints”
paraneter is specified.

Thi s paraneter MJST NOT contain any enpty array of AND predicates.
An enpty array woul d be equivalent to a constraint that is always
true. An OR conbination including such a constraint would be

al ways true and thus usel ess.

As an exanpl e, suppose "nulti-cost-types" has the two el enents
“routingcost" and "bandw dthscore", "testabl e-cost-types" has the
two el ements "routingcost” and "hopcount", and "or-constraints"
has the two elenents ["[0] |le 100", "[1] le 2"] and ["[0O] le 10",
"[1] le 6"]. This is equivalent to the words: "SELECT and provide
routingcost and bandwi dt hscore WHERE ("routingcost"” <= 100 AND
"hopcount" <= 2) OR ("routingcost" <= 10 AND "hopcount" <= 6)".

Note that if the "nmax-cost-types" capability has a value greater
than 0, a Cdient MAY use the "or-constraints" paraneter together
with the "cost-type" parameter. That is, if the dient and Server
are both aware of the extensions in this docunment, a Cient MAY
use an "OR' test for a single-valued cost request.

pids: As defined in Section 11.3.2.3 of [RFC7285].
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4.

4.

1

. 2.

2.

3. Response

If the dient specifies the "cost-type" input paraneter, the response
is exactly as defined in Section 11.2.3.6 of [RFC7285]. |If the
Client provides the "multi-cost-types" instead, then the response is
changed as foll ows:

o In "neta", the value of field "cost-type" will be ignored by the
receiver and set to {}. Instead, the field "multi-cost-types" is
added with the sane value as the "multi-cost-types" input
par anet er.

0 The costs are JSONArrays instead of JSONNumbers. All arrays have
the sane cardinality as the "nulti-cost-types" input paraneter and

contain the cost type values in that order. |If a cost type is not
avail able for a particular source and destination, the ALTO Server
MJST use the JSON "null" value for that array elenent. [If none of

the cost types are available for a particular source and
destination, the ALTO Server MAY onit the entry for that source
and desti nation.

Endpoi nt Cost Service Extensions

Thi s docunent extends the Endpoint Cost Service, as defined in
Section 11.5.1 of [RFC7285], by addi ng new i nput paraneters and
capabilities and by returning JSONArrays instead of JSONNumbers as
the cost val ues.

The nedia type, HTTP nmethod, and "uses" specifications (described in
Sections 11.5.1.1, 11.5.1.2, and 11.5.1.5 of [RFC7285], respectively)
are unchanged.

1. Capabilities
The extensions to the Endpoint Cost Service capabilities are

identical to the extensions to the Filtered Cost Map (see
Section 4.1.1).
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4.2.2. Accept |Input Paraneters

The ReqgEndpoi nt Cost Map obj ect in Section 11.5.1.3 of [RFC7285] is
ext ended as foll ows:

obj ect {
[ Cost Type cost-type;]
[ Cost Type nulti-cost-types<l..*>;]
[ Cost Type testabl e-cost-types<l..*>;]
[JSONString constraints<0..*>;]
[JSONString or-constraints<l..*><1..*>;]
Endpoi ntFil ter endpoints;

} RegEndpoi nt Cost Map;

cost-type: As defined in Section 11.5.1.3 of [RFC7285], with the
addi tional requirenment that the Cient MJST specify either "cost-
type" or "multi-cost-types” but MJST NOT specify both.

nmulti-cost-types: |f present, the ALTO Server MJST return array-
val ued costs for the cost types in this list. For each entry, the
"cost-nmetric" and "cost-node" fields MJST match one of the
supported cost types indicated in this resource’s "capabilities"”
field (Section 4.2.1). The Cient MJST NOT use this field unless
this resource’s "nmax-cost-types" capability exists and has a val ue
greater than 0. This field MUST NOT have nore than "max-cost-
types" cost types. The Cient MJST specify either "cost-type" or
"mul ti-cost-types" but MJST NOT specify both.

Note that if "multi-cost-types" has one cost type, the values in
the cost map will be arrays with one val ue.

testabl e-cost-types, constraints, or-constraints: Defined
equivalently to the corresponding i nput paranmeters for an extended
filtered cost map (Section 4.1.2).

endpoints: As defined in Section 11.5.1.3 of [RFC7285].
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4.2.3. Response

The extensions to the Endpoint Cost Service response are sinilar to
the extensions to the Filtered Cost Map response (Section 4.1.3).
Specifically, if the Cient specifies the "cost-type" input
paraneter, the response is exactly as defined in Section 11.5.1.6 of
[RFC7285]. |If the dient provides the "multi-cost-types" instead,
then the response is changed as foll ows:

o In "neta", the value of field "cost-type" will be ignored by the
receiver and set to {}. Instead, the field "multi-cost-types" is
added with the sane value as the "nmulti-cost-types" input
par amet er .

0 The costs are JSONArrays instead of JSONNumbers. All arrays have
the sane cardinality as the "nulti-cost-types" input parameter and

contain the cost type values in that order. |If a cost type is not
avail able for a particular source and destination, the ALTO Server
MUST use the JSON "null" value for that array elenent. |[|f none of

the cost types are available for a particular source and
destination, the ALTO Server MAY onit the entry for that source
and desti nation.

5. Exanpl es

This section provides exanples of nulti-cost ALTO transactions. It
uses cost netrics, in addition to the mandatory | egacy "routingcost”,
that are deliberately irrelevant and not registered with | ANA

5.1. Information Resource Directory

The following is an exanple of an ALTO Server’s |nformati on Resource
Directory. In addition to network and cost nap resources, it defines
two Filtered Cost Maps and an Endpoi nt Cost Service, which al
understand the nulti-cost extensions.

CET /directory HITP/ 1.1
Host: al to. exanpl e. com
Accept: application/alto-directory+json,application/alto-error+json

HTTP/ 1.1 200 K
Content-Length: 2704
Cont ent - Type: application/alto-directory+json
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"meta" : {
"defaul t-alto-network-map" : "ny-default-network-map",
"cost-types" : {
"numrouting”

"cost-nmode" : "numerical ",
"cost-nmetric" : "routingcost"
1
"num shoesi ze" : {
"cost-nmode" : "nunerical”
"cost-metric" : "shoesize"
H
"num scenery" : {
"cost-nmode" : "nunerical",
"cost-nmetric" : "sceneryrate"
}
}
H
"resources" : {
"ny-defaul t-network-nmap" : {
"uri" : "http://alto.exanple.conl networkmap",
"medi a-type" : "application/alto-networkmap+j son”
b
“nunerical -routing-cost-map" : {
"uri" : "http://alto.exanple.conf costmap/ numrouting”,
"medi a-type" : "application/alto-costmap+json”,
"uses" : [ "ny-default-network-nmp" ],
"capabilities" : {
"cost-type-names” : [ "numrouting” ]
H
“nuneri cal - shoesi ze-cost - map" : {
"uri" : "http://alto.exanple.coni cost map/ hum shoesi ze"
"medi a-type" : "application/alto-costmap+json”,
"uses" : [ "ny-default-network-mp" ],
"capabilities" : {
"cost-type-nanmes" : [ "numshoesize" ]
}
"filtered-multicost-map" : {
"uri" : "http://alto.exanple.comnulti/costmap/filtered”
"medi a-type" : "application/alto-costmap+json”,
"accepts" : "application/alto-costmapfilter+json”,
"uses" : [ "ny-default-network-nmp" ],
“"capabilities" : {
"cost-constraints" : true,
"max-cost-types" : 2,
"cost-type-nanes" : [ "numroutingcost",
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"num shoesi ze" ]

}

"filtered-cost-nmap-extended" : {
"uri" : "http://alto.exanple.conmnulti/extn/costmap/filtered"
"medi a-type" : "application/alto-costmap+json”,
"accepts" : "application/alto-costmapfilter+json”,
"uses" : [ "ny-default-network-nmp" ],
"capabilities" : {
"max-cost-types" : 3,
"cost-type-names” : [ "numroutingcost",
"“num shoesi ze",
“num scenery"],
"testabl e-cost-type-nanes" : [ "numroutingcost",
"num shoesi ze" ]

}

ndpoi nt - mul ti cost - nap"
"uri" : "http://alto.exanple.connulti/endpointcost/| ookup",
"medi a-type" : "application/alto-endpointcost+json",
"accepts" : "application/alto-endpointcostparans+json”,
"uses" @ [ "ny-default-network-mp" ],
"capabilities" : {

"cost-constraints" : true

"max- cost-types" . 2,

"cost-type-nanmes" : [ "numroutingcost",

"num shoesi ze" ]

}

5.2. Milti-Cost Filtered Cost Map: Exanple #1

This exanple illustrates a sinple multi-cost ALTO transaction. The
ALTO Server provides two cost types, "routingcost" and "shoesize",
both in "nunmerical" node. The Cient wants the entire nmulti-cost
map. The Server does not know the val ue of "routingcost" between
PI D2 and PI D3 and hence returns the value 'null’ for "routingcost"
bet ween PI D2 and PI D3.
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POST /multi/costmap/filtered" HTTP/ 1.1

Host: alto. exanpl e. com

Accept: application/alto-costnap+json,application/alto-error+json
Cont ent - Type: application/alto-costmapfilter+json

Cont ent - Lengt h: 206

{
"mul ti-cost-types": [
{"cost-node": "numerical", "cost-metric": "routingcost"},
{"cost-node": "numerical", "cost-netric": "shoesize"}
] 1
"pids" : {
"srcs" [ ],
"dsts" [ ]
}
}

HTTP/ 1.1 200 K
Cont ent - Type: application/alto-costmap+json
Content - Lengt h: 549

{
"meta" : {
"dependent -vtags" : |
{"resource-id": "my-default-network-mp",
"tag": "3ee2cbh7e8d63d9f ab71b9b34chf 764436315542¢e"
}
I,
"cost-type" : {},
"mul ti-cost-types" : |
{"cost-node": "nunerical", "cost-nmetric": "routingcost"},
{"cost-node": "nunerical", "cost-nmetric": "shoesize"}
]
}
"cost-map" :
"PIDL": { "PID1":[1,0], "PID2":[4,3], "PID3":[10, 2] 1,
"PID2": { "PID1":[15,5], "PID2":[1,0], "PID3":[null,9] },
"PID3": { "PID1":[20,12], "PID2":[null,1], "PID3":[1,0] }
}
}
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5.3. Milti-Cost Filtered Cost Map: Exanple #2

Thi s exanpl e uses constraints to restrict the returned source/
destination PID pairs to those with "routingcost" between 5 and 10 or
"shoesi ze" equal to O.

POST /multi/costmap/filtered HITP/ 1.1

Host: alto. exanpl e. com

Accept: application/alto-costnap+json,application/alto-error+json
Cont ent - Type: application/alto-costmapfilter+json

Cont ent - Lengt h: 333

{
"mul ti-cost-types" : |
{"cost-node": "numerical", "cost-metric": "routingcost"},
{"cost-node": "numerical", "cost-netric": "shoesize"}
]y
"or-constraints" : [ ["[0O] ge 5", "[0] le 10"],
["[1] eq 0"] ]
"pids" : {
"srcs" : [ "PIDL", "PID2" ],
"dsts" : [ "PIDL", "PID2", "PID3" ]
}
}

HTTP/ 1.1 200 XK
Cont ent - Type: application/alto-costmap+json
Content - Lengt h: 461

{
"meta" : {
"dependent -vtags" : |
{"resource-id": "my-default-network-mp",
"tag": "3ee2cb7e8d63d9f ab71b9b34chf 764436315542¢e"
}
] y
"cost-type" : {},
"multi-cost-types" : |
{"cost-node": "numerical", "cost-nmetric": "routingcost"},
{"cost-node": "numerical", "cost-netric": "shoesize"}
]
}
"cost-map" :
"PID1": { "PIDL1": [1,0], "PID3": [10,5] },
"PID2": { "PID2": [1,0] }
}
}
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5.4. Milti-Cost Filtered Cost Map: Exanple #3

Thi s exanpl e uses extended constraints to linit the response to cost
points with ("routingcost”" <= 10 AND "shoesize" <= 2), OR el se
("routingcost” <= 3 AND "shoesi ze" <= 6). Unlike the previous
exanple, the Client is only interested in the "routingcost" cost type
and uses the "cost-type" paraneter instead of "nmulti-cost-types" to
tell the Server to return scalar costs instead of array costs.

In this exanple, "[0]" means the constraint applies to "routingcost"
because that is the first cost type in the "testabl e-cost-types”
paranmeter. (If "testable-cost-types" is omtted, it is assuned to be
the sanme as "nulti-cost-types".) The choice of using an index to
refer to cost types ains at mnimzing the length of the expression
of constraints, especially for those comnbining several OR and AND
expressions. It was also the shortest path fromthe constraints
design in [ RFC7285].

POST /multi/multicostmap/filtered HITP/ 1.1

Host: al to. exanpl e. com

Accept: application/alto-costnap+json,application/alto-error+json
Cont ent - Type: application/alto-costmapfilter+json

Cont ent - Lengt h: 390

{
"cost-type" : {
"cost-nmode": "numerical", "cost-nmetric": "routingcost"
}1
"testabl e-cost-types" : |
{"cost-node": "nunerical", "cost-metric": "routingcost"},
{"cost-node": "nunerical", "cost-netric": "shoesize"}
]1
"or-constraints": |
["[O] le 10", "[1] le 2"],
["[O] le 3", "[1] le 6"]
]1
"pids" : {
"sres" [ ],
"dsts" : [ ]
}
}
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HTTP/ 1.1 200 K
Cont ent - Type: application/alto-costmap+json
Content - Lengt h: 368

"meta" : {
"dependent -vtags" : |
{"resource-id": "my-default-network-map",
"tag": "3ee2ch7e8d63d9f ab71b9b34chf 764436315542¢e"
}
] 1
"cost-type" : {
"cost-nmode": "nunerical", "cost-netric": "routingcost"
}
"cost-map" : {

"PIDL": { "PID1": 1, "PID3": 10 },
“PID2": { "PID2": 1},
"PID3": { "PID3": 1}
}
}

5.5. Milti-Cost Filtered Cost Map: Example #4

Thi s exanpl e uses extended constraints to linmt the response to c
points with ("routingcost"” <= 10 AND "shoesize" <= 2), OR else
("routingcost" <= 3 AND "shoesize" <= 6). In this exanple, the
Client is interested in the "routingcost" and "sceneryrate" cost
metrics but not in the "shoesize" netric:

POST /multi/extn/costmap/filtered HITP/ 1.1

Host: alto. exanpl e. com

Accept: application/alto-costnap+json,application/alto-error+json
Cont ent - Type: application/alto-costmapfilter+json

Content - Lengt h: 461

{

"mul ti-cost-types" : |
{"cost-node": "numerical", "cost-metric": "routingcost"},
{"cost-node": "numerical", "cost-metric": "sceneryrate"}

I,

"testabl e-cost-types" : |
{"cost-node": "nunerical", "cost-nmetric": "routingcost"},
{"cost-node": "nunerical", "cost-netric": "shoesize"}

1
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"or-constraints": |

["[O] le 10", "[1] le 2"],
["[O] le 3", "[1] le 6"]
] 1
"pids" : {
"sres" [ ],
"dsts" [ ]

}
}

HTTP/ 1.1 200 OK

Cont ent - Type: application/alto-costmap+json
Content - Lengt h: 481

{
"meta" : {
"dependent -vtags" : |
{"resource-id": "my-default-network-map",
"tag": "3ee2ch7e8d63d9f ab71b9b34cbf 764436315542¢e"
}
1,
"cost-type" : {},
"mul ti-cost-types" : |
{"cost-node": "nunerical", "cost-nmetric": "routingcost"},
{"cost-node": "nunerical", "cost-netric": "sceneryrate"}
]
}
"cost - map"
"PIDL": { "PID1": [1,16] "PID3": [10,19] },
"PID2": { "PID2": [1,8] },
"PID3": { "PID3": [1,19] }
}
}

5.6. Endpoint Cost Service

Thi s exanpl e uses the Endpoint Cost Service to retrieve the
"routingcost"” and "shoesize" for selected endpoints, limting the
response to costs with either |ow "shoesize" and reasonabl e
"routingcost” ("shoesize" <= 2 AND "routingcost” <= 10), OR else | ow
"routingcost" and reasonabl e "shoesize" ("routingcost" <= 3 AND
"shoesi ze" <= 6).

POST /nul ti/endpoi ntcost/| ookup HTTP/ 1.1

Host: alto. exanpl e. com

Accept: application/alto-endpointcost+json,
application/alto-error+json
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Content - Type: application/alto-endpoi ncost parans+j son
Cont ent - Lengt h: 455

{
"mul ti-cost-types" : [
{"cost-nmode": "nunerical", "cost-metric": "routingcost"},
{"cost-node": "nunerical", "cost-netric": "shoesize"}
1,
"or-constraints": |
["[O] le 10", "[1] le 2"],
["[O] le 3", "[1] le 6"]
1,
"endpoi nts" : {
"srcs": [ "ipv4:192.0.2.2", "ipv6:2001:db8::1:0 ],
"dsts": |
"ipv4: 192. 0. 2. 89",
"ipv4: 198. 51. 100. 34",
"ipv4: 203. 0. 113. 45",
"ipv6: 2001: db8: : 10"
]
}
}

HTTP/ 1.1 200 K
Content - Lengt h: 419
Cont ent - Type: application/alto-endpoi ntcost +j son

{
"meta" : {
"mul ti-cost-types" : |
{"cost-node": "nunerical", "cost-nmetric": "routingcost"},
{"cost-node": "nunerical", "cost-netric": "shoesize"}
]
}
"endpoi nt - cost - map" : {
"ipv4:192.0.2.2": {
"ipv4:192.0.2.89": [15, 5],
"ipv4: 203.0.113.45": [4, 23]
}
"ipv6: 2001: db8: :1:0": {
"ipv4: 198.51.100. 34": [16, 5],
"ipv6: 2001: db8::10": [10, 2]
}
}
}
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6.

8.

8.

8.

| ANA Consi der ati ons

Thi s docunent does not define any new nedia types or introduce any
new | ANA consi derati ons.

Privacy and Security Considerations

Thi s docunent does not introduce any privacy or security issues not
al ready present in the ALTO protocol

The nmulti-cost optimzation even tends to reduce the on-the-wire data
exchange vol une conpared to nultiple single cost ALTO transacti ons.

Li kewise, the risk related to massive multi-cost requests is
noderated by the fact that nmulti-cost constraints additionally filter
ALTO Server responses and thus reduce their vol une.

Note that, because queries for nultiple nmetrics represent a stronger
fingerprinting signal than queries for a single netric,

i mpl enentations of this protocol may | eak nore infornation about the
ALTO dient than would occur with a succession of individual queries.
Though, in many cases, it would already be possible to Iink those
qgueries by using the source |IP address or other existing information.
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