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Abst r act

In the Resource Public Key Infrastructure (RPKI), Certificate

Aut horities (CAs) publish certificates, including end-entity
certificates, Certificate Revocation Lists (CRLs), and RPKI signed
objects to repositories. Relying Parties retrieve the published
informati on fromthose repositories. This docunent specifies a new
RPKI Repository Delta Protocol (RRDP) for this purpose. RRDP was
specifically designed for scaling. It relies on an Update
Notification File which lists the current Snapshot and Delta Files
that can be retrieved using HTTPS (HTTP over Transport Layer Security
(TLS)), and it enables the use of Content Distribution Networks
(CDNs) or other caching infrastructures for the retrieval of these
files.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8182.
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1

| ntroducti on

In the Resource Public Key Infrastructure (RPKI), Certificate

Aut horities publish certificates [RFC6487], RPKI signed objects

[ RFC6488], manifests [ RFC6486], and CRLs to repositories. CAs may
have an enbedded mechanismto publish to these repositories, or they
nmay use a separate Repository Server and publication protocol. RPK
repositories are currently accessible using the rsync protoco
[RSYNC], allowing Relying Parties to synchronize a | ocal copy of the
RPKI repository used for validation with the renpte repositories

[ RFC6481] .

rsync [ RSYNC] has proven valuable in the early depl oynent of RPKI,
because it allowed operators to gain experience without the need to
i nvent a custom protocol. However, operational experience has
brought concerns to light that we wish to address here:

0 rsync [RSYNC] is designed to limt the anbunt of data that needs
to be transferred between client and server. However, the server
needs to spend significant resources in terns of CPU and nenory
for every connection. This is a problemin an envisioned RPK
depl oyment where thousands of Relying Parties query a small nunber
of central repositories, and it makes these repositories weak to
deni al - of -servi ce attacks.

o A secondary concern is the |lack of supported rsync server and
client libraries. In practice, all inplenentations have to make
systemcalls to an rsync binary. This is inefficient; it
introduces fragility with regards to updates of this binary, makes
it difficult to catch and report problens to operators, and
conplicates software devel opnent and testing.

Thi s docunent specifies an alternative repository access protoco
based on Update Notification, Snapshot, and Delta Files that a
Relying Party can retrieve over the HITPS protocol. This allows
Relying Parties to either performa full (re-)synchronization of
their local copy of the repository using Shapshot Files or use Delta
Files to keep their local repository updated after initia

synchroni zation. W call this the RPKI Repository Delta Protocol, or
RRDP in short.

RRDP was designed to support scaling in RPKI's asymretric depl oynment.
It is consistent (in terns of data structures) with the publication
protocol [RFC8181] and treats publication events of one or nore
repository objects as discrete events that can be communicated to
Relying Parties. This approach helps to mnimze the anbunt of data
that traverses the network and thus hel ps m nimze the amount of tinme
until repository convergence occurs. RRDP also provides a standards-
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3.

3.

based way to obtain consistent, point-in-tinme views of a single
repository, elimnating a nunber of consistency-related issues.
Finally, this approach allows these discrete events to be

conmuni cated as immutable files. This enables Repository Servers to
pre-cal culate these files only once for all clients, thus limting
the CPU and nenory investnents required, and enables the use of a
caching infrastructure to reduce the load on a Repository Server when
a |l arge nunber of Relying Parties are querying it.

Thi s docunent allows the use of RRDP as an additional repository

di stribution mechanismfor RPKI. In time, RRDP may replace rsync

[ RSYNC] as the only mandatory-to-inplenment repository distribution
nechani sm However, this transition is outside of the scope of this
document .

Requi rement s Not ati on
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWVMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here.

RPKI Repository Delta Protocol |nplenentation
1. Informal Overview

Certification Authorities in the RPKI use a Repository Server to
publish their RPKI products, such as manifests, CRLs, signed
certificates, and RPKI-signed objects. This Repository Server may be
renote or enbedded in the Certificate Authority engine itself.
Certificates in the RPKI that use a Repository Server that supports
RRDP i ncl ude a speci al Subject Information Access (SIA) pointer
referring to an Update Notification File.

The Update Notification File includes a globally unique session_id in
the formof a version 4 Universally Unique IDentifier (UU D)

[ RFC4122] and serial nunber that can be used by the Relying Party to
determine if it and the repository are synchroni zed. Furthernore, it
includes a link to the nost recent conpl ete snapshot of current
objects that are published by the Repository Server, and a list of
links to Delta Files, for each revision starting at a point

determ ned by the Repository Server, up to the current revision of
the repository.

A Relying Party that |earns about an Update Notification File
| ocation for the first time can download it and then proceed to
downl oad the | atest Snapshot File, thus creating a |ocal copy of the
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repository that is in sync with the Repository Server. The Relying
Party records the location of this Update Notification File, the
session_id, and the current serial nunber.

Rel ying Parties are encouraged to re-fetch this Update Notification
File at regular intervals, but not nore often than once per m nute.
After re-fetching the Update Notification File, the Relying Party may
find that there are one or nore Delta Files available that allow it
to synchronize its local repository with the current state of the
Repository Server. |If no contiguous chain of deltas fromthe Relying
Party’s serial to the latest repository serial is available, or if
the session_id has changed, the Relying Party perforns a ful
resynchroni zation instead.

As soon as the Relying Party fetches new content in this way, it
could start a validation process. An exanple of a reason why a

Rel ying Party may not choose to do this inmrediately is because it has
| earned of nore than one notification location, and it prefers to
conplete all its updates before validating.

The Repository Server could use a caching infrastructure to reduce
its load, particularly because snapshots and deltas for any given
session_id and serial nunber contain an inmutable record of the state
of the Repository Server at a certain point in tine. For this
reason, these files can be cached indefinitely. Update Notification
Files are polled by Relying Parties to discover if updates exist; for
this reason, Update Notification Files may not be cached for |onger
than one m nute.

3.2. Certificate Authority Use
Certificate Authorities that use RRDP MJST include an instance of an
SI A AccessDescription extension in resource certificates they
produce, in addition to the ones defined in [ RFC6487]:
AccessDescription ::= SEQUENCE {
accessMet hod OBJECT | DENTI FI ER
accesslLocati on General Narme }

Thi s extensi on MJST use an accessMet hod of id-ad-rpkiNotify; see
Section 6:

i d-pkix OBJECT IDENTIFIER ::={ iso(l) identified-organization(3)
dod(6) internet(1l) security(5) nmechanisns(5) pkix(7) }

i d-ad OBJECT IDENTIFIER ::= { id-pkix 48 }

i d- ad-r pki Notify OBJECT IDENTIFIER ::= { id-ad 13 }
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3.

3. 3.

3.

3.

3.

The accessLocati on MUST be an HTTPS URI as defined in [RFC7230] that
will point to the Update Notification File for the Repository Server
that publishes the products of this Certificate Authority
certificate.

Repository Server Use
1. Initialization

VWen the Repository Server initializes, it performs the follow ng
actions:

o The server MJST generate a new random version 4 UU D (see
Section 4.1.3 of [RFC4122]) to be used as the session_id.

o The server MJIST then generate a Snapshot File for serial nunber
ONE for this new session that includes all currently known
publ i shed objects that the Repository Server is responsible for.
Note that this Snapshot File may contain zero publish el enents at
this point if no objects have been subnmitted for publication yet.

o This Snapshot File MJUST be nade available at a URL that is unique
to this session_id and serial nunber, so that it can be cached
indefinitely. The format and cachi ng concerns for Snapshot Files
are explained in nore detail in Section 3.5.2.

o After the Snapshot File has been published, the Repository Server
MUST publish a new Update Notification File that contains the new
session_id, has serial nunber ONE, has one reference to the
Snapshot File that was just published, and contains no delta
references. The format and cachi ng concerns for Update
Notification Files are explained in nore detail in Section 3.5. 1.

2. Publishing Updates

Whenever the Repository Server receives updates froma Certificate
Authority, it MJST generate new snapshot and Delta Files within one

mnute. |f a Repository Server services a |arge nunber of
Certificate Authorities, it MAY choose to combi ne updates from
multiple CAs. |If a Repository Server conbines updates in this way,

it MJUST ensure that publication never postponed for |onger than one
m nute for any of the CAs invol ved.

Updates are processed as foll ows:

o The new repository serial nunmber MJST be one greater than the
current repository serial nunber.
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o

A new Delta File MJUST be generated for this new serial. This
Delta File MJST include all new, replaced, and w thdrawn objects
for multiple CAs, if applicable, as a single change set.

This Delta File MIST be nmade available at a URL that is unique to
the current session_id and serial nunmber, so that it can be cached
indefinitely.

The format and caching concerns for Delta Files are explained in
nore detail in Section 3.5.3.

The Repository Server MJST al so generate a new Snapshot File for
this newserial. This file MJST contain all "publish" el enents
for all current objects.

The Snapshot File MJST be nmade available at a URL that is unique
to this session and new serial, so that it can be cached
indefinitely.

The format and caching concerns for Snapshot Files are expl ai ned
in nmore detail in Section 3.5.2.

Any ol der Delta Files that, when combined with all nore recent
Delta Files, will result in the total size of deltas exceeding the
size of the snapshot MJUST be excluded to avoid that Relying
Parti es downl oad nore data than necessary.

A new Update Notification File MIUST now be created by the
Repository Server. This new Update Notification File MJST include
a reference to the new Snapshot File and all Delta Files sel ected
in the previous steps.

The format and caching concerns for Update Notification Files are
explained in nmore detail in Section 3.5.1.

If the Repository Server is not capable of performng the above for
sonme reason, then it MJST performa full re-initialization, as
expl ai ned above in Section 3.3.1

3. 4.

3. 4.

Rel ying Party Use

Processing the Update Notification File

When a Relying Party perfornms RPKI validation and | earns about a
valid certificate with an SIA entry for the RRDP protocol, it SHOULD
use this protocol as foll ows.
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The Relying Party MJUST downl oad the Update Notification File, unless
an Update Notification File was al ready downl oaded and processed from
the sane location in this validation run or a polling strategy was
used (see Section 3.4.4).

It is RECOWENDED that the Relying Party uses a "User-Agent" header
explained in Section 5.5.3. of [RFC7231] to identify the nane and

version of the Relying Party software used. It is useful to track
capabilities of Relying Parties in the event of changes to the RPK
st andar ds.

When the Relying Party downl oads an Update Notification File, it MJST
verify the file format and validation steps described in

Section 3.5.1.3. |If this verification fails, the file MJST be
rejected and RRDP cannot be used. See Section 3.4.5 for

consi derati ons.

The Relying Party MJST verify whether the session_id matches the |ast
known session_id for this Update Notification File location. Note
that even though the session_id is a random UU D value, it al one MUST
NOT be used by a Relying Party as a unique identifier of a session
but al ways together with the | ocation of the Update Notification
File. The reason for this is that a malicious server can use an

exi sting session_id from anot her Repository Server.

If the session_id matches the | ast known session_id, then a Relying
Party MAY downl oad and process nmissing Delta Files as described in
Section 3.4.2, provided that all Delta Files for serial numnbers
between the | ast processed serial nunber and the current seria
nunber in the Update Notification File can be processed this way.

If the session_id matches the | ast known session_id, but Delta Files
were not used, then the Relying Party MJST downl oad and process the
Snapshot File on the Update Notification File as described in
Section 3.4.3.

If the session_id does not match the | ast known session_id, the

Rel ying Party MJST update its |ast known session_id to the value
specified in the downl oaded Update Notification File. The Relying
Party MJST then downl oad and process the Snapshot File specified in
the downl oaded Update Notification File as described in

Section 3.4.3.
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3.4.2. Processing Delta Files

If an Update Notification File contains a contiguous chain of |inks
to Delta Files fromthe | ast processed serial nunber to the current
serial nunber, then Relying Parties MJST attenpt to downl oad and
process all Delta Files in order of serial nunber as follows.

When the Relying Party downl oads a Delta File, it MJST verify the
file format and perform validation steps described in

Section 3.5.3.3. |If this verification fails, the file MJST be
rej ected.

Furthernore, the Relying Party MUST verify that the hash of the
contents of this file nmatches the hash on the Update Notification
File that referenced it. |In case of a mismatch of this hash, the
file MIST be rejected.

If a Relying Party retrieved a Delta File that is valid according to
the above criteria, it perforns the follow ng actions:

o The Relying Party MJST verify that the session_id matches the
session_id of the Update Notification File. |If the session_id
val ues do not match, the file MJST be rejected.

o The Relying Party MJST verify that the serial nunber of this Delta
File is exactly one greater than the | ast processed serial nunber
for this session_id, and if not, this file MJST be rejected.

o The Relying Party SHOULD add all publish elements to a | oca
storage and update its | ast processed serial nunber to the seria
nunber of this Delta File.

o Wen a Relying Party encounters a "withdraw' elenent, or a
"publish" el ement where an object is replaced, in a delta that it
retrieves froma Repository Server, it MJST verify that the object
to be withdrawn or replaced was retrieved fromthis sane
Repository Server before applying the appropriate action. Failing

to do so will leave the Relying Party vul nerable to nalicious
Repository Servers instructing it to delete or change arbitrary
obj ect s.

If any Delta File is rejected, Relying Parties MJST process the
current Snapshot File instead, as described in Section 3.4.3.
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3.4.3. Processing a Snapshot File

Snapshot Files MJUST only be used if Delta Files are unavail able or
were rejected; for a description of the process, see Section 3.4.1

When the Relying Party downl oads a Snapshot File, it MJST verify the
file format and validation steps described in Section 3.5.2.3. |If
this verification fails, the file MJIST be rejected.

Furthernore, the Relying Party MJST verify that the hash of the
contents of this file matches the hash on the Update Notification
File that referenced it. |In case of a mismatch of this hash, the
file MIST be rejected.

If a Relying Party retrieved a Snapshot File that is valid according
to the above criteria, it perfornms the foll owi ng actions:

o The Relying Party MJST verify that the session_id matches the
session_id of the Update Notification File. |If the session_id
val ues do not match, the file MJST be rejected.

o The Relying Party MJST verify that the serial nunber of this
Snapshot File is greater than the | ast processed serial nunber for
this session_id. |If this fails, the file MJUST be rejected.

0 The Relying Party SHOULD then add all publish elements to a |oca
storage and update its | ast processed serial nunber to the seria
nunber of this Snapshot File.

If a Snapshot File is rejected, it nmeans that RRDP cannot be used.
See Section 3.4.5 for considerations.

3.4.4. Polling the Update Notification File

Once a Relying Party has | earned about the |ocation, session_id, and
| ast processed serial nunber of the repository that uses the RRDP
protocol, the Relying Party MAY start polling the Repository Server
for updates. However, the Relying Party MJST NOT poll for updates
nore often than once every 1 mnute, and in order to reduce data
usage, Relying Parties MJST use the "If-Mdified-Since" header
explained in Section 3.3 of [RFC7232] in requests.

If a Relying Party finds that updates are available, it SHOULD
downl oad and process the file as described in Section 3.4.1 and
initiate a new RPKI object validation process. However, a detailed
description of the RPKI object validation process itself is out of
scope of this docunent.
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3.4.5. Considerations Regarding Operational Failures in RRDP

If a Relying Party experiences any issues with retrieving or
processing any of the files used in this protocol, it will be unable
to retrieve new RPKI data fromthe affected Repository Server.

Rel ying Parties could attenpt to use alternative repository access
mechani sns, if they are available, according to the accessMet hod

el enent val ue(s) specified in the SIA of the associated certificate
(see Section 4.8.8 of [RFC6487]).

Furthernore, Relying Parties may wish to enploy re-try strategies
while fetching RRDP files. Relying Parties are also advised to keep
old objects in their |local cache so that validati on can be done using
ol d objects.

It is also recommendabl e that re-validation and retrieval is
perfornmed pro-actively before manifests or CRLs go stale, or
certificates expire, to ensure that problens on the side of the
Relying Party can be identified and resol ved before they cause nmjor
concerns.

3.5. File Definitions
3.5.1. Update Notification File
3.5.1.1. Purpose

The Update Notification File is used by Relying Parties to discover
whet her any changes exi st between the state of the repository and the
Relying Party’s cache. It describes the location of the files

contai ning the snapshot and increnental deltas, which can be used by
the Relying Party to synchronize with the repository.

3.5.1.2. Cache Concerns

A Repository Server MAY use caching infrastructure to cache the
Update Notification File and reduce the |oad of HTTPS requests.
However, since this file is used by Relying Parties to determ ne
whet her any updates are avail able, the Repository Server SHOULD
ensure that this file is not cached for longer than 1 mnute. An
exception to this rule is that it is better to serve a stale Update
Notification File rather than no Update Notification File.

How this is achieved exactly depends on the caching infrastructure
used. In general, a Repository Server may find certain HITP headers
to be useful, such as: "Cache-Control: max-age=60" (see Section 5.2
of [RFC7234]). Another approach can be to have the Repository Server
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push out new versions of the Update Notification File to the caching
i nfrastructure when appropri ate.

In case of a high load on a Repository Server or its distribution
networ k, the Cache-Control HITP header, or a simlar mechanism MNAY
be used to suggest an optinal (for the Repository Server) pol

interval for Relying Parties. However, setting it to an interva

[ onger than 1 hour is NOT RECOMMENDED. Relying parties SHOULD align
the suggested interval with their operational practices and the
expect ed update frequency of RPKI repository data and MAY discard the
suggest ed val ue.

3.5.1.3. File Format and Validation
Exanmpl e Update Notification File:

<notification xm ns="http://ww.ripe.net/rpki/rrdp"”
versi on="1"
sessi on_i d="9df 4b597- af 9e- 4dca- bdda- 719cce2c4e28"
serial ="3">
<snapshot wuri="https://host/9d-8/3/snapshot.xm " hash="AB"/>
<delta serial="3" uri="https://host/9d-8/3/delta.xm" hash="CD'/>
<delta serial ="2" uri="https://host/9d-8/2/delta.xm " hash="EF"/>
</notification>

Note: URIs and hash values in this exanple are shortened because of
formatting.

The foll owing validation rules MIST be observed when creating or
parsi ng Update Notification Files:

0 A Relying Party MUST reject any Update Notification File that is
not well-formed or does not conformto the RELAX NG schema
outlined in Section 3.5.4 of this docunent.

o The XM. nanespace MJST be "http://ww.ripe.net/rpki/rrdp".

o The encoding MJST be "US-ASClI|".

o0 The version attribute in the notification root el enent MJST be
",

0 The session_id attribute MJUST be a random version 4 UU D
[ RFC4122], unique to this session

o The serial attribute MJST be an unbounded, unsigned positive
integer in decimal format indicating the current version of the
repository.
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o The Update Notification File MJST contain exactly one ’'snapshot’
el enent for the current repository version.

o If delta elenents are included, they MJST forma contiguous
sequence of serial nunbers starting at a revision determ ned by
the Repository Server, up to the serial nunber nentioned in the
notification element. Note that the el enents nmay not be ordered

o The hash attribute in snapshot and delta el ements MJST be the
hexadeci mal encodi ng of the SHA-256 [ SHS] hash of the referenced
file. The Relying Party MJST verify this hash when the file is
retrieved and reject the file if the hash does not match.

3.5.2. Snapshot File
3.5.2.1. Purpose

A snapshot is intended to reflect the conplete and current contents
of the repository for a specific session and version. Therefore, it
MUST contain all objects fromthe repository current as of the tine
of the publication.

3.5.2.2. Cache Concerns

A snapshot reflects the content of the repository at a specific point
intine; for that reason, it can be considered i mmutabl e data.
Snapshot Files MJST be published at a URL that is unique to the

speci fic session and seri al

Because these fil es never change, they MAY be cached indefinitely.
However, in order to prevent these files fromusing a |ot of space in
the caching infrastructure, it is RECOWENDED that a linmted interva
is used in the order of hours or days.

To avoid race conditions where a Relying Party downl oads an Updat e
Notification File nonents before it’'s updated, Repository Servers
SHOULD retain old Snapshot Files for at least 5 minutes after a new
Update Notification File is published.
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3.5.2.3. File Format and Validation

Exanpl e Snapshot Fil e:

<snapshot xm ns="http://ww.ripe.net/rpki/rrdp"
versi on="1"
sessi on_i d="9df 4b597- af 9e- 4dca- bdda- 719cce2c4e28"
serial ="2">
<publ i sh uri="rsync://rpki.ripe.net/Alicel/Bob.cer">
ZXhhbXBsZTE=
</ publ i sh>
<publish uri="rsync://rpki.ripe.net/Aice/Alice.nft">
ZXhhbXBsZTI =
</ publ i sh>
<publish uri="rsync://rpki.ripe.net/Aice/Aice.crl">
ZXhhbXBsZTM=
</ publ i sh>
</ snapshot >

The following rules MIST be observed when creating or parsing
Snapshot Files:

o

A Relying Party MJST reject any Snapshot File that is not well -
fornmed or does not conformto the RELAX NG schemn outlined in
Section 3.5.4 of this docunent.

The XML namespace MJST be "http://ww ripe.net/rpki/rrdp".
The encodi ng MJUST be "US-ASCI|*".

The version attribute in the notification root el enent MJST be
e

The session_id attribute MUST match the expected session_id in the
reference in the Update Notification File.

The serial attribute MJUST match the expected serial in the
reference in the Update Notification File.

Note that the publish element is simlar to the publish el ement
defined in the publication protocol [RFC8181]. However, the "tag"
attribute is not used here because it is not relevant to Relying
Parties. The "hash" attribute is not used here because this file
represents a conplete current state of the repository; therefore
it is not relevant to know which existing RPKI object (if any) is
updat ed.

Bruijnzeels, et al. St andards Track [ Page 14]



RFC 8182 The RPKI Repository Delta Protocol (RRDP) July 2017

3.5.3. Delta File
3.5.3.1. Purpose

An increnental Delta File contains all changes for exactly one seria
i ncrenent of the Repository Server. |In other words, a single delta
will typically include all the new objects, updated objects, and

wi t hdrawn objects that a Certification Authority sent to the
Repository Server. In its sinplest form the update could concern
only a single object, but it is RECOWENDED t hat CAs send all changes
for one of their key pairs (updated objects as well as a new manifest
and CRL) as one atom c update nessage.

3.5.3.2. Cache Concerns

Deltas reflect the difference between two consecutive versions of a
repository for a given session. For that reason, deltas can be
considered immutable data. Delta Files MJST be published at a URL
that is unique to the specific session and seri al

Because these files never change, they MAY be cached indefinitely.
However, in order to prevent these files fromusing a |lot of space in
the caching infrastructure, it is RECOWENDED that a limted interva
is used in the order of hours or days.

To avoid race conditions where a Relying Party downl oads an Updat e
Notification File nonents before it’s updated, Repository Servers
SHOULD retain old Delta Files for at least 5 minutes after they are
no | onger included in the |atest Update Notification File.
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3.5.3.3. File Format and Validation
Example Delta File:

<delta xm ns="http://ww.ripe.net/rpki/rrdp"
versi on="1"
sessi on_i d="9df 4b597- af 9e- 4dca- bdda- 719cce2c4e28"
serial ="3">
<publish uri="rsync://rpki.ripe.net/repo/Alice/Aice.nft"
hash="50d8. . . 545c" >
ZXhhbXBsZTQx
</ publ i sh>
<publish uri="rsync://rpki.ripe.net/repo/Alice/Aice.crl"
hash="5f b1l. .. 6a56" >
ZXhhbXBsZTU=
</ publ i sh>
<wi t hdraw uri ="rsync://rpki.ripe.net/repo/Alicel/Bob.cer"
hash="caeb. .. 15c1"/ >
</ del ta>

Note that a formal RELAX NG specification of this file format is
included later in this document. A Relying Party MJST NOT process
any Delta File that is inconplete or not well-forned.

The followi ng validation rules MJST be observed when creating or
parsing Delta Fil es:

0 A Relying Party MIST reject any Delta File that is not well-formed
or does not conformto the RELAX NG schema outlined in
Section 3.5.4 of this docunent.

o The XM. nanmespace MJST be "http://ww.ripe.net/rpki/rrdp".

o The encoding MJST be "US-ASClI|".

o The version attribute in the delta root el enent MJUST be "1".

0 The session_id attribute MUST be a random version 4 UU D uni que to
this session.

0 The session_id attribute MIUST match the expected session_id in the
reference in the Update Notification File.

o The serial attribute MJST match the expected serial in the
reference in the Update Notification File.
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o Note that the publish elenent is simlar to the publish el enent
defined in the publication protocol [RFC8181]. However, the "tag"
attribute is not used here because it is not relevant to Relying
Parties.

3.5.4. XM Schemmn

The following is a RELAX NG conpact form schema describing version 1
of this protocol

#
# RELAX NG schema for the RPKI Repository Delta Protocol (RRDP).
#

default nanmespace = "http://www. ripe.net/rpki/rrdp"
versi on = xsd: positivel nteger { maxIncl usive="1" }
serial = xsd: positivelnteger
uri = xsd: anyURl
uui d = xsd: string { pattern = "[\-0-9a-fA-F] +" }
hash = xsd: string { pattern = "[0-9a-fA-F] +" }
base64 = xsd: base64Bi nary
# Notification File: lists current snapshots and deltas.
start |= element notification {

attribute version { version },

attribute session_id { uuid },

attribute serial { serial },

el enent snapshot {
attribute uri  { uri },
attribute hash { hash }

} 7

el ement delta {
attribute serial { serial },

attribute uri { uri },
attribute hash { hash }
}*
}
# Snhapshot segnent: think DNS AXFR
start | = el ement snapshot {
attribute version { version },
attribute session_id { uuid },
attribute serial { serial },
el ement publish {

attribute uri { uri },
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base64
}*
}

# Delta segnent: think DNS | XFR

start |= element delta {
attribute version { version },
attribute session_id { uuid },
attribute serial { serial },
del ta_el enent +

}

delta_elenment |= el ement publish {
attribute uri  { uri },
attribute hash { hash }?,
base64

}

delta_elenent |= el enent withdraw {
attribute uri { uri },
attribute hash { hash }

}

# Local Vari abl es:

# i ndent -t abs- node: ni

# coment-start: "# "

# comment-start-skip: "# \t]*"
# End:

4. QOperational Considerations
4.1. Conpatibility with previous standards

Thi s protocol has been designed to replace rsync as a distribution
mechani sm of an RPKI repository. However, it is also designed to
coexist with existing inplenentations based on rsync, to enable
snooth transition fromone distribution nechanismto anot her

For every repository object listed in the Snapshot and Delta Fil es,
both the hash of the object’s content and the rsync URI [RFC5781] of
its location in the repository are listed. This nakes it possible to
di stribute the sane RPKI repository, represented by a set of files on
a filesystem using both rsync and RRDP. It al so enabl es Relying
Parties tools to query, conbine, and consequently validate objects
fromrepositories of different types.
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4.2. Distribution Considerations

One of the design goals of RRDP was to nminimze |oad on a Repository
Server while serving clients. To achieve this, neither the content
nor the URLs of the Snapshot and Delta Files are nodified after they
have been published in the Update Notification File. This allows
their effective distribution by using either a single HTTP server or
a CDN

The RECOMMVENDED way for Relying Parties to keep up with the
repository updates is to poll the Update Notification File for
changes. The content of that file is updated with every new seri al
version of a repository (while its URL remains stable). To
effectively inplenment distribution of the Update Notification File,
an "If-Mdified-Since" HITP request header is required to be present
in all requests for the Update Notification File (see Section 3.4.4).
Therefore, it is RECOWENDED that Relying Party tools inplement a
mechani smto keep track of a previous successful fetch of an Update
Notification File.

| npl enent ati ons of RRDP shoul d al so take care of not produci ng new
versions of the repository (and subsequently, new Update
Notification, Snapshot, and Delta Files) too often. Usually the

mai nt enance of the RPKI repository includes regul ar updates of

mani fest and CRL objects perforned on a schedule. This often results
in bursts of repository updates during a short period of time. Since
the Relying Parties are required to poll for the Update Notification
File not nore often than once per nminute (Section 3.4.4), it is not
practical to generate new serial versions of the repository nuch nore
often than 1 per mnute. It is allowed to conmbine nultiple updates,
possibly fromdifferent CAs, into a new serial repository version
(Section 3.3.2). This will significantly shorten the size of the
Update Notification File and total anpbunt of data distributed to al
Rel ying Parties.

4.3. HITPS Consi derati ons

Note that a Man in the Mddle (MTM cannot produce validly signed
RPKI data but can performw thhold or replay attacks targeting a
Relying Party and keep the Relying Party fromlearni ng about changes
in the RPKI. Because of this, Relying Parties SHOULD do TLS
certificate and host nane validation when they fetch froman RRDP
Repository Server.

Rel ying Party tools SHOULD | og any TLS certificate or host name
val idation issues found, so that an operator can investigate the
cause. However, such validation issues are often due to

configuration errors or a |lack of a comobn TLS trust anchor. In
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these cases, it is better if the Relying Party retrieves the signed
RPKI data regardless and performs validation on it. Therefore, the
Rel ying Party MJST continue to retrieve the data in case of errors.
The Relying Party MAY choose to | og encountered i ssues only when
fetching the Update Notification File, but not when it subsequently
fetches Snapshot or Delta Files fromthe same host. Furthernore, the
Rel ying Party MAY provide a way for operators to accept untrusted
connections for a given host, after the cause has been identified.

It is RECOWENDED that Relying Parties and Repository Servers foll ow
the Best Current Practices outlined in [ RFC7525] on the use of HITP
over TLS (HTTPS) [ RFC7230]. Relying Parties SHOULD do TLS
certificate and host nane validation using subject A tNanme dNSNane
identities as described in [RFC6125]. The rul es and gui delines
defined in [RFC6125] apply here, with the foll ow ng considerations:

0 Relying Parties and Repository Servers SHOULD support the DNS-1D
identifier type. The DNS-ID identifier type SHOULD be present in
Repository Server certificates.

o DNS nanes in Repository Server certificates SHOULD NOT contain the
wi | dcard character "*".

o A Conmmon Nane (CN) field nay be present in a Repository Server
certificate' s subject nane but SHOULD NOT be used for
aut hentication within the rules described in [ RFC6125].

o This protocol does not require the use of SRV-IDs.
o This protocol does not require the use of URI-IDs.

Not e, however, that this validation is done on a best-effort basis
and serves to highlight potential issues, but RPKI object security
does not depend on this. Therefore, Relying Parties MAY deviate from
the validation steps |listed above.

5. Security Considerations

RRDP deal s exclusively with the transfer of RPKI objects froma
Repository Server to a Relying Party. The trust relation between a
Certificate Authority and its Repository Server is out of scope for
this docunent. However, it should be noted that froma Relying Party
point of view, all RPKI objects (certificates, CRLs, and objects

wr apped in Cryptographi c Message Syntax (CWVS)) are already covered by
obj ect security mechani sms including signed manifests. This allows
val idation of these objects even though the Repository Server itself
is not trusted. This docunent nakes no change to RPKI validation
procedures per se.
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The original RPKI transport protocol is rsync, which offers no
channel security nechanism RRDP replaces the use of rsync by HTTPS;
whil e the channel security mechani sm underlying RRDP (HTTPS) is not a
cure-all, it does nmake some forms of denial-of-service attacks nore
difficult for the attacker. HITPS issues are discussed in nore
detail in Section 4.3.

Supporting both RRDP and rsync necessarily increases the nunber of
opportunities for a malicious RPKI Certificate Authority to perform
deni al -of -servi ce attacks on Relying Parties, by expanding the number
of URIs which the Relying Party may need to contact in order to
conplete a validation run. However, other than the relative cost of
HTTPS versus rsync, adding RRDP to the nix does not change this
picture significantly: with either RRDP or rsync a malicious
Certificate Authority can supply an effectively infinite series of
URIs for the Relying Party to follow. The only real solution to this
is for the Relying Party to apply sone kind of bound to the amount of
work it is willing to do. Note also that the attacker in this
scenario nust be an RPKI Certificate Authority; otherw se, the nornal
RPKI obj ect security checks would reject the malicious URs.

Processing costs for objects retrieved using RRDP may be sonewhat
different fromthe same objects retrieved using rsync: because RRDP
treats an entire set of changes as a unit (one "delta"), it may not
be practical to start processing any of the objects in the delta
until the entire delta has been received. Wth rsync, by contrast,

i ncrenental processing nay be easy, but the overall cost of transfer
may be higher, as nmay be the nunber of corner cases in which the
Relying Party retrieves sone but not all of the updated objects.
Overall, RRDP's behavior is closer to a proper transactional system
whi ch (probably) leads to an overall reliability increase

RRDP i s designed to scale nuch better than rsync. |In particular
RRDP i s designed to allow use of an HTTPS caching infrastructure to
reduce |l oad on primary Repository Servers and increase resilience
agai nst deni al -of -service attacks on the RPKI publication service.

6. | ANA Consi derations
| ANA has updated the reference for id-ad-rpkiNotify to point to this

docunent in the "SM Security for PKI X Access Descriptor” registry
[ I ANA- AD- NUMBERS] .
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