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Abst r act

Many protocols nake use of points of extensibility that use constants
to identify various protocol paraneters. To ensure that the val ues
in these fields do not have conflicting uses and to pronote
interoperability, their allocations are often coordi nated by a
central record keeper. For |IETF protocols, that role is filled by
the Internet Assigned Numbers Authority (1 ANA)

To make assignnents in a given registry prudently, guidance

descri bing the conditions under whi ch new val ues shoul d be assi gned,
as well as when and how nodi fications to existing values can be nade,
is needed. This document defines a framework for the documentation
of these guidelines by specification authors, in order to assure that
the provi ded gui dance for the | ANA Consi derations is clear and
addresses the various issues that are likely in the operation of a
registry.

This is the third edition of this docunent; it obsol etes RFC 5226.
Status of This Meno

This menmo docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force

(IETF). It represents the consensus of the |IETF conmunity. It has

recei ved public review and has been approved for publication by the

Internet Engineering Steering Goup (IESG. Further information on

BCPs is available in Section 2 of RFC 7841.

I nformati on about the current status of this docurment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc8126
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1

1

| ntroducti on

Many protocols make use of points of extensibility that use constants
to identify various protocol paranmeters. To ensure that the val ues
in these fields do not have conflicting uses and to pronote
interoperability, their allocations are often coordi nated by a
central record keeper. The Protocol field in the | P header [RFC791]
and M ME nedi a types [RFC6838] are two exanpl es of such
coordi nati ons.

The | ETF sel ects an | ANA Functions Operator (IFO for protoco
paraneters defined by the IETF. In the contract between the | ETF and
the current 1FO (1 CANN), that entity is referred to as the | ANA
PROTOCOL PARAMETER SERVI CES Operator, or |IPPSO  For consistency with
past practice, the IFOor IPPSOis referred to in this docunment as

"1 ANA" [ RFC2860] .

In this docunent, we call the range of possible values for such a
field a "nanespace". The binding or association of a specific val ue
with a particular purpose within a nanespace is called an assi gnment
(or, variously: an assigned nunber, assigned val ue, code point,
protocol constant, or protocol parameter). The act of assignment is
called a registration, and it takes place in the context of a
registry. The terns "assignnent” and "registration" are used

i nt erchangeably throughout this docunent.

To make assignnents in a given namespace prudently, guidance

descri bing the conditions under whi ch new val ues shoul d be assi gned,
as well as when and how nodi fications to existing values can be nade,
is needed. This docunment defines a framework for the docunentation
of these guidelines by specification authors, in order to assure that
the gui dance for the | ANA Considerations is clear and addresses the
various issues that are likely in the operation of a registry.

Typically, this information is recorded in a dedicated section of the
specification with the title "I ANA Considerations".

1. Keep | ANA Considerations for | ANA

The purpose of having a dedicated | ANA Consi derations section is to

provide a single place to collect clear and concise information and

instructions for ANA. Technical docunentation should reside in

ot her parts of the docunment; the | ANA Considerations should refer to
these other sections by reference only (as needed). Using the | ANA
Consi derations section as primary technical docurmentation both hides
it fromthe target audi ence of the docunent and interferes with

| ANA's review of the actions they need to take.
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An ideal | ANA Considerations section clearly enunerates and specifies
each requested | ANA action; includes all information | ANA needs, such
as the full names of all applicable registries; and includes clear
references to el sewhere in the docunent for other information

The 1 ANA actions are normally phrased as requests for | ANA (such as,
"I ANA is asked to assign the value TBD1 fromthe Frobozz
Registry..."); the RFC Editor will change those sentences to reflect
the actions taken ("I ANA has assigned the value 83 fromthe Frobozz
Registry...").

1.2. For Updated Information

| ANA mai ntains a web page that includes additional clarification

i nformati on beyond what is provided here, such as mi nor updates and
summary gui dance. Document aut hors shoul d check that page. Any
significant updates to the best current practice will have to feed
into updates to BCP 26 (this docunent), which is definitive

<https://iana.org/ hel p/ protocol -regi strati on>
1.3. A Quick Checklist Upfront

It's useful to be familiar with this docunent as a whole. But when
you return for quick reference, here are checklists for the nost
conmon things you'll need to do and references to help with the |ess
conmon ones.

In general ..

1. Put all the infornmation that ANA will need to know into the
"I ANA Consi derations" section of your docunment (see Section 1.1).

2. Try to keep that section only for information to | ANA and to
desi gnat ed expert reviewers; put significant technica
information in the appropriate technical sections of the docunent
(see Section 1.1).

3. Note that the IESG has the authority to resolve issues with | ANA
registrations. |If you have any questions or problenms, you should
consult your docunent shepherd and/or working group chair, who
may ultimately involve an Area Director (see Section 3.3).
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If you are creating a new registry...

1

G ve the registry a descriptive name and provide a brief
description of its use (see Section 2.2).

Identify any registry grouping that it should be part of (see
Section 2.1).

Clearly specify what information is required in order to register
new itens (see Section 2.2). Be sure to specify data types,
| engths, and valid ranges for fields.

Specify the initial set of itens for the registry, if applicable
(see Section 2.2).

Make sure the change control policy for the registry is clear to
| ANA, in case changes to the format or policies need to be made
| ater (see Sections 2.3 and 9.5).

Select a registration policy -- or a set of policies -- to use
for future registrations (see Section 4, and especially note
Sections 4.11 and 4.12).

If you're using a policy that requires a designated expert
(Expert Review or Specification Required), understand Section 5
and provi de review gui dance to the designated expert (see
Section 5.3).

If any itenms or ranges in your registry need to be reserved for
special use or are otherw se unavail able for assignnent, see
Section 6.

If you are registering into an existing registry...

1

Cot t on,

Clearly identify the registry by its exact name and optionally by
its URL (see Section 3.1).

If the registry has nultiple ranges from whi ch assi gnnents can be
made, maeke it clear which range is requested (see Section 3.1).

Avoi d using specific values for nuneric or bit assignments, and
et 1ANA pick a suitable value at registration tine (see
Section 3.1). This will avoid registration conflicts anong
mul ti pl e docunents.
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4. For "reference" fields, use the docunent that provides the best
and nmost current docunmentation for the item being registered.
I ncl ude section nunmbers to nmake it easier for readers to |ocate
the rel evant documentation (see Sections 3.1 and 7).

5. Look up (in the registry’'s reference docunment) what information
is required for the registry and accurately provide all the
necessary information (see Section 3.1).

6. Look up (in the registry’'s reference docunent) any special rules
or processes there may be for the registry, such as posting to a
particular mailing list for corment, and be sure to follow the
process (see Section 3.1).

7. If the registration policy for the registry does not already
dictate the change control policy, make sure it’s clear to | ANA
what the change control policy is for the item in case changes
to the registration need to be made | ater (see Section 9.5).

If you're witing a "bis" document or otherw se maki ng ol der
document s obsol ete, see Section 8.

If you need to make an early registration, such as for supporting
test inplenentations during docunment devel opnent, rather than waiting
for your docunent to be finished and approved, see [RFC7120].

If you need to change the format/contents or policies for an existing
registry, see Section 2.4.

If you need to update an existing registration, see Section 3.2.

If you need to close down a registry because it is no |onger needed,
see Section 9.6.

2. Creating and Revising Registries

Defining a registry involves describing the nanmespaces to be created,
listing an initial set of assignnments (if applicable), and
docunenti ng gui delines on how future assignnents are to be nade.

VWhen defining a registry, consider structuring the nanespace in such
a way that only top-level assignments need to be made with centra
coordi nation, and those assignnents can del egate | ower-|eve

assi gnments so coordination for themcan be distributed. This

| essens the burden on | ANA for dealing with assignments, and is
particularly useful in situations where distributed coordinators have
better know edge of their portion of the namespace and are better
suited to handling those assignnments.
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2.1. Organization of Registries
Al registries are anchored fromthe | ANA "Protocol Registries" page:
<https://wwv. i ana. or g/ prot ocol s>

That page lists registries in protocol category groups, placing
related registries together and making it easier for users of the
registries to find the necessary information. Cicking on the title
of one of the registries on the | ANA Protocol Registries page wll
take the reader to the details page for that registry.

Unfortunately, we have been inconsistent in how we refer to these
entities. The group nanes, as they are referred to here, have been
variously called "protocol category groups", "groups", "top-leve
registries", or just "registries". The registries under them have
been called "registries"” or "sub-registries”.

Regardl ess of the terni nol ogy used, docunment authors should pay
attention to the registry groupings, should request that rel ated
regi stries be grouped together to nmake related registries easier to
find, and, when creating a new registry, should check whet her that
registry mght best be included in an existing group. That grouping
i nformati on should be clearly communicated to IANA in the registry
creation request.

2.2. Docunentation Requirements for Registries

Docunments that create a new nanespace (or nodify the definition of an
exi sting space) and that expect IANA to play a role in nmmaintaining
that space (serving as a repository for registered val ues) nust
provide clear instructions on details of the nanespace, either in the
| ANA Consi derations section or referenced fromit.

In particular, such instructions nust include:
The nane of the registry

This name will appear on the | ANA web page and will be referred to
in future docunents that need to allocate a value fromthe new
space. The full nane (and abbreviation, if appropriate) should be
provided. It is highly desirable that the chosen nane not be
easily confused with the nanme of another registry.

When creating a registry, the group that it is a part of nust be

identified using its full nane, exactly as it appears in the
Protocol Registries |ist.
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Providing a URL to precisely identify the registry hel ps | ANA
understand the request. Such URLs can be renoved fromthe RFC
prior to final publication or left in the docunent for reference.
If you include iana.org URLs, I ANA will provide corrections, if
necessary, during their review

Required information for registrations

This tells registrants what information they have to include in
their registration requests. Sone registries require only the
requested value and a reference to a docunent where use of the
value is defined. Qher registries require a nore detail ed
registration tenplate that describes rel evant security

consi derations, internationalization considerations, and ot her
such information.

Applicable registration policy

The policy that will apply to all future requests for
registration. See Section 4.

Size, format, and syntax of registry entries

What fields to record in the registry, any technical requirenents
on registry entries (valid ranges for integers, length limtations
on strings, and such), and the exact format in which registry

val ues shoul d be di spl ayed. For numeric assignnents, one should
speci fy whether values are to be recorded in decimal, in

hexadeci mal, or in sone other format.

Strings are expected to be ASCII, and it should be clearly
speci fied whether case matters, and whether, for exanple, strings
shoul d be shown in the registry in uppercase or |owercase.

Strings that represent protocol paraneters will rarely, if ever,
need to contain non-ASCI| characters. |If non-ASCI| characters are
really necessary, instructions should make it very clear that they
are allowed and that the non-ASCI| characters should be
represented as Uni code characters using the "(U+XXXX)" convention
Anyone creating such a registry should think carefully about this
and consider internationalization advice such as that in

[ RFC7564], Section 10.
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Initial assignments and reservations

Any initial assignments or registrations to be included. In
addi tion, any ranges that are to be reserved for "Private Use",
"Reserved", "Unassigned", etc. (see Section 6) should be

i ndi cat ed.

For exanpl e, a docunent might specify a new registry by including:

X. | ANA Consi der ati ons

Thi s docunent defines a new DHCP option, entitled "FooBar" (see
Section y), and assigns a value of TBD1 fromthe DHCP Option space
<https://wwv. i ana. or g/ assi gnnent s/ boot p- dhcp- par anet er s>
[ RFC2132] [ RFC2939]:
Dat a
Tag Nane Length Meani ng

TBD1 FooBar N FooBar server

The FooBar option al so defines an 8-bit FooType field, for which
IANA is to create and maintain a new registry entitled

"FooType val ues" used by the FooBar option. Initial values for the
DHCP FooBar FooType registry are given below, future assignnents
are to be made t hrough Expert Review [BCP26]. Assignnments consi st
of a DHCP FooBar FooType name and its associ ated val ue.

Val ue DHCP FooBar FooType Nane Definition

0 Reserved

1 Frobnitz RFCXXXX, Section y.1
2 Ni t zFrob RFCXXXX, Section y.2
3-254 Unassi gned

255 Reserved

For exanpl es of docunents that establish registries, consult
[ RFC3575], [RFC3968], and [ RFC4520].

Any tinme | ANA includes nanes and contact information in the public
regi stry, sone individuals mght prefer that their contact

i nformati on not be nmade public. In such cases, arrangenents can be
made with 1 ANA to keep the contact information private.
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2.3. Specifying Change Control for a Registry

Regi stry definitions and registrations within registries often need
to be changed after they are created. The process of making such
changes is conmplicated when it is unclear who is authorized to make
the changes. For registries created by RFCs in the | ETF stream
change control for the registry lies by default with the IETF, via
the IESG The sanme is true for value registrations nade in | ETF-
st ream RFCs.

Because registries can be created and regi strations can be made
outside the | ETF stream it can sonetines be desirable to have change
control outside the |IETF and | ESG and cl ear specification of change
control policies is always hel pful.

It is advised, therefore, that all registries that are created
clearly specify a change control policy and a change controller. It
is also advised that registries that allow registrations from outside
the I ETF streaminclude, for each value, the designation of a change
controller for that value. |If the definition or reference for a

regi stered val ue ever needs to change, or if a registered val ue needs
to be deprecated, it is critical that | ANA know who is authorized to
make the change. For exanple, the Media Types registry [ RFC6838]

i ncludes a "Change Controller" in its registration tenplate. See

al so Section 9.5.

2.4. Revising Existing Registries

Updating the registration process or making changes to the format of
an already existing (previously created) registry (whether created
explicitly or inplicitly) follows a process simlar to that used when
creating a newregistry. That is, a docunent is produced that nakes
reference to the existing nanespace and then provi des detail ed

gui dance for handling assignnents in the registry or detailed

i nstructions about the changes required.

If a change requires a new colum in the registry, the instructions
need to be clear about how to populate that colum for the existing
entries. Oher changes may require simlar clarity.

Such docunents are normally processed with the sane docunent status
as the docunment that created the registry. Under some circunstances,
such as with a straightforward change that is clearly needed (such as
adding a "status" colum), or when an earlier error needs to be
corrected, the | ESG nay approve an update to a registry without
requiring a new docunent.
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Exanpl e docunents that updated the guidelines for assignments in
pre-existing registries include: [RFC6895], [RFC3228], and [ RFC3575].

3. Registering New Values in an Existing Registry
3.1. Docunentation Requirements for Registrations

O'ten, docunents request an assignnent in an existing registry (one
created by a previously published docunent).

Such docunents should clearly identify the registry into which each
value is to be registered. Use the exact registry nane as |listed on
the | ANA web page, and cite the RFC where the registry is defined.
When referring to an existing registry, providing a URL to precisely
identify the registry is helpful (see Section 2.2).

There is no need to mention what the assignnent policy is when making
new assi gnnents in existing registries, as that should be clear from
the references. However, if nultiple assignnent policies nmght

apply, as in registries with different ranges that have different
policies, it is inmportant to make it clear which range is being
requested, so that 1 ANA will know which policy applies and can assign
a value in the correct range.

Be sure to provide all the information required for a registration,
and foll ow any special processes that are set out for the registry.
Regi stries sonetimes require the conpletion of a registration
tenplate for registration or ask registrants to post their request to
a particular mailing list for discussion prior to registration. Look
up the registry's reference docunent: the required information and
speci al processes shoul d be docunented there.

Normal Iy, nurmeric values to be used are chosen by | ANA when the
docunent is approved; drafts should not specify final values.

I nst ead, pl acehol ders such as "TBD1" and "TBD2" shoul d be used
consi stently throughout the docunent, giving each itemto be

regi stered a different placeholder. The | ANA Considerations should
ask the RFC Editor to replace the placehol der names with the | ANA-
assi gned val ues. Wen drafts need to specify nuneric val ues for
testing or early inplementations, they will either request early

al l ocation (see Section 3.4) or use values that have al ready been set
aside for testing or experinmentation (if the registry in question
allows that without explicit assignment). It is inportant that
drafts not choose their own val ues, |est | ANA assignh one of those
val ues to another docunment in the neantine. A draft can request a
specific value in the | ANA Considerations section, and | ANA w ||
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accommodat e such requests when possi ble, but the proposed nunber
m ght have been assigned to sonme other use by the tine the draft is
approved.

Normal |y, text-string values to be used are specified in the
docunent, as collisions are less likely with text strings. |ANA wil]|
consult with the authors if there is, in fact, a collision, and a
different value has to be used. Wen drafts need to specify string
val ues for testing or early inplenmentations, they sonetinmes use the
expected final value. But it is often useful to use a draft value

i nstead, possibly including the draft version number. This allows
the early inplenmentations to be distinguished fromthose inplenenting
the final version. A document that intends to use "foobar" in the
final version mght use "foobar-testing-draft-05" for the -05 version
of the draft, for exanple.

For some registries, there is a |ong-standing policy prohibiting

assi gnment of nanmes or codes on a vanity or organi zati on-nane basis.
For exanple, codes might always be assigned sequentially unless there
is a strong reason for making an exception. Nothing in this document
is intended to change those policies or prevent their future
appl i cati on.

As an exanple, the followi ng text could be used to request assignnent
of a DHCPv6 option nunber:

| ANA i s asked to assign an option code value of TBD1 to the DNS
Recursi ve Name Server option and an option code value of TBD2 to
the Domain Search List option fromthe DHCP opti on code space
defined in Section 24.3 of RFC 3315.

The | ANA Consi derati ons section should summarize all of the | ANA
actions, with pointers to the relevant sections el sewhere in the
docunent as appropriate. Including section nunbers is especially
useful when the reference docurment is large; the section nunbers wll
nmake it easier for those searching the reference docunent to find the
rel evant information.

When multiple values are requested, it is generally helpful to

i nclude a summary table of the additions/changes. It is also helpfu
for this table to be in the same format as it appears or will appear
on the 1 ANA web site. For exanple:

Val ue Descri ption Ref er ence

TBD1 Foobar this RFC, Section 3.2
TBD2 Gunbo this RFC, Section 3.3
TBD3 Banana this RFC, Section 3.4
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3.

3.

2.

3.

Note: In cases where authors feel that including the full table of
changes is too verbose or repetitive, authors should still include
the table in the draft, but may include a note asking that the table
be renoved prior to publication of the final RFC

Updating Existing Registrations

Even after a nunber has been assigned, sone types of registrations
contain additional information that may need to be updated over tine.

For exanple, M ME nedia types, character sets, and | anguage tags
typically include nore information than just the regi stered val ue
itself, and may need updates to itens such as point-of-contact

i nformation, security issues, pointers to updates, and literature
ref erences.

In such cases, the docunment defining the namespace must clearly state
who is responsible for maintaining and updating a registration
Depending on the registry, it nmay be appropriate to specify one or
nore of:

o Letting registrants and/or nom nated change control |l ers update
their own registrations, subject to the sane constraints and
review as with new registrations.

o Allowi ng attachnent of comrents to the registration. This can be
useful in cases where others have significant objections to a
regi stration, but the author does not agree to change the
regi stration.

o Designating the |ESG a designated expert, or another entity as
having the right to change the registrant associated with a
regi stration and any requirenents or conditions on doing so. This
is minly to get around the probl emwhen a regi strant cannot be
reached in order to make necessary updates.

Overriding Regi stration Procedures

Experi ence has shown that the docunented | ANA considerations for

i ndi vi dual protocols do not always adequately cover the reality of
registry operation or are not sufficiently clear. In addition
document ed | ANA consi derations are sonetinmes found to be too
stringent to all ow even worki ng group docunents (for which there is
strong consensus) to performa registration in advance of actual RFC
publ i cati on.
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3. 4.

Cot

In order to all ow assignnents in such cases, the |[ESGis granted
authority to override registration procedures and approve assignnents
on a case-by-case basis.

The intention here is not to overrule properly docunented procedures
or to obviate the need for protocols to properly docurment their | ANA
considerations. Rather, it is to permt assignnments in specific
cases where it is obvious that the assignnent should just be nade,
but updating the | ANA process beforehand is too onerous.

VWen the IESGis required to take action as descri bed above, it is a
strong indicator that the applicable registration procedures should
be updated, possibly in parallel with the work that instigated it.

I ANA al ways has the discretion to ask the I ESG for advice or

i ntervention when they feel it is needed, such as in cases where
policies or procedures are unclear to them where they encounter

i ssues or questions they are unable to resolve, or where registration
requests or patterns of requests appear to be unusual or abusive.

Early Al locations

I ANA normal |y takes its actions when a document is approved for
publication. There are tines, though, when early allocation of a
value is inmportant for the devel opnent of a technol ogy, for exanple,
when early inplenentations are created while the docunent is stil
under devel opment.

| ANA has a nechani smfor handling such early allocations in sone
cases. See [RFC7120] for details. 1t is usually not necessary to
explicitly mark a registry as allowing early allocation, because the
general rules will apply.

Choosing a Registration Policy and Well-Known Policies
A registration policy is the policy that controls how new assi gnnents
in aregistry are accepted. There are several issues to consider
when defining the registration policy.

If the registry’ s nanespace is limted, assignments will need to be
made carefully to prevent exhaustion
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Even when the space is essentially unlimted, it is still often
desirable to have at least a nminimal review prior to assignnent in
order to:

o prevent the hoarding of or unnecessary wasting of values. For
exanple, if the space consists of text strings, it may be
desirable to prevent entities fromobtaining |large sets of strings
that correspond to desirable names (existing conpany nanes, for
exanpl e) .

o provide a sanity check that the request actually makes sense and
is necessary. Experience has shown that sone |evel of nminim
review froma subject matter expert is useful to prevent
assignments in cases where the request is mal forned or not
actually needed (for exanple, an existing assignnent for an
essentially equival ent service already exists).

Per haps nost inportantly, unreviewed extensions can inpact
interoperability and security. See [RFC6709].

When the nanmespace is essentially unlimted and there are no
potential interoperability or security issues, assigned numbers can
usual |y be given out to anyone w thout any subjective review. In
such cases, | ANA can make assignnents directly, provided that 1ANA is
given detailed instructions on what types of requests it should
grant, and it is able to do so wi thout exercising subjective

j udgrent .

VWen this is not the case, sone level of reviewis required.

However, it’'s inportant to bal ance adequate review and ease of
registration. In nany cases, those naking registrations will not be
| ETF participants; requests often cone from ot her standards

organi zati ons, from organizations not directly involved in standards,
from ad- hoc community work (from an open-source project, for

exanpl e), and so on. Registration nust not be unnecessarily
difficult, unnecessarily costly (in terns of tinme and other
resources), nor unnecessarily subject to denial

VWiile it is sometines necessary to restrict what gets regi stered
(e.g., for limted resources such as bits in a byte, or for itenms for
whi ch unsupported val ues can be damaging to protocol operation), in
many cases having what’s in use represented in the registry is nore
important. Overly strict review criteria and excessive cost (in tine
and effort) discourage people fromeven attenpting to nake a
registration. |If aregistry fails to reflect the protocol elenents
actually in use, it can adversely affect depl oyment of protocols on
the Internet, and the registry itself is deval ued.
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Therefore, it is inportant to think specifically about the
registration policy, and not just pick one arbitrarily nor copy text
from anot her document. Working groups and ot her document devel opers
shoul d use care in selecting appropriate registration policies when
their documents create registries. They should select the |east
strict policy that suits a registry’s needs, and | ook for specific
justification for policies that require significant comunity

i nvol venent (those stricter than Expert Revi ew or Specification
Required, in terns of the well-known policies). The needs here will
vary fromregistry to registry, and, indeed, over time, and this BCP
will not be the |last word on the subject.

The followi ng policies are defined for common usage. These cover a
range of typical policies that have been used to describe the
procedures for assigning new values in a nanmespace. It is not
strictly required that docunents use these terms; the actua
requirement is that the instructions to | ANA be clear and

unanbi guous. However, use of these terns is strongly recommended
because their neanings are wi dely understood. Newly ninted policies,
i ncl udi ng ones that conbine the el enents of procedures associated
with these ternms in novel ways, may be used if none of these policies
are suitable; it will help the review process if an explanation is
included as to why that is the case. The ternms are fully explained
in the followi ng subsections.

Private Use
Experinmental Use

H erarchi cal Allocation
First Cone First Served
Expert Revi ew

Speci fication Required
RFC Requi red

| ETF Revi ew

St andards Action

0. |1 ESG Approva

BHOONOoORWNE

It should be noted that it often nakes sense to partition a nanespace
into nultiple categories, with assignnments within each category
handl ed differently. Many protocols now partition namespaces into
two or nore parts, with one range reserved for Private or

Experi mental Use while other ranges are reserved for globally unique
assi gnments assigned follow ng sone review process. Dividing a
nanespace into ranges nakes it possible to have different policies in
pl ace for different ranges and different use cases.

Simlarly, it will often be useful to specify nultiple policies in

parallel, with each policy being used under different circunstances.
For nore discussion of that topic, see Section 4.12.
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Exampl es of RFCs that specify multiple policies in parallel

LDAP [ RFC4520]

TLS CientCertificateType ldentifiers [RFC5246] (as detailed in
the subsections bel ow)

MPLS Pseudowi re Types Regi stry [ RFC4446]

4.1. Private Use

Private Use is for private or local use only, with the type and

pur pose defined by the local site. No attenpt is made to prevent
nmultiple sites fromusing the sane value in different (and

i nconmpati ble) ways. |ANA does not record assignments fromregistries
or ranges with this policy (and therefore there is no need for | ANA
to review then) and assignnents are not generally useful for broad
interoperability. It is the responsibility of the sites naking use
of the Private Use range to ensure that no conflicts occur (wthin
the i ntended scope of use).

Exanpl es:

Site-specific options in DHCP [ RFC2939]
Fi bre Channel Port Type Registry [ RFC4044]
TLS ClientCertificateType ldentifiers 224-255 [ RFC5246]

4.2. Experinmental Use

Experimental Use is simlar to Private Use, but with the purpose
being to facilitate experinentation. See [RFC3692] for details.

| ANA does not record assignments fromregistries or ranges with this
policy (and therefore there is no need for 1ANA to review them and
assignments are not generally useful for broad interoperability.
Unless the registry explicitly allows it, it is not appropriate for
docunents to select explicit values fromregistries or ranges wth
this policy. Specific experinents will select a value to use during
the experinment.

When code points are set aside for Experinental Use, it’s inportant
to nake cl ear any expected restrictions on experinmental scope. For
exanpl e, say whether it’'s acceptable to run experiments using those
code points over the open Internet or whether such experinents should
be confined to nore closed environnents. See [RFC6994] for an
exanpl e of such considerations.

Exanpl e:

Experimental Values in IPv4, |1Pv6, |CWPv4, |CWPv6, UDP, and TCP
Headers [ RFC4727]
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4.3. Hi erarchical Allocation

Wth Hierarchical Allocation, delegated adm nistrators are given
control over part of the namespace and can assign values in that part
of the nanespace. |ANA nmakes allocations in the higher |levels of the
nanespace according to one of the other policies.

Exanpl es:

o DNS nanes - | ANA nanages the top-level domains (TLDs), and, as
[ RFC1591] says:

Under each TLD may be created a hierarchy of nanes. Generally,
under the generic TLDs the structure is very flat. That is,
many organi zations are registered directly under the TLD, and
any further structure is up to the individual organizations.

0 bject ldentifiers - defined by ITU T recomendati on X 208.
According to <http://ww. al vestrand. no/ obj ectid/>, sone registries
i ncl ude

* | ANA, which hands out O Ds under the "Private Enterprises"
br anch,

* ANSI, which hands out O Ds under the "US O gani zati ons" branch
and

* BSI, which hands out O Ds under the "UK Organizations" branch

o URN nanespaces - | ANA registers URN Nanespace |IDs (N Ds
[ RFC8141]), and the organi zation registering an NID is responsible
for allocations of URNs within that nanespace.

4.4, First Cone First Served

For the First Come First Served policy, assignments are made to
anyone on a first cone, first served basis. There is no substantive
review of the request, other than to ensure that it is well-forned
and doesn’t duplicate an existing assignment. However, requests nust
i nclude a m ninmal amount of clerical information, such as a point of
contact (including an enmail address, and sonetinmes a postal address)
and a brief description of howthe value will be used. Additiona

i nformati on specific to the type of value requested may al so need to
be provi ded, as defined by the namespace. For nunbers, | ANA
general | y assigns the next in-sequence unallocated val ue, but other
val ues may be requested and assigned if an extenuating circunstance
exists. Wth nanmes, specific text strings can usually be requested.
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When creating a new registry with First Cone First Served as the
registration policy, in addition to the contact person field or
reference, the registry should contain a field for change controller
Havi ng a change controller for each entry for these types of

regi strations nmakes authorization of future nodifications nore clear
See Section 2.3.

It is inmportant that changes to the registration of a First Cone
First Served code point retain conpatibility with the current usage
of that code point, so changes need to be nmade with care. The change
controll er should not, in nobst cases, be requesting inconpatible
changes nor repurposing a registered code point. See also Sections
9.4 and 9.5.

A working group or any other entity that is devel oping a protoco
based on a First Come First Served code point has to be extrenely
careful that the protocol retains wire conpatibility with current use
of the code point. Once that is no longer true, the new work needs
to change to a different code point (and register that use at the
appropriate tine).

It is also inmportant to understand that First Come First Served
really has no filtering. Essentially, any well-formed request is
accept ed.

Exanpl es:

SASL mechani sm nanes [ RFC4422]
LDAP Prot ocol Mechani snms and LDAP Synt ax [ RFC4520]

4.5. Expert Review

For the Expert Review policy, review and approval by a desi gnated
expert (see Section 5) is required. While this does not necessarily
require formal documentation, information needs to be provided with
the request for the designated expert to evaluate. The registry’'s
definition needs to nake clear to registrants what information is
necessary. The actual process for requesting registrations is
adnmi ni stered by | ANA (see Section 1.2 for details).

(This policy was al so called "Designated Expert” in earlier editions
of this docunent. The current termis "Expert Review'.)

The required docunentation and review criteria, giving clear guidance
to the designated expert, should be provided when defining the
registry. It is particularly inportant to lay out what should be
consi dered when perform ng an eval uation and reasons for rejecting a
request. It is also a good idea to include, when possible, a sense
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of whether many regi strations are expected over tinme, or if the
registry is expected to be updated infrequently or in exceptiona
ci rcunst ances only.

Thor ough understanding of Section 5 is inportant when deciding on an
Expert Review policy and designing the guidance to the designated
expert.

CGood exanpl es of guidance to designated experts:

Ext ensi bl e Aut hentication Protocol (EAP) [RFC3748], Sections 6 and
7.2

Nort h-Bound Distribution of Link-State and TE Information Using
BGP [ RFC7752], Section 5.1

When creating a new registry with Expert Review as the registration
policy, in addition to the contact person field or reference, the
registry should contain a field for change controller. Having a
change controller for each entry for these types of registrations
makes aut hori zation of future nodifications nore clear. See
Section 2.3.

Exampl es:

EAP Met hod Types [ RFC3748]

HTTP Di gest AKA al gorithm versions [ RFC4169]
URI schenes [ RFC7595]

GEOPRI V Location Types [ RFC4589]

4.6. Specification Required

For the Specification Required policy, review and approval by a
desi gnat ed expert (see Section 5) is required, and the val ues and
their nmeani ngs rmust be docunented in a pernmanent and readily
avai |l abl e public specification, in sufficient detail so that

i nteroperability between independent inplenentations is possible.
This policy is the same as Expert Review, with the additiona

requi rement of a formal public specification. In addition to the
normal review of such a request, the designated expert will review
the public specification and eval uate whether it is sufficiently
stabl e and permanent, and sufficiently clear and technically sound to
al l ow i nteroperabl e i npl enent ati ons.

The intention behind "permanent and readily available" is that a
docunent can reasonably be expected to be findable and retrievable

I ong after |1 ANA assignment of the requested value. Publication of an
RFC is an ideal neans of achieving this requirenent, but
Specification Required is intended to al so cover the case of a
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4. 8.

Cot

docunent published outside of the RFC path, including infornal
docunent ati on.

For RFC publication, formal review by the designated expert is stil
requested, but the normal RFC review process is expected to provide
the necessary review for interoperability. The designated expert’s
reviewis still important, but it’s equally inportant to note that
when there is | ETF consensus, the expert can sonetinmes be "in the
rough" (see also the | ast paragraph of Section 5.4).

As with Expert Review (Section 4.5), clear guidance to the designated
expert should be provided when defining the registry, and thorough
under standi ng of Section 5 is inportant.

When specifying this policy, just use the term "Specification
Requi red". Some specifications have chosen to refer to it as "Expert
Revi ew with Specification Required", and that only causes confusion

Exanpl es:

D ffserv-aware TE Bandwi dth Constraints Mdel Identifiers
[ RFC4124]

TLS CientCertificateType ldentifiers 64-223 [ RFC5246]
ROHC Profile ldentifiers [ RFC5795]

RFC Requi red

Wth the RFC Required policy, the registration request, along with
associ at ed docunentati on, must be published in an RFC. The RFC need
not be in the IETF stream but may be in any RFC stream (currently an
RFC may be in the | ETF, I RTF, | AB, or |ndependent Submi ssion streans
[ RFC5742]) .

Unl ess ot herwi se specified, any type of RFC is sufficient (currently
St andards Track, BCP, Informational, Experinental, or Hi storic).

Exanpl es:

DNSSEC DNS Security Al gorithm Nunbers [ RFC6014]

Medi a Control Channel Framework registries [ RFC6230]

DANE TLSA Certificate Usages [ RFC6698]

| ETF Revi ew

(Fornerly called "I ETF Consensus" in the first edition of this
docunent.) Wth the | ETF Review policy, new values are assigned only

through RFCs in the | ETF Stream -- those that have been shepherded
through the | ESG as AD- Sponsored or | ETF working group docunents
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[ RFC2026] [ RFC5378], have gone through | ETF Last Call, and have been
approved by the | ESG as having | ETF consensus.

The intent is that the docunent and proposed assignment will be
reviewed by the I ETF community (including appropriate | ETF working
groups, directorates, and other experts) and by the IESG to ensure
that the proposed assignnent will not negatively affect
interoperability or otherw se extend | ETF protocols in an

i nappropriate or damagi ng nanner

Unl ess ot herwi se specified, any type of RFC is sufficient (currently
St andards Track, BCP, Informational, Experinental, or Hi storic).

Exanpl es:

| PSECKEY Al gorithm Types [ RFC4025]
TLS Extensi on Types [ RFC5246]

4.9. Standards Action

For the Standards Action policy, values are assigned only through
St andards Track or Best Current Practice RFCs in the | ETF Stream

Exanpl es:

BGP nessage types [ RFC4271]

Mobi | e Node Identifier option types [ RFC4283]

TLS CientCertificateType lIdentifiers 0-63 [ RFC5246]
DCCP Packet Types [ RFC4340]

4.10. | ESG Approva

New assi gnnents may be approved by the 1ESG Al though there is no
requi rement that the request be docunented in an RFC, the |ESG has
the discretion to request documents or other supporting materials on
a case-by-case basis.

| ESG Approval is not intended to be used often or as a "conmmpn case";
i ndeed, it has sel dom been used in practice. Rather, it is intended
to be available in conjunction with other policies as a fall-back
mechani smin the case where one of the other allowable approva
nmechani sns cannot be enployed in a tinely fashion or for sone other

conpel ling reason. |ESG Approval is not intended to circunmvent the
public review processes inplied by other policies that could have
been enpl oyed for a particular assignment. |ESG Approval woul d be

appropriate, however, in cases where expediency is desired and there
is strong consensus (such as froma working group) for naking the
assi gnment .
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Bef ore approving a request, the | ESG m ght consider consulting the
conmunity, via a "call for comments" that provides as nuch
information as is reasonably possi bl e about the request.

Exampl es:

| Pv4 Multicast address assignnents [ RFC5771]
| Pv4 1 GW Type and Code val ues [ RFC3228]
Mobile | Pv6 Mobility Header Type and Option val ues [ RFC6275]

4.11. Using the Well-Known Registration Policies

Because the wel | -known policies benefit fromboth conmunity

experi ence and w de understanding, their use is encouraged, and the
creation of new policies needs to be acconpani ed by reasonabl e
justification.

It is also acceptable to cite one or nore well-known policies and
i ncl ude additional guidelines for what kind of considerations should
be taken into account by the review process.

For exanple, for media-type registrations [ RFC6838], a nunber of
different situations are covered that involve the use of |ETF Review
and Specification Required, while also including specific additiona
criteria the designated expert should follow. This is not neant to
represent a registration procedure, but to show an exanple of what
can be done when special circunstances need to be covered.

The wel | -known policies from"First Conme First Served" to "Standards
Action" specify a range of policies in increasing order of strictness
(using the nunbering fromthe full list in Section 4):

4. First Cone First Served
No review, mniml docunentation.

5 and 6 (of equal strictness).

5. Expert Review
Expert review with sufficient docunentation for review.

6. Specification Required
Significant stable public docunentation sufficient for
i nteroperability.

7. RFC Required
Any RFC publication, |ETF or a non-1ETF Stream

8. | ETF Revi ew
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RFC publication, |ETF Streamonly, but need not be Standards
Tr ack.

9. Standards Action
RFC publication, |IETF Stream Standards Track or BCP only.

Exanmpl es of situations that mght nerit | ETF Review or Standards
Action include the foll ow ng:

o Wen a resource is limted, such as bits in a byte (or in two
bytes, or four), or nunbers in alimted range. |In these cases,
all owi ng registrations that haven't been carefully reviewed and
agreed to by conmunity consensus could too quickly deplete the
al | owabl e val ues.

o Wen thorough comunity review is necessary to avoid extending or
nodi fying the protocol in ways that could be damagi ng. One
exanple is in defining new conmand codes, as opposed to options
that use existing command codes: the forner might require a strict
policy, where a nore relaxed policy could be adequate for the
latter. Another exanple is in defining protocol elenents that
change the semantics of existing operations.

o Wien there are security inplications with respect to the resource,
and thorough review is needed to ensure that the new usage is
sound. Examples of this include |lists of acceptable hashing and
cryptographic algorithms, and assignnent of transport ports in the
system range.

When revi ewi ng a docunent that asks IANA to create a new registry or
change a registration policy to any policy nore stringent than Expert
Revi ew or Specification Required, the | ESG should ask for
justification to ensure that nore rel axed policies have been

consi dered and that the nore strict policy is the right one.

Accordi ngly, docunent devel opers need to anticipate this and docunent
their considerations for selecting the specified policy (ideally, in
the docunment itself; failing that, in the shepherd witeup).

Li kewi se, the docunent shepherd should ensure that the sel ected
pol i ci es have been justified before sending the docunent to the | ESG

When specifications are revised, registration policies should be
reviewed in |light of experience since the policies were set.

4.12. Using Miultiple Policies in Conbination

In some situations, it is necessary to define multiple registration
policies. For exanple, registrations through the normal |ETF process
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m ght use one policy, while registrations fromoutside the process
woul d have a different policy applied.

Thus, a particular registry mght want to use a policy such as "RFC
Requi red" or "I ETF Review' sonetimes, with a designated expert
checking a "Specification Required" policy at other tines.

The alternative to using a conbination requires either that al
requests come through RFCs or that requests in RFCs go through review
by the designated expert, even though they already have | ETF revi ew
and consensus.

This can be docunented in the | ANA Consi derati ons section when the
registry is created, for exanple:

| ANA is asked to create the registry "Fruit Access Flags" under
the "Fruit Paranmeters” group. New registrations will be permtted
through either the I ETF Review policy or the Specification
Required policy [BCP26]. The latter should be used only for

regi strations requested by SDOs outside the | ETF. Registrations
requested in | ETF docunents will be subject to | ETF review

Such conbinations will conmmonly use one of {Standards Action, |IETF
Revi ew, RFC Required} in conbination with one of {Specification
Required, Expert Review}. Quidance should be provided about when
each policy is appropriate, as in the exanpl e above.

4.13. Provisional Registrations

Sone existing registries have policies that allow provisiona
registration: see URI Schenes [RFC7595] and Enmil| Header Fields

[ RFC3864]. Registrations that are designated as provisional are
usual | y defined as being nore readily created, changed, reassigned,
noved to another status, or renoved entirely. URl Schenes, for
exanpl e, allow provisional registrations to be made with inconplete
i nformation.

Al'l owi ng provisional registration ensures that the prinmary goal of
mai ntaining a registry -- avoiding collisions between inconpatible
semantics -- is achieved without the side effect of "endorsing"” the
prot ocol mechani smthe provisional value is used for. Provisiona
registrations for codepoints that are ultimtely standardi zed can be
pronoted to pernmanent status. The criteria that are defined for
converting a provisional registration to permanent will likely be
nore strict than those that allowed the provisional registration

If your registry does not have a practical Iimt on codepoints,
per haps addi ng the option for provisional registrations mght be
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right for that registry as well.
5. Designated Experts
5.1. The Mdtivation for Designated Experts

Di scussion on a mailing list can provide val uabl e technical feedback
but opinions often vary and di scussions nmay continue for sone tine

wi thout clear resolution. |In addition, | ANA cannot participate in
all of these mailing lists and cannot determine if or when such

di scussi ons reach consensus. Therefore, 1ANA relies on a "designated
expert" for advice regarding the specific question of whether an

assi gnment shoul d be nmade. The designated expert is an individua
who is responsible for carrying out an appropriate eval uation and
returning a recomrendation to | ANA

It should be noted that a key motivation for having designated
experts is for the |ETF to provide ANA with a subject nmatter expert
to whom the eval uati on process can be del egated. | ANA forwards
requests for an assignnment to the expert for evaluation, and the
expert (after performng the evaluation) inforns | ANA as to whet her
or not to make the assignnent or registration. |In nost cases, the
registrants do not work directly with the designated experts. The
list of designated experts for a registry is listed in the registry.

It will often be useful to use a designated expert only sone of the
time, as a supplenment to other processes. For nore discussion of
that topic, see Section 4.12.

5.2. The Role of the Designated Expert

The desi gnated expert is responsible for coordinating the appropriate
revi ew of an assignment request. The review nmay be wi de or narrow,
dependi ng on the situation and the judgment of the designated expert.
This may involve consultation with a set of technol ogy experts,

di scussion on a public mailing list, consultation with a working
group (or its mailing list if the working group has di shanded), etc.

| deal |y, the designated expert follows specific reviewcriteria as
docunented with the protocol that creates or uses the nanespace. See
the 1 ANA Consi derations sections of [RFC3748] and [ RFC3575] for

speci fic exanpl es.

Desi gnat ed experts are expected to be able to defend their decisions
to the | ETF community, and the evaluation process is not intended to
be secretive or bestow unquestioned power on the expert. Experts are
expected to apply applicabl e docunented review or vetting procedures,
or in the absence of docunented criteria, follow generally accepted
norns such as those in Section 5.3. Designated experts are generally
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not expected to be "gatekeepers", setting out to nake registrations
difficult to obtain, unless the guidance in the defining docunent
specifies that they should act as such. Absent stronger guidance,
the experts should be evaluating registration requests for

conpl eteness, interoperability, and conflicts with existing protocols
and options.

It has proven useful to have nultiple designated experts for sone
registries. Sonetinmes those experts work together in evaluating a
request, while in other cases additional experts serve as backups,
acting only when the primary expert is unavailable. |In registries
with a pool of experts, the pool often has a single chair responsible
for defining how requests are to be assigned to and revi ewed by
experts. In other cases, | ANA mi ght assign requests to individua
menbers in sequential or approximte random order. The docunent
defining the registry can, if it’s appropriate for the situation
specify how the group should work -- for exanmple, it mght be
appropriate to specify rough consensus on a mailing list, within a
rel ated worki ng group or anong a pool of designated experts.

In cases of disagreenment anong nultiple experts, it is the
responsibility of those experts to make a single clear recomendation
to IANA. It is not appropriate for 1ANA to resol ve di sputes anong
experts. In extreme situations, such as deadl ock, the designating
body nay need to step in to resolve the problem

If a designated expert has a conflict of interest for a particular
review (is, for exanple, an author or significant proponent of a
specification related to the registration under review), that expert
shoul d recuse hinself. In the event that all the designated experts
are conflicted, they should ask that a tenporary expert be designated
for the conflicted review. The responsible AD nay then appoint
soneone or the AD may handl e the review

Thi s docunent defines the designated expert mechanismw th respect to
docunents in the |ETF streamonly. |If other streans want to use
registration policies that require designated experts, it is up to
those streans (or those docunents) to specify how t hose desi gnated
experts are appoi nted and managed. What is described below, with
management by the IESG is only appropriate for the | ETF stream

5.2.1. Managi ng Designated Experts in the | ETF

Desi gnat ed experts for registries created by the | ETF are appointed
by the IESG normally upon reconmendati on by the rel evant Area
Director. They may be appointed at the time a docunment creating or
updating a nanespace is approved by the I ESG or subsequently, when
the first registration request is received. Because experts
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originally appointed may | ater becone unavail able, the | ESG wil |l
appoi nt replacenents as necessary. The |ESG may renove any
desi gnated expert that it appointed, at its discretion

The normal appeal s process, as described in [ RFC2026], Section 6.5.1,
applies to issues that arise with the designated expert team For
this purpose, the designated expert teamtakes the place of the
wor ki ng group in that description

5.3. Designated Expert Reviews

In the years since [ RFC2434] was published and put to use, experience
has led to the foll owi ng observations:

o A designated expert nust respond in a tinmely fashion, normally
within a week for sinple requests to a few weeks for nore conpl ex
ones. Unreasonabl e del ays can cause significant problens for
those needi ng assi gnnents, such as when products need code points
to ship. This is not to say that all reviews can be conpleted
under a firm deadline, but they must be started, and the requester
and | ANA shoul d have sone transparency into the process if an
answer cannot be given quickly.

o If a designated expert does not respond to | ANA's requests within
a reasonabl e period of tine, either with a response or with a
reasonabl e expl anati on for the delay (sonme requests nay be
particularly conplex), and if this is a recurring event, |ANA nust
raise the issue with the |ESG Because of the problens caused by
del ayed eval uati ons and assignnents, the |ESG should take
appropriate actions to ensure that the expert understands and
accepts his or her responsibilities, or appoint a new expert.

o The designated expert is not required to personally bear the
burden of evaluating and deciding all requests, but acts as a
shepherd for the request, enlisting the help of others as
appropriate. In the case that a request is denied, and rejecting
the request is likely to be controversial, the expert should have
the support of other subject natter experts. That is, the expert
must be able to defend a decision to the conmunity as a whol e.

VWhen a designated expert is used, the docunentation should give clear
gui dance to the designated expert, laying out criteria for performng
an eval uation and reasons for rejecting a request. |In the case where
there are no specific docunented criteria, the presunption should be
that a code point should be granted unless there is a conpelling
reason to the contrary (and see al so Section 5.4). Reasons that have
been used to deny requests have included these:
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0o Scarcity of code points, where the finite renmining code points
shoul d be prudently managed, or where a request for a |arge nunber
of code points is made and a single code point is the norm

o Docunentation is not of sufficient clarity to evaluate or ensure
i nteroperability.

o The code point is needed for a protocol extension, but the
extension is not consistent with the documented (or generally
under st ood) architecture of the base protocol being extended and
woul d be harnful to the protocol if wi dely deployed. It is not
the intent that "inconsistencies" refer to mnor differences "of a
personal preference nature". Instead, they refer to significant
di fferences such as inconsistencies with the underlying security
nodel , inplying a change to the semantics of an existing nessage
type or operation, requiring unwarranted changes in depl oyed
systens (conpared with alternate ways of achieving a simlar
result), etc.

o The extension would cause problens with existing depl oyed systens.

0 The extension would conflict with one under active devel opnent by
the 1 ETF, and havi ng both would harmrather than foster
i nteroperability.

Docurent s nust not nanme the designated expert(s) in the docunent
itself; instead, any suggested nanes should be relayed to the
appropriate Area Director at the time the docunent is sent to the
| ESG for approval. This is usually done in the docunent shepherd
writeup.

If the request should also be reviewed on a specific public mailing
list, its address shoul d be specified.
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5.4. Expert Reviews and the Docunent Lifecycle

Revi ew by the designated expert is necessarily done at a particul ar
point in time and represents review of a particular version of the
docunent. While reviews are generally done around the time of |ETF
Last Call, deciding when the review should take place is a question
of good judgnent. And while rereviews mght be done when it’'s
acknow edged that the docunentation of the registered item has
changed substantially, making sure that rereview happens requires
attention and care.

It is possible, through carel essness, accident, inattentiveness, or
even willful disregard, that changes might be nade after the

desi gnat ed expert’s review and approval that would, if the docunent
were rerevi ewed, cause the expert not to approve the registration
It is up tothe IESG wth the token held by the responsible Area
Director, to be alert to such situations and to recogni ze that such
changes need to be checked.

For registrations nade from docunents on the Standards Track, there
is often expert reviewrequired (by the registration policy) in
addition to | ETF consensus (for approval as a Standards Track RFC)
In such cases, the review by the designated expert needs to be
timely, subnmitted before the | ESG eval uates the docunent. The | ESG
shoul d generally not hold the docurment up waiting for a |ate review
It is also not intended for the expert review to override |IETF
consensus: the | ESG should consider the reviewin its own eval uation
as it would do for other Last Call reviews.

6. Well-Known Registration Status Term nol ogy

The followi ng | abels describe the status of an assignnent or range of
assi gnment s:

Private Use: Private use only (not assigned), as described in

Section 4.1.
Experinmental : Avail able for general experinmental use as described
in [RFC3692]. | ANA does not record specific assignnents for

any particul ar use.

Unassigned: Not currently assigned, and avail able for assignnent
vi a docunented procedures. Wiile it’'s generally clear that
any values that are not regi stered are unassi gned and
avail able for assignment, it is sonetines useful to
explicitly specify that situation. Note that this is
distinctly different from "Reserved"
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Reserved: Not assigned and not avail able for assignnent.
Reserved val ues are held for special uses, such as to extend
the nanespace when it becones exhausted. "Reserved" is also
sometinmes used to designate val ues that had been assigned
but are no | onger in use, keeping them set aside as |ong as
ot her unassigned val ues are available. Note that this is
distinctly different from "Unassi gned"

Reserved val ues can be rel eased for assignment by the change
controller for the registry (this is often the IESG for
registries created by RFCs in the I ETF streanj.

Known Unregistered Use: [It's known that the assignment or range
is in use without having been defined in accordance with
reasonabl e practice. Docunentation for use of the
assi gnment or range nay be unavail abl e, inadequate, or
conflicting. This is a warning against use, as well as an
alert to network operators who m ght see these values in use
on their networks.

Docurent ati on References in | ANA Registries

Usual ly, registries and registry entries include references to
docunentati on (RFCs or other docunents). The purpose of these
references is to provide pointers for inplenmentors to find details
necessary for inplementation, NOT to sinply note what docunent
created the registry or entry. Therefore:

o

If a document registers an itemthat is defined and expl ai ned
el sewhere, the registered reference should be to the docunent
containing the definition, not to the docunent that is nerely
perform ng the registration

If the registered itemis defined and explained in the current
docunent, it is inportant to include sufficient information to
enabl e i npl enentors to understand the itemand to create a proper
i mpl enent ati on.

If the registered itemis explained primarily in a specific
section of the reference docunent, it is useful to include a
section reference. For exanple, "[RFC4637], Section 3.2", rather
than just "[RFC4637]".

For docunentation of a new registry, the reference should provide
i nformati on about the registry itself, not just a pointer to the
creation of it. Useful information includes the purpose of the
registry, a rationale for its creation, docunentation of the
process and policy for new registrations, guidelines for new
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regi strants or designated experts, and other such rel ated
information. But note that, while it's inportant to include this
information in the docunent, it needn't all be in the | ANA

Consi derations section. See Section 1.1.

8. Wiat to Do in "bis" Docunents

On occasion, an RFC is issued that obsoletes a previous edition of
the same docunent. W sonetines call these "bis" docunments, such as
when RFC 4637 is to be obsoleted by draft-ietf-foo-rfc4637bis. Wen
the original document created registries and/or registered entries,
there is a question of how to handl e the | ANA Consi derations section
in the "bis" document.

If the registrations specify the original docunment as a reference,
those registrations should be updated to point to the current (not
obsol ete) docunmentation for those items. Usually, that will nean
changing the reference to be the "his" docunent.

There will, though, be tines when a document updates anot her, but
does not nmake it obsolete, and the definitive reference is changed
for sonme itenms but not for others. Be sure that the references

al ways point to the correct, current docunentation for each item

For exanpl e, suppose RFC 4637 regi stered the "BANANA" flag in the
"Fruit Access Flags" registry, and the docunentation for that flag is
in Section 3.2.

The current registry mght look, in part, like this:
Nane Descri ption Ref erence
BANANA Flag for bananas [ RFC4637], Section 3.2

If draft-ietf-foo-rfc4637bis obsol etes RFC 4637 and, because of sone
rearrangenent, now docunents the flag in Section 4.1.2, the | ANA
Consi derations of the bis docunent m ght contain text such as this:

| ANA i s asked to change the registration information for the
BANANA flag in the "Fruit Access Flags" registry to the

fol | owi ng:
Nane Descri ption Ref erence
BANANA Fl ag for bananas [[this RFC]], Section 4.2.1
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9.

In many cases, if there are a nunber of registered references to the
original RFC and the docunent organi zati on has not changed the

regi stered section nunbering much, it may sinply be reasonable to do
this:

Because this docunment obsol etes RFC 4637, | ANA is asked to change
all registration information that references [ RFC4637] to instead
reference [[this RFC]].

If information for registered itenms has been or is being noved to

ot her docunments, then the registration information should be changed
to point to those other docunments. In nost cases, docunentation

ref erences should not be left pointing to the obsol eted docunent for
registries or registered itens that are still in current use. For
registries or registered itens that are no longer in current use, it
will usually make sense to | eave the references pointing to the old
docunent -- the last current reference for the obsolete itens. The
main point is to make sure that the reference pointers are as usefu
and current as is reasonable, and authors shoul d consider that as
they wite the | ANA Considerations for the new docunment. As al ways:
do the right thing, and there is flexibility to allow for that.

It is extrenely inmportant to be clear in your instructions regarding
updating references, especially in cases where sone references need
to be updated and others do not.

M scel | aneous | ssues
1. When There Are No | ANA Acti ons

Before an Internet-Draft can be published as an RFC, | ANA needs to
know what actions (if any) it needs to perform Experience has shown
that it is not always inmedi ately obvious whether a document has no

| ANA actions, wthout review ng the docunent in sone detail. In
order to make it clear to IANA that it has no actions to perform (and
that the author has consciously nmade such a determ nation), such
documents should, after the authors confirmthat this is the case,

i ncl ude an | ANA Consi derations section that states:

Thi s docunent has no | ANA acti ons.

| ANA prefers that these "enpty" | ANA Considerations sections be |eft
in the docunent for the record: it makes it clear later on that the
docunent explicitly said that no | ANA actions were needed (and that
it wasn’t just omitted). This is a change fromthe prior practice of
requesting that such sections be renmoved by the RFC Editor, and

aut hors are asked to acconmpdate this change.
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9.2. Nanespaces Lacki ng Docunented Gui dance

For all existing RFCs that either explicitly or inmplicitly rely on
| ANA to nake assignnents w thout specifying a precise assignnent
policy, 1TANA will work with the 1ESG to decide what policy is
appropriate. Changes to existing policies can always be initiated
through the normal | ETF consensus process, or through the | ESG when
appropri ate.

Al future RFCs that either explicitly or inmplicitly rely on 1ANA to
regi ster or otherw se adm ni ster namespace assi gnnents mnust provide
gui del ines for adm nistrati on of the nanespace.

9.3. After-the-Fact Registrations

Qccasionally, the | ETF becomes aware that an unassigned value froma
nanespace is in use on the Internet or that an assigned value is
being used for a different purpose than it was registered for. The
| ETF does not condone such misuse; procedures of the type described
in this document need to be applied to such cases, and it m ght not
al ways be possible to fornally assign the desired value. |In the
absence of specifications to the contrary, values may only be
reassigned for a different purpose with the consent of the origina
assi gnee (when possible) and with due consideration of the inpact of
such a reassignnment. In cases of likely controversy, consultation
with the IESG is advised.

This is part of the reason for the advice in Section 3.1 about using
pl acehol der val ues, such as "TBDl", during docunent devel oprent:
probl ens are often caused by the open use of unregistered val ues
after results fromwell-nmeant, early inplenentations, where the

i mpl enentati ons retained the use of devel opmental code points that
never proceeded to a final | ANA assignment.

9.4. Reclaimng Assigned Val ues

Recl ai mi ng previously assigned values for reuse is tricky, because
doing so can lead to interoperability problens with depl oyed systens
still using the assigned values. Mreover, it can be extremnely
difficult to determ ne the extent of depl oynent of systens naking use
of a particular value. However, in cases where the nanespace is
runni ng out of unassigned val ues and additional ones are needed, it
nmay be desirable to attenpt to reclai munused val ues. Wen
recl ai m ng unused val ues, the following (at a mninmun) should be
consi dered:
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o Attenpts should be made to contact the original party to which a
value is assigned, to determne if the value was ever used, and if
so, the extent of deploynent. (In sone cases, products were never
shi pped or have | ong ceased being used. |In other cases, it may be
known that a value was never actually used at all.)

0 Reassignments should not normally be made wi thout the concurrence
of the original requester. Reclanmation under such conditions
shoul d only take place where there is strong evidence that a val ue
is not widely used, and the need to reclaimthe val ue outwei ghs
the cost of a hostile reclamation. [|ESG Approval is needed in
this case.

o It may be appropriate to wite up the proposed action and solicit
conments fromrel evant user comunities. |n some cases, it may be
appropriate to wite an RFC that goes through a formal |ETF
process (including | ETF Last Call) as was done when DHCP recl ai med
sone of its "Private Use" options [RFC3942].

o It may be useful to differentiate between revocation, rel ease, and
transfer. Revocation occurs when | ANA renbves an assignnment,
rel ease occurs when the assignee initiates that removal, and
transfer occurs when either revocation or release is coupled with
i medi ate reassignnent. It may be useful to specify procedures
for each of these or to explicitly prohibit conbinations that are
not desired.

Cont act Person vs Assignee or Oaner

Many registries include designation of a technical or admnistrative
contact associated with each entry. Oten, this is recorded as
contact information for an individual. It is unclear, though, what
role the individual has with respect to the registration: is this
itemregi stered on behalf of the individual, the conpany the

i ndi vi dual worked for, or perhaps another organization the individua
was acting for?

This matters because sone tinme later, when the individual has changed
jobs or roles, and perhaps can no | onger be contacted, soneone night
want to update the registration. |ANA has no way to know what
conpany, organization, or individual should be allowed to take the
registration over. For registrations rooted in RFCs, the stream
owner (such as the IESG or the 1 AB) can make an overridi ng deci sion
But in other cases, there is no recourse.

Regi stries can include, in addition to a "Contact" field, an
"Assignee” or "Omer" field (also referred to as "Change Controller")
that can be used to address this situation, giving | ANA cl ear
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10.

11.

12.

gui dance as to the actual owner of the registration. This is
strongly advised, especially for registries that do not require RFCs
to manage their information (e.g., registries with policies such as
First Conme First Served (Section 4.4), Expert Review (Section 4.5),
and Specification Required (Section 4.6)). Alternatively,

organi zati ons can put an organi zational role into the "Contact" field
in order to make their ownership clear

6. Cdosing or Obsoleting a Registry/Registrations

Sonetimes there is a request to "close” a registry to further
registrations. Wen a registry is closed, no further registrations
will be accepted. The information in the registry will still be
valid and registrations already in the registry can still be updated.

A closed registry can al so be marked as "obsol ete", as an indication
that the information in the registry is no longer in current use.

Specific entries in a registry can be narked as "obsol ete" (no | onger
in use) or "deprecated" (use is not recommended).

Such changes to registries and regi stered val ues are subject to
normal change controls (see Section 2.3). Any closure, obsol escence,
or deprecation serves to annotate the registry involved; the
information in the registry remains there for informational and

hi stori c purposes.

Appeal s

Appeal s of protocol paraneter registration decisions can be nade
using the nornal | ETF appeal s process as described in [ RFC2026],
Section 6.5. That is, an initial appeal should be directed to the
| ESG, followed (if necessary) by an appeal to the | AB.

Mailing Lists

Al 1ETF mailing lists associated with evaluating or discussing
assi gnment requests as described in this docunment are subject to
what ever rules of conduct and net hods of |ist managenent are
currently defined by best current practices or by | ESG deci sion

Security Considerations

Information that creates or updates a registration needs to be

aut henti cated and aut horized. |ANA updates registries according to
instructions in published RFCs and fromthe IESG It may al so accept
clarifications fromdocunment authors, relevant working group chairs,
desi gnated experts, and mail |ist participants.
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I nformati on concerni ng possible security vulnerabilities of a
protocol may change over tinme. Likew se, security vulnerabilities
related to how an assi gned number is used may change as well. As new
vul nerabilities are discovered, information about such

vul nerabilities may need to be attached to existing registrations so
that users are not nmisled as to the true security issues surroundi ng
the use of a registered nunber.

Security needs to be considered as part of the selection of a
registration policy. For sone protocols, registration of certain
paranmeters will have security inplications, and registration policies
for the relevant registries nmust ensure that requests get appropriate
review with those security inplications in mnd

An anal ysis of security issues is generally required for al
protocol s that nake use of paraneters (data types, operation codes,
keywords, etc.) docunented in | ETF protocols or registered by | ANA
Such security considerations are usually included in the protoco
docunent [BCP72]. It is the responsibility of the | ANA
consi derations associated with a particular registry to specify
whet her val ue-specific security considerations nust be provi ded when
assi gni ng new val ues and the process for review ng such cl ai ns.

| ANA Consi derati ons

Sitewi de, | ANA has replaced references to RFC 5226 with references to
this document.

Changes Relative to Earlier Editions of BCP 26
1. 2016: Changes in This Docurment Relative to RFC 5226
Signi ficant additions:

o Rempbved RFC 2119 key words, boilerplate, and reference, preferring
plain English -- this is not a protocol specification

0 Added Section 1.1, Keep | ANA Considerations for | ANA
o Added Section 1.2, For Updated Information
0o Added Section 2.1, Organization of Registries

o Added best practice for selecting an appropriate policy into
Section 4.

o Added Section 4.12, Using Miultiple Policies in Comnbination
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o

(0]

Added Section 2.3, Specifying Change Control for a Registry
Added Section 3.4, Early Allocations

Moved each wel | -known policy into a separate subsection of
Section 4.

Added Section 5.4, Expert Reviews and the Document Lifecycle
Added Section 7, Docunentation References in | ANA Registries
Added Section 8, What to Do in "bis" Docunments

Added Section 9.5, Contact Person vs Assignee or Oaner

Added Section 9.6, C osing or bsoleting a Registry/Registrations

Clarifications and such

o

(0]

14. 2.

Sone reorganization -- noved text around for clarity and easier
readi ng.

Made clarifications about identification of | ANA registries and
use of URLs for them

Clarified the distinction between "Unassi gned" and "Reserved"

Made sone clarifications in "Expert Review' about instructions to
the designated expert.

Made sone clarifications in "Specification Required" about howto
declare this policy.

Assorted mnor clarifications and editorial changes throughout.

2008: Changes in RFC 5226 Rel ative to RFC 2434

Changes i ncl ude:

(0]

o

Maj or reordering of text to expand descriptions and to better
group topics such as "updating registries"” vs. "creating new
registries", in order to make it easier for authors to find the
text nost applicable to their needs.

Nunerous editorial changes to inprove readability.
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0o Changed the term"|ETF Consensus" to "I ETF Revi ew' and added nore
clarifications. Hi story has shown that people see the words "I ETF
Consensus" (wi thout consulting the actual definition) and are
qui ck to make incorrect assunptions about what the term means in
the context of | ANA Consi derati ons.

0 Added "RFC Required" to list of defined policies.

o Mich nore explicit directions and exanples of "what to put in
RFCs" .

o "Specification Required" now inplies use of a designated expert to
eval uate specs for sufficient clarity.

0 Added a section describing provisional registrations.

o Significantly changed the wording in the "Designated Experts”
section. Main purpose is to make clear that Expert Reviewers are
accountable to the community, and to provide sone gui dance for
review criteria in the default case.

o Changed wording to renove any special appeals path. The norma
RFC 2026 appeals path is used.

o Added a section about reclaimng unused val ues.

0 Added a section on after-the-fact registrations.

0 Added a section indicating that mailing lists used to eval uate
possi bl e assignnents (such as by a designated expert) are subject
to normal | ETF rules.
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