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Mut ual Aut hentication Protocol for HITP
Abst r act

Thi s docunent specifies an authentication schene for the Hypertext
Transfer Protocol (HTTP) that is referred to as either the Mitua

aut hentication scheme or the Mitual authentication protocol. This
schene provides true nmutual authentication between an HTTP client and
an HTTP server using password-based authentication. Unlike the Basic
and Di gest authentication schenes, the Miutual authentication schene
specified in this docunent assures the user that the server truly
knows the user’s encrypted password.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmunity. This docunent is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
comunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all documents approved by the | ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8120.
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1. Introduction

Thi s docunent specifies an authentication schene for the Hypertext
Transfer Protocol (HTTP) that is referred to as either the Mitua

aut hentication scheme or the Miutual authentication protocol. This
schene provides true nmutual authentication between an HTTP client and
an HTTP server using just a sinple password as a credenti al

Passwor d-steal ing attacks are one of the nost critical threats for
Web systems. Plain-text password authentication techniques (Basic
aut hentication and Wb-form based aut hentication) have been w dely
used for a long tine. Wen these techniques are used with plain HITP
protocols, it is trivially easy for attackers to sniff the password
credentials on the wire.

The Digest authentication schene [ RFC7616] uses SHA-256 and

SHA- 512/ 256 (fornmerly SHA-1 and MD5) hash algorithns to hide the raw
user password fromnetwork sniffers. However, if the nunber of
possi bl e candi date users’ passwords is not enough, newer and nore
power ful computers can conpute possible hash values for billions of
password candi dates and conpare these with the sniffed values to find
out the correct password. This kind of attack is called an offline
password dictionary attack; the search capacity of these newer
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conputers reduces the effectiveness of users’ nenorable passwords,
thereby threatening the effectiveness of such hash-based password
protections.

Transport Layer Security (TLS) [RFC5246] provides strong
cryptographic protection agai nst the network-based sniffing of

passwords and ot her communication contents. |If TLS is correctly used
by both server operators and client users, passwords and ot her
credentials will not be available to any outside attackers. However,

there is a pitfall related to TLS depl oynent on Wb systems: if the
users are fraudulently routed to a "wong Wbsite" via sone kind of
soci al engineering attack (e.g., phishing) and tricked into

perform ng authentication on that site, the credentials will be sent
to the attacker’s server and trivially | eaked. Attacks such as

phi shi ng have becone a serious threat. In current Wb system

depl oynments, TLS certificates will be issued to al nost any users of

the Internet (including malicious attackers). Al though those
certificates include several levels of the "validation results" (such
as corporate nanes) of the issued entities, the task of "checking"
those validation results is left to the users of Wb browsers, stil

| eavi ng open the possibility of such social engineering attacks.

Anot her way to avoid such threats is to avoi d password- based

aut hentication and use sone ki nds of pre-depl oyed strong secret keys
(on either the client side or the server side) for authentications.
Several federated authentication frameworks, as well as HITP

Ori gi n-Bound Aut hentication (HOBA) [ RFC7486], are proposed and

depl oyed on real Wb systems to satisfy those needs. However, a type
of authentication based on "human-nmenorabl e secrets” (i.e.,

passwords) is still required in several scenarios, such as
initialization, key deploynent to new clients, or recovery of secret
accounts with | ost cryptographic keys.

The Mutual authentication protocol, as proposed in this docurment, is
a strong cryptographic solution for password authentications. It
mai nly provides the following two key features:

o No password infornmation at all is exchanged in the comruni cati ons.
When the server and the user fail to authenticate with each other
the protocol will not reveal even the tiniest bit of information

about the user’s password. This prevents any kind of offline
password dictionary attacks, even with the exi stence of phishing
attacks.

o To successfully authenticate, the server, as well as client users,
must own the valid registered credentials (authentication secret).
Thi s means that a phishing attacker cannot trick users into
thinking that it is an "authentic" server. (It should be
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pointed out that this is not true for Basic and D gest

aut hentication; for exanple, servers using Basic authentication
can answer "YES' to any clients w thout actually checking
authentication at all.) dCient users can ascertain whether or not
the communi cating peer is truly "the server” that registered their
account beforehand. |In other words, it provides "true" nutua

aut henticati on between servers and clients.

G ven the informati on above, the proposed protocol can serve as a
strong alternative to the Basic, Digest, and Wb-form based

aut hentication schenmes and al so as a strong conpanion to the

non- passwor d- based aut henti cation franmeworks.

The proposed protocol will serve in the same way as does existing
Basi ¢ or Digest authentication: it nmeets the requirenents for new

aut hentication schemes for HTTP, as described in Section 5.1.2 of

[ RFC7235]. Additionally, to conmunicate authentication results nore
reliably between the server and the client user, it suggests that Wb
browsers have some "secure" way of displaying the authentication
results. Having such a user interface in future browsers wll
greatly reduce the risk of inpersonation by various kinds of socia
engi neering attacks, in a manner simlar to that of the

"green padl ock” for Extended Validation TLS certificates.

Technically, the authentication schenme proposed in this docunment is a
general framework for using password-based authenticated key exchange
(PAKE) and simnilar stronger cryptographic primtives with HITP. The
two key features shown above correspond to the nature of PAKE

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

Thi s docunent distinguishes the terns "client" and "user" in the
following way: a "client" is an entity that understands and

i mpl enents HTTP and the specified authentication protocol -- usually
conputer software; a "user" is typically a human being who wants to
access data resources using a "client".

The term "natural nunbers" refers to the non-negative integers
(including zero) throughout this document.
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Thi s docunent treats both the input (donmain) and the out put
(codomai n) of hash functions as octet strings. Wen a natural nunber
output for a hash function is required, it will be witten as

INT(H(s)) .
1.2. Docunent Structure and Rel ated Docunents
The entire docunment is organi zed as foll ows:
0 Section 2 presents an overvi ew of the protocol design

0o Sections 3 through 11 define a general framework of the Mitua
aut hentication protocol. This framework is independent of
specific cryptographic primtives.

0 Section 12 describes properties needed for cryptographic
algorithms used with this protocol franmework and defines a few
functions that will be shared anpbng such cryptographic al gorithns.

0o Sections 13 through 15 contain general normative and informative
i nformati on about the protocol

0 Sections 16 and 17 descri be | ANA considerations and security
consi derations, respectively.

In addition, we will refer to the followi ng two conpani on docunents,
as they are related to this specification

o [RFCB8121] defines cryptographic primtives that can be used with
this protocol franmework.

o |[RFCB053] defines snmall but useful extensions to the current HITP
aut hentication franework so that it can support application-Ieve
semantics of existing Wb systens.

2. Protocol Overview

The protocol, as a whole, is designed as a natural extension to HITP
[ RFC7230] and uses the framework defined in [RFC7235]. Internally,
the server and the client will first performa cryptographic key
exchange, using the secret password as a "tweak" to the exchange.

The key exchange will only succeed when the secrets used by both
peers are correctly related (i.e., generated fromthe sanme password).
Then, both peers will verify the authentication results by confirmng
the sharing of the exchanged key. This section provides a brief
outline of the protocol and the exchanged messages.
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2.1. Messages

The aut hentication protocol uses six kinds of nessages to perform
mut ual aut hentication. These messages have specific names within
this specification.

o Authentication request nessages: used by the servers to request
that clients start nutual authentication

* 401-1NIT nmessage: a general message to start the authentication
protocol. It is also used as a message indicating an
authentication failure.

* 401- STALE nessage: a nessage indicating that the client has to
start a new key exchange.

o Authenticated key exchange nessages: used by both peers to perform
aut hentication and the sharing of a cryptographic secret.

* reg- KEX-Cl nessage: a nessage sent fromthe client.

* 401- KEX- S1 nessage: an intermedi ate response to a req-KEX-Cl
message fromthe server.

o Authentication verification nmessages: used by both peers to verify
the authentication results.

* reg- VFY-C nessage: a nessage used by the client to request that
the server authenticate and authorize the client.

* 200- VFY-S nessage: a response used by the server to indicate
that client authentication succeeded. It also contains
i nformation necessary for the client to check the authenticity
of the server.

In addition to the above six kinds of nessages, a request or response
wi t hout any HTTP headers related to this specification will be
hereafter called a "nornmal request" or "normal response"

respectively.
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2.2. Typical Flows of the Protocol

In typical cases, client access to a resource protected by the

Mut ual aut hentication schene will use the foll owi ng protocol
sequence:
Cient Server
I I
| ---- (1) normal request --------- >

I
GET / HTTP/1.1 |

I I
R (2) 401-INIT --- |

| 401 Unaut hori zed |

| WAM Aut henti cate: Miutual real n¥"a real nf
I

I

I

401 Unaut hori zed

I
[ user, |
pass]--> |
---- (3) reg-KEX-C1 ------------- > |
GET / HTTP/ 1.1 |
Aut hori zation: Mitual user="john", | --> [user DB]
kc1i="...", | <-- [user info]
I
S (4) 401-KEX-S1 --- |
I

[compute] (5) conpute session secret [ comput €]

|
---- (6) reg-VFY-C -------------- > |
GET / HTTP/ 1.1 | --> [verify (6)]
Aut hori zation: Miutual sid=..., | <-- K
vke="...", ... |
I I
R (7) 200-VFY-S --- |
[verify | 200 X |
(7)]<--1 Aut henti cation-Info: Mitual vks="..."
I I
%

\Y

WAV Aut henti cate: Miutual sid=..., ksl="...",

2017

Figure 1: Typical Comunication Flow for First Access to Resource

0o As is typical in general HITP protocol designs, a client wll

at

first request a resource w thout any authentication attenpt (1).

If the requested resource is protected by the Mitual

aut hentication protocol, the server will respond with a nessage

requesting authentication (401-INIT) (2).
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O wa,

The client processes the body of the nessage and waits for the
user to input the username and password. |If the usernane and
password are available, the client will send a nessage with the
aut henti cated key exchange (req-KEX-Cl) to start the

aut hentication (3).

If the server has received a req- KEX-Cl nessage, the server

| ooks up the user’s authentication information within its user

dat abase. Then, the server creates a new session identifier (sid)
that will be used to identify sets of the nessages that follow it
and responds with a nessage containing a server-side authenticated
key exchange val ue (401- KEX-S1) (4).

At this point (5), both peers calculate a shared "session secret"”
usi ng the exchanged values in the key exchange nessages. Only
when both the server and the client have used secret credentials
generated fromthe same password will the session secret val ues
match. This session secret will be used for access authentication
of every individual request/response pair after this point.

The client will send a request with a client-side authentication
verification value (reqg-VFY-C) (6), calculated fromthe
client-generated session secret. The server will check the
validity of the verification value using its own version of the
sessi on secret.

If the authentication verification value fromthe client was
correct, then the client definitely owns the credential based on
the expected password (i.e., the client authentication succeeded).
The server will respond with a successful message (200-VFY-S) (7).
Unli ke the usual one-way authentication (e.g., HITP Basic

aut hentication or POP APOP authentication [RFC1939]), this nessage
al so contains a server-side authentication verification val ue.

VWen the client’s verification value is incorrect (e.g., because
the user-supplied password was incorrect), the server will respond
with a 401-1NIT nessage (the same nessage as the nessage used

in (2)) instead.

The client MUST first check the validity of the server-side

aut hentication verification value contained in the nessage (7).
If the value was equal to the expected val ue, server

aut henticati on succeeded.
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2.

If it is not the expected value or the nessage does not contain
the authentication verification value, then the mutua

aut henti cati on has been broken for sonme unexpected reason. The
client MJUST NOT process any body or header values contained in the
HTTP response in this case. (Note: This case should not happen
between a correctly inplenmented server and client wthout any
active attacks; such a scenario could be caused by either a
man-in-the-mddl e attack or incorrect inplenentation.)

Al ternative Fl ows

As shown above, the typical flow for a first authentication request
requires three request-response pairs. To reduce protocol overhead,
the protocol enables several shortcut flows that require fewer
nmessages.

o Case Al If the client knows that the resource is likely to require
aut hentication, the client MAY omt the first unauthenticated
request (1) and i medi ately send a key exchange (req-KEX-Cl)
message. This will reduce the number of round trips by one.

o Case B: If both the client and the server previously shared a
session secret associated with a valid sid, the client MAY
directly send a reg- VFY-C nessage using the existing sid and
correspondi ng session secret. This will further reduce the nunber
of round trips by one.

The server MAY have thrown out the correspondi ng session fromthe
session table. |If so, the server will respond with a 401- STALE
nessage, indicating that a new key exchange is required. The
client SHOULD try again to construct a req-KEX-Cl nmessage in

this case.
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Figure 2 depicts the shortcut flows described above. Wen using
appropriate settings and inplenentations, nost of the requests to
resources are expected to neet both criteria; thus, only one
round trip of request/response will be required.

Case A. Omt first request
(2 round trips)

dient Server
I --- req-KEX-C1 ----> |
I <---- 401-KEX-S1 --- I
I req-VFY-C---->I
i <----- 200- VFY-S --- i

Case B: Reuse session secret (re-authentication)

(B-1) key avail able (B-2) key expired
(1 round trip) (3 round trips)

Cient Server Cient Server

I req-VFY-C---->I I --- req-VFY-C ------- >I

I <eeee- 200- VFY-S --- I I . 401- STALE --- I

| | I --- req-KEX-C1 ------ >I
I <o 401- KEX- S1 --- I
I --- req-VFY-C ------- >I
i . 200- VFY-S --- i

Figure 2: Several Alternative Protocol Flows

For nore details, see Sections 10 and 11.
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3. Message Synt ax

Throughout this specification, the syntax is denoted in the extended
augrment ed BNF syntax as defined in [ RFC7230] and [ RFC5234]. The
followi ng el enents are used in this docunment per [RFC5234],

[ RFC7230], and [RFC7235]: DIG T, ALPHA, SP, auth-schene,

quot ed-string, auth-param header-field, token, challenge, and
credenti al s.

The Mutual authentication protocol uses three headers:

WAV Aut henti cate (usually in responses with a 401 status code)

Aut hori zation (in requests), and Authentication-Info (in responses
other than a 401 status code). These headers follow the frameworks
described in [RFC7235] and [RFC7615]. See Section 4 for nore details
regardi ng these headers.

The framework in [RFC7235] defines the syntax for the headers

WAV Aut henti cate and Aut hori zation as the syntax el enents "chal |l enge”
and "credential s", respectively. The auth-schene el enent contai ned
in those headers MJST be set to "Miutual" when using the protoco
specified in this docunent. The syntax for "chall enge" and
"credentials" to be used with the "Mitual" auth-scheme SHALL be
nane-val ue pairs (#auth-paran), not the "token68" paraneter defined
in [ RFC7235] .

The Aut hentication-Info header used in this protocol SHALL follow the
syntax defined in [ RFC7615].

In HTTP, the WWV Aut henticate header nmay contain two or nore
chall enges. dient inplenentations SHOULD be aware of, and be
capabl e of correctly handling, those cases.

3.1. Non-ASClI| Extended Header Paraneters

Al of the paranmeters contained in the above three headers, except
for the "realn field, MAY be extended to | SO 10646-1 val ues using
the framework described in [RFC5987]. Al servers and clients MJST
be capabl e of receiving and sendi ng val ues encoded per the syntax
specified in [ RFC5987] .

If a value to be sent contains only ASCI| characters, the field MJST
be sent using plain syntax as defined in RFC 7235. The syntax as
ext ended by RFC 5987 MJST NOT be used in this case.

If a value (except for the "realm header) contains one or nore
non- ASCI | characters, the parameter SHOULD be sent using the syntax
defined in Section 3.2 of [RFC5987] as "ext-paraneter”. Such a
par amet er MUST have a charset value of "UTF-8", and the |anguage
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val ue MUST al ways be omtted (have an enpty value). The sane
paranmeter MUST NOT be sent nore than once, regardl ess of the
syntax used.

For exanple, a parameter "user" with the value "Renee of France"
SHOULD be sent as < user="Renee of France" >. |[|f the value is
"Ren<e acute>e of France", it SHOULD be sent as

< user*=UTF- 8" ' Ren%C3%89e%200f %20Fr ance > i nst ead.

[ RFC7235] requires that the "realm paranmeter be in its plain form
(not as an extended "real nt" paraneter), so the syntax specified in
RFC 5987 MJUST NOT be used for this paraneter.

3.2. Val ues

The paraneter values contained in challenges or credentials MJST be
parsed in strict conformance with HITP semantics (especially the
unquoting of string parameter values). |In this protocol, those

val ues are further categorized into the foll owi ng val ue types:
tokens (bare-token and extensive-token), string, integer

hex- fi xed- nunber, and base64-fi xed- nunber.

For clarity, it is RECOWENDED that inplenmentations use the canonica
representations specified in the follow ng subsections for sending
val ues. However, recipients MJUST accept both quoted and unquoted
representations interchangeably, as specified in HITP.

3.2.1. Tokens

For sustaining both security and extensibility at the same tinme, this
protocol defines a stricter sub-syntax for the "token" to be used.

Ext ensi ve-t oken val ues SHOULD use the followi ng syntax (after the
parsing of HTTP val ues):

bar e-t oken-| ead- char *bare-token-char
%30-39 / 9%41-5A / 9%61-7A

%30-39 / 9%&41-5A / 9%&e61-7A [/ “"-" [ " "
"-" bare-token 1*("." bare-token)
bare-token / extension-token

bar e-t oken

bar e-t oken- | ead- char
bar e-t oken- char

ext ensi on-t oken

ext ensi ve-t oken

Figure 3: BNF Syntax for Token Val ues

The tokens (bare-token and extension-token) are case insensitive.
Senders SHOULD send these in | ower case, and receivers MJST accept
bot h upper and | ower cases. Wen tokens are used as (partial) inputs
to any hash functions or other mathematical functions, they MJST

al ways be used in | ower case.
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3.

3.

2

2.

Ext ensi ve-tokens are used in this protocol where the set of
accept abl e tokens may include non-standard extensions. Any extension
of this protocol MAY use either the bare-tokens allocated by | ANA
(see the procedure described in Section 16) or extension-tokens with
the format "-<bare-token>. <donai n- nanme>", where <domai n-nane> is a
valid (sub)domain name on the Internet owned by the party who defines
t he extensi on.

Bar e-t okens and extensive-tokens are al so used for paraneter nanes,
in the unquoted form Requirenments for using the extension-token for
the paraneter nanes are the same as those described in the previous
par agr aph.

The canonical fornmat for bare-tokens and extensive-tokens is the
unquot ed representation

.2. Strings

Al'l character strings MJST be encoded to octet strings using UTF-8
encodi ng [ RFC3629] for the Unicode character set [Unicode]. Such
strings MJST NOT contain any |eading Byte Order Marks (BOMWs) (al so
known as ZERO W DTH NO BREAK SPACE, WFEFF, or EF BB BF). It is
RECOMVENDED t hat both peers reject any invalid UTF-8 sequences that
m ght cause decodi ng anbiguities (e.g., containing <"> in the second
or subsequent bytes of the UTF-8 encoded characters).

If strings represent a domain nanme or URI that contains non-ASCl
characters, the host parts SHOULD be encoded as they (the parts) are
used in the HITP protocol layer (e.g., in a Host: header); per
current standards, the A-label as defined in [RFC5890] will be used.
Lowercase ASCI| characters SHOULD be used

The canonical format for strings is quoted-string (as it may contain
equal s signs ("="), plus signs ("+"), and slashes ("/")), unless the
paranmeter containing the string value will use extended syntax as
defined in [ RFC5987]. (Per [RFC5987], an extended paraneter will
have an unquot ed encoded val ue.)

3. Numbers
The foll owi ng syntax definitions provide a syntax for nuneric val ues:
i nt eger

hex-fi xed- nunber
base64-fi xed- nunber

"0" / (%31-39 *DIAT) ; no |l eading zeros
1*(2(DIA T/ %41-46 /| 9%61-66))
1*( ALPHA / DG T/ "+" [ "/" ) O*2"="

Figure 4: BNF Syntax for Numbers
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The syntax definition of the integers only allows representations
that do not contain |eading zeros.

A number represented as a hex-fixed-nunmber MJST include an even
nunber of hexadecimal digits (i.e., nultiples of eight bits). Those
val ues are case insensitive and SHOULD be sent in |ower case. Wen
these val ues are generated from any cryptographi c val ues, they MJST
have their "natural length"; if they are generated from a hash
function, their lengths correspond to the hash size; if they
represent el enents of a mathematical set (or group), their |engths
SHALL be the shortest |lengths that represent all the elenents in the
set. For exanple, the results of the SHA-256 hash function will be
represented by 64 digits, and any elenments in a 2048-bit prine field
(rmodul 0o a 2048-bit integer) will be represented by 512 digits,
regardl ess of how nany zeros appear in front of such representations.
Session identifiers and other non-cryptographically generated val ues
are represented in any (even) length determ ned by the side that
generates it first, and the sane | ength MJST be used in al
conmuni cati ons by both peers.

The nunbers represented as base64-fixed-nunber SHALL be generated as
follows: first, the number is converted to a big-endian radi x-256

bi nary representation as an octet string. The length of the
representation is determned in the same way as the technique
nentioned above. Then, the string is encoded using base64 encodi ng
(described in Section 4 of [RFC4648]) without any spaces and
new i nes. | nplenentations decodi ng base64-fi xed- nunmber SHOULD r ej ect
any input data with invalid characters, excess or insufficient

paddi ng, or non-canonical pad bits (see Sections 3.1 through 3.5 of

[ RFC4648]) .

The canonical format for integer and hex-fixed-nunmber is unquoted
tokens, and the canonical format for base64-fixed-nunber is
qguot ed- stri ng.

4. Messages

In this section, we define the six kinds of nessages in the
aut hentication protocol, along with the formats and requirenents of
the headers for each type of nessage.

To determ ne under what circunstances each nessage is expected to be
sent, see Sections 10 and 11.

In the descriptions below, the types of allowable values for each
header parameter are shown in parentheses after each paraneter nane.
The "al gorithm determ ned" type neans that the acceptable value for
the paraneter is one of the types defined in Section 3 and is
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determ ned by the value of the "algorithm' paranmeter. The paraneters
mar ked "nmandat ory" SHALL be contained in the nessage. The paraneters
mar ked "non- mandat ory" MAY be either contained in the nmessage or
omtted fromit. Each parameter SHALL appear in each header exactly
once at nost.

Al'l credentials and chal | enges MAY contain any paraneters not
explicitly specified in the follow ng sections. Recipients that
do not understand such paraneters MJST silently ignore them
However, all credentials and chall enges MJST neet the follow ng
criteria:

o For responses, the paraneters "reason", any "ks#" (where "#"
stands for any decinmal integer), and "vks" are mutually excl usive;
any chal l enges MUST NOT contain two or nore paranmeters anong them
They MJUST NOT contain any "kc#" or "vkc" paraneters.

o For requests, the paraneters "kc#" (where "#" stands for any
deci mal integer) and "vkc" are mutually exclusive; any chall enges
MUST NOT contain two or nore paraneters anong them They MJST NOT
contain any "ks#" or "vks" paraneters.

Every message defined in this section contains a "version" field to
detect any future revisions of the protocol that are inconpatible.

| mpl enent ati ons of the protocol described in this specification MJST
al ways send a token "1" to represent the version nunber. Recipients
MUST rej ect nmessages that contain any other value for the version
unl ess anot her specification defines specific behavior for that

versi on.

4.1. 401-INT and 401- STALE

Every 401-INT or 401- STALE nessage SHALL be a valid HTTP 401
(Unaut hori zed) status nessage (or sonme other 4xx status nessage, if
appropriate) containing one and only one (hereafter not explicitly
not ed) WNWV Aut henti cate header containing a "reason" paraneter in the
chal | enge. The chall enge SHALL contain all of the paraneters narked
"mandat ory" bel ow and MAY contain those marked "non-mandatory"

versi on:
(mandat ory extensive-token) should be the token "1".

al gorithm
(mandat ory extensive-token) specifies the authentication algorithm
to be used. The value MJST be one of the tokens specified in
[ RFC8121] or another suppl emental specification.
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val i dati on:

(mandat ory extensive-token) specifies the method of host
validation. The value MJST be one of the tokens described in
Section 7 or the tokens specified in another supplenenta
speci fication.

aut h- scope:

(non-mandatory string) specifies the authentication scope, i.e.
the set of hosts for which the authentication credentials are
valid. It MJIST be one of the strings described in Section 5. |If
the value is omtted, it is assuned to be the "single-server type"
domai n as described in Section 5.

real m

(mandatory string) is a string representing the name of the
aut hentication real minside the authentication scope. As
specified in [RFC7235], this value MJST al ways be sent in the
guoted-string form and an encodi ng as specified in [ RFC5987]
MUST NOT be used.

The real mvalue sent fromthe server SHOULD be an ASCI| string.
Clients MAY treat any non-ASCI| value received in this field as a
bi nary bl ob, an NFC-nornmalized UTF-8 string ("NFC' stands for
“"Normalization FormC'), or an error

reason:

O wa,

(mandat ory extensive-token) SHALL be an extensive-token that
descri bes the possible reason for the failed authentication or
aut horization. Both servers and clients SHALL understand and
support the follow ng three tokens:

* initial: Authentication was not attenpted because there was no
Aut hori zati on header in the correspondi ng request.

* stal e-session: The provided sid in the request was either
unknown to the server or expired in the server.

* auth-failed: The authentication trial failed for sonme reason
possi bly because of a bad authentication credential.
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| mpl ement ati ons MAY support the foll owi ng tokens or any

ext ensi ve-tokens defined outside of this specification. |If
clients receive any unknown tokens, they SHOULD treat themas if
they were "auth-failed" or "initial".

* reauth-needed: The server-side application requires a new
aut hentication trial, regardless of the current status.

* invalid-parameters: The server did not attenpt authentication
because sone paraneters were not acceptable.

* internal-error: The server did not attenpt authentication
because there are sone problens on the server side.

* user-unknown: This is a special case of auth-failed; it
suggests that the provided usernane is invalid. Due to
security inmplications, the use of this paraneter is
NOT RECOMMENDED, except for special - purpose applications where
it would make sense to do so

* invalid-credential: This is another special case of
auth-failed; it suggests that the provided usernane was valid
but authentication still failed. For security reasons, the use
of this paraneter is NOT RECOMVENDED.

* authz-failed: Authentication was successful, but access to the
specified resource is not authorized to the specific
aut henticated user. (It mght be used along with either a
401 (Unaut horized) or 403 (Forbidden) status code to indicate
that the authentication result is one of the existing reasons
for the failed authorization.)

It is RECOWENDED that the reason for failure be recorded to sone
type of diagnostic |og, shown to the client user inmediately, or
both. It will be helpful to find out |ater whether the reason for
the failure is technical or caused by user error

The al gorithmspecified in this header will determne the types
(anong those defined in Section 3) and the values for K cl, K si,
VK ¢, and VK s.

Anong t hese nessages, any nessages with the "reason" paraneter val ue

"stal e-session” will be called "401- STALE" nessages hereafter,
because these nessages have a special nmeaning in the protocol flow
Messages with any other "reason" parameters will be called "401-INIT"
messages.
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4.2. req-KEX-Cl

Every req- KEX-Cl nmessage SHALL be a valid HITP request nessage
cont ai ning an Aut horization header with a credential containing a
"kcl" paraneter.

The credential SHALL contain the paraneters with the foll owi ng nanes:

ver si on:
(mandat ory, extensive-token) should be the token "1".

al gorithm validation, auth-scope, realm
MJUST be the sanme val ues as those received fromthe server.

user:
(mandatory, string) is the UTF-8 encoded nane of the user. The
string SHOULD be prepared according to the nethod presented in
Section 9.

kc1:
(mandatory, algorithmdetermned) is the client-side key exchange
value K cl, which is specified by the algorithmthat is used.

4.3. 401-KEX-S1

Every 401- KEX- S1 message SHALL be a valid HTTP 401 (Unaut hori zed)
status response nessage contai ning a WWV Aut henti cate header with a
chal | enge containing a "ksl" paraneter.

The chal l enge SHALL contain the paraneters with the foll ow ng nanes:

versi on:
(mandat ory, extensive-token) should be the token "1".

al gorithm validation, auth-scope, realm
MJUST be the sanme val ues as those received fromthe client.

si d:
(mandat ory, hex-fixed-nunber) MJST be a session identifier, which
is a randominteger. The sid SHOULD have uni queness of at | east
80 bits or the square of the maxi num esti mated transactions
concurrently available in the session table, whichever is |arger
See Section 6 for nore details.

ks1:

(mandatory, algorithmdetermned) is the server-side key exchange
value K s1, which is specified by the algorithm
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4.4.

nc- max:
(mandatory, integer) is the nmaxi mum val ue of nonce nunbers that
the server accepts.

nc-w ndow.
(mandatory, integer) is the nunber of avail able nonce nunber slots
that the server will accept. It is RECOMVENDED that the val ue of
the "nc-wi ndow' paraneter be 128 or nore.

time:
(mandatory, integer) represents the suggested tinme (in seconds)
that the client can reuse the session represented by the sid. It

is RECOWENDED that the tine be set to at | east 60 (seconds).
However, the server is not required to guarantee that the session
represented by the sid will be available (e.g., alive, usable) for
the time specified in this paraneter.

pat h:
(non-mandatory, string) specifies to which path in the UR space
the sane authentication is expected to be applied. The value is a
space-separated list of URIs, in the same format as that specified
in the "domai n" paranmeter [RFC/616] for Digest authentications.
Al path elements contained in the "path" paranmeter MJST be inside
the specified auth-scope; if not, clients SHOULD i gnore such
el ements. For better perfornmance, it is inportant that clients
recogni ze and use this paraneter.

req- VFY-C

Every reqg- VFY-C nmessage SHALL be a valid HTTP request nessage
contai ning an Authorization header with a credential containing a
"vkc" paraneter.

The paranmeters contained in the header are as foll ows:

ver si on:
(mandat ory, extensive-token) should be the token "1".

al gorithm validation, auth-scope, realm
MUST be the sane val ues as those received fromthe server for the
sessi on.

si d:
(mandat ory, hex-fixed-nunber) MJST be one of the sid val ues that
was received fromthe server for the sane authentication realm
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nc:
(mandatory, integer) is a nonce request nunber that is unique
anong the requests sharing the same sid. The values of the nonce
nunbers SHOULD satisfy the properties outlined in Section 6.

vkc:
(mandatory, algorithmdetermned) is the client-side
aut hentication verification value VK ¢, which is specified by the
al gorithm

200- VFY- S

Every 200-VFY-S nmessage SHALL be a valid HTTP nessage that does not
have a 401 (Unauthorized) status code and SHALL contain an
Aut henti cation-1nfo header with a "vks" paraneter.

The paraneters contained in the header are as foll ows:

ver si on:
(mandat ory, extensive-token) should be the token "1".

sid:
(mandat ory, hex-fixed-nunber) MJST be the val ue received fromthe
client.

vks:
(mandatory, algorithmdetermned) is the server-side
aut hentication verification value VK s, which is specified by the
al gorithm

The header MUST be sent before the content body; it MJST NOT be sent
in the trailer of a chunked-encoded response. If a "100 (Continue)"
[ RFC7231] response is sent fromthe server, the Authentication-Info
header SHOULD be included in that response instead of the fina
response.

Aut henti cati on Real ns

In this protocol, an authentication realmis defined as a set of
resources (URIs) for which the sane set of usernanes and passwords is
valid. |If the server requests authentication for an authentication
realmfor which the client is already authenticated, the client wll
automatically performthe authentication using the already-known
credentials. However, for different authentication realnms, clients
MUST NOT autonmatically reuse usernanes and passwords for another
real m
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As is the case for the Basic and Di gest access authentication
protocols, the Miutual authentication protocol supports multiple,
separate protection spaces to be set up inside each host.
Furthernore, the protocol allows a single authentication realmto
span several hosts within the sane Internet domain

Each authentication realmis defined and distinguished by the triple
of an authentication algorithm an authentication scope, and a
"real M paraneter. However, it is NOI RECOVMENDED t hat server
operators use the sane pair of an authentication scope and a real m
with different authentication algorithmns.

The "realni' paraneter is a string as defined in Section 4.
Aut henti cation scopes are described in the renai nder of this section

An aut hentication scope specifies the range of hosts spanned by the
authentication realm In this protocol, it MJST be one of the
foll owi ng ki nds of strings:

0 Single-server type: A string in the format "<scheme>://<host>" or
"<scheme>://<host >: <port>", where <schenme>, <host>, and <port> are
the corresponding URI parts of the request URI. [If the default
port (i.e., 80 for HITP and 443 for HITPS) is used for the
under | yi ng HTTP conmuni cations, the port part MJST be onmitted,
regardl ess of whether it was present in the request URI. In al
ot her cases, the port part MJST be present, and it MJST NOT
contain | eading zeros. Use this format when authentication is
only valid for a specific protocol (such as HITPS). This format
is equivalent to the ASCII serialization of a Wb origin, as
presented in Section 6.2 of [RFC6454].

o Single-host type: The "host" part of the requested URI. This is
the default value. Authentication realnms within this kind of
aut hentication scope will span several protocols (e.g., HITP and
HTTPS) and ports but will not span different hosts.

0o WIldcard-domain type: A string in the format "*.<donmai n-postfix>"
where <dommi n-postfix> is either the host part of the requested
URI or any domain in which the requested host is included (this
means that the specification "*.exanple.cont is valid for all of
hosts "wwv. exanpl e. cont, "web. exanpl e. cont
"www. sal es. exanpl e. cont, and "exanpl e.com'). The domai n-postfix
sent by the servers MJST be equal to or included in a valid
Internet donain assigned to a specific organization; if clients
know, via sone neans such as a blacklist for HTTP cookies
[ RFC6265], that the specified domain is not to be assigned to any
speci fic organization (e.g., "*.com or "*.jp"), it is RECOVMENDED
that clients reject the authentication request.
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In the above specifications, every "scheme", "host", and "donain"
MUST be in | ower case, and any internationalized domai n names beyond
the ASCII character set SHALL be represented in the way they are sent
in the underlying HTTP protocol, represented in | owercase characters,
i.e., these domain nanes SHALL be in the formof LDH ("letters,
digits, hyphen") labels as defined in the Internationalized Domain
Nanes for Applications (I1DNA) specification [ RFC5890]. A "port" MJST
be given in shortest unsigned deci mal nunber notation. Not obeying
these requirenents will cause valid authentication attenpts to fail

5.1. Resolving Anbiguities

In the above definitions of authentication scopes, several scopes may
overlap each other. |If a client has already been authenticated to
several realns applicable to the sane server, the client may have
multiple lists of the "path" parameters received with the

"401- KEX- S1" message (see Section 4). |If these path lists have any
overlap, a single URI may belong to nultiple possible candidate
realns to which the client can be authenticated. |In such cases,

clients face an anbi guous choi ce regardi ng which credentials to send
for a new request (see Steps 3 and 4 of the decision procedure
presented in Section 10).

In such cases, a client MAY freely send requests that belong to any
of these candidate realns, or it MAY sinply send an unauthenticated
request and see for which real mthe server requests an
authentication. It is RECOWENDED that server operators provide
properly configured "path" paraneters (nore precisely, disjoint path
sets for each realm for clients so that such anmbiguities will not
occur.

The foll owi ng procedure is one possible tactic for resolving
anbi guities in such cases:

o If the client has previously sent a request to the same URI and it
remenbers the authentication real mrequested by the 401-INIT
nessage at that tine, use that realm

o In other cases, use one of the authentication realns representing
the nmost-specific authentication scopes. The list of possible
domai n specifications shown above is given fromnost specific to
| east specific.

If there are several choices with different w | dcard-dongain

speci fications, the one that has the | ongest domai n-postfix has
priority over those with shorter domai n-postfixes.
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6.

o If there are realns with the sane authentication scope, there is
no defined priority; the client MAY choose any one of the possible
choi ces.

Sessi on Managenent

In the Miutual authentication protocol, a session represented by

an sid is set up using four nessages (first request, 401-INT,

reg- KEX- Cl, and 401- KEX-Sl1l), after which a session secret (2z)
associated with the session is established. After nutually
establishing a session secret, this session, along with the secret,
can be used for one or nore requests for resources protected by the
sanme real mon the sanme server. Note that session nanagenent is only
an inside detail of the protocol and usually not visible to norma
users. |If a session expires, the client and server SHOULD
automatically re-establish another session w thout informng

the user.

Sessions and session identifiers are local to each server (defined by
schene, host, and port), even if an authentication scope covers

mul tiple servers; clients MIST establish separate sessions for each
port of a host to be accessed. Furthernore, sessions and identifiers
are also local to each authentication realm even if they are

provi ded by the sane server. The sane session identifiers provided
either fromdifferent servers or for different real ns MIST be treated
as bei ng i ndependent of each ot her

The server SHOULD accept at |east one req-VFY-C request for each
session if the request reaches the server in a time w ndow specified
by the "tineout" paraneter in the 401-KEX-S1 nessage and if there are
no emnergent reasons (such as flooding attacks) to forget the session
After that, the server MAY discard any session at any tinme and MAY
send 401- STALE nessages for any further req-VFY-C requests received
for that session.

The client MAY send two or nobre requests using a single session
specified by the sid. However, for all such requests, each val ue of
the nonce nunber (in the "nc" paraneter) MJST satisfy the follow ng
condi tions:

o It is a natural numnber.

0 The same nonce number was not sent within the sane session

o It is not larger than the nc-max value that was sent fromthe
server in the session represented by the sid.
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o It is larger than (largest-nc - nc-w ndow), where largest-nc is
the largest value of nc that was previously sent in the session
and nc-wi ndow i s the value of the "nc-w ndow' paraneter that was
received fromthe server for the session

The last condition allows servers to reject any nonce nunbers that
are "significantly" smaller than the "current" val ue (defined by the
val ue of nc-w ndow) of the nonce nunmber used in the session involved.
In other words, servers MAY treat such nonce nunbers as "al ready

received". This restriction enables servers to inplenent
dupl i cat e-nonce detection in a constant anount of menory for each
sessi on.

Servers MJST check for duplication of the received nonce nunbers, and
if any duplication is detected, the server MJST discard the session
and respond with a 401- STALE nessage, as outlined in Section 11. The
server MAY also reject other invalid nonce nunbers (such as those
above the nc-max limt) by sending a 401- STALE nessage.

For exanple, assunme that the nc-w ndow val ue of the current session
is 128 and nc-max is 400, and that the client has already used the
foll owi ng nonce nunbers: {1-120, 122, 124, 130-238, 255-360,

363-372}. The nonce nunber that can then be used for the next
request is a nunber fromthe foll ow ng set: {245-254, 361, 362,
373-400}. The values {0, 121, 123, 125-129, 239-244} MNAY be rejected
by the server because they are not above the current "wi ndow limt"
(244 = 372 - 128).

Typically, clients can ensure the above property by using a
nonotoni cally increasing integer counter that counts fromzero up to
t he val ue of nc-max.

The val ues of the nonce nunbers and any nonce-rel ated val ues MUST

al ways be treated as natural numbers within an infinite range.

| mpl ement ations that use fixed-width integer representations,

fi xed-precision floating-point nunbers, or sinmlar representations
SHOULD NOT reject any l|larger values that overflow such representative
l[imts and MJUST NOT silently truncate them using any nodul us-1ike
roundi ng operation (e.g., by nmod 2732). Instead, the whol e protoco
is carefully designed so that recipients MAY replace any such
overfl owi ng values (e.g., 2"80) with sonme reasonably |arge maxi mum
representative integer (e.g., 231 - 1 or others).
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7.

Host Val i dati on Met hods

The "validation method" specifies a method to "relate" (or "bind")
the mutual authentication processed by this protocol w th other

aut hentications already perforned in the underlying layers and to
prevent man-in-the-mddle attacks. It determ nes the value vh that
is an input to the authentication protocols.

VWhen HTTPS or another possible secure transport is used, this
corresponds to the idea of "channel binding" as described in

[ RFC5929]. Even when HTTP is used, simlar, but somewhat |imted,
"binding" is performed to prevent a malicious server fromtrying to
authenticate itself to another server as a valid user by forwarding
the received credential s.

The valid tokens for the "validation" parameter and correspondi ng
val ues of vh are as foll ows:

host :
host nane val idation. The value vh will be the ASCII string in the
follow ng format: "<schenme>://<host>:<port>", where <schene>,
<host >, and <port> are the URl conponents corresponding to the
server-side resource currently being accessed. The schene and
host are in |lower case, and the port is listed in shortest deci nal
notation. Even if the request URl does not have a port part, vh
will include the default port nunber

tls-server-end-point:
TLS endpoint (certificate) validation. The value vh will be the
octet string of the hash value of the server’s public key
certificate used in the underlying TLS [ RFC5246] connection
processed as specified in Section 4.1 of [RFC5929].

tls-uni que:
TLS shared-key validation. The value vh will be the
channel -binding material derived fromthe Finished nessages,
as defined in Section 3.1 of [RFC5929]. (Note: See Section 7.2
for sone security-related notes regarding this validation nethod.)

If HTTP is used on a non-encrypted channel (TCP and the Stream
Control Transm ssion Protocol (SCTP), for exanple), the validation

type MUST be "host". |f HTTP/TLS [ RFC2818] (HTTPS) is used with a
server certificate, the validation type MIST be
“"tls-server-end-point". If HITP/TLS is used with an anonynous

Diffie-Hell man key exchange, the validation type MJUST be "tls-uni que"
(see the note bel ow).
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7.

If the validation type "tls-server-end-point" is used, the server
certificate provided in the TLS connecti on MJUST be verified at |east
to nake sure that the server actually owns the correspondi ng private
key. (Note: This verification is automatic in sone RSA-based key
exchanges but is NOT automatic in Diffie-Hell man-based key exchanges
wi th separate exchanges for server verification.)

Clients MJST validate this parameter upon receipt of 401-INT
nmessages.

Not e: The protocol defines two variants of validation on the TLS
connections. The "tls-unique" nmethod is technically nore secure.
However, there are sone situations where "tls-server-end-point" is
pref erabl e:

o Wien TLS accelerating proxies are used. 1In this case, it is
difficult for the authenticating server to acquire the TLS key
information that is used between the client and the proxy. This
is not the case for client-side "tunneling" proxies using the HTTP
CONNECT et hod.

o Wien a bl ack-box inplenentation of the TLS protocol is used on
ei t her peer.

Applicability Notes

When the client is a Wb browser with any scripting capabilities
(support of dynamic contents), the underlying TLS channel used with
HTTP/ TLS MJUST provi de server identity verification. This means that
(1) anonynous Diffie-Hellnman key exchange ci pher suites MJUST NOT be
used and (2) verification of the server certificate provided by the
server MJST be performed. This is to prevent |oading identity-
unaut henti cated scripts or dynam c contents, which are referenced
fromthe authenticated page.

For ot her systens, when the underlying TLS channel used with HTTP/ TLS
does not performserver identity verification, the client SHOULD
ensure that all responses are validated using the Mitua

aut hentication protocol, regardless of the existence of 401-INT
responses.
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7.2. Notes on "tls-unique"

As described in the interoperability note in Section 3.1 of

[ RFC5929], the "tls-unique" verification value will be changed by
possi bl e TLS renegoti ati on, causing an interoperability problem TLS
renegoti ations are used in several HTTPS server inplenentations for
enforcing sone security properties (such as cryptographic strength)
for sone specific responses.

If an inplenentati on supports the "tls-unique" verification nethod,
the follow ng precauti ons SHOULD be taken

0o Both peers nust be aware that the vh values used for vkc (in
req- VFY- C nessages) and vks (in 200-VFY-S nessages) nmay be
different. These values MJST be retrieved fromunderlying TLS
libraries each time they are used.

o After calculating the values vh and vkc to send a reg- VFY-C
request, clients SHOULD NOT initiate TLS renegotiation until the
end of the correspondi ng response header is received. An
exception is that clients can and SHOULD perform TLS renegoti ati on
as a response to the server’s request for TLS renegoti ati on,
bef ore recei pt of the begi nning of the response header

Al so, inplenenters MIST take care of session resunption attacks
regardi ng "tls-uni que" channel - bi ndi ng nechani sns and master secrets.
As a mtigation, the TLS extension defined in [RFC7627] SHOULD be
used when "tls-uni que" host verification is to be used.

8. Authentication Extensions

It is RECOWENDED that interactive clients (e.g., Wb browsers)
supporting this protocol support non-nandatory authentication and the
Aut hent i cati on- Control header defined in [ RFC8053], except for the
"auth-styl e" paraneter. This specification also proposes (but does
not mandate) that the default "auth-style" be "non-nodal". Wb
applicati ons SHOULD, however, consider the security inmpacts of the
behavi or of clients that do not support these headers.

Aut hentication-initializing messages with the

Opt i onal - WWV Aut henti cat e header are used only where the 401-INIT
response is valid. It will not replace other 401-type nessages such
as 401- STALE and 401-KEX-Sl1. That is, the "reason" field of such a
nessage MJST be "initial" (or any extensive-tokens NOT defined in
Section 4.1).
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9.

10.

10.

String Preparation

For interoperability reasons, it is inmportant that usernanes and
passwords used in this protocol be binary-conparabl e, regardless of
the user’s input methods and/or environnents. To ensure this, the
foll owi ng preparati on SHOULD be perforned:

0 Usernanes received fromusers SHOULD be prepared using the
"User naneCasePreserved" profile defined in Section 3.3 of
[ RFC7613] .

o Passwords received fromusers SHOULD be prepared using the
"OpaqueString"” profile defined in Section 4.2 of [RFC7613].

In both cases, it is the sender’s duty to correctly prepare the
character strings. |If any non-prepared character string is received
fromthe other peer of the conmunication, the behavior of its
recipient is not defined; the recipient MAY either accept or reject
such input.

Server applications SHOULD al so prepare usernanes and passwords
accordi ngly upon registration of user credentials.

In addition, binary-based "interfaces" of inplenentations MAY require
and assune that the string is already prepared accordi ngly; when a
string is already stored as a binary Unicode string form

i mpl enent ati ons MAY onit preparation and Uni code nornalization
(perform ng UTF-8 encoding only) before using it. Wen a string is
al ready stored as an octet blob, inplenentations MAY send it as is.

Deci sion Procedure for Cients
1. General Principles and Requirenents

To securely inplenent the protocol, the client nmust be careful about
accepting the authenticated responses fromthe server. This also
holds true for the reception of a "normal response" (a response that
does not contain nutual -authentication-rel ated headers) from HTTP
servers.
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Per typical HTTP authentication, a single user-Ilevel request may
result in the exchange of two or nore HTTP requests and responses in
sequence. The follow ng normative rules MJST be followed by the
clients inplementing this protocol:

o

O wa,

Any kind of "normal response" MJST only be accepted for the very
first request in the sequence. Any "normal response" returned for
the second or subsequent requests in the sequence SHALL be

consi dered invalid.

By the same principle, if any response is related to an
authentication realmthat is different fromthat of the client’s
request (for example, a 401-INIT nessage requesting authentication
on another realn), it MJST only be accepted for the very first
request in the sequence. Such a response returned for a second or
subsequent request in the sequence SHALL be considered invalid.

A reg- KEX- C1L nessage MAY be sent as either an initial request or a
response to a 401-INIT or 401-STALE nessage. However, to avoid
infinite | oops of nessages, the reqg-KEX-Cl nessage SHOULD NOT be
sent nore than once in the sequence for a single authentication
realm A 401-KEX-S1 response MJST be accepted only when the
correspondi ng request is req-KEX-CL.

A reg- VFY-C nessage MAY be sent if there is a valid session secret
shared between the client and the server, as established by

req- KEX-C1 and 401- KEX- S1 nessages. |If any response with a

401 status code is returned for such a nessage, the correspondi ng
session secret SHOULD be di scarded as unusabl e.

In particular, upon the reception of a 401- STALE response, the
client SHOULD try to establish a new session by sending a

req- KEX- C1 nmessage, but only once within the request/response
sequence.

A 200- VFY-S nessage MJUST be accepted only as a response to a
req- VFY- C nessage and nothing else. The VK s values of such
response nessages MJST al ways be checked agai nst the correct
value, and if it is incorrect, the whole response SHOULD be

consi dered invalid.
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The final status of the client request follow ng the nessage exchange
sequence shall be determi ned as foll ows:

0 AUTH- SUCCEED: A 200-VFY-S nmessage with the correct VK s val ue was
returned in response to the req-VFY-C request in the sequence.

0 AUTH REQUI RED. Two cases exi st:

* A 401-INI'T nessage was returned fromthe server, and the client
does not know how to authenticate to the given authentication
real m

* A 401-INIT response was returned for a reg-VFY-C (or
req- KEX- Cl) nmessage, which neans that the user-supplied
aut hentication credentials were not accepted.

0 UNAUTHENTI CATED: A "normal response” is returned for an initia
request of any kind in the sequence.

Any kind of response (including a "normal response") other than those
explicitly allowed in the above rules SHOULD be interpreted as a
fatal conmunication error. |In such cases, the clients MJST NOT
process any data (the response body and other content-rel ated
headers) sent fromthe server. However, to handl e exceptional error
cases, clients MAY accept a nessage w thout an Authentication-Info

header if it has a Server Error (5xx) status code. In such cases,
they SHOULD be careful about processing the body of the content
(ignoring it is still RECOMVENDED, as it may possibly be forged by

i nternedi ate attackers), and the client will then have a status of
" UNAUTHENTI CATED" .

If a request is a sub-request for a resource included in another
resource (e.g., enbedded i nages, style sheets, frames), clients MAY
treat an AUTH REQUESTED status the sane way they would treat an
UNAUTHENTI CATED status. In other words, the client MAY ignore the
server’'s request to start authentication with new credentials via
sub-requests.

10.2. State Machine for the Cient (Informative)

The foll owi ng state machi ne descri bes the possi bl e request-response

sequences derived fromthe above normative rules. |If inplenenters
are not quite sure of the security consequences of the above rules,
we strongly advise that the decision procedure bel ow be followed. In

particular, clients SHOULD NOT accept "normal responses" unless
explicitly allowed in the rules. The labels in the steps bel ow are

O wa, et al. Experi ment al [ Page 31]



RFC 8120 Mut ual Aut hentication Protocol for HTTP April 2017

for informational purposes only. Action entries within each step are
checked in top-to-bottomorder, and the first clause satisfied is to
be fol | owed.

Step 1 (step_new request):
If the client software needs to access a new Wb resource, check
to see whether the resource is expected to be inside sone
aut hentication realmfor which the user has already been
aut henticated via the Mitual authentication schene. |If yes,
go to Step 2. Oherwise, go to Step 5.

Step 2:
Check to see whether there is an available sid for the expected
authentication realm If there is one, go to Step 3. Qherwi se,
go to Step 4.

Step 3 (step_send_vfy_ 1):
Send a req- VFY-C request.

* |f a 401-INT nessage is received with a different
aut hentication real mthan expected, go to Step 6.

* |f a 401- STALE nessage is received, go to Step 9.
* |f a 401-INIT nessage is received, go to Step 13.
* |f a 200-VFY-S nessage is received, go to Step 14.
* |f a "normal response” is received, go to Step 11.

Step 4 (step_send kexl 1):
Send a reqg- KEX-Cl request.

* |f a 401-INIT nessage is received with a different
aut hentication real mthan expected, go to Step 6.

* |f a 401-KEX-Sl1 nessage is received, go to Step 10.

* |f a 401-INIT nmessage is received with the same authentication
realm go to Step 13 (see Note 1).

* |f a "normal response” is received, go to Step 11.
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Step 5 (step_send nornmal _1):
Send a request wi thout any mutual -aut hentication headers.
* |f a 401-INIT nessage is received, go to Step 6.
* |f a "normal response" is received, go to Step 11

Step 6 (step_rcvd_ init):
Check to see whether the user’s password for the requested
aut hentication realmis known. |If yes, go to Step 7. O herw se,
go to Step 12.

Step 7:
Check to see whether there is an available sid for the expected
authentication realm |If there is one, go to Step 8. O herwi se,
go to Step 9.

Step 8 (step_send vfy):
Send a req- VFY-C request.

* |f a 401- STALE nessage is received, go to Step 9.
* |f a 401-INIT nessage is received, go to Step 13.
* |f a 200-VFY-S nessage is received, go to Step 14.

Step 9 (step_send_kex1):
Send a req- KEX-Cl request.

* |f a 401-KEX- Sl nessage is received, go to Step 10.
* |f a 401-INIT nessage is received, go to Step 13 (see Note 1).

Step 10 (step_rcvd_kex1):
Send a req-VFY-C request.

* |f a 401-INIT nessage is received, go to Step 13.
* |f a 200-VFY-S nessage is received, go to Step 14.
Step 11 (step_rcvd_nornal):
The requested resource is out of the authenticated area. The
client will be in the "UNAUTHENTI CATED' status. |If the response

contains a request for authentication other than Mitua
aut hentication, it MAY be handl ed normally.
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Step 12 (step_rcvd_init_unknown):

The requested resource requires Mitual authentication, and the
user is not yet authenticated. The client will be in the
"AUTH REQUESTED' status; it is RECOVWENDED that the client
process the content sent fromthe server and ask the user for a
usernane and password. Wen those are supplied by the user

go to Step 9.

Step 13 (step_rcvd_init_failed):

The authentication failed for sone reason, possibly because the
password or usernane is invalid for the authenticated resource.
Forget the user-provided credentials for the authentication
realm and go to Step 12.

Step 14 (step_rcvd_vfy):

The recei ved nmessage is the 200- VFY-S message, which al ways
contains a "vks" field. Check the validity of the received VK s
value. If it is equal to the expected value, then the nutua

aut hentication succeeded. The client will be in the

" AUTH SUCCEED" st at us.

An unexpected value is interpreted as a fatal comrunication
error.

If a user explicitly asks to log out (via the user interface),
the client MJUST forget the user’s password, go to Step 5, and
rel oad the current resource w thout an authenticati on header

Note 1: These transitions MAY be accepted by clients, but it is

NOT RECOVMENDED t hat servers initiate them

Figure 5 shows an infornative diagramof the client state.
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Figure 5: State Diagramfor Cients
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11.

Deci si on Procedure for Servers
Each server SHOULD have a table of session states. This table need
not be persistent over the long term it MAY be cl eared upon server
restart, reboot, or for other reasons. Each entry in the table
SHOULD contain at |east the follow ng information:
0 The session identifier, which is the value of the "sid" paraneter.
o The al gorithm used.

o The authentication realm

0 The state of the protocol: one of "key exchangi ng"
"aut henticated", "rejected", or "inactive".

o The username received fromthe client.

o A boolean flag indicating whether or not the session is fake.

o Wien the state is "key exchanging", the values of K cl and S s1.
o Wien the state is "authenticated", the follow ng information

* The val ue of the session secret (z).

* The largest nc received fromthe client (largest-nc).

* For each possible nc value between (largest-nc - nc-w ndow + 1)
and max_nc, a boolean flag indicating whether or not a request
with the correspondi ng nc has been received.

The tabl e MAY contain other information.

Servers SHOULD respond to the client requests according to the
foll owi ng procedure (see Note 1 bel ow regardi ng 401-I NI T nmessages
with a plus sign):

o Wen the server receives a "normal request":

* |f the requested resource is not protected by the Mitua
aut hentication, send a "normal response".

* |f the resource is protected by the Mitual authentication, send
a 401-INI'T response.
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o Wien the server receives a req-KEX-Cl request:

* |f the requested resource is not protected by the Mitua
aut hentication, send a "normal response"

* |f the authentication real mspecified in the req-KEX-Cl request
is not the expected realm send a 401-INIT response.

* |f the server cannot validate the paranmeter "kcl", send a
401-INIT (+) response.

* |f the received usernane is either invalid, unknown, or
unacceptabl e, create a new session, nark it as a "fake"
session, conpute a randomvalue as K sl1l, and send a fake
401- KEX- S1 response (see Note 2).

* (OQtherwi se, create a new session, conpute K s1, and send a
401- KEX- S1 response. The created session is marked as not
fake, and its largest-nc value is initialized to zero.

The created session is in the "key exchangi ng" state.

o Wien the server receives a req-VFY-C request:

* |f the requested resource is not protected by the Mitua
aut hentication, send a "nornmal response".

* |f the authentication real mspecified in the req-VFY-C request
is not the expected realm send a 401-INIT response.

I f none of the above holds true, the server will ook up the
session corresponding to the received sid and the authentication
real m

* |f the session corresponding to the received sid could not be
found or it is in the "inactive" state, send a 401- STALE
response.

* |f the sessionis in the "rejected" state, send either a
401-INIT (+) response or a 401-STALE nessage.

* |f the nc value in the request is larger than the "nc-nmax"
paranmeter sent fromthe server or it is not |arger than
(largest-nc - nc-wi ndow) (when in the "authenticated" state),
the server MAY (but is not REQU RED to; see Note 3) send a
401- STALE message. The session is changed to the "inactive"
state if the 401- STALE nmessage was sent.
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* |f the session is in the "authenticated" state and the request
has an nc val ue that was previously received fromthe client,
send a 401- STALE nessage. The session is changed to the
"inactive" state.

* |f the session is a "fake" session or the received vkc is
incorrect, then send a 401-INIT (+) response. |If the session
is in the "key exchangi ng" state, it MJST be changed to the
"rejected" state; otherwise, it MAY be either changed to the
"rejected" state or kept in the previous state.

*  (Otherwi se, send a 200-VFY-S response. |If the session was in
the "key exchangi ng" state, the session SHOULD be changed to
the "authenticated" state. The naxi num nc and nc flags of the
state MUST be updated appropriately.

At any time, the server MAY change any state entries with both the
"rejected" and "authenticated" states to the "inactive" state and NAY
di scard any "inactive" states fromthe table. Entries with the "key
exchangi ng" state SHOULD be kept unless there is an energency
situation such as a server reboot or a table capacity overfl ow

Note 1: In relation to, and followi ng the specification of, the
optional authentication defined in [ RFC8053], the 401-1 N T nessages
marked with plus signs cannot be replaced with a successful response
with an Optional - WWV Aut henti cate header. Every other 401-INT can
be a response with an Optional - WWVY Aut henti cat e header.

Note 2: The server SHOULD NOT send a 401-INIT response in this case,
because it will leak the information to the client that the specified
usernane will not be accepted. |Instead, postpone it until the
response to the next reqg-VFY-C request.

Note 3: If the request is not rejected in this clause, the server
will be required, in the next step, to determ ne whether the sane nc
val ue was previously received fromthe client. |If that is

i npossi bl e, the server MUST send a 401- STALE response in this step.

If the server does not renmenber the whole history of the nc val ues
received fromthe client, the server MUST send a 401- STALE nessage in
this clause.
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12.

12.

Aut hentication Al gorithms

Cryptographi c authentication algorithnms that are used with this
protocol will be defined separately. The algorithmdefinition MJST
at least provide definitions for the follow ng functions:

o0 The server-side authentication credential J, derived fromthe
client-side authentication credential pi.

o Key exchange values K cl1l, K s1 (exchanged on the wire) and
S cl, S s1 (kept secret in each peer).

o Shared session secret (z), to be conputed by both server and
client.

0 A hash function Hto be used with the protocol, along with its
out put size hSize.

o The value nlterPi, the nunber of iterations for the key derivation
operation.

Speci fications for cryptographic algorithnms used with this franmework
MUST specify whether those algorithms will (1) use the default
functions defined below for values pi, VK c, and VK s or (2) define
their own conparabl e functions.

Al'l algorithms used with this protocol SHOULD provi de secure mnutual
aut hentication between clients and servers and generate a
cryptographically strong shared secret value (z) that is equally
strong or stronger than the hash function H If any passwords (or
passphrases or any equivalents, i.e., weak secrets) are involved,
these SHOULD NOT be guessable fromany data transmitted in the
protocol, even if an attacker (either an eavesdropper or an active
server) knows the possible thoroughly searchabl e candidate Iist of
passwords. Furthermore, it is RECOMVENDED that the function J for
deriving the server-side authentication credential J(pi) be one-way,
if possible, so that pi cannot be easily computed fromJ(pi).

1. Support Functions and Notations

In this section, we define several support functions and notations to
be shared by several algorithmdefinitions.

The integers in the specification are in decimal, or in hexadecim
when prefixed with "0x".
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The function octet (i) generates an octet string containing a single
octet of value i. The operator "|", when applied to octet strings,
denotes the concatenation of two operands.

The function VI encodes natural nunmbers into octet strings in the
foll owi ng manner: nunbers are represented as bi g-endi an radi x-128
strings, where each digit is represented by an octet within the range
0x80-Oxff, except for the last digit, which is represented by an
octet within the range 0x00-0x7f. The first octet MJUST NOT be 0x80.
For exanple, VI(i) = octet(i) for i < 128, and

VI(i) = octet(0Ox80 + (i >> 7)) | octet(i & 127) for 128 <= i < 16384.
This encoding is the sane as the encoding used for the subcomponents
of object identifiers in ASN.1 encoding [ITU X690.2015] and is
avai l able as a "w' conversion in the "pack" function of severa
scripting | anguages.

The function VS encodes a variable-length octet string into a
uni quel y decoded, self-delimted octet string in the follow ng
manner :
VS(s) = VI(length(s)) | s
where length(s) is a number of octets (not characters) in s.
Sone exanpl es:
VI(0) = "\000" (in C string notation)
VI (100) = "d"
VI (10000) = "\ 316\ 020"
VI (1000000) = "\275\204@
vs("") = "\ 000"
VS("Tea") = "\003Tea"
VS(" Caf <e acute>" [in UTF-8]) = "\005Caf\303\251"
VS([ 10000 "a"s]) = "\316\020aaaaa..." (10002 octets)
(Note: Unlike the colon-separated format used in the Basic and D gest
HTTP aut henticati on schenmes, the string generated by a concatenation

of the VS-encoded strings will be unique, regardl ess of the
characters included in the strings to be encoded.)

O wa, et al. Experi ment al [ Page 40]



RFC 8120 Mut ual Aut hentication Protocol for HTTP April 2017

12

The function OCTETS converts an integer into the correspondi ng
radi x- 256 bi g-endi an octet string having its natural |ength. See
Section 3.2.3 for the definition of "natural |ength".

The function INT converts an octet string into a natural nunber,
where the input string is treated as being in radi x-256 bi g-endi an
notation. The identity INT(OCTETS(n)) = n always holds for any
natural nunber n.

.2. Default Functions for Algorithmns

The functions defined in this section are common default functions
anong aut hentication al gorithns.

The client-side password-based (credential) pi used by this
aut hentication is a natural nunber derived in the foll ow ng manner

pi = | NT(PBKDF2( HMAC_H, password, VS(algorithm | VS(auth-scope)
VS(realm | VS(usernane), nlterPi, hSize / 8))

wher e

o PBKDF2 is the password-based key derivation function defined in
[ RFC8018],

o HWVAC His the Hashed Message Authentication Code (HVMAC) function,
defined in [ RFC2104], conposed fromthe hash function H, and

o hSize is the output size of hash Hin bits.

The val ues of algorithm realm and auth-scope are taken fromthe

val ues contained in the 401-INIT nessage. |f the password cones from
user input, it SHOULD first be prepared according to the nethod
presented in Section 9. Then, the password SHALL be encoded as a
UTF-8 string

The values VK ¢ and VK s are derived via the follow ng equations:

VK ¢ = INT(H(octet(4) | OCTETS(K cl) | OCTETS(K sl1) | OCTETS(z) |
Vi(nc) | VS(vh)))

VK s = INT(H(octet(3) | OCTETS(K cl) | OCTETS(K sl) | OCTETS(z) |
Vi(nc) | VS(vh)))
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13.

14.

Appl i cation Channel Binding

Appl i cations and upper-1layer comuni cati on protocols nmay need

aut hentication binding to the HTTP-1ayer authenticated user. Such
applications MAY use the foll owi ng values as a standard shared
secret.

These val ues are paraneterized with an optional octet string (t),
which may be arbitrarily chosen by each application or protocol. |If
there is no appropriate value to be specified, use an enpty string
for t.

For applications requiring binding to either an authenticated user or
a shared-key session (to ensure that the requesting client is
aut henticated), the followi ng value b_1 MAY be used:

b 1 = H(H(octet(6) | OCTETS(K cl) | OCTETS(K s1) | OCTETS(z) |
VI(0) | VS(vh)) | VS(t))

For applications requiring binding to a specific request (to ensure
that the payload data is generated for the exact HTTP request), the
foll owi ng value b_2 MAY be used:

b 2 = H(H(octet(7) | OCTETS(K c1) | OCTETS(K s1) | OCTETS(z) |
Vi(nc) | VS(vh)) | VS(t))

Not e: Channel bindings to | ower-1layer transports (TCP and TLS) are
defined in Section 7.

Application for Proxy Authentication

The aut henticati on schene defined in the previous sections can be
applied (with nodifications) to proxy authentication. |n such cases,

the follow ng alterations MIST be appli ed:

o The 407 (Proxy Authentication Required) status code is to be sent
and recogni zed in places where the 401 status code is used,

0 The Proxy-Authenticate header is to be used in places where the
WAV Aut hent i cat e header is used,

0o The Proxy-Authorization header is to be used in places where the
Aut hori zati on header is used,

0 The Proxy-Authentication-Info header is to be used in places where
the Authentication-Info header is used,
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15.

o The "auth-scope" paraneter is fixed to the hostnanme of the proxy,
whi ch neans that it covers all requests processed by the specific

pr oxy,

o The limtation for the paths contained in the "path" parameter of
401- KEX- S1 nessages i s disregarded,

o The onmission of the "path" paranmeter of 401-KEX-S1 nessages neans
that the authentication realmw |l potentially cover all requests
processed by the proxy,

o The schene, hostnanme, and port of the proxy are used for host
val i dation tokens, and

0 Authentication extensions defined in [ RFC8053] are not applicable.
Met hods to Extend This Protoco

If a private extension to this protocol is inplemented, it MJST use

t he extension-tokens defined in Section 3 to avoid conflicts with
this protocol and other extensions. (Standardized extensions, as
wel |l as extensions that are in the process of being standardi zed, MAY
use either bare-tokens or extension-tokens.)

Speci fications defining authentication algorithns MAY use ot her
representations for the paraneters "kcl", "ks1", "vkc", and "vks";
repl ace those paraneter nanes; and/or add paranmeters to the nessages
cont ai ni ng those parameters in suppl enmental specifications, provided
that syntactic and semantic requirements in Section 3 of this
docunent, [RFC7230], and [ RFC7235] are satisfied. Any paraneters

starting with "kc", "ks", "vkc", or "vks" and foll owed by deci nal
natural nunbers (e.g., kc2, ksO, vkcl, vks3) are reserved for this
purpose. |If those specifications use nanes other than those

menti oned above, it is RECOMVENDED t hat extension-tokens be used to
avoid any paraneter-nane conflicts with future extensions to this
pr ot ocol

Ext ensi on-t okens MAY be freely used for any non-standard, private
and/ or experimental uses for those parameters provided that the
domain part in the token is used in the manner defined in Section 3.
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16.

16.

16.

| ANA Consi derati ons
1. Addition to HTTP Authenticati on Schenmes Registry

| ANA has added the following entry to the "HITP Authentication
Schenes" registry:

0 Authentication Scheme Nane: Mitua

o Reference: RFC 8120

2. Registry for Authentication Al gorithms

Thi s docunent establishes the "HTTP Mutual Authentication Al gorithns"
registry. The registry manages case-insensitive ASCI| strings. The
strings MJST foll ow the extensive-token syntax defined in Section 3.
When bare-tokens are used for the authentication-al gorithm paraneter,
they MUST be allocated by ANA. To acquire registered tokens, the
usage of such tokens MJST be revi ewed by a Designated Expert, as
outlined in [ RFC5226] .

Regi strations for an authentication algorithmare required to include
descriptions of the authentication algorithns. Reviewers assigned by
the 1 ESG are advi sed to exam ne mini mum security requirenments and
consi stency of the key exchange al gorithm descriptions.

It is advised that new regi strations provide the foll ow ng
i nformation:

o Token: A token used in HTTP headers for identifying the algorithm
0 Description: A brief description of the algorithm

o Specification: Areference for a specification defining the
al gorithm

[ RFC8121] defines the initial contents of this registry.
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16.3. Registry for Validation Mthods

Thi s docunment establishes the "HTTP Mutual Authentication Host
Val i dati on Methods" registry. The registry manages case-insensitive
ASCI| strings. The strings MJST follow the extensive-token syntax
defined in Section 3.

When bare-tokens are used for the validation paraneter, they MJST be
allocated by IANA. To acquire regi stered tokens, the usage of such
t okens MUST be revi ewed by a Designhated Expert, as outlined in

[ RFC5226] .

Regi strations for a validation nethod are required to include a
description of the validation method. Reviewers assigned by the | ESG
are advised to exanm ne its use-case requirenments and any security
consequences related to its introduction.

It is advised that new regi strations provide the foll ow ng
i nformation:

0o Token: A token used in HTTP headers for identifying the nethod.
o Description: A brief description of the nethod.

o Specification: A reference for a specification defining the
nmet hod.

The initial contents of this registry are as foll ows:

o e e e e e oo o e e e e e e oo oo - S +
| Token | Description | Reference |
o a o o m e e e a e e oo o +
| host | Hostname verification | RFC 8120, |
| | only | Section 7 |
| | | |
| tls-server-end-point | TLS certificate-based | RFC 8120,

| | | Section 7 |
| | | |
| tls-unique | TLS uni que key-based | RFC 8120,

| | | Section 7 |
o e e e e e e o e e e e e e a oo - o m e e o +
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17.

17.

17.

Security Considerations
1. Security Properties

o The protocol is secure against passive eavesdroppi ng and repl ay
attacks. However, the protocol relies on transport security
(including DNS integrity) for data secrecy and integrity.

HTTP/ TLS SHOULD be used where transport security is not assured
and/or data confidentiality is inportant.

o Wien used with HITP/TLS, if TLS server certificates are reliably
verified, the protocol provides true protection against active
man-in-the-m ddl e attacks.

o Even if the server certificate is not used or is unreliable, the
prot ocol provides protection against active nman-in-the-mddle
attacks for each HTTP request/response pair. However, in such
cases, JavaScript or simlar scripts that are not authenticated by
this authentication mechani smcan affect mutual ly authenticated
contents to circunvent the protection. This is why this protoco
stipulates that valid TLS server certificates MJST be shown from
the server to the client (Section 7).

2. Secrecy of Credentials

The client-side password credential MJST al ways be kept secret and
SHOULD NOT be used for any other (possibly insecure) authentication
purposes. Loss of control of the credential will directly affect the
control of the corresponding server-side account.

The use of a client-side credential with TH S authentication schene
is always safe, even if the connected server peer is not trustworthy
(e.g., a phishing scenario). However, if it is used with other

aut hentication schemes (such as Wb fornms) and the recipient is
rogue, the result will be obvious.

It is also inportant that the server-side password credential (J) be
kept secret. |If it is stolen and the client’s choice of password is
not strong, anyone who is aware of the server-side password
credential can enploy an offline dictionary attack to search for the
client’s password. However, if the client has chosen a strong
password so that an attacker cannot guess the client’s password from
di ctionary candidates, the client is still well protected from any
attacks.
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The shared session secret (z) MJST be kept secret inside the
server/client software; if it is |lost and the session is stil
active, session hijacking will result. After the session expires,
the key is of no value to attackers.

17.3. Denial -of-Service Attacks on Servers

The protocol requires a server-side table of active sessions, which
may becone a critical point for server resource consunption. For
proper operation, the protocol requires that at |east one key
verification request be processed for each session identifier. After
that, servers MAY discard sessions internally at any tine wthout
causi ng any operational problens for clients. Clients will then
silently re-establish a new session

However, if a malicious client sends too many requests for key
exchanges (reg- KEX-Cl nessages) only, resource starvation m ght

occur. In such critical situations, servers MAY discard any kind of
exi sting sessions, regardless of their statuses. One way to nmitigate
such attacks is that servers MAY set nunmber and tinme linmts for
unverified, pending key exchange requests (in the "key exchangi ng"
state).

This is a common weakness of authentication protocols with al nbst any
ki nd of negotiations or states, including the Digest authentication
scheme and nost cooki e-based aut hentication inplenentations.

However, regarding resource consunption, the situation for the

Mut ual aut hentication schene is slightly better than that for Digest,
because HITP requests w thout any kind of authentication requests

wi Il not generate any kind of sessions. Session identifiers are only
generated after a client starts a key negotiation, so that sinple
clients such as Wb crawers will not accidentally consune

server-side resources for session managenent.
17.3.1. Online Active Password Attacks

Al t hough the protocol provides very strong protection against offline
dictionary attacks from eavesdropped traffic, the protocol, by its
nature, cannot prevent active password attacks in which an attacker
sends so many authentication trial requests for every possible
passwor d.

Possi bl e count ermeasures for preventing such attacks may be the
rate-limting of password authentication trials, statistics-based

i ntrusi on-detection neasures, or simlar protection schemes. |If the
server operators assume that the passwords of users are not strong
enough, it may be desirable to introduce such ad hoc countermeasures.
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17.

17.

4. Communi cating the Status of Mitual Authentication with Users

This protocol is designed with two goals in nmind. The first goal is
simply to provide a secure alternative to existing Basic and Di gest
aut hentication schenmes. The second goal is to provide users with a
way to detect forged rogue servers imtating (e.g., via a phishing
attack) a user’s registered account on a server.

For this protocol to effectively work as a countermnmeasure agai nst
such attacks, it is very inmportant that end users of clients be
notified of the result of nutual authentication perfornmed by this
protocol, especially the three states "AUTH SUCCEED",

"AUTH REQUI RED', and "UNAUTHENTI CATED"' as defined in Section 10. The
desi gn of secure user interfaces for HTTP interactive clients is out
of scope for this docunent, but if possible, having sone kind of Ul

i ndication for the three states above will be desirable fromthe

st andpoi nt of providing user security.

O course, in such cases, the user interfaces for requesting
passwords for this authentication shall be protected agai nst
imtation (for exanple, by other insecure password input fields, such
as forms). |If the passwords are known to malicious attackers outside
of the protocol, the protocol cannot work as an effective security
nmeasur e.

5. Inplenmentation Considerations

o To securely inplenent the protocol, the Authentication-Info
headers in the 200-VFY-S nmessages MJST al ways be validated by the
client. |If the validation fails, the client MJUST NOT process any
content sent with the nessage, including other headers and the
body part. Non-conpliance with this requirenent will allow
phi shi ng attacks.

o For HITP/ TLS communi cati ons, when a Wb formis submtted from
nmutual |y authenticated pages via the "tls-server-end-point"
validation nethod to a URI that is protected by the same realm
(so indicated by the "path" paraneter), if the server certificate
has been changed since the pages were received, it is RECOMVENDED
that the peer be revalidated using a req-KEX-Cl nmessage with an
"Expect: 100-continue" header. The sane applies when the page is
received via the "tls-unique" validation nethod and when the TLS
sessi on has expired.

o For better protection against possible password database stealing,
server-side storage of user passwords should contain the val ues
encrypted by the one-way function J(pi) instead of the rea
passwords or those hashed by pi
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o

17. 6.

18.

18. 1.

If TLS 1.2 [RFC5246] is used for underlying HTTP/ TLS
comuni cations, follow the best practices specified in [ RFC7525].

Usage Consi derati ons

The usernanes inputted by a user may be sent automatically to any
servers sharing the sane auth-scope. This neans that when a
host-type aut h-scope is used for authentication on an HTTPS site
and an HTTP server on the sane host requests the Mitua

aut hentication scheme within the same realm the client will send
the username in clear text. |If usernames have to be kept secret
(protected from eavesdroppers), the server nust use the

full -scheme-type "auth-scope" paraneter and HTTPS. Passwords, on
the other hand, are not exposed to eavesdroppers, even in HITP
requests.

If the server provides several ways to store server-side password
secrets in the password database, it is desirable, for purposes of
better security, to store the values encrypted by using the
one-way function J(pi) instead of the real passwords or those
hashed by pi.
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