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Qpportunistic Wrel ess Encryption
Abst r act

This menmo specifies an extension to | EEE Std 802.11 to provide for
opportuni stic (unauthenticated) encryption to the wirel ess nedia.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8110.

Copyri ght Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

This meno descri bes Qpportunistic Wreless Encryption (OAE) -- a node
of opportunistic security [RFC7435] for |EEE Std 802.11 that provides
encryption of the wreless medium but no authentication

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Notation

This menmo uses the followi ng notation

y = F(X)
An el enent-to-scal ar mapping function. For an elliptic curve
group, it takes a point on the curve and returns the
x-coordinate; for a finite field element, it is the identity
function, just returning the elenment itself.

Z = DH(x,Y)
For an elliptic curve, DH(x,Y) is the multiplication of point Y
by the scalar value x, creating a point on the curve Z; for
finite field cryptography, DH(x,Y) is an exponentiation of
element Y to the power of x (inplied nodulo a field defining
prime, p) resulting in an el enent Z.

a = len(b)
Indicates the length in bits of the string b

2. Background

I nternet access has becone an expected service at nmany |ocations --
for exanple, coffee shops, airports, and hotels. In many cases, this
is offered over "Qpen" (unencrypted) wirel ess networks, because

di stributing a passphrase (or using other authentication solutions)
is not convenient or realistic. Ideally, users would always use a
VPN when using an untrusted network, but often they don’t. This

| eaves their traffic vulnerable to sniffing attacks, for exanple,
from soneone in the adjacent hotel roomrunning Wreshark, pervasive
nonitors, etc.

In addition, many businesses (for exanple, coffee shops and bars)
offer free W-Fi as an inducenment to custonmers to enter and remain in
the prem ses. Many customers will use the availability of free W-Fi
as a deciding factor in which business to patronize. Since these
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busi nesses are not Internet service providers, they are often
unwi | i ng and/or unqualified to perform conplex configuration on
their network. In addition, custoners are generally unwilling to do
conplicated provisioning on their devices just to obtain free W-Fi.
This |l eads to a popul ar depl oynent technique -- a network protected
using a shared and public Pre-Shared Key (PSK) that is printed on a
sandwi ch board at the entrance, on a chal kboard on the wall, or on a
nmenu. The PSK is used in a cryptographi c handshake, defined in

[ 1 EEE802. 11], called the "4-way handshake" to prove know edge of the
PSK and derive traffic encryption keys for bulk wrel ess data.

The belief is that this protects the wirel ess nmedi umfrom passive
sniffing and sinple attacks. That belief is erroneous. Since the
PSK i s known by everyone, it is possible for a passive attacker to
observe the 4-way handshake and compute the traffic encryption keys
used by a client and access point (AP). |If the attacker is too late
to observe this exchange, he can issue a forged "deaut henticate”
frame that will cause the client and/or AP to reset the 802.11 state
nmachi ne and cause themto go through the 4-way handshake again
thereby allow ng the passive attacker to deternmine the traffic keys.

Wth OAE, the client and AP performa Diffie-Hellmn key exchange
during the access procedure and use the resulting pairw se secret
with the 4-way handshake i nstead of using a shared and public PSK in
the 4-way handshake.

ONE requires no special configuration or user interaction but

provi des a higher |evel of security than a common, shared, and public
PSK. OWE not only provides nore security to the end user, it is also
easier to use both for the provider and the end user because there
are no public keys to maintain, share, or nanage.

3. 802.11 Network Access

W -Fi access points (APs) advertise their presence through franes
cal | ed "beacons". These frames informclients w thin earshot of the
SSID (Service Set ldentifier) the AP is advertising, the AP s Mudia
Access Control (MAC) address (known as its "BSSI D' (Basic Service Set
Identifier)), security policy governing access, the symetric ciphers
it uses for unicast and broadcast frames, QS information, as well as
support for other optional features of [|IEEE802.11]. W-Fi clients
can actively discover APs by issuing "probe requests", which are
queries for APs that respond with "probe responses". A probe
response carries essentially the sanme information as a beacon
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4.

4.

After an AP is discovered by a client, actively through probing or
passi vel y through beacons, the client initiates a two-step nethod to

gai n network access. The first step is "802.11 authentication". For
nost net hods of access, this is an enpty exchange known as "QOpen
Aut hentication" -- basically, the client says, "authenticate me", and

the AP responds, "ok, you're authenticated". After 802.11

aut hentication is 802.11 association, in which the client requests
network access froman AP (the SSID, a selection of the type of
subsequent authentication to be nade, any pairw se and group ciphers,
etc.) using an 802.11 association request. The AP acknow edges the
request with an 802.11 associ ati on response.

If the network is Open (no authentication and no encryption), the
client has network access inmediately after conpletion of 802.11
association. |If the network enforces PSK authentication, the 4-way
handshake is initiated by the AP using the PSK to authenticate the
client and derive traffic encryption keys.

To add an opportunistic encryption node of access to [|EEE802.11], it
is necessary to performa Diffie-Hellmn key exchange during 802.11
aut hentication and use the resulting pairwi se secret with the 4-way
handshake.

Qpportunistic Wrel ess Encryption
1. Cryptography

Performing a Diffie-Hell man key exchange requires agreenent on a
domai n paraneter set in which to performthe exchange. OWE uses a
registry (see [IKE-IANA]) to map an integer into a conplete domain
paranmeter set. OWNE supports both Elliptic Curve Cryptography (ECC)
and Finite Field Cryptography (FFC).
ONE uses a hash algorithmfor generation of a secret and a secret
identifier. The particular hash al gorithm depends on the group
chosen for the Diffie-Hell man. For ECC, the hash al gorithm depends
on the size of the prine defining the curve p
0 SHA-256: when len(p) <= 256
0 SHA-384: when 256 < len(p) <= 384

0 SHA-512: when 384 < len(p)
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For FFC, the hash al gorithm depends on the prinme, p, defining the
finite field:

0 SHA-256: when |l en(p) <= 2048
0 SHA-384: when 2048 < len(p) <= 3072
0 SHA-512: when 3072 < len(p)

4.2. ONE Discovery
An access point advertises support for OAE using an Authentication
and Key Managenent (AKM suite selector for ONE. This AKMis
illustrated in Table 1 and is added to the Robust Security Network

(RSN) elenent, defined in [IEEE802.11], in all beacons and probe
response frames the AP issues.

Fomm e m e Fomm oo o e e e oo S S +
| Qul | Suite | Aut hentication | Key | Key |
| |  Type | Type | Managenent | derivation |
| | | | Type | type |
Fomm oo - Fomm e m oo - o m e e e e e oo Fom e e e e oo - Fom e e e e oo - +
| 00-O0F-AC | 18 | Qpportunistic | Thi s | [RFC5869] |
| | | Wrel ess | document |

| | | Encryption | | |
S Fomm e o e e o s Fom e Fom e +

Table 1. OAE AKM
Once a client discovers an ONE-conpliant AP, it perforns "Qpen

Systenmt 802. 11 authentication as defined in [I EEEB02.11], and it then
proceeds to 802.11 associ ati on.
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4.3. OWE Associ ation

Information is added to 802.11 associ ation requests and responses
using TLVs that [|EEEB02.11] calls "elenents". Each elenment has an
"El enent I D' (including any Element ID extension), a length, and a
value field that is element specific. These elenents are appended to
each other to construct 802.11 associ ation requests and responses.

ONE adds the Diffie-Hellman Paraneter el enent (see Figure 1) to
802. 11 associ ation requests and responses. The client adds her
public key in the 802.11 association request, and the AP adds his
public key in the 802.11 associ ation response.

e R e T +
| Elenent ID| Length | Elenent ID | el enent-specific |
| | | Extension | dat a
S TSR S SR oo +
| 255 | variable | 32 | group | public key

S TRy S Ry S TRy S ST pepe S +

Figure 1: The Diffie-Hellman Paramneter El enent

wher e:

O group is an unsigned two-octet integer defined in [IKE-1ANA], in
little-endian format, that identifies a domain paraneter set;

o public key is an octet string representing the Diffie-Hell man
public key; and,

o Elerment ID, Length, and Elenent ID Extension are all single-octet
i ntegers.

The encodi ng of the public key depends on its type. FFC elenments
SHALL be encoded per the integer-to-octet-string conversion technique
of [RFC6090]. For ECC el enments, the encodi ng depends on the
definition of the curve, either that in [ RFC6090] or [RFC7748]. |If
the public key is froma curve defined in [ RFC6090], conpact
representati on SHALL be used.

A client wishing to do OAE MJST indicate the ONE AKMin the RSN

el enent portion of the 802.11 association request and MJST include a
Diffie-Hell man Paraneter elenent to its 802.11 associ ati on request.
An AP agreeing to do ONE MUST include the ONE AKMin the RSN el enent

portion of the 802.11 association response. |f "PM caching" (see
Section 4.5) is not performed, it MJST also include a Diffie-Hellmn
Paraneter elenent. |[If "PM caching” is not being performed, a client

MUST di scard any 802. 11 associ ati on response that indicates the O
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AKM in the RSN el enent but does not have not a Diffie-Hell man
Par amret er el enent.

For interoperability purposes, a conpliant inplementation MJST
support group nineteen (19), a 256-bit elliptic curve group. If the
AP does not support the group indicated in the received 802.11

associ ation request, it MJST respond with an 802.11 associ ation
response with a status code of seventy-seven (77) indicating an
unsupported finite cyclic group. A client that receives an 802.11
associ ati on response with a status code of seventy-seven SHOULD retry
O with a different supported group and, due to the unsecured nature
of 802. 11 associ ation, MAY request association again using the group
that resulted in failure. This failure SHOULD be | ogged, and if the
client abandons association due to the failure to agree on any group
notification of this fact SHOULD be provided to the user

Received Diffie-Hell man Paraneter elements are checked for validity
upon receipt. For ECC, a validity check depends on the curve
definition, either that in [ RFC6090] or [RFC7748]. For FFC, elenents
are checked that they are between one (1) and one (1) less than the
prime, p, exclusive (i.e., 1 < elenment < p-1). Invalid received
Diffie-Hell man keys MUST result in unsuccessful association, a
failure of ONE, and a reset of the 802.11 state machine. Due to the
unsecured nature of 802.11 association, a client SHOULD retry O/ a
nunber of times (this nmeno does not specify the nunber of tines).
This failure should be | ogged, and if the client abandons associ ation
due to the (repeated) receipt of invalid el enents, notification of
this fact should be provided to the user

4.4. OWE Post-Associ ation

Once the client and AP have finished 802.11 association, they then
conplete the Diffie-Hell man key exchange and create a Pairw se Master
Key (PMK) and its associated identifier, PWKID [|I EEEB02.11]. G ven a
private key x and the peer’'s (AP’s if client, client’s if AP) public
key Y, the follow ng are generated:

z = F(DH(x, Y))

prk = HKDF-extract(C | A | group, z)

PMK = HKDF- expand(prk, "OMNE Key Generation", n)
wher e HKDF- expand() and HKDF-extract() are defined in [RFC5869]; "C
A | group"” is a concatenation of the client’s Diffie-Hellnman public
key, the AP's Diffie-Hellman public key (fromthe 802.11 associ ation

request and response, respectively), and the two-octet group fromthe
Diffie-Hell man Paraneter elenent (in little-endian format) and is
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passed as the salt to the HVAC- based Extract-and- Expand Key
Derivation Function (HKDF) using the hash algorithmdefined in
Section 4.1; and nis the bit length of the digest produced by that
hash al gorithm 2z and prk SHOULD be irretrievably del eted once the
PMK has been gener at ed.

The PMKID i s generated by hashing the two Diffie-Hellnman public keys
(the data, as sent and received, fromthe "public key" portion of the
Diffie-Hell man Paranmeter elenent in the 802.11 association request
and response) and returning the leftnost 128 bits:

PMKID = Truncate-128(Hash(C | A))

where Cis the client’s Diffie-Hellman public key fromthe 802. 11
associ ation request, Ais the APs Diffie-Hellman public key fromthe
802. 11 associ ation response, and Hash is the hash al gorithm defined
in Section 4.1.

- e S oo - - S +
| Hash | Integrity | KCK bits | Size | Key-wap | KEK bits |
| | A gorithm | | of | Algorithm | |
| | | | MC | | |
SR oo TSR Fomm - S TSR +
| SHA-256 | HWVAC SHA- 256 | 128 | 16 | N ST AES | 128 |
| | | Key-wap | |
| SHA-384 | HVAC SHA- 384 | 192 | 24 | N ST AES | 256 |
| | | | | Key-wap | |
| SHA-512 | HMAC SHA- 521 | 256 | 32 | N ST AES | 256 |
| | | | | Key-wap | |
R R Fomm e m e R, S Fomm e m e +

Table 2: Integrity and Key Wap Al gorithns

Upon conpl etion of 802.11 association, the AP initiates the 4-way
handshake to the client using the PWMK generated above. The 4-way
handshake generates a Key-Encrypting Key (KEK), a Key-Confirmation
Key (KCK), and a Message Integrity Code (MC to use for protection
of the frames that define the 4-way handshake. The al gorithnms and
key lengths used in the 4-way handshake depend on the hash al gorithm
selected in Section 4.1 and are listed in Table 2.

The result of the 4-way handshake is encryption keys to protect bulk

uni cast data and broadcast data. |If the 4-way handshake fails, this
i nformati on SHOULD be presented to the user.
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4.5. OWNE PMK Caching

[ 1 EEE802. 11] defines "PM cachi ng" where a client and access point
can cache a PMW for a certain period of time and reuse it with the
4-way handshake after subsequent associations to bypass potentially
expensi ve authentication. A client indicates its desire to do "PW
caching" by including the identifying PMKID in its 802.11 association
request. |f an AP has cached the PMK identified by that PMKID, it
includes the PMKID in its 802.11 association response; otherw se, it

i gnores the PMKID and proceeds with normal 802.11 association. O
supports the notion of "PMK caching".

Since "PWK caching" is indicated in the sane frame as the Diffie-
Hel | man Paraneter el enent is passed, a client wishing to do "PM

cachi ng® MJST include both in her 802.11 association request. |If the
AP has the P identified by the PMKID and wi shes to perform "PMW
caching”, he will include the PMKID in his 802.11 association
response but does not include a Diffie-Hellman Paraneter elenent. |If

the AP does not have the PMK identified by the PWID, it ignores the
PMKI D and proceeds with normal OWE 802.11 association by including a
Diffie-Hellman Paraneter el enent.

VWhen attenpting "PMK caching”, a client SHALL ignore any Diffie-
Hel | man Paraneter el enent in an 802.11 association response whose
PMKI D mat ches that of the client-issued 802.11 associ ati on request.

If the 802.11 associ ation response does not include a PWID, or if
the PWKID does not match that of the client-issued 802.11 association
request, the client SHALL proceed with normal OWE associ ati on.

The client SHALL ignore a PMKID in any 802. 11 associ ati on response
frane for which it did not include a PMKID in the correspondi ng
802. 11 associ ation request frane.

5. | ANA Consi derations
Thi s docunent does not require any | ANA acti ons.

6. I nplenmentation Considerations
ONE is a replacement for 802.11 "Open" authentication. Therefore,
when OWE-conpliant access points are di scovered, the presentation of
the available SSID to users should not include special security
synbols such as a "lock icon". To a user, an ONE SSID is the sane as
"Open"; it sinply provides nore security behind the scenes.
VWen OAE is initially deployed as a replacement for an existing

network that uses "Qpen" authentication or a shared and public PSK
it will be necessary to create an additional Basic Service Set
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8.

8.

Identifier (BSSID) or a new Extended Service Set (ESS) with a
separate Service Set ldentifier (SSID) for OMN so two distinct 802.11
networ ks can exi st on the sane access point (see [|EEE802.11]). This
arrangenent should remain until the majority of users have sw tched
over to ONE

Security Considerations

Opportuni stic encrypti on does not provide authentication. The client
wi Il have no authenticated identity for the access point, and vice
versa. They will share pairwise traffic encrypti on keys and have a
cryptographi c assurance that a franme clained to be fromthe peer is
actually fromthe peer and was not nodified in flight.

ONE only secures data sent over the wirel ess nmedi um and does not
provide security for end-to-end traffic. Users should still use
application-level security to achieve security end-to-end.

ONE is susceptible to an active attack in which an adversary

i mpersonates an access point and induces a client to connect to it
via ONE while it makes a connection to the legitimte access point.
In this particular attack, the adversary is able to inspect, nodify,
and forge any data between the client and |l egitimte access point.

ONE is not a replacenent for any authentication protocol specified in
[ 1 EEE802. 11] and is not intended to be used when an alternative that
provi des real authentication is avail able.
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