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1

1

I ntroduction
The goal of COWPRESS is to reduce the bandwi dth usage of NNTP

Conpared to PPP conpression [ RFC1962] and nmodem based conpression

([ MNP] and [V42bis]), COWRESS offers greater conpression efficiency.
COVWPRESS can be used together with Transport Layer Security (TLS)

[ RFC5246], Sinple Authentication and Security Layer (SASL) encryption
[ RFC4422], Virtual Private Networks (VPNs), etc.

The point of COMPRESS as an NNTP extension is to act as a conpression
layer, simlar to a security layer like the one negotiated by
STARTTLS [ RFC4642]. Therefore, conpression can be beneficial to al
NNTP commands sent or received after the use of COWRESS. This
facility responds to a |l ong-standing need for NNTP to conpress data.
It is currently addressed only partially by unstandardi zed conmands
i ke XZVER, XZHDR, XFEATURE COVPRESS, or MODE COWPRESS. Yet, these
conmands are not wholly satisfactory because they enabl e conpression
only for the responses sent by the news server. |n conparison, the
COVPRESS command pernmits the conpression of data sent by both the
client and the server, and renoves the constraint of having to

i mpl enent conpression separately in each NNTP command. Besides, the
conpressi on | evel can be dynami cally adjusted and optimnm zed at any
time during the connection, which even allows disabling conpression
for certain commands, if needed. |If the news client wants to stop
conpressi on on a particular connection, it can sinply use QUT

([ RFC3977], Section 5.4) and establish a new connection. For these
reasons, using other NNTP commands than COVPRESS to enabl e
conpression is discouraged once COWRESS i s supported.

In order to increase interoperability, it is desirable to have as few
di fferent conpression algorithns as possible, so this docunent
specifies only one. The DEFLATE al gorithm (defined in [ RFC1951])
MJST be inplenented as part of this extension. This conpression
algorithmis standard, widely available, and fairly efficient.

Thi s specification should be read in conjunction with the NNTP base
specification [RFC3977]. |In the case of a conflict between these two
docunents, [RFC3977] takes precedence.

1. About TLS-Level Conpression

Though | ossl ess data conpression is already possible via the use of
TLS with NNTP [ RFC4642], the best current practice is to disable TLS-
| evel conpression as explained in Section 3.3 of [RFC7525]. The
COWPRESS command will permt keeping the conpression facility in
NNTP, and control when it is available during a connection
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Conpared to TLS-1evel conpression [RFC3749], NNTP COVPRESS has the
foll owi ng advant ages:

o COWPRESS can be inplenmented easily both by NNTP servers and
clients.

o COWPRESS benefits froman intinmate know edge of the NNTP
protocol’s state machine, allow ng for dynanm c and aggressive
optim zation of the underlying conpression algorithm s paraneters.

o COWPRESS can be activated after authentication has conpleted, thus
reduci ng the chances that authentication credentials can be | eaked
via, for instance, a CRIME attack ([RFC7457], Section 2.6).

1.2. Conventions Used in This Docunent

The notational conventions used in this docunment are the same as
those in [RFC3977], and any termnot defined in this docunment has the
sanme nmeaning as it does in that one.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

In the exanples, conmmands fromthe client are indicated with [C], and
responses fromthe server are indicated with [S]. The client is the
initiator of the NNTP connection; the server is the other endpoint.

2. The COWPRESS Ext ensi on

The COVPRESS extension is used to enable | ossless data conpressi on on
an NNTP connecti on.

Thi s extension provides a new COVPRESS command and has the capability
| abel COWPRESS.

2.1. Advertising the COMPRESS Extension

A server supporting the COVPRESS command as defined in this docunent
wi Il advertise the "COVMPRESS' capability |label in response to the
CAPABI LI TI ES conmand ([ RFC3977], Section 5.2). However, this
capability MJST NOT be advertised once a conpression |layer is active
(see Section 2.2.2). This capability MAY be advertised both before
and after any use of the MODE READER conmand ([ RFC3977],

Section 5.3), with the sane semanti cs.
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2.

2.

2.

2.

The COVPRESS capability |abel contains a whitespace-separated |ist of
avai | abl e conpression algorithms. This docunent defines one
conpressi on al gorithm DEFLATE. This algorithmis nmandatory to

i mpl enent; it MJUST be supported and listed in the advertisenent of
the COVPRESS ext ensi on

Future extensions nay add additional conpression algorithns to this
capability. Unrecognized al gorithnms MJST be ignored by the client.

Exanpl e:

[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[ S] READER

[S] | HAVE

[S] COWPRESS DEFLATE SHRI NK
[S] LIST ACTI VE NEWSGROUPS
[s .

As the COVMPRESS command is related to security because it can weaken
encryption, cached results of CAPABILITIES froma previous session
MJUST NOT be relied on, as per Section 12.6 of [RFC3977].

COVWPRESS Comrand
1. Usage
Thi s command MJUST NOT be pi pel i ned.

Synt ax
COWPRESS al gorithm

Responses
206 Conpression active
403 Unabl e to activate conpression
502 Command unavail abl e [ 1]

[1] If a conpression layer is already active, COWRESS is not a valid
conmand (see Section 2.2.2).

Par amet er s
al gorithm = Nane of conpression algorithm(e.g., "DEFLATE")
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2.2.2. Description

The COVPRESS command instructs the server to use the named
conpressi on al gorithm ("DEFLATE" is the only one defined in this
docunent) for all conmands and responses after COVPRESS.

The client MJUST NOT send any further commands until it has seen the
result of COWPRESS.

If the requested conpression algorithmis syntactically incorrect,
the server MJST reject the COVPRESS command with a 501 response code
([ RFC3977], Section 3.2.1). |If the requested conpression algorithm
is invalid (e.g., is not supported), the server MJST reject the
COVWPRESS command with a 503 response code ([ RFC3977], Section 3.2.1).
If the server is unable to activate conpression for any reason (e.g.
a server configuration or resource problen), the server MIST reject
the COVPRESS command with a 403 response code ([ RFC3977],

Section 3.2.1). Oherwise, in case no other generic response code
representing the situation applies, the server issues a 206 response
code and the conpression | ayer takes effect for both client and
server imediately follow ng the CRLF of the success reply.

Additionally, the client MJUST NOT i ssue a MODE READER command after
activating a conpression |ayer, and a server MJST NOT advertise the
MODE- READER capabi lity.

Both the client and the server MJUST know if there is a conpression

| ayer active (for instance, via the previous use of the COVPRESS
command or the negotiation of a TLS-Ievel conpression nethod

[ RFC3749]). A client MUST NOT attenpt to activate conpression (for

i nstance, via the COWRESS command) or negotiate a TLS security |ayer
(because STARTTLS [ RFC4642] nmy activate TLS-1evel conpression) if a
conpression |layer is already active. A server MJST NOT return the
COWPRESS or STARTTLS capability labels in response to a CAPABI LI TIES
conmand received after a conpression layer is active, and a server
MUST reply with a 502 response code if a syntactically valid COVWRESS
or STARTTLS comand is received while a conpression |ayer is already
active.

In order to help mtigate | eaking authentication credentials via, for
instance, a CRIME attack [CRI ME], authentication MJUST NOT be
attenpted after a successful use of the COVWRESS command.
Consequently, a server MJST either list the AUTHI NFO capability with
no argunments or not advertise it at all, in response to a
CAPABI LI TI ES conmand received from an unauthenticated client after a
successful use of the COWRESS conmmand, and such a client MJST NOT
attenpt to utilize any AUTHI NFO [ RFC4643] commands. This inplies
that a server MJUST reply with a 502 response code if a syntactically
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val id AUTHI NFO conmmand is received after a successful use of the
COWPRESS command. (Note that this specification does not change the
behavi or of AUTHI NFO as described in [RFC4643] independently of TLS-
| evel conpression. Authentication is therefore still allowed, even
though TLS-level conpression is active.)

For DEFLATE [ RFC1951] (as for many other conpression algorithns), the
sendi ng conpressor can trade speed agai nst conpression ratio. The
recei vi ng deconpressor MUST automatically adjust to the paraneters
sel ected by the sender. Consequently, the client and server are both
free to pick the best reasonable rate of conpression for the data
they send. Besides, all data that was subnmitted for conpressi on MUST
be included in the conpressed output, and appropriately flushed so as
to ensure that the receiving deconpressor can conpletely deconpress
it.

VWhen COVPRESS is conbined with TLS [ RFC5246] or SASL [ RFC4422]
security layers, the processing order of the three | ayers MJST be
first COWRESS, then SASL, and finally TLS. That is, before data is
transmtted, it is first conpressed. Second, if a SASL security

| ayer has been negotiated, the conpressed data is then signed and/or
encrypted accordingly. Third, if a TLS security |ayer has been
negoti ated, the data fromthe previous step is signed and/or
encrypted accordingly (with a possible additional TLS-I|eve

conpressi on). Wen receiving data, the processing order MJST be
reversed. This ensures that before sending, data is conpressed
before it is encrypted.

VWhen conpression is active and either the client or the server
receives invalid or corrupted conpressed data, the receiving end

i medi ately closes the connection, in response to which the sending
end will do the sane.
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2.2.3. Exanples
Exanmpl e of layering a TLS security layer and NNTP conpressi on:

[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[ S| READER

[S] STARTTLS

[S] AUTH NFO

[S] COWRESS DEFLATE

[S] LIST ACTI VE NEWSGROUPS

[s] .

[C] STARTTLS

[S] 382 Continue with TLS negoti ation
[ TLS negoti ati on without conpression occurs here]
[ Fol l owi ng successful negotiation, all traffic is encrypted]
[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] AUTH NFO USER

[S] COWRESS DEFLATE

[S] LIST ACTI VE NEWSGROUPS

[s] .

[ C] AUTHI NFO USER fred

[S] 381 Enter passphrase

[ C] AUTHI NFO PASS flintstone
[S] 281 Authentication accepted
[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] POST

[S] COWRESS DEFLATE

[S] LIST ACTI VE NEWSGROUPS

[s] .

[C] COVPRESS DEFLATE

[S] 206 Conpression active
[Henceforth, all traffic is conpressed before being encrypted]
[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[ S| READER

[S] POST

[S] LIST ACTI VE NEWSGROUPS

[s] .
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Exanpl e of a server failing to activate conpression:

[C CAPABILITIES
[S] 101 Capability list:
[S] VERSION 2

[S] | HAVE
[S] COVPRESS DEFLATE
[ S]

[C] COMPRESS DEFLATE
[S] 403 Unable to activate conpression

Exanpl e of attenpting to use an unsupported conpression algorithm
[C] CAPABILITIES

[S] 101 Capability Iist:
[S] VERSION 2

[S] | HAVE
[S] COMPRESS DEFLATE
[ S]

[C] COVPRESS SHRI NK
[S] 503 Conpression algorithmnot supported

Exampl e of a server refusing to conpress tw ce:

[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] I HAVE

[S] STARTTLS

[S] COWRESS DEFLATE

[s] .

[C] STARTTLS

[S] 382 Continue with TLS negoti ation

[ TLS negotiation with conpression occurs here]
[ Fol l owi ng successful negotiation, all traffic is encrypted]
[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] I HAVE

[s] .

[CQ COWRESS DEFLATE

[S] 502 Conpression already active via TLS
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conpressi on has been activated:

[
[ ]
[ )]
[S]
[S]
[S)]
[ 9]
[
[S]

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

| HAVE

STARTTLS

COVWPRESS DEFLATE

COVPRESS DEFLATE
206 Comnpression active

[Henceforth, all traffic is conpressed]

[
[S)]
[ 9]
[ ]
[ 9]
[
[S]

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

| HAVE

STARTTLS
502 DEFLATE conpression already active

Exampl e of a server not advertising AUTH NFO argunents after
conpressi on has been activated:

[
[S]
[S)]

Mur chi son

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

READER

AUTHI NFO USER
COVPRESS DEFLATE
LI ST ACTI VE NEWSGROUPS

COMPRESS DEFLATE
206 Compression active

nceforth, all traffic is conpressed]

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

READER

AUTHI NFO

LI ST ACTI VE NEWSGROUPS

AUTH NFO USER fr ed
502 DEFLATE conpression already active

& Elie St andards Track

refusing to negotiate a TLS security |ayer after
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3. Conpression Efficiency
This section is informative, not normative.
NNTP poses sone unusual problens for a conpression |ayer.

Upstreamtraffic is fairly sinple. Mst NNTP clients send the sane
few conmands again and again, so any conpression algorithmthat can
exploit repetition works efficiently. The article posting and
transfer conmands (e.g., POST, |HAVE, and TAKETH S [ RFC4644]) are
exceptions; clients that send nany article posting or transfer
conmands may want to surround large nmulti-line data blocks with a
di ctionary flush and/or, depending on the conpression algorithm a
change of compression level in the same way as is recomended for
servers later in this docunent (Section 4).

Downstreamtraffic has the unusual property that several kinds of
data are sent, possibly confusing a dictionary-based conpression
al gorithm

NNTP responses that are not related to article header/body retrieva
are one type. Conpressing NNTP sinple responses (e.g., in answer to
CHECK [ RFC4644], DATE, GROUP, LAST, NEXT, STAT, etc.) generally does
not save many bytes, unless repeated several tines in the sane NNTP
session. On the contrary, nost of the NNTP nulti-line responses
(e.g., in answer to LIST, LISTGROUP, NEWCROUPS, NEWNEWS, etc.) are
hi ghly compressible; using its | east CPU-intensive setting, zlib
conpresses typical responses to 25-40% of their original size.

Article headers (as retrieved, for instance, via the HEAD, HDR OVER,
or ARTICLE commands) are anot her type. These are equally
conpressi bl e, and benefit fromusing the sane dictionary as the NNTP
responses.

Athird type is article body text (as retrieved, for instance, via
the BODY or ARTICLE conmmands). Text is usually fairly short and

i ncl udes much ASCII, so the sanme conpression dictionary will do a
good job here, too. Wen multiple nmessages in the sanme thread are
read at the sanme time, quoted lines, etc., can often be conpressed
al nost to zero

Finally, non-text article bodies or attachnents (as retrieved, for

i nstance, via the BODY or ARTICLE commands) are transmitted in
encoded form usually Base64 [ RFC4648], UUencode [ I EEE. 1003. 1-2008],
or yEnc [YyEnc].
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When such non-text article bodies or attachments are retrieved, a
conpression algorithmmy be able to conpress them but the format of
their encoding is usually not NNTP-1like, so the dictionary built
whi | e conpressi ng NNTP does not hel p nuch. The conpressor has to
adapt its dictionary from NNTP to the attachment’s encodi ng format,
and t hen back.

When attachnents are retrieved in Base64 or UUencode form the
Huf f man codi ng usual ly conpresses those to approximately only 75% of
their encoding size. 8-bit conpression algorithms such as DEFLATE
work well on 8-bit file formats; however, both Base64 and UUencode
transforma file into sonething resenbling 6-bit bytes, hiding nost
of the 8-bit file format fromthe conpressor

On the other end, attachments encoded using a conpression algorithm
that retains the full 8-bit spectrum Ilike yEnc, are much nore likely
to be inconpressible.

4. DEFLATE Specificities

When using the zlib library (see [ RFC1951]), the functions
deflatelnit2(), deflate(), inflatelnit2(), and inflate() suffice to
i mpl enent this extension.

The wi ndowBits value MJST be in the range -8 to -15 for
deflatelnit2(), or else it will use the wong format. The w ndowBits
val ue SHOULD be -15 for inflatelnit2(), or else it will not be able
to deconpress a streamwith a |l arger w ndow size, thus reducing
interoperability. deflateParans() can be used to inprove conpression
rate and resource use. Regarding flush operations, the Z FULL FLUSH
argunent to deflate() permits to clear the dictionary, which
generally results in conpression that is |less effective than
performing a Z PARTIAL_FLUSH. As a matter of fact, keeping the 32 KB
di ctionary from previous data, no matter how unrel ated, can be of
help (if there are no matching strings in there, then it is sinply
not referenced).

A server can inprove downstream conpression and the CPU efficiency of
both the server and the client if it adjusts the conpression |eve
(e.g., using the deflateParans() function in zlib) at the start and
end of large non-text nmulti-line data bl ocks (before and after
"content-lines’ in the definition of "multi-line-data-block’ in

[ RFC3977], Section 9.8). This nechani smprevents the server from
trying to conpress inconpressible attachnents.
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A very sinple strategy is to change the conpression level to 0 at the
start of an inconpressible nulti-line data block, for instance when
encoded using yEnc [yEnc], and to keep it at 1-5 the rest of the
time. More conplex strategies are, of course, possible and
encour aged.

5. Augnented BNF Syntax for the COVWRESS Extension
This section describes the fornmal syntax of the COWRESS extension
usi ng ABNF [ RFC7405] and [RFC5234]. It extends the syntax in
Section 9 of [RFC3977], and non-terminals not defined in this
docunent are defined there. The NNTP ABNF [ RFC3977] shoul d be
imported first, before attenpting to validate these rules.

5.1. Commands

Thi s syntax extends the non-term nal <conmand>, which represents an
NNTP conmmand.

conmand =/ conpress-conmrand
conpress- comand = "COVWPRESS" W5 al gorithm
5.2. Capability Entries

This syntax extends the non-term nal <capability-entry>, which
represents a capability that may be advertised by the server.

capability-entry =/ conpress-capability
conpress-capability = "COVPRESS" 1*(WS al gorithm
5.3. Ceneral Non-termnals

al gorithm = %" DEFLATE" / 1*20al g-char ; case-sensitive
alg-char = UPPER/ DIGT / "-" [ "_"

6. Summary of Response Codes

This section defines the foll owi ng new response code. It is not
multi-line and has no argunents.

Response code 206

CGener ated by: COVWRESS
Meani ng: conpression |ayer activated
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7.

Security Considerations
Security issues are discussed throughout this docunent.

In general, the security considerations of the NNTP core
specification ([RFC3977], Section 12) and the DEFLATE conpressed data
format specification ([ RFC1951], Section 6) are applicable here.

| mpl ementers shoul d be aware that conbining conpression wth
encryption like TLS can sometines reveal information that woul d not
have been reveal ed wi t hout conpression, as explained in Section 6 of
[RFC3749]. As a matter of fact, adversaries that observe the length
of the conpressed data m ght be able to derive information about the
correspondi ng unconpressed data. The CRIME and the BREACH attacks
([ RFC7457], Section 2.6) are exanples of such case.

In order to help mtigate | eaking authentication credentials, this
docunment states in Section 2.2.2 that authentication MJUST NOT be
attenpted after a successful use of COWPRESS. Therefore, when a
client wants to authenticate, conpress data, and negotiate a TLS
security layer (without TLS-1evel conpression) in the sane NNTP
connection, it MJST use the STARTTLS, AUTH NFO, and COVPRESS commands
in that order. O course, instead of using the STARTTLS command, a
client can also use inplicit TLS, that is to say it begins the TLS
negoti ati on i nmedi ately upon connection on a separate port dedi cated
to NNTP over TLS.

NNTP commands ot her than AUTHI NFO are not believed to divul ge
confidential information as |ong as only public Netnews newsgroups
and articles are accessed. That is why this specification only
prohi bits the use of AUTH NFO after COWRESS. In case confidentia
articles are accessed in private newsgroups, special care is needed:
i mpl enent ati ons SHOULD NOT conpress confidential data together with
public data when a TLS [ RFC5246] or SASL [ RFC4422] security layer is
active. As a matter of fact, adversaries that observe the | ength of
the conpressed data might be able to derive information about it,
when public data (that adversaries know is read) and confidentia
data are conpressed in the same conpressi on session

Additionally, it is preferable not to conpress the contents of two

di stinct confidential articles together if it can be avoi ded, as
adversaries mght be able to derive information about them (for
instance, if they have a few header fields or body lines in common).
This can be achi eved, for instance, with DEFLATE by clearing the
conpression dictionary each tine a confidential article is sent.

More conpl ex inplenentations are, of course, possible and encouraged.
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8.

8.

| mpl enment ati ons are encouraged to unconditionally allow conpression
when no security layer is active, and to support an option to enable
or disable conmpression when a security layer is active. Such an
option could, for instance, have gl obal scope or be server/

connecti on-based. Besides, as conpression nmay in general weaken the
confidentiality of a security layer, inplenentations SHOULD NOT
automatically enabl e conpressi on when a security layer is active

unl ess the user explicitly enabled it with this know edge.

Future extensions to NNTP that define commands conveyi ng confidentia
data SHOULD be sure to state that these confidential data SHOULD NOT
be conpressed together with public data when a security layer is
active.

Last but not |east, careful consideration should be given to
protecti ons against inplenmentation errors that introduce security
risks with regards to conmpression algorithnms. See, for instance, the
part of Section 6 of [RFC3749] about conpression algorithns that can
occasi onal | y expand, rather than conpress, input data.

| ANA Consi derati ons
1. "NNTP Conpression Al gorithms" Registry

The "NNTP Conpression Algorithns" registry is maintained by | ANA
The registry is avail able at
<http://ww. i ana. or g/ assi gnment s/ nnt p- par amet er s>.

The purpose of this registry is not only to ensure uni queness of

val ues used to nanme NNTP conpression algorithns, but also to provide
a definitive reference to technical specifications detailing each
NNTP conpression al gorithm available for use on the Internet.

An NNTP conpression algorithmis either a private algorithm or its
nane is included in the 1 ANA "NNTP Conpression Al gorithns" registry
(in which case it is a "registered NNTP conpression algorithnt).
Different entries in the registry MJST use different namnes.

Private algorithns with unregi stered nanes are all owed, but SHOULD
NOT be used because it is difficult to achieve interoperability with
t hem

The 206, 403, and 502 response codes that a news server answers to
the COVPRESS command using a private conpression algorithm MJST have
the sane meaning as the one docunented in Section 2.2 of this
docurent .
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The procedure detailed in Section 8.1.1 is to be used for
regi stration of a value nanming a specific individual conpression
al gorithm

Any nane that confornms to the syntax of an NNTP conpression algorithm
nane (Section 5.3) can be used. Especially, NNTP conpression
algorithnms are naned by strings, from1l to 20 characters in |ength,
consi sting of uppercase letters, digits, hyphens, and/or underscores.

Comments may be included in the registry as discussed in
Section 8.1.2 and may be changed as discussed in Section 8.1.3.

8.1.1. Al gorithm Nane Regi stration Procedure

I ANA wi Il register new NNTP conpression algorithmnanmes on a First
Cone First Served basis, as defined in BCP 26 [ RFC5226]. | ANA has
the right to reject obviously bogus registration requests, but wll
not performa review of clains nade in the registration form
Regi stration of an NNTP conpression algorithmis requested by filling
inthe following tenplate and sending it via electronic mail to | ANA
at <i ana@ ana. or g>:

Subj ect: Registration of NNTP conpression algorithm?Z

NNTP conpressi on al gorithm name:

Security considerations:

Publ i shed specification (reconmended):

Contact for further information

I nt ended usage: (One of COVWMON, LIM TED USE, or OBSOLETE)

Owner/ Change controller

Note: (Any other information that the author deens rel evant may be
added here.)

VWhile this registration procedure does not require expert review,

aut hors of NNTP conpression algorithns are encouraged to seek
conmunity revi ew and conment whenever that is feasible. Authors may
seek community review by posting a specification of their proposed
algorithmas an Internet-Draft. NNTP conpression algorithms intended
for wi despread use should be standardized through the normal |ETF
process, when appropriate.
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8.1.2. Comments on Al gorithm Registrations

Conments on a registered NNTP conpression algorithmshould first be
sent to the "owner" of the algorithmand/or to the mailing list for
the now concl uded NNTPEXT working group (<ietf-nntp@ists.eyrie.org>)
of the | ETF.

Submitters of comments may, after a reasonable attenpt to contact the
owner and/or the above mailing list, request 1ANA to attach their
conmment to the NNTP conpression algorithmregistration itself by
sending mail to <iana@ana.org> At IANA's sole discretion, |ANA nmay
attach the comment to the NNTP conpression algorithnis registration

8.1.3. Change Contro

Once an NNTP conpression al gorithmregistrati on has been published by
| ANA, the owner may request a change to its definition. The change
request follows the sane procedure as the initial registration
request.

The owner of an NNTP conpression algorithm nmay pass responsibility
for the algorithmto another person or agency by informng | ANA; this
can be done wi thout discussion or review

The |1 ESG nay reassign responsibility for an NNTP conpression
algorithm The nmpst conmon case of this will be to enable changes to
be made to al gorithms where the owner of the registration has died,
has nmoved out of contact, or is otherw se unable to nake changes that
are inmportant to the conmunity.

NNTP conpression algorithmregistrati ons MUST NOT be del et ed;
algorithnms that are no | onger believed appropriate for use can be
decl ared OBSOLETE by a change to their "intended usage" field; such
algorithms will be clearly marked in the registry published by | ANA

The I1ESG is considered to be the owner of all NNTP conpression
algorithns that are on the | ETF Standards Track
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8. 2.

Regi stration of the DEFLATE Conpression Al gorithm

This section gives a formal definition of the DEFLATE conpression
algorithmas required by Section 8.1.1 for the | ANA registry.

NNTP conpression al gorithm nanme: DEFLATE

Security considerations: See Section 7 of this docunent
Publ i shed specification: This docunent

Contact for further information: Authors of this document
I nt ended usage: COVMON

Omner/ Change controller: |ESG <iesg@etf.org>

Note: This algorithmis mandatory to inpl enent

This registration appears as follows in the "NNTP Conpression
Al gorithns" registry:

8. 3.

----------- T T L T T >
Algorithm | Intended | Comrent | Change | Reference
Nane | Usage | | Controller | |
----------- T T I T
DEFLATE | COMVON | Mandatory to | | ESG | RFC 8054

| | inplement | | |
----------- T T L T T >

Regi stration of the NNTP COVMPRESS Extension

This section gives a formal definition of the COMPRESS extension as
required by Section 3.3.3 of [RFC3977] for the | ANA registry.

o

The COWVPRESS extension allows an NNTP connection to be effectively
and efficiently conpressed.

The capability | abel for this extension is "COWRESS', whose
argunents list the avail abl e conpressi on al gorithns.

Thi s extension defines one new command, COVWPRESS, whose behavi or,
argunents, and responses are defined in Section 2.2.

Thi s extensi on does not associ ate any new responses with
pre-exi sting NNTP comrands.
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o

(0]

This extension does affect the overall behavior of both server and
client, in that after successful use of the COVMPRESS command, al
conmuni cation is transmtted in a conpressed format.

Thi s extension does not affect the maxi mumlength of commands or
initial response lines.

Thi s extension does not alter pipelining, but the COMWRESS conmrand
cannot be pi pelined.

Use of this extension does alter the capabilities Iist; once the
COVWPRESS command has been used successful ly, the COVPRESS
capability can no | onger be advertised by CAPABILITIES.
Additionally, the STARTTLS and MODE- READER capabilities MJST NOT
be advertised, and the AUTH NFO capability |abel MJST either be
listed with no arguments or not advertised at all after a
successful execution of the COVPRESS comand.

Thi s extensi on does not cause any pre-existing conmand to produce
a 401, 480, or 483 response code.

This extension is unaffected by any use of the MODE READER
conmand; however, the MODE READER conmand MJST NOT be used in the
sanme session follow ng a successful execution of the COWRESS
comand.

The STARTTLS and AUTHI NFO commands MJST NOT be used in the sane
session follow ng a successful execution of the COMWRESS comrand.

Publ i shed Specification: This docunent.
Contact for Further Information: Authors of this docunent.

Change Controller: |IESG <iesg@etf.org>

This registration will appear as follows in the "NNTP Capability
Label s" registry contained in the "Network News Transfer Protoco
(NNTP) Paraneters" registry:

S o m m e e e e e e e e e e e e e maamn S +
| Label | Meani ng | Reference
. oo e e e e e e a oo oo - R —— +
| COMPRESS | Supported conpression algorithnms | RFC 8054
S o m e e e e e e e ieeem oo an Fom e +
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