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Abst r act

It is desirable to minimze traffic disruption caused by changing I P
address during a nobility event. One nechanismto mnimze

di sruption is to expose a shorter network path to the nobility event
so that only the local network el enents are aware of the changed IP
address and the renote peer is unaware of the changed | P address.

Thi s docunent provides such an | P address nmobility sol ution using
Traversal Using Relays around NAT (TURN). This is achieved by
allowing a client to retain an allocation on the TURN server when the
| P address of the client changes.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc8016
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

When novi ng between networks, the endpoint’s |IP address can change
or, due to NAT, the endpoint’s public |IP address can change. Such a
change of | P address breaks upper-|ayer protocols such as TCP and
RTP. Various techniques exist to prevent this breakage, all tied to
nmaki ng the endpoint’s | P address static (e.g., Mbile IP, Proxy
Mobile IP, Locator/|D Separation Protocol (LISP)). Oher techniques
exi st, which make the change in | P address agnostic to the upper-

| ayer protocol (e.g., Stream Control Transm ssion Protocol (SCTP)).
The mechani sm described in this docunment is in that |ast category.

A server using Traversal Using Relays around NAT ( TURN) [ RFC5766]

rel ays nmedi a packets and is used for a variety of purposes, including
overcom ng NAT and firewall traversal issues. The existing TURN
specification does not pernmit a TURN client to reuse an allocation
across client |IP address changes. Due to this, when the |IP address
of the client changes, the TURN client has to request a new

al l ocation, create perm ssions for the renote peer, create channels,
etc. In addition, the client has to re-establish communication with
its signaling server and send an updated offer to the renote peer
conveying the newy rel ayed candi date address. Then, the renpte side
has to re-gather all candi dates and signal themto the client, and
the endpoints have to performlnteractive Connectivity Establishnent
(I CE) [RFC5245] checks. |If the ICE continuous nom nation procedure
[NOWVBI S] is used, then the newy relayed candi date address woul d have
to be "trickled" (i.e., increnentally provisioned as described in

[ TRICKLE-SIP]), and I CE checks would have to be perfornmed according
to [ TRICKLE-1CE] by the endpoints to nominate pairs for selection by
| CE.

This specification describes a mechanismto seanl essly reuse

all ocations across client |P address changes w thout any of the
hassl es descri bed above. A critical benefit of this technique is
that the renote peer does not have to support mobility or deal with
any of the address changes. The client, which is subject to IP
address changes, does all the work. The nobility techni que works
across and between network types (e.g., between 3G and wired |nternet
access), so long as the client can still access the TURN server. The
techni que shoul d al so work seam essly when (D) TLS is used as a
transport protocol for Session Traversal Utilities for NAT (STUN)

[ RFC5389]. When there is a change in I P address, the client uses

(D) TLS Session Resunption wthout Server-Side State as described in

[ RFC5077] to resume secure conmmuni cation with the TURN server, using
the changed client |P address.
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2.

Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunent uses terninology defined in [ RFC5245] and the foll ow ng
addi ti onal term nol ogy:

Break Before Make: The ol d communi cation path is broken ("break")
bef ore new conmuni cati on can be created ("make"). Such changes
typically occur because a network’s physical cable is disconnected,
radio transmission is turned off, or a client noves out of radio
range.

Make Before Break: A new communication path is created ("make")
before the old comunication path is broken ("break"”). Such changes
typically occur because a network is reconnected with a physica
cable, radio transmission is turned on, or a client noves into radio
range.

Mobility Using TURN

To achieve nobility, a TURN client should be able to retain an
al l ocation on the TURN server across changes in the client |IP address
as a consequence of novenent to other networks.

VWhen the client sends the initial Allocate request to the TURN
server, it will include a new STUN attribute MOBILITY-TICKET (wth
zero length value), which indicates that the client is capable of
nobility and desires a ticket. The TURN server provisions a ticket
that is sent inside the new STUN attribute MOBILITY-TICKET in the

Al l ocat e success response to the client. The ticket will be used by
the client when it wants to refresh the allocation but with a new
client I P address and port. This ensures that an allocation can only
be refreshed by the sane client that allocated the rel ayed transport
address. Wen a client’s | P address changes due to nobility, it
presents the previously obtained ticket in a Refresh request to the
TURN server. |If the ticket is found to be valid, the TURN server
will retain the sane rel ayed address/port for the new | P address/port
allowing the client to continue using previous channel bindings --
thus, the TURN client does not need to obtain new channel bindings.
Any data fromthe external peer will be delivered by the TURN server
to this new | P address/port of the client. The TURN client will
continue to send application data to its peers using the previously
al | ocat ed channel Bi nd Requests.
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3.1.2. Receiving an Allocate Request

In addition to the process described in Section 6.2 of [RFC5766], the
server does the follow ng:

If the MOBILITY-TICKET attribute is included, and has a | ength of
zero, but TURN session nobility is forbidden by |ocal policy, the

server will reject the request with the new error code 405 (Mbility
Forbidden). If the MOBILITY-TICKET attribute is included and has a
non-zero length, then the server will generate an error response with

an error code of 400 (Bad Request). Following the rules specified in
[ RFC5389], if the server does not understand the MOBI LI TY-TI CKET
attribute, it ignores the attribute.

If the server can successfully process the request and create an

al l ocation, the server replies with a success response that includes
a STUN MOBI LI TY-TICKET attribute. The TURN server can store system
internal data in the ticket that is encrypted by a key known only to
the TURN server and sends the ticket in the STUN MOBI LI TY-TI CKET
attribute as part of the Allocate success response. An exanple of
ticket construction is discussed in Appendix A The ticket is opaque
to the client, so the structure is not subject to interoperability
concerns, and inplenmentations may diverge fromthis format. The
client could be roam ng across networks with a different path MU and
fromone address fanily to another (e.g., IPv6 to IPv4). The TURN
server to support nobility nust assune that the path MIU i s unknown
and use a ticket length in accordance with the published gui dance on
STUN UDP fragmentation (Section 7.1 of [RFC5389]).

Note: There is no guarantee that the fields in the ticket are going
to be decodable to a client, and therefore attenpts by a client to
exam ne the ticket are unlikely to be useful.

3.1.3. Receiving an Allocate Success Response
In addition to the process described in Section 6.3 of [RFC5766], the
client will store the MOBILITY-TICKET attribute, if present, fromthe

response. This attribute will be presented by the client to the
server during a subsequent Refresh request to aid nmobility.
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3.1.4. Receiving an Allocate Error Response

If the client receives an Allocate error response with error code 405
(Mobility Forbidden), the error is processed as foll ows:

405 (Mobility Forbidden): The request is valid, but the server is
refusing to performit, likely due to administrative restrictions.
The client considers the current transaction as having fail ed.

The client can notify the user or operator. The client SHOULD NOT
retry sending the All ocate request containing the MOBILITY-TICKET
with this server until it believes the problem has been fixed.

Al'l other error responses nust be handl ed as described in [ RFC5766].
3.2. Refreshing an Allocation
3.2.1. Sending a Refresh Request

If aclient wants to refresh an existing allocation and update its
time-to-expiry or delete an existing allocation, it sends a Refresh
request as described in Section 7.1 of [RFC5766]. |If the client’s IP
address or source port has changed and the client wants to retain the
existing allocation, the client includes the MOBILITY-TICKET
attribute received in the Allocate success response in the Refresh
request. |If there has been no | P address or source port numnber
change, the client MUST NOT include a MOBILITY-TICKET attribute, as
this would be rejected by the server and the client would need to
retransmt the Refresh request wi thout the MOBILITY-TICKET attribute.

3.2.2. Receiving a Refresh Request

In addition to the process described in Section 7.2 of [RFC5766], the
server does the foll ow ng:

If the STUN MOBILITY-TICKET attribute is included in the Refresh
request, and the server configuration changed to forbid mobility or
the server transparently fails over to another server instance that
forbids nobility, then the server rejects the Refresh request with a
405 (Mobility Forbidden) error and the client starts afresh with a
new al | ocati on.

If the STUN MOBILITY-TICKET attribute is included in the Refresh
request, then the server will not retrieve the 5-tuple fromthe
packet to identify an associated allocation. Instead, the TURN
server will decrypt the received ticket, verify the ticket’s
validity, and retrieve the 5-tuple allocation using the ticket. If
this 5-tuple obtained does not identify an existing allocation, then
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the server MJST reject the request with a 437 (Al locati on M snatch)
error. |If the ticket is invalid, then the server MJST reject the
request with a 400 (Bad Request) error

If the source I P address and port of the Refresh request with the
STUN MOBI LI TY-TICKET attribute is the same as the stored 5-tuple

al l ocation, then the TURN server rejects the request with a 400 (Bad
Request) error. |If the source IP address and port of the Refresh
request is different fromthe stored 5-tuple allocation, the TURN
server proceeds with a MESSAGE-|I NTEGRITY validation to identify that
it is the same user that had previously created the TURN all ocation
If the above check is not successful, then the server MJST reject the
request with a 441 (Wong Credentials) error

If all of the above checks pass, the TURN server understands that the
client either has nmoved to a new network and acquired a new I P
address (Break Before Make) or is in the process of switching to a
new i nterface (Make Before Break). The source |IP address of the
request could be either the host transport address or the server-
refl exi ve transport address. The server then updates its state data
with the new client | P address and port but does not discard the old
5-tuple fromits state data. The TURN server cal cul ates the ticket
with the new 5-tuple and sends the new ticket in the STUN MOBI LI TY-
TICKET attribute as part of Refresh success response. The new ticket
sent in the refresh response MJST be different fromthe old ticket.

The TURN server MJST continue receiving and processing data on the
old 5-tuple and MJST continue transmitting data on the old-5 tuple
until it receives a Send Indication or Channel Data nmessage fromthe
client on the new 5-tuple or a nessage fromthe client to close the
old connection (e.g., a TLS fatal alert or TCP RST). After receiving
any of those nessages, a TURN server discards the old ticket and the
old 5-tuple associated with the old ticket fromits state data. Data
sent by the client to the peer is accepted on the new 5-tuple and
data received fromthe peer is forwarded to the new 5-tuple. If the
refresh request containing the MOBILITY-TICKET attri bute does not
succeed (e.g., the packet is lost if the request is sent over UDP, or
the server is unable to fulfill the request), then the client can
continue to exchange data on the old 5-tuple until it receives the
Ref resh success response.

The old ticket can only be used for the purposes of retransnission

If the client wants to refresh its allocation with a new server-

refl exive transport address, it MJUST use the new ticket. |f the TURN
server has not received a Refresh request with the STUN MOBI LI TY-
TICKET attri bute but receives Send indications or Channel Data
nmessages froma client, the TURN server MAY discard or queue those
Send i ndi cations or Channel Data nmessages (at its discretion). Thus,
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it is RECOWENDED that the client avoid transmtting a Send

i ndi cati on or Channel Data nessage until it has received an
acknow edgenent for the Refresh request with the STUN MOBI LI TY-TI CKET
attribute.

To accommpdate the potential |oss of Refresh responses, a server nust
retain the old STUN MOBI LI TY-TICKET attribute for a period of at

| east 30 seconds to be able to recognize a retransmni ssion of the
Refresh request with the old STUN MOBI LI TY-TICKET attribute fromthe
client.

3.2.3. Receiving a Refresh Response
In addition to the process described in Section 7.3 of [RFC5766], the
client will store the MOBILITY-TICKET attribute, if present, fromthe
response. This attribute will be presented by the client to the
server during a subsequent Refresh request to aid mobility.
3.3. New STUN Attribute MOBILITY-TICKET
This attribute is used to retain an allocation on the TURN server.
It is exchanged between the client and server to aid nmobility. The
val ue of the MOBILITY-TICKET is encrypted and is of variable |ength.
3.4. New STUN Error Response Code
Thi s docunent defines the follow ng new error response code:

405 (Mobility Forbidden): Mbility request was valid but cannot be
perfornmed due to administrative or simlar restrictions.

4. | ANA Consi derati ons

| ANA has added the following attribute to the "STUN Attri butes"
registry [ ANA- STUN| :

o MOBILITY-TICKET (0x8030, in the conprehension-optional range)

Al so, | ANA has added a new STUN error code "Mbility Forbidden" with
the value 405 to the "STUN Error Codes" registry [|ANA-STUN].

5. Security Considerations

The TURN server MUST al ways ensure that the ticket is authenticated
and encrypted using strong cryptographic algorithns to prevent

nodi fication or eavesdropping by an attacker. The ticket MJST be
constructed such that it has strong entropy to ensure that nothing
can be gl eaned by | ooking at the ticket alone.

Reddy, et al. St andards Track [ Page 9]



RFC 8016 Mobi ity with TURN Novenber 2016

6.

6.

An attacker nonitoring the traffic between the TURN client and server
can inpersonate the client and refresh the allocation using the
ticket issued to the client with the attacker’s IP address and port.
The TURN client and server MJUST use the STUN | ong-term credenti al
mechani sm [ RFC5389], the STUN Extension for Third-Party Authorization
[ RFC7635], or a (D)TLS connection to prevent nmlicious users from

i npersonating the client. Wth any of those three mechani snms, when
the server receives the Refresh request with the STUN MOBI LI TY- Tl CKET
attribute fromthe client, it identifies that it is indeed the sane
client but with a new I P address and port using the ticket it had
previously issued to refresh the allocation. |If (D)TLS is not used
or the (D) TLS handshake fails, and authentication also fails, then
the TURN client and server MJST fail and not proceed with TURN

mobi lity.

Security considerations described in [RFC5766] are al so applicable to
thi s nechani sm
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Appendi x A.  Exanpl e of Ticket Construction

The TURN server uses two different keys: one 128-bit key for Advance
Encrypti on Standard (AES) in C pher Bl ock Chaining (CBC) node
(AES_128 CBC) and a 256-bit key for HVAC- SHA- 256- 128 for integrity
protection. The ticket can be structured as foll ows:

struct {
opaque key_ name[ 16];
opaque i v[ 16];
opaque encrypted_state<0..2"16-1>;
opaque nac[ 16];
} ticket;

Fi gure 2: Ticket Format

Here, key name serves to identify a particular set of keys used to
protect the ticket. It enables the TURN server to easily recognize
tickets it has issued. The key nane should be randomy generated to
avoi d collisions between servers. One possibility is to generate new
random keys and key_name every time the server is started.

The TURN state information (which is either self-contained or a
handl e) in encrypted state is encrypted using 128-bit AES in CBC node
with the given Initialization Vector (1V). The Message

Aut henti cation Code (MAC) is cal cul ated using HVAC SHA- 256- 128 over
key name (16 octets) and IV (16 octets), followed by the | ength of
the encrypted_state field (2 octets) and its contents (variable

| engt h).
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