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Requi rements for Subscription to YANG Dat ast or es
Abst r act

Thi s docunent provides requirenents for a service that allows client
applications to subscribe to updates of a YANG datastore. Based on
criteria negotiated as part of a subscription, updates will be pushed
to targeted recipients. Such a capability elimnates the need for
periodi c polling of YANG datastores by applications and fills a
functional gap in existing YANG transports (i.e., Network
Configuration Protocol (NETCONF) and RESTCONF). Such a service can
be sunmarized as a "pub/sub" service for YANG dat astore updates.
Beyond a set of basic requirenments for the service, various
refinements are addressed. These refinements include: periodicity of
obj ect updates, filtering out of objects underneath a requested a
subtree, and delivery QoS guarant ees.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the IESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7923
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1

| ntroducti on

Applications interacting with YANG datastores require capabilities
beyond the traditional client-server configuration of network

el ements. One class of such applications are service-assurance
applications, which nust nmaintain a continuous view of operationa
data and state. Another class of applications are security
applications, which nust continuously track changes nmade upon network
el enents to ensure conpliance with corporate policy.

Periodic fetching of data is not an adequate solution for
applications requiring frequent or pronpt updates of renote object
state. Applying polling-based solutions here inmposes a | oad on

net wor ks, devices, and applications. Additionally, polling solutions
are brittle in the face of comunication glitches, and have
l[imtations in their ability to synchronize and calibrate retrieva
intervals across a network. These limtations can be addressed by

i ncl udi ng generic object subscription nmechani snms within network

el ements, and allow ng these nechanisns to be applied in the context
of data that is conceptually contained in YANG dat ast ores.

Thi s docunent aggregates requirenents for such subscription froma
variety of depl oyment scenari os.

Busi ness Drivers

For decades, information delivery of current network state has been
acconpl i shed either by fetching fromoperations interfaces, or via
dedi cated, custom zed networking protocols. Wth the growth of
centralized orchestration infrastructures, inperative policy

di stribution, and YANG s ascent as the doni nant data nodeling

| anguage for use in programmatic interfaces to network elenments, this
m xture of fetch plus custom networking protocols is no | onger
sufficient. What is needed is a push nmechanismthat is able to
del i ver object changes as they happen

These push distribution nechanisns will not replace existing
networ ki ng protocols. Instead they will suppl enent these protocols,
providing different response tine, peering, scale, and security
characteristics.

Push solutions will not displace all existing operations
infrastructure needs. And SNWP and MBs will renmain w dely depl oyed
and the de facto choice for nany nonitoring solutions. But sone
functions could be displaced. Arguably the biggest shortconing of
SNWP for those applications concerns the need to rely on periodic
pol i ng, because it introduces an additional |oad on the network and
devi ces, because it is brittle if polling cycles are m ssed, and
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because it is hard to synchronize and calibrate across a network. |[f
applications can only use polling type interaction patterns wth YANG
dat astores, simlar issues can be expected.

2.1. Pub/Sub in the Interface to the Routing System (I 2RS)

Various docunents about the Interface to the Routing System (I 2RS)
hi ghl i ght the need to provide pub/sub capabilities between network
el ements. From [RFC7921], there are references throughout the

docunent beginning in Section 6.2. Sone specific exanples include:

0 Section 7.6 of [RFC7921] provides high-1level pub/sub
(notification) guidance.

0 Section 6.4.2 of [RFC7921] identifies "subscribing to an
i nformati on stream of route changes" and "receiving notifications
about peers coming up or going down".

o Section 6.3 of [RFC7921] notes that when Local Configuration
preempts | 2RS, external notification mght be necessary.

In addition, [USECASE] has relevant requirements. A small subset
i ncl udes:

0 L-Data-REQ 12: The I2RS interface should support user
subscriptions to data with the follow ng paraneters: push of data
synchronously or asynchronously via registered subscriptions..

0 L-DATA-REQ 07: The I2RS interface (protocol and instant nessages
(I'M5)) should allow a subscriber to select portions of the data
nodel .

o PI-REQD1: Mnitor the available routes installed in the Routing
I nformati on Base (RIB) of each forwardi ng device, including near
real -tinme notification of route installation and renoval .

o0 BGP-REQLO: The I2RS client SHOULD be able to instruct the |I2RS
agent(s) to notify the I12RS client when the BGP processes on an
associ ated routing systemobserve a route change to a specific set

of I P Prefixes and associated prefixes.... The |I2RS agent shoul d
be able to notify the client via the publish or subscribe
mechani sm

o |IGP-REQ07: The I2RS interface (protocol and | Ms) should support a
mechani sm where the I2RS Cients can subscribe to the |2RS Agent’s
notification of critical node | GP events.
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2.

0 MPLS-LDP-REQ 03: The |I2RS Agent notifications should allow an | 2RS
client to subscribe to a stream of state changes regarding the LDP
sessions or LDP Label Swi tched Paths (LSPs) fromthe |I2RS Agent.

0 L-Data-REQ 01: 12RS nust be able to collect |large data sets from
the network with high frequency and resolution, and with m ni mal
i npact to the device's CPU and nenory.

Al so, Section 7.4.3 of [RFC7922] includes this pub/sub requiremnent:

0 |2RS agents MJST support publishing I2RS trace log information to
that feed as described in [this docunment]. Subscribers would then
receive a live streamof I2RS interactions in trace |log format and
could flexibly choose to do a nunmber of things with the |og
nmessages.

Pub/ Sub Variants on Network El enents

Thi s docunent is intended to cover requirenents beyond | 2RS. Looking
at history, there are many exanpl es of switching and routing
protocol s that have done explicit or inplicit pub/sub in the past.

In addition, new policy notification nechani sns that operate on

swi tches and routers are being specified now A small subset of
current and past subscription nechani sns incl udes:

o Milticast topology establishment is acconplished before any
content delivery is made to endpoints (I1GW, PIM etc.).

0 Secure Automation and Continuous Mnitoring (SACM allows
subscription into devices, which may then push spont aneous changes
in their configured hardware and software [ SACMREQ .

o In MPLS VPNs [ RFC6513], a Customer Edge router exchanges PIM
control messages before Provider Edge (PE) Routing Adjacencies are
passed [ RFC6513].

o After OSPF establishes its adjacencies, Link State Advertisenent
will then commence [ RFC2328].

Worthy of note in the exanples above is the wide variety of
underlying transports. A generalized pub/sub nechanism therefore
shoul d be structured to support alternative transports. Based on
current |2RS requirenents, NETCONF should be the initially supported
transport due to the need for connection-oriented/ unicast

conmuni cati on. Eventual support for multicast and broadcast
subscription update distribution will be needed as well.
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2.3. Existing Generalized Pub/Sub | nplenmentations

TI BCO, RSS, Conmon Obj ect Request Broker Architecture (CORBA), and

ot her technol ogi es all show precursor pub/sub technol ogies. However,
there are new needs (described in Section 4 below) that these
technol ogi es do not serve. W need a new pub/sub technol ogy.

There are at |least two wi dely depl oyed generalized pub/sub

i mpl enentati ons that cone close to current needs: Extensible
Messagi ng and Presence Protocol (XWMPP) [ XEP-0060] and Data
Distribution Service (DDS) [OM5DDS]. Both serve as proof-points
that a highly scal able distributed datastore inplenentation
connecting mllions of edge devices is possible.

Because of these proof-points, we can be confortable that the
under | yi ng technol ogi es can enabl e reusabl e general i zed YANG obj ect
distribution. Analysis will need to fully dinmension the speed and
scal e of such object distribution for various subtree sizes and
transport types.

3. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. Al though
this docunment is not a protocol specification, the use of this

| anguage clarifies the instructions to protocol designers producing
solutions that satisfy the requirements set out in this document.

A Subscri ber nmakes requests for set(s) of YANG object data.
A Publisher is responsible for distributing subscribed YANG obj ect

data per the terns of a subscription. |In general, a Publisher is the
owner of the YANG datastore that is subjected to the subscription.

A Receiver is the target to which a Publisher pushes updates. In
general, the Receiver and Subscriber will be the sane entity. A
Subscription Service provides subscriptions to Subscribers of YANG
dat a.

A Subscription Service interacts with the Publisher of the YANG data
as needed to provide the data per the terns of the subscription

A subscription request for one or nmore YANG subtrees (including
single leafs) is nmade by the Subscriber of a Publisher and is
targeted to a Receiver. A subscription may include constraints that
di ctate how often or under what conditions YANG i nformati on updates
m ght be sent.
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A subscription is a contract between a Subscription Service and a
Subscriber that stipulates the data to be pushed and the associ ated
terms.

A datastore is defined in [ RFC6241].

An Update provi des object changes that have occurred within

subscri bed YANG subtree(s). An Update nust include the current
status of (data) node instances for which filtering has indicated
they have different status than previously provided. An Update may
i ncl ude a bundl ed set of ordered/sequential changes for a given

obj ect that have been nmade since the |ast update.

A Filter contains evaluation criteria, which are eval uated agai nst
YANG obj ect(s) within a subscription. There are two types of
Filters: Subtree Filters, which identify sel ected objects/nodes
publ i shed under a target data node, and object element and attribute
Filters where an object should only be published if it has properties
neeting specified Filter criteria.

4. Requirements

Many of the requirements within this section have been adapted from
the XMPP [ XEP-0060] and DDS [ OMG DDS] requirenents specifications.

4.1. Assunptions for Subscriber Behavior

Thi s docunent provides requirenents for the Subscription Service. It
does not define all the requirenments for the Subscriber/Receiver.
However in order to franme the desired behavior of the Subscription
Service, it is inportant to specify key input constraints.

A Subscriber SHOULD avoid attenpting to establish nultiple
subscriptions pertaining to the same information, i.e., referring to
the sane datastore YANG subtrees.

A Subscriber MAY provide subscription QoS criteria to the
Subscription Service; if the Subscription Service is unable to neet
those criteria, the subscription SHOULD NOT be established.

VWhen a Subscriber and Receiver are the same entity and the transport
session is lost/term nated, the Subscriber MJST re-establish any
subscriptions it previously created via signaling over the transport
session. That is, there is no requirenent for the life span of such
signal ed subscriptions to extend beyond the |ife span of the
transport session.
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A Subscriber MJST be able to infer when a Subscription Service is no
| onger active and when no nore updates are being sent.

A Subscriber MAY check with a Subscription Service to validate the
exi stence and nonitored subtrees of a subscription

A Subscriber MJST be able to periodically | ease and extend the | ease
of a subscription froma Subscription Service.

4.2. Subscription Service Requirenents
4.2.1. Cenera

A Subscription Service MJST support the ability to create, renew,
time out, and term nate a subscription

A Subscription Service MIST be able to support and i ndependently
track multiple subscription requests by the same Subscri ber

A Subscription Service MJST be able to support an add/ change/ del ete
of subscriptions to nultiple YANG subtrees as part of the same
subscription request.

A Subscription Service MJST support subscriptions agai nst operationa
dat astores, configuration datastores, or both.

A Subscription Service MIST be able support filtering so that the
subscri bed updates under a target node m ght publish only operationa
data, only configuration data, or both.

A subscription MAY include Filters as defined within a subscription
request, therefore the Subscription Service MJIST publish only data
nodes that neet the Filter criteria within a subscription

A Subscription Service MJST support the ability to subscribe to
peri odi ¢ updates. The subscription period MJST be configurable as
part of the subscription request.

A Subscription Service SHOULD support the ability to subscribe to
updat es on-change, i.e., whenever values of subscribed data objects
change.

For on-change updates, the Subscription Service MJST support a
danpeni ng period that needs to be passed before the first or
subsequent on-change updates are sent. The danpening period SHOULD
be configurable as part of the subscription request.
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A Subscription Service MJST all ow subscriptions to be nonitored.
Specifically, a Subscription Service MJST at a mi ni num nmai ntain

i nformati on about which subscriptions are being serviced, the terns
of those subscriptions (e.g., what data is being subscribed,
associated Filters, update policy -- on change, periodic), and the
overall status of the subscription -- e.g., active or suspended.

A Subscription Service MJST support the termination of a subscription
when requested by the Subscri ber

A Subscription Service SHOULD support the ability to suspend and to
resume a subscription on request of a client.

A Subscription Service MAY at its discretion revoke or suspend an
exi sting subscription. Reasons may include transitory resource
l[imtation, credential expiry, failure to reconfirma subscription
| oss of connectivity with the Receiver, operator command-|ine
interface (CLI), and/or others. When this occurs, the Subscription
Service MJST notify the Subscriber and update the subscription

st atus.

A Subscription Service MAY offer the ability to nmodify a subscription
Filter. |If such an ability is offered, the service MJST provide
subscribers with an indication telling at what point the nodified
subscription goes into effect.

4.2.2. Negotiation

A Subscription Service MIST be able to negotiate the follow ng terns
of a subscription:

o The policy, i.e., whether updates are on-change or periodic
o The interval, for periodic publication policy

o The on-change policy danpening period (if the on-change policy is
support ed)

0 Any Filters associated with a subtree subscription

A Subscription Service SHOULD be able to negotiate QoS criteria for a
subscription. Exanples of subscription QoS criteria may include
reliability of the Subscription Service, reaction tine between a
noni t ored YANG subtree/ obj ect change and a correspondi ng notification
push, and the Subscription Service's ability to support certain

| evel s of object liveliness.
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In cases where a subscription request cannot be fulfilled due to

i nsufficient platformresources, the Subscription Service SHOULD
include within its decline hints on criteria that woul d have been
accept abl e when the subscription request was made. For exanple, if
peri odi c updates were requested with update intervals that were too
short for the specified data set, an alternative acceptable interva
period m ght be returned fromthe Publisher. |[|f on-change updates
were requested with too aggressive a danpeni ng period, then an
accept abl e danmpeni ng period nay be returned, or alternatively an

i ndication that only periodic updates are supported for the requested
obj ect(s).

4.2.3. Update Distribution

For on-change updates, the Subscription Service MJST only send deltas
to the object data for which a change occurred. (O herw se the
subscri ber m ght not know what has actually undergone change.) The
updates for each object MJST include an indication of whether it was
renoved, added, or changed.

When a Subscription Service is not able to send updates per its
subscription contract, the subscription MJST notify subscribers and
put the subscription into a state indicating that the subscription
was suspended by the service. When able to resune service,
subscribers need to be notified as well. |If unable to resume
service, the Subscription Service MAY termi nate the subscription and
notify Subscribers accordingly.

VWhen a subscription with on-change updates is suspended and then
resurmed, the first update SHOULD i ncl ude updates of any changes that
occurred while the subscription was suspended, with the current

val ue. The Subscription Service MJST provide a clear indication when
this capability is not supported (because in this case, a client
application may have to synchroni ze state separately).

Mul tiple objects being pushed to a Subscriber, perhaps fromdifferent
subscriptions, SHOULD be bundl ed together into a single Update.

The sendi ng of an Update MJST NOT be del ayed beyond the Push Latency
of any encl osed object changes.

The sendi ng of an Update MJUST NOT be del ayed beyond the danpeni ng
peri od of any encl osed object changes.

The sendi ng of an Update MJST NOT occur before the danpeni ng period
expires for any encl osed object changes.
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A Subscription Service MAY, as an option, support a replay capability
so that a set of updates generated during a previous tine interna
can be sent to a Receiver.

4.2.4. Transport

It is possible for updates com ng froma Subscription Service to be
pushed over different types of transports such as NETCONF, RESTCONF
and HTTP. Beyond existing transports, this Subscription Service wll
be applicable for emerging protocols such as those being defined in

[ USECASE]. The need for such transport flexibility drives the

foll owi ng requirenents:

0 A Subscription Service SHOULD support different transports.

0 A Subscription Service SHOULD support different encodings of a
payl oad.

o It MJIST be possible for Receivers to associate the update with a
speci fic subscription

o In the case of connection-oriented transport, when a transport
connection drops, the associated subscription SHOULD be
terminated. It is up the Subscriber to request a new
subscription.

4.2.5. Security Requirenents

Sone uses of this Subscription Service will push privacy-sensitive
updates and netadata. For privacy-sensitive depl oynents,
subscription information MJUST be bound within secure, encrypted
transport-layer nechani sns. For exanple, if NETCONF is used as
transport, then [ RFC7589] would be a valid option to secure the
transported information. The Subscription Service can al so be used
with energing privacy-sensitive deployment contexts as well. As an
exanpl e, deploynents based on [ USECASE] woul d apply these
requirements in conjunction with those docunented within

[12RS- ENV- SEC] and [|2RS- PROT- SEC] to secure ephemeral state

i nformation being pushed froma network el enent.

As part of the subscription establishnent, mnutual authenticati on MJUST
be used between the Subscriber and the Subscription Service.

Subscri bers MUST NOT be able to pose as the original Subscription
Servi ce.
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Ver si oni ng of any subscription protocols MJST be supported so that
the capabilities and behavi ors expected of specific technol ogy
i mpl ement ati ons can be exposed.

A subscription could be used to attenpt to retrieve information to
which a client has no authorized access. Therefore, it is inportant
that data bei ng pushed based on subscriptions is authorized in the
same way that regular data retrieval operations are authorized. Data
bei ng pushed to a client MJUST be filtered accordingly, just like if
the data were being retrieved on demand. For Unicast transports, the
NETCONF Aut hori zati on Control Mbdel appli es.

Addi tions or changes within a subscribed subtree structure MJST be
val i dat ed agai nst aut horization nethods before subscription updates,
i ncl udi ng new subtree information, are pushed.

A loss of authenticated access to the target subtree or node SHOULD
be conmuni cated to the Subscriber

For any encrypted informati on exchanges, commensurate strength
security nechani sns MJUST be avail abl e and SHOULD be used. This
i ncludes all stages of the subscription and update push process.

Subscription requests, including requests to create, termnate,
suspend, and resune subscriptions MJST be properly authorized.

When the Subscriber and Receiver are different, the Receiver MJST be
able to termnate any subscription to it where objects are being
del i vered over a Unicast transport.

A Subscription Service SHOULD decline a subscription request if it is
likely to deplete its resources. It is preferable to decline a
subscription when originally requested, rather than having to
termnate it prematurely later.

When the Subscriber and Receiver are different, and when the
underlying transport connection passes credentials as part of
transport establishnment, then potentially pushed objects MJST be
excluded froma push update if that object doesn’t have read access
visibility for that Receiver.
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4.2.6. Subscription QS

A Subscription Service SHOULD be able to negotiate the foll ow ng
subscription QoS parameters with a Subscriber: Danpeni ng,
Reliability, Deadline, and Bundli ng.

A Subscription Service SHOULD be able to interpret subscription QS
paraneters, and only establish a subscription if it is possible to
neet the QoS needs of the provided QoS paraneters.

4.2.6.1. Liveliness

A Subscription Service MJST be able to respond to requests to verify
the Liveliness of a subscription

A Subscription Service MIST be able to report the currently nonitored
Nodes of a subscription.

4.2.6.2. Danpening

A Subscription Service MIST be able to negotiate the mnimmtine
separation since the previous update before transmitting a subsequent
update for subscription. (Note: this is intended to confine the
visibility of volatility into something digestible by the receiver.)

4.2.6.3. Reliability

A Subscription Service MAY send Updates over Best Effort and Reliable
transports.

4.2.6.4. Coherence

For a particular subscription, every update to a subscribed object
MJST be sent to the Receiver in sequential order

4.2.6.5. Presentation

The Subscription Service MAY have the ability to bundle a set of

di screte object notifications into a single publishable update for a
subscription. A bundle MAY include information on different Data
Nodes and/or nultiple updates about a single Data Node.

For any bundl ed updates, the Subscription Service MJST provide

information for a Receiver to reconstruct the order and timing of
updat es.
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4.2.6.6. Deadline

The Subscription Service MJIST be able to push updates at a regul ar
cadence that corresponds with the Subscriber’s specified start and
end timestanps. (Note: the regul ar cadence can drive one update, a
di screte quantity of updates, or an unbounded set of periodic
updates.)

4.2.6.7. Push Latency

The Subscription Service SHOULD be able to del ay Updates on object
push for a configurable period per Subscriber.

It MUST be possible for an adm nistrative entity to determ ne the
Push | atency between object change in a nmonitored subtree and the
Subscription Service Push of the update transm ssion.

4.2.6.8. Relative Priority

The Subscription Service SHOULD support the relative prioritization
of subscriptions so that the dequeui ng and di scardi ng of push updates
can consider this if there is insufficient bandw dth between the
Publ i sher and the Receiver.

4.2.7. Filtering

If no filtering criteria are provided, or if filtering criteria are
met, updates for a subscribed object MJIST be pushed, subject to the
Q@S limts established for the subscription.

It MUST be possible for the Subscription Service to receive Filter(s)
froma Subscriber and apply themto the correspondi ng object(s)
within a subscription.

It MJUST be possible to attach one or nore Subtree and/or object
el ement and attribute Filters to a subscription. Mandatory Filter
types incl ude:

o For character-based object properties, Filter values that are
exactly equal to a provided string, not equal to the string, or
containing a string.

o For nuneric object properties, Filter values that are =, != <
<=, >, or >= a provided nunber

It SHOULD be possible for Filtering criteria to evaluate nore than

one property of a particul ar subscribed object as well as apply
nmultiple Filters against a single object.
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It SHOULD be possible to establish query match criteria on additiona
objects to be used in conjunction with Filtering criteria on a
subscri bed object. (For exanmple, if A has changed and B=1, then Push
A.) Query match capability may be done on objects within the

dat astore even if those objects are not included within the
subscription. This of course assumes that the subscriber has read
access to those objects.

For on-change subscription updates, an object MJST pass a Filter
through a Filter if it has changed since the previous update. This
includes if the object has changed multiple tines since the |ast
update, and if the val ue happens to be the exact sane value as the
| ast one sent.

4.2.8. Assurance and Mnitoring

It MJUST be possible to fetch the state of a single subscription from
a Subscription Service.

It MJUST be possible to fetch the state of all subscriptions of a
particul ar Subscri ber.

It MJUST be possible to fetch a list and status of all subscription
requests over a period of tine. |If there is a failure, sone failure
reasons might include:

o |Inproper security credentials provided to access the target node;
o Target node referenced does not exist;

0 Subscription type requested is not avail able upon the target node;
0 Qut of resources, or resources not avail able;

o Inconplete negotiations with the Subscri ber

5. Security Considerations

There are no additional security considerations beyond the
requirements listed in Section 4.2.5.
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