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Mark and Signed Mark Objects Mappi ng
Abst r act

Domai n Nanme Registries (DNRs) may operate in special nodes for
certain periods of tinme, enabling trademark holders to protect their
rights during the introduction of a Top-Level Domain (TLD).

One of those special nodes of operation is the Sunrise Period. The
Sunrise Period allows trademark hol ders an advance opportunity to
regi ster domai n nanes corresponding to their trademarks before nanes
are generally available to the public.

Thi s docunent describes the format of a mark and a digitally signed
mar k used by trademark hol ders for registering domain names during
the Sunrise Period of generic Top-Level Donmains (gTLDs). Three types
of Mark objects are defined in this specification: registered
trademar ks, court-validated marks, and marks protected by statue or
treaty.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7848.

Lozano St andards Track [ Page 1]



RFC 7848

Copyri ght Notice

Mar k and Si gned Mark

June 2016

Copyright (c) 2016 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent

publication of this document.

careful ly,
to this docunent.

as they describe your

is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of

Pl ease revi ew these docunents

rights and restrictions with respect

Code Conponents extracted fromthis docunment nust

include Sinplified BSD License text as described in Section 4.e of
Trust Legal Provisions and are provided w thout warranty as

t he

described in the Sinplified BSD License.

Tabl e of Contents

1

2.

NDNDNDN

w w

4.
5.
6.

6.

6.

| ntroducti on

.1.  Term nol ogy .

Obj ect Description

.1. Hol der and Cont act ijects
.2. Mark . . - . .
.3. Signed Nbrk Coe .
.4. Encoded Signed Nhrk

Formal Syntax .

.1. Signed Mark échena
.2. Mark Schema .

| ANA Consi derations .
Security Considerations .
Ref er ences

1. Nor mati ve References
2. Infornmtive References

Acknowl edgenent s
Aut hor’ s Addr ess

Lozano

St andards Track

[ Page 2]



RFC 7848 Mar k and Si gned Mark June 2016

1

| ntroducti on

Domai n Narme Registries (DNRs) may operate in special nodes for
certain periods of time enabling trademark holders to protect their
rights during the introduction of a Top-Level Domain (TLD)

One of those special nodes of operation is the Sunrise Period. The
Sunrise Period allows trademark hol ders an advance opportunity to
regi ster dommi n nanes corresponding to their trademarks before nanes
are generally available to the public.

Thi s specification was defined as part of the devel opnent of the

| CANN Tradenark C earinghouse (TMCH). The ICANN TMCH is a gl oba
repository for trademark data used by DNRs, registrars, and tradenmark
hol ders during the registration process of domain nanes.

Thi s docunent describes a mapping of the conmon el enents found in
trademark data. A digitally signed mark format is defined in order
to support digital signatures on the nark. Finally, a napping for
encodi ng the signed mark docunent is defined.

Three types of Mark objects are defined in this specification
regi stered trademarks, court-validated marks, and marks protected by
statue or treaty.

This specification is intended to be used in the gTLD space, but
not hi ng precludes the use of this format by other entities.

The detailed policy regarding the public key infrastructure (PKI),

aut hori zed validators, and other requirenents nust be defined based
on the local policy of the entities using this specification. 1In the
case of gTLDs, the detailed policy regarding the use of this
specification is defined in the R ghts Protection Mechani sm

Requi renments docurment (see [ICANN-TMCH]), and the PKI is defined in
[TMCH]. Inplenmentations will need to inplenment such a PKI (or an
equi valent) in order for the signatures defined in this docunent to
have any useful senantics.

The objects specified in this document can be referenced by
application protocols like the Extensible Provisioning Protoco
(EPP), defined in [RFC5730].
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1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

XM. (EXtensi bl e Markup Language) is case sensitive. Unless stated
ot herwi se, XM. specifications and exanpl es provided in this docunent
MUST be interpreted in the character case presented in order to
devel op a conform ng i nplementation

"signedMark-1.0" is used as an abbreviation for
"urn:ietf:parans: xm :ns:signedMark-1.0". The XM. nanespace prefix
"smd" is used, but inplenentations MJST NOT depend on it and instead
enpl oy a proper nanespace-aware XM. parser and serializer to

i nterpret and output the XM. docunents.

"mark-1.0" is used as an abbreviation for

"urn:ietf:params: xm:ns:mark-1.0". The XM. nanespace prefix "mark"
is used, but inplenentations MJUST NOT depend on it and instead enpl oy
a proper namespace-aware XM. parser and serializer to interpret and
out put the XM. docunents.

2. (Object Description

This section defines the Mark and Signed Mark objects. Enpty conpl ex
el ement types and abstract elenents are defined to support additiona
definitions using XML schema substitution groups. Support for

repl acenent through the XML schema substitution groups is included in
the description of the objects.

This section defines sone elenents as OPTIONAL. |If an el enent is not
defined as OPTIONAL, then it MJST be included in the object.

The followi ng el enents are defined as tel ephone nunbers:
<mar k: voi ce>, <nark:fax> and <snd:voice>  The representation of

t el ephone nunbers in this specification is derived fromstructures
defined in [ITU E164. 2005]. Tel ephone nunbers described in this
mappi ng are character strings that MJST begin with a plus sign ("+",
ASCI | val ue 0x002B), followed by a country code defined in

[1 TU. E164. 2005], followed by a dot (".", ASCI| val ue 0x002E)

foll owed by a sequence of digits representing the tel ephone nunber.
An optional "x" attribute is provided to note tel ephone extension

i nfornati on.

The followi ng el enents are defined as ermail addresses: <mark:emsil >
and <snmd: emai |l >. Email address syntax is defined in [ RFC5322].
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2.1. Holder and Contact Objects

Marks are |inked to Hol der objects and optionally Iinked to Contact
obj ects. This section defines the <mark: hol der> and <mark: cont act >
obj ect s.

o The child el enents of <mark: hol der> incl ude:

* A <mark:nane> el enment that contains the nane of the individua
hol der of the mark. At |east one of <mark:name> and <mark: or g>
MJST be specified, and <mark:nane> is OPTIONAL if <mark:org> is
speci fi ed.

* A <mark:org> el ement that contains the nanme of the organization
hol der of the mark. At |east one of <mark:name> and <mark: or g>
MUST be specified, and <mark:org> is OPTIONAL if <mark:name> is
speci fi ed.

* A <mark:addr> el enent that contains the address infornation of
the hol der of a mark. A <mark:addr> contains the follow ng
child el ements:

+ One, two, or three OPTI ONAL <nmark:street> el enents that
contain the holder’s street address.

+ A <mark:city> element that contains the holder’s city.

+ An OPTIONAL <mark:sp> el enent that contains the hol der’s
state or province.

+ An OPTIONAL <nmark: pc> el enent that contains the hol der’s
postal code.

+ A <mark:cc> el ement that contains the holder’s country code.
This is a two-character code from[I|SO3166-2].

* An OPTI ONAL <mark: voi ce> el ement that contains the holder’s
voi ce tel ephone nunber.

* An OPTI ONAL <nmrk:fax> el emrent that contains the holder’s
facsimle tel ephone nunber.

* An OPTIONAL <mark:emmil > el enent that contains the emmil
address of the hol der.
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o The child el enents of <mark:contact> include:

* A <mark: name> el ement that contains the nane of the responsible
person.

* An OPTIONAL <nmark:org> el enent that contains the nane of the
organi zation of the contact.

* A <mark:addr> el enent that contains the address infornation of
the contact. A <mark:addr> contains the follow ng child
el enent s:

+ One, two, or three OPTIONAL <mark: street> el emrents that
contain the contact’'s street address.

+ A <mark:city> elenent that contains the contact’s city.

+ An OPTIONAL <nmark:sp> el enent that contains the contact’s
state or province.

+ An OPTIONAL <mark:pc> el ement that contains the contact’s
post al code.

+ A <mark:cc> el ement that contains the contact’s country
code. This is a two-character code from|[|S03166-2].

* A <mark:voice> el enent that contains the contact’s voice
t el ephone nunber.

* An OPTIONAL <mark:fax> el enent that contains the contact’s
facsimle tel ephone nunber.

* A <mark:emil > el enent that contains the contact’s enmi
addr ess.

2.2. Mark

A <mark: mark> el ement that describes an applicant’s prior right to a
gi ven domai n nane.

A <mark: mar k> el enent substitutes for the <mark:abstract Mar k>
abstract elenent to define a concrete definition of a mark. The

<mar k: abstract Mark> el enent can be replaced by other mark definitions
using the XML schena substitution groups feature.
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The child el enments of the <mark: mark> el enent incl ude:

One or

nore <mark:trademark>, <mark:treatyO Statute>, and

<mar k: court> el enents that contain the detailed informati on of narks.

o0 A <mark:tradenmark> el enent that contains the follow ng child
el enent s:

Lozano

*

A <mark:id> that uniquely identifies a mark in relation to a
repository of marks potentially maintained by nore than one
issuer. A <mark:id> value is a concatenation of the |oca
identifier, followed by a hyphen ("-", ASCII| val ue 0x002D)
foll owed by the issuer identifier

A <mar k: mar kName> el enent that contains the mark text string.

One or nore <mark: hol der> el enents that contain the information
of the holder of the mark. An "entitlenment"” attribute is used
to identify the entitlement of the hol der; possible values are
"owner", "assignee", and "licensee".

Zero or nmore OPTIONAL <mark:contact> el enents that contain the
informati on of the representative of the mark registration. A
"type" attribute is used to identify the type of contact;
possi bl e val ues are "owner", "agent", or "thirdparty".

A <mark:jurisdiction> el enent that contains the two-character
code of the jurisdiction where the trademark was regi stered.
This is a two-character code from[WPQO ST3].

Zero or nore OPTIONAL <nmark:class> el enents that contain the
World Intellectual Property Organization (WPO Nice
Classification class nunbers of the mark as defined in the WPO
Ni ce Classification [ WPO N CE- CLASSES] .

Zero or nmore OPTIONAL <nark: | abel > el enents that contain the
A-label form (as defined in [ RFC5890]) of the |abel that
corresponds to the <mark: mar kNane>

A <mar k: goodsAndSer vi ces> el enent that contains the ful
description of the goods and services fromthe docunent
certifying the registration of the mark

An OPTI ONAL <nark: apl d> el ement that contains the trademark
application ID registered in the trademark office.

An OPTI ONAL <nar k: apDat e> el enent that contains the date the
trademark was applied for.
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A <mark:regNunt el enent that contains the tradenmark
regi stration nunber registered in the trademark of fice.

A <mark:regDate> el ement that contains the date the trademark
was registered.

An OPTI ONAL <nark: exDate> el enent that contains the expiration
date of the tradenark.

A <mark:treatyOrStatute> el ement that contains the follow ng child
el enent s:

*

*

A <mark:id> elenent; see definition in the <mark:tradenark>
secti on above.

A <mar k: mar kName> el enent; see definition in the
<mar k: trademar k> secti on above.

One or nore <mark: hol der> el enents; see definition in the
<mar k: trademar k> secti on above.

Zero or nore OPTI ONAL <mar k: contact> el ements; see definition
in the <mark:tradenark> secti on above.

One or nore <mark:protection> el enents that contain the
countries and region of the country where the nmark is
protected. The <mark: protection> el ement contains the
following child el enents:

+ A <mark:cc> elenment that contains the two-character code of
the country in which the mark is protected. This is a two-
character code from [l SC3166-2].

+ An OPTIONAL <mark:region> el erent that contains the name of
acity, state, province, or other geographic region of
<mark: country> in which the mark is protected.

+ Zero or nore OPTIONAL <nmark:ruling> elenents that contain
the two-character code of the national territory in which
the statute or treaty is applicable. This is a two-
character code from [l S03166-2].

+ Zero or nore OPTIONAL <mark: | abel > el enments; see definition
in the <mark:tradenark> secti on above.

A <mar k: goodsAndSer vi ces> el enent; see definition in the
<mar k: trademar k> secti on above.
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A <mar k: ref Nun> el enent that contains the serial nunber of the
mar k.

A <mark: proDate> el ement that contains the date of protection
of the mark.

A <mark:title> elenent that contains the title of the treaty or
statute.

A <mar k: execDat e> el enent that contains the execution date of
the treaty or statute.

A <mark:court> el enent that contains the followi ng child el enents:

*

A <mark:id> elenment; see definition in the <mark:trademar k>
secti on above.

A <mar k: mar kName> el enent; see definition in the
<mar k: trademar k> secti on above.

One or nore <nmark: hol der> el enents; see definition in the
<mar k: t rademar k> secti on above.

Zero or nore OPTI ONAL <mmrk: contact> el ements; see definition
in the <mark:trademar k> secti on above.

Zero or nore OPTIONAL <nmmark: |l abel > el enents; see definition in
t he <mark: tradenar k> secti on above.

A <mar k: goodsAndSer vi ces> el enent; see definition in the
<mar k: trademar k> secti on above.

A <mar k: ref Nun> el enent that contains the reference nunber of
the court’s opinion.

A <mark: proDat e> el enent that contains the date of protection
of the mark.

A <mark:cc> elenent that contains the two-character code of the
country where the court is located. This is a two-character
code from [l SC3166- 2] .

Zero or nore OPTIONAL <mark:regi on> el enents that contain the
nane of a city, state, province, or other geographic region of
<mark:cc> in which the mark is protected. In case
<mark:region> is specified, a default-deny approach MJST be
assuned regardi ng the regions of a country.
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* A <mark: court Nanme> el enent that contains the nane of the court.
2.3. Signed Mark

The <snd: signedMark> is a digitally signed XM. docunent using an XM
Signature [ XMLDSI G . The <snd: si gnedMar k> XM. docunent ( SMD)
includes a required "id" attribute of type XM. Schema Definition
(XSD) IDfor use with an IDREF URI fromthe Signature elenment. The
SMD mi ght be transmitted as part of a protocol already based on XM
therefore, exclusive XM. canonicalization as defined in [ XMLCL4N
MJST be used.

A <snd: si gnedMar k> el ement substitutes for the

<snd: abstract Si gnedMar k> abstract elenment to define a concrete
definition of a signed mark. The <snd: abstract Si gnedMar k> el enent
can be replaced by other signed mark definitions using the XM. schenma
substitution groups feature.

The child el ements of the <snd:signedMark> el enent i ncl ude:

0 The <snd:id> elenment that uniquely identifies an SMD in rel ation
to a repository of SMDs potentially maintained by nore than one
issuer. The <snd:id> value is a concatenation of the |oca
identifier, followed by a hyphen ("-", ASCII| val ue 0x002D)
foll owed by the issuer identifier

0 A <snd:issuerlnfo> elenment that contains the information of the
i ssuer of the mark registration. An "issuerlD' attribute is used
to specify the issuer identifier. The child elenents include:

* A <snd:org> el enent that contains the organi zati on nane of the
i ssuer.

* A <smd:email > el enent that contains the issuer customer support
ermai | address.

* An OPTIONAL <snd:url> el enment that contains the HITP or HITPS
URL of the issuer’s site.

* An OPTI ONAL <snd: voi ce> el ement that contains the issuer’s
voi ce tel ephone nunber.

o A <snd: notBefore> elenment that contains the creation date and tine
of the SN\D.

0 A <snd:notAfter> el enent that contains the expiration date and
time of the SMD
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o A <mark:mark> el enent that contains the mark i nformati on as
defined in Section 2. 2.

The followi ng is an exanple of an SMD

<?xm version="1.0" encodi ng="UTF-8"7?>
<snd: si gnedMark xm ns: snd="urn: i etf:paranms: xm : ns: si gnedvar k- 1. 0"
id="snmd1" >
<snd: i d>0000001751376056503931- 65535</ snd: i d>
<smd: i ssuerlnfo issuerl D="65535">
<snd: or g>l CANN TMCH TESTI NG TMWv</ snd: or g>
<snd: ermai | >not avai | abl e@xanpl e. conx/ snd: enai | >
<snd: url >htt ps://ww. exanpl e. conx/ snd: ur| >
<snd: voi ce>+32. 000000</ snd: voi ce>
</ smd: i ssuer | nf o>
<snd: not Bef or e>2013- 08- 09T13: 55: 03. 931Z</ snd: not Bef or e>
<snd: not Aft er >2017- 07- 23T22: 00: 00. 000Z</ snd: not Aft er >
<mar k: mark xm ns: mark="urn:ietf:parans: xm :ns: nark-1.0">
<mar k: t r ademar k>
<mar k: i d>00052013734689731373468973- 65535</ mark: i d>
<mar k: mar kNane>Test &anp; Val i dat e</ mar k: mar kName>
<mar k: hol der entitl enent="owner">
<mar k: or g>Ag cor por ati on</ mar k: or g>
<mar k: addr >
<mar k: st reet >1305 Bri ght Avenue</nark:street>
<mark: ci ty>Arcadi a</ mark: city>
<mar k: sp>CA</ mar k: sp>
<mar k: pc>90028</ mar k: pc>
<mar k: cc>US</ mar k: cc>
</ mar k: addr >
</ mar k: hol der >
<mar k: contact type="agent">
<mar k: name>Tony Hol | and</ mar k: name>
<mar k: or g>Ag cor por ati on</ mar k: or g>
<mar k: addr >
<mar k: st reet >1305 Bri ght Avenue</nark:street>
<mar k: ci ty>Arcadi a</ nark: ci ty>
<mar k: sp>CA</ mar k: sp>
<mar k: pc>90028</ mar k: pc>
<mar k: cc>US</ mar k: cc>
</ mar k: addr >
<mar k: voi ce>+1. 2025562302</ nar k: voi ce>
<mar k: f ax>+1. 2025562301</ mar k: f ax>
<mar k: emai | >i nf o@gcor porati on. conx/ nark: emai | >
</ mar k: cont act >
<mar k: jurisdiction>US</ mark: jurisdiction>
<mar k: cl ass>15</ mar k: cl ass>
<mar k: | abel >t est andval i dat e</ mar k: | abel >
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<mar k: | abel >t est---val i dat e</ mar k: | abel >
<mar k: | abel >t est and- val i dat e</ mar k: | abel >
<mar k: | abel >t est - et -val i dat e</ mark: | abel >
<mar k: | abel >t est - val i dat e</ mar k: | abel >
<mar k: | abel >t est --val i dat e</ mar k: | abel >
<mar k: | abel >t est - et val i dat e</ mar k: | abel >
<mar k: | abel >t est et val i dat e</ nar k: | abel >
<mar k: | abel >t est val i dat e</ mar k: | abel >
<mar k: | abel >t est et - val i dat e</ mar k: | abel >
<mar k: goodsAndSer vi ces>gui t ar </ mar k: goodsAndSer vi ces>
<mar k: r egNun»1234</ mar k: r egNuns
<mar k: regDat e>2012- 12- 31T23: 00: 00. 000Z</ mar k: r egDat e>
</ mark: trademar k>
</ mar k: mar k>
<Si ghature xm ns="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf 0>
<Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >
<Si gnhat ur eMet hod
Al gorithm="http://wwmv. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<Reference URI ="#snd1">
<Tr ansf or n>
<Transform

Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#envel oped-si gnature"/ >

</ Tr ansf or ms>
<Di gest Met hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >

2016

<Di gest Val ue>wgyWBnZPoEf ppt | hRI LKnOOnbdt U6Ar M7 Shr Af HgDFg=</ Di gest Val ue>

</ Ref erence>

</ Si gnedl nf 0>

<Si gnat ur eVal ue>
j MudPf yQG JBFOGWSEPFCIj mywCEqR2h4LD+ge6XQ+InmKFFCuCZS/ 3SLKAXOL 1w
QDFRe0Y69k2G7/ LGE37X3vOF | obFMLoGn a8+GWr aot 05xAd4/ AF7eHukgAy D
09t 0x0a2h0yV4A4PmMXzsU6S86Xt Cc UE+S/ W7 2nyn47zoUCz z PKHZBRy eVWehVFQ+
i YRM AMz Vb 7HHQA+6eaxXef Rvt PETgUO4aVI VSugc4OQUAZZwbYe Zr CowCaQqqAZ
30aPOBYbAVHVEMASS+hFkbshomlf Hxb97TD2gr | YNr Q zgXk 7WhHW 2SYdA+sl / Z
i pJsXNa6osTUWLCzA7] f wA==

</ Si gnat ur eVal ue>

<Keyl nf 0>

<X509Dat a>
<X509Certificate>

M | ESTCCAz GgAWM BAgl BAj ANBgkghki GOWOBAQs FADBI Ms wCQYDVQQGEW] VUz EL
MAk GA1 UECBMCQO Ex FDASBgNVBAC TCOx v ey BBbmdl b Gvz MRMVEQYDVQQKEWPJ QOFO
Ti BUTUNI MRs wGQYDVQQDEXJJQOFOTi BUTUNI | FRFULQyQOEwHhc NMTMMY] A4 NDAW
MDAWMhc NMTgwl] A3M MLOTUSW Bs MQs wCQYDVQQGEW] VUz EL MAk GA1 UECBMCQOEx
FDASBgNVBAC TCOxvcyBBbndl bGvz MRcwFQYDVQRKEWS WYWkpZG-0b31 gVE1DSDEh
VB8 GAL UEAX MyVnsaVWRhd @&y | FRNQOggVEVTVCBDRVJUM | Bl j ANBgkghki GOw0OB
AQEFAAOCA®BAM | BCgKCAQEAD/ cw XhbVY! ORDWA oy e ZpETVZVWcMCov UVNG/ sw
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W nuMyEWVQFr zOx A04pEhXCFW4evbUpekJ5buqUlgnmQy Os CKQ hOHTdPj vkC5u
pDga51Fl kOTMaMkI @ s7aUKCmA4RGAt TTCK/ Ej RLi x8/ DOgHYVRI dy1YPr MP+ou7
5bOvnl os+Hi f r At r 1 v4qEqQWLL4FTZAUpaCa2BngXf y2CSRQbxD50r 1gcSa3vur h5
sPMCNxgaXm Xn) pS+DuEBgMVBt | daN7RYoj UEKr GVsNk5i 9y2/ 7sj n1lzyyUPf 7v
L4GgDYghJYW/61DnXgx/ Jd6CWkvsnDF6scscQz UTEl +hywl DAQABo4H M H8MAWG
Al Ud EWEB/ wQCMAAWHQYDVROOBBYEFPZEC| Qc DY Bj 21 Fz/ LERU02ADIvi M GVBgNV
HSMEQYQWg YGAFQOO/ 7kEh3FUEKS+Q kYHaD Wowi hoWak ZDBi M wCQYDVQQRGEWI V
Uz EL MAk GA1 UECBMCQO Ex FDASBgNVBAC TCOx v cy BBbnd| bGvz MRMAVEQYDVQKEWPJ
QOFOTi BUTUNI MRs wGQYDVQQDEXJJQOFOTi BUTUNI | FRFU1 Qg Q0 GCAQEWDg YDVROP
AQH BAQDAge AMCA GALUd HvnMCUW 6 AhoB+GHWAOdHAGBLY 9] cmwaVWhbmdub3Jn
L3Rt Y2guY3Js MAOGCSgGSI b3DQEBOMIAAAI BAQB2(Sy 7ui +43cebKUKWWPr zz 9y/
I kr MeJGKj 040n+9uekaw3DI5Eqi OF / qZ4pj BD++0R6BJ Ch6NQUQKwnNoAz 5] E4Ssu
y5+i 930T3H yVc4gNM oHnLPS191 7DBKr bwbz Aea/ 0j KW/zr viV7TBf | xD3AQo1R
bU5dBr 61 j bdLFI nO5x0G0nT G7x50UPuur i hyi URpFDpwHSKAH1wiVE CoXGXFRE GKk
wydgy VYAt y7ot kl / z3bZkCVT34gPvF70sR6+QxUy8uOLzF5A/ beYaZpxSYG3lanlL
AdXi t TWFi pal Gea9l EGFMIL9+Bg7XzNn4nVLXokyEB3bgS4scGQznX23FCk

</ X509Certificate>

</ X509Dat a>

</ Keyl nf 0>

</ Si gnat ur e>
</ smd: si gnedMar k>

NOTE: The exanpl e shown above includes white space for indentation
purposes. It is RECOWENDED t hat SMDs do not include white space
between the XM. elenents, in order to mtigate risks of invalidating
the digital signature when transferring of SMDs between applications
t akes pl ace.

2.4. Encoded Signed Mark

The <snd: encodedSi gnedMvar k> el enent contai ns an encoded form of an
SMD (described in Section 2.3), with the encoding defined by the
"encodi ng" attribute with the default "encodi ng" val ue of "base64"
[ RFC4648] .

The following is an exanple of a <snd: encodedSi gnedMvar k> el erent t hat
uses the default "base64" for encoding a <snd:signedMvark> el ement.

<snd: encodedSi gnedMar k

xm ns: smd="urn:ietf:parans: xm : ns: si gnedvark-1. 0" >
PDO4bWwgdnmVyc2l vbj 0i M54wl i Bl brm\vZd uZz0i VWRG.Tgi Pz4KPHNt ZDpzaWiuZ\WRNYXJ
r1 Hht bG5zOnNt ZDOi dXJuOm | dGY6cGFy YWLz Onht bDpuczpzaWiuZWRNYXJr LTEuMCI gaW
... (baseb4 data elided for brevity)
PCIzbWBCc2l nbnmvk TWFyaz4=
</ smd: encodedSi gnedMar k>
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3.

3.

Formal Synt ax

Two schemas are presented here. The first schema is the schena for
the Signed Mark object. The second schema is the schema for the Mark
obj ect .

The formal syntax presented here is a conplete schema representation
of the object mapping suitable for automated validation of EPP XM

i nstances. The BEG N and END tags are not part of the schema; they
are used to note the beginning and ending of the schema for UR

regi stration purposes.

1. Signed Mark Schenma

BEG N
<?xm version="1.0" encodi ng="UTF-8""?>
<schema
t arget Nanespace="urn: i etf: parans: xm : ns: si gnedMar k- 1. 0"
xm ns: smd="urn:ietf:paranms: xm : ns: si gnedvar k- 1. 0"
xm ns: mark="urn:ietf: params: xm:ns: mark-1.0"
xm ns: dsig="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t ="qual i fi ed" >

<annot ati on>
<docunent ati on>
Schema for representing a Signed Mark object.
</ document ati on>
</ annot ati on>

<i nport nanmespace="urn:ietf:parans: xm :ns:mark-1.0" />
<i nport namespace="http://ww. w3. org/ 2000/ 09/ xm dsi g#" />

<l--

Abstract Signed Mark object for replacenent via substitution

-->

<el enent nanme="abstract Si gnedMar k" type="snd: abstract Si gnedMvar kType"
abstract="true"/>

<I--

Enpty type for use in extending for a Signed Mark object.
-->

<conpl exType nane="abstract Si gnedMvar kType"/ >

<el enent name="si gnedMar k" type="snd: si gnedMar kType"
substituti onG oup="snd: abstract Si gnedMvark"/ >

<el enent nanme="encodedSi gnedMar k" type="snd: encodedSi gnedMvar kType"/ >
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<conpl exType nane="si gnedMar kType" >
<conpl exCont ent >
<ext ensi on base="snd: abstract Si gnedMar kType" >

<sequence>

</ sequence>

<el enent
<el enent
<el enent
<el enent
<el enent
<el enent

nane="id" type="mark:idTy

pe"/ >

June 2016

name="i ssuer| nf 0" type="snd:issuerlnfoType"/>
nane="not Bef ore" type="dateTi me"/>

nane="not After" type="dat
ref="mark: abstract Mark"/ >
ref ="dsi g: Si gnature"/>

<attribute nanme="id" type="ID"' use="

</ ext ensi on>

</ conpl exCont ent >
</ conpl exType>

<conpl exType

<sequence>

<el enent
<el enent
<el enent
<el enent

</ sequence>
<attribute name="issuerl D' type="token"
</ conpl exType>

nane="i ssuer | nf oType" >

nane="org" type="token"/>
nane="emai | " type="mark: m nTokenType"/ >
nanme="url" type="token" mi nCc
nane="voi ce" type="mark: el64Type"

<conpl exType nane="encodedSi gnedMar kType" >

<si nmpl eCont ent >

<ext ensi on base="t oken">
<attribute name="encodi ng" type="token" defaul t="base64"/>

</ ext ensi on>

</ si npl eCont ent >
</ conpl exType>

</ schema>
END

3.2. Mark Schemn

BEG N

<?xm version="1.0" encodi ng="UTF-8""?>

<schema

eTime"/ >

required"/>

curs="0"/>

use="required"/>

t arget Nanespace="urn: i etf: parans: xm : ns: mark- 1. 0"
xm ns: mark="urn:ietf:parans: xm :ns: nark-1. 0"
xm ns="http://ww.w3. org/ 2001/ XM_Scherma"

el ement For nDef aul t ="qual i fi ed" >

<annot ati on>

<docunent at i on>

Lozano
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Schema for representing a Trademark, also referred to
as Mark.
</ docurnent ati on>
</ annot ati on>

<l--

Abstract Mark object for replacenent via substitution

-->

<el enent name="abstract Mark" type="mark: abstract Mar kType"
abstract="true"/>

<l--

<mar k: mar k> el enent definition

-->

<el enent name="mar k" type="mark: markType"
substituti onG oup="nark: abstract Mark"/>

<l--

Enpty type for use in extending for a Mark object.
-->

<conpl exType nane="abstract MarkType"/ >

<l--
<mar k: mark> child el ements
-->
<conpl exType nanme="mar kType" >
<conpl exCont ent >
<ext ensi on base="mark: abstract Mar kType" >
<sequence>
<el enent nanme="tradenmark" type="mark:tradenmarkType"
m nCccur s="0" maxOccur s="unbounded"/ >
<el enent nanme="treatyO St atute”
type="mark:treatyO St atut eType" mi nQccurs="0"
maxQOccur s="unbounded"/ >
<el enent name="court" type="mark: courtType" m nCccurs="0"
maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="hol der Type" >
<sequence>
<el enent name="nane" type="token" minCccurs="0"/>
<el enent nanme="org" type="token" m nCccurs="0"/>
<el enent name="addr" type="mark: addr Type"/ >
<el enent nane="voi ce" type="mark: el64Type" m nCccurs="0"/>
<el enent nanme="fax" type="nark: el64Type" m nCccurs="0"/>
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<el enent name="enmi | " type="mark: m nTokenType" mi nCccurs="0"/>
</ sequence>
<attribute name="entitlement" type="mark:entitlenmentType"/>
</ conpl exType>

<conpl exType nane="cont act Type" >
<sequence>
<el ement nane="nane" type="token"/>
<el enent nanme="org" type="token" m nCccurs="0"/>
<el enent name="addr" type="mark: addr Type"/ >
<el enent nanme="voi ce" type="mark: el64Type"/>
<el enent nanme="fax" type="nark: el64Type" m nCccurs="0"/>
<el enent nanme="enmi | " type="nmark: m nTokenType"/>
</ sequence>
<attribute name="type" type="mark:contact TypeType"/>
</ conpl exType>

<conpl exType nane="tradenar kType" >
<sequence>

<el enent nanme="id" type="mark:idType"/>

<el ement nane="nmar kNanme" type="token"/>

<el enent nanme="hol der" type="mark: hol der Type"
maxQOccur s="unbounded” />

<el enent nane="contact" type="mark: contact Type" m nCccurs="0"
maxQccur s="unbounded"/ >

<el enent name="jurisdiction" type="mark:ccType"/>

<el enent name="cl ass" type="integer" m nCccurs="0"
maxQccur s="unbounded"/ >

<el enent nane="I| abel " type="mark: | abel Type" m nCccurs="0"
maxQccur s="unbounded"/ >

<el enent nanme="goodsAndServi ces" type="token" />

<el enent name="apl d" type="token" minCccurs="0"/>

<el enent nanme="apDate" type="dateTi me" mi nQccurs="0"/>

<el enent name="regNuni type="token"/>

<el enent nanme="regDate" type="dateTi ne"/>

<el enent nanme="exDate" type="dateTi me" m nCccurs="0"/>

</ sequence>
</ conpl exType>

<conpl exType nane="treat yOr St at ut eType" >
<sequence>

<el enent nanme="id" type="nmark:idType"/>

<el enent nane="nar kNane" type="t oken"/>

<el enent nanme="hol der" type="nmark: hol der Type"
maxQCccur s="unbounded" />

<el enent name="contact" type="mark: contact Type" m nCccurs="0"
maxQOccur s="unbounded”/ >

<el enent nanme="protection" type="mark: protecti onType"
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maxQccur s="unbounded"/ >

<el enent nanme="I| abel " type="nark: | abel Type" m nCccurs="0"
maxQccur s="unbounded"/ >

<el enent nanme="goodsAndServi ces" type="token" />

<el enent nanme="ref Nuni' type="token"/>

<el enent nane="proDate" type="dateTi ne"/>

<el enent name="title" type="token"/>

<el enent nanme="execDate" type="dateTi nme"/>

</ sequence>
</ conpl exType>

<conpl exType nane="court Type" >
<sequence>

</

<el enent nanme="id" type="mark:idType"/>

<el ement nane="nmar kNanme" type="token"/>

<el enent name="hol der" type="mark: hol der Type"
maxQOccur s="unbounded” />

<el enent nanme="contact" type="mark: contact Type" m nCccurs="0"
maxQccur s="unbounded"/ >

<el enent nane="I| abel " type="nark: | abel Type" m nCccurs="0"
maxQccur s="unbounded"/ >

<el enent nanme="goodsAndServi ces" type="token" />

<el enent nanme="ref Nuni' type="token"/>

<el enent nane="proDate" type="dateTi ne"/>

<el enent nanme="cc" type="nmark: ccType"/>

<el enent nanme="regi on" type="token" m nCQccurs="0"
maxQccur s="unbounded"/ >

<el enent name="court Name" type="token"/>

sequence>

</ conpl exType>

<I--

Address (<mark:addr>) child el ements

-->

<conpl exType nanme="addr Type" >
<sequence>
<el enent nanme="street" type="token" m nQccurs="1" maxCccurs="3"/>

</

<el ement nane="city" type="token"/>

<el enent nanme="sp" type="token" m nCccurs="0"/>

<el enent name="pc" type="mark: pcType" m nCccurs="0"/>
<el enent name="cc" type="mark: ccType"/>

sequence>

</ conpl exType>

<I--

<mar
-->

k: protection> child el enents

<conpl exType nanme="protecti onType" >

Lozano
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<sequence>
<el enent nanme="cc" type="nmark: ccType"/>
<el enent name="regi on" type="token" nmi nQccurs="0"/>
<el enent name="rul i ng" type="mark:ccType"
m nOccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<I--

Postal code definition

-->

<si npl eType nanme="pcType">
<restriction base="token">

<maxLengt h val ue="16"/>

</restriction>

</ si npl eType>

<l--

Country code definition

-->

<si npl eType name="ccType">
<restriction base="token">

<l ength val ue="2"/>

</restriction>

</ si npl eType>

<I--
Phone nunber w th extension definition
-->
<conpl exType nane="el64Type" >
<si nmpl eCont ent >
<ext ensi on base="nmark: el64Stri ngType" >
<attribute name="x" type="token"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<I--
Phone nunber with extension definition
-->
<si npl eType name="el64Stri ngType">
<restriction base="token">
<pattern value="(\+[0-9]{1,3}\.[0-9]{1, 14})?"/>
<maxLengt h val ue="17"/>
</restriction>
</ si npl eType>

<l --
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Id type definition
-->
<si npl eType name="i dType" >
<restriction base="token">
<pattern val ue="\d+-\d+"/>
</restriction>
</ si npl eType>

<I--
DNS | abel type definition
-->
<si npl eType nane="| abel Type" >
<restriction base="token">
<m nLength val ue="1"/>
<maxLengt h val ue="63"/>
<pattern val ue="[a-zA-Z0-9]([a-zA-Z0-9\-]*[a-zA-Z0-9])?"/>
</restriction>
</ si npl eType>

<I--
Type used for emmil addresses
-->
<si npl eType name="m nTokenType" >
<restriction base="token">
<m nLength val ue="1"/>
</restriction>
</ si npl eType>

<si npl eType nane="entitl enent Type" >
<restriction base="token">
<enuner ati on val ue="owner"/>
<enuner ati on val ue="assi gnee"/ >
<enuner ation val ue="licensee"/>
</restriction>
</ si npl eType>

<si npl eType nane="cont act TypeType" >
<restriction base="token">
<enuner ation val ue="owner"/ >
<enumer ation val ue="agent"/>
<enuneration val ue="thirdparty"/>
</restriction>
</ si npl eType>
</ schema>
END
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4,

o]

o]

o]

o]
Lozano

| ANA Consi der ati ons

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conforming to the registry mechani smdescribed in [RFC3688]. |ANA
has registered two URl assignnents: signed mark (signedMvark-1.0) and
mark (mark-1.0).

The signed mark nanmespace (signedMark-1.0) has been registered in
the "ns" registry.

URI: urn:ietf:parans: xm:ns:signedvark-1.0
Regi strant Contact: |ESG
XM.: None. Nanespace URIs do not represent an XM. specification

The signed mark schema (signedMark-1.0) has been registered in the
"schema" registry.

URI: urn:ietf:paranms:xm:schema: si gnedMark-1.0
Regi strant Contact: |ESG

XM.: See the "Fornmal Syntax" section of this docunent.

The mark nanespace (mark-1.0) has been registered in the
registry.

ns

URI: urn:ietf:parans:xm:ns:mrk-1.0
Regi strant Contact: |ESG
XM.: None. Nanespace URIs do not represent an XM. specification

The mark schema (nark-1.0) has been registered in the "schema"
registry.

URI: urn:ietf:parans:xm:schema: mark-1.0
Regi strant Contact: |ESG

XM.: See the "Fornal Syntax" section of this docunent.
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5. Security Considerations

The security of a Signed Mark object depends on the security of the
underlying XML Digital Signature (DSIG algorithnms. As such, all the
security considerations from[XMDSI G apply here as well.

The digital signature algorithmused in Signed Mark objects SHOULD be
RSA- SHA256 [ RFC6931]. The size of the RSA key SHOULD be at | east
2048 bits. A valid reason for choosing sonmething el se would be if
RSA- SHA256 i s deermed to not provide sufficient security.

In the case of the | CANN TMCH, Signed Mark objects use the algorithms
for digesting and signing recommended in this docunent.

Si gned Mark objects are used primarily for domain name registrations
in gTLDs during the Sunrise Period, but other third parties night be
using them A party using Signed Mark objects should verify that the
digital signature is valid based on local policy. |In the case of
gTLDs, the Rights Protection Mechani sm Requirenents docunent

[ CANN- TMCH] defines such policy, and the PKI is defined in [ TMCH].

I npl enentations will need to inplement such a PKI (or an equival ent)
in order for the signatures defined in this document to have any
useful semantics.
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