I nt ernet Engi neering Task Force (1 ETF) H Rogge

Request for Comments: 7779 Fraunhof er FKIE

Cat egory: Experi ment al E. Baccell

| SSN: 2070-1721 I NRI A
April 2016

Directional Airtime Metric Based on Packet Sequence Nunbers for
Optim zed Link State Routing Version 2 (OLSRv2)

Abst ract

Thi s docunent specifies a Directional Airtine (DAT) link metric for
usage in Optimzed Link State Routing version 2 (OLSRv2).

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
conmunity. This docunent is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
comunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all documents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7779

Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Rogge & Baccel | Experi nment al [ Page 1]



RFC 7779 Directional Airtime Metric OLSRv2 April 2016

Tabl e of Contents

1. Introduction 2
2. Termnology . . 3
3. Applicability Statenent . 4
4. Directional Airtime Metric Rat|onale 5
5. Metric Functioning and Overview . 6
6. Protocol Constants 7
7. Protocol Paraneters . 8
7.1. Recomrended Val ues 8
8. Data Structures . 8
8.1. Initial Values 9
9. Packets and Messages 10
9.1. Definitions . . . . 10
9.2. Requirenents for USI ng DAT I\/Etr| cin O_SR\/Z
| mpl enent ations . . . 0
9.3. Link-Loss Data Gather|ng . I
9.4. HELLO Message Processing . . . . . . . . . . . . . . . . 12
10. Tinmer Event Handling . . e
10.1. Packet Ti neout Proce33|ng 22
10.2. Metric Update . . . . . . . . . . . . . . . . . . . . . 13
11. Security Considerations . . . . . . . . . . . . . . . . . . . 14
12. References . . e
12.1. Normative References I
12.2. Informative References . . . . . . . . . . . . . . . . . 15
Appendi x A, Future Work . . e 4
Appendi x B. OLSR org Metric H|story I 4
Appendi x C. Link-Speed Stabilization . . . . . . . . . . . . . . 18
Appendi x D. Packet-Loss Hysteresis . . . . . . . . . . . . . . . 19
Appendi x E. Exanple DAT Values . . . . . . . . . . . . . . . . . 19
Acknowl edgenents . . . . . . . . . . . . . . . . . . . . ... . 20
Authors’ Addresses . . . . . . . . . . . . . . . . ... ..... 22

1. | nt roducti on

One of the mmjor shortcomngs of Optimzed Link State Routing (OLSR)
[ RFC3626] is the lack of a granular |ink-cost netric between COLSR
routers. Operational experience with OLSR networks gathered since
its publication has reveal ed that wirel ess networks |inks can have

hi ghly vari abl e and het erogeneous properties. This nakes a hop-count
metric insufficient for effective OLSR routing.

Based on this experience, OLSRv2 [ RFC7181] integrates the concept of
link netrics directly into the core specification of the routing
protocol. The OLSRv2 routing nmetric is an external process, and it
can be any kind of dinmensionless additive cost function that reports
to the OLSRv2 protocol
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Since 2004, the OLSR org [OLSR org] inplenentati on of OLSR has

i ncluded an Estimated Transmi ssion Count (ETX) netric [ MOBI COMD4] as
a proprietary extension. Wile this nmetric is not perfect, it proved
to be sufficient for a long time for Community Mesh Networks (see
Appendi x B). But the increasing maxi numdata rate of |EEE 802. 11
made the ETX netric less efficient than in the past, which is one
reason to nove to a different netric.

Thi s docunent describes a Directional Airtinme routing nmetric for
OLSRv2, a successor of the OLSR org ETX-derived routing nmetric for
OLSR. It takes both the loss rate and the |ink speed into account to
provide a nore accurate picture of the links within the network.

This specification allows OLSRv2 deploynments with a nmetric defined by
the | ETF Mobile Ad Hoc Networks (MANET) working group. It enables
easier interoperability testing between inplenmentations and targets
to deliver a useful baseline to conpare with, for experiments with
this netric as well as other netrics. Appendix A contains a few
possi bl e steps to inprove the Directional Airtine netric. Future
experiments shoul d al so deterni ne whether the DAT netric can be
useful for other |ETF protocols, both inside and outside of the MANET
wor ki ng group. This could lead to either noving this docunent to the
St andards Track or replacing it with an inproved docunent.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
The term nol ogy introduced in [ RFC5444], [RFC7181], and [ RFC6130],
including the terms "packet", "nessage" and "TLV', are to be
interpreted as described therein

Additionally, this docunment uses the foll ow ng term nol ogy and
notati onal conventions:

DAT - Directional Airtine (netric). The link netric specified in
this docunent, which is a directional variant of ETT. It does not
take reverse path loss into account.

QUEUE - A first in, first out queue of integers.

QUEUE[ TAIL] - The nost recent elenment in the queue.

add( QUEUE, value) - Adds a new elenment to the TAIL of the queue.

renove( QUEUE) - Renpbves the HEAD el enment of the queue.
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sum(QUEUE) - An operation that returns the sumof all elenents in a
QUEUE.
di ff_seqgno(new, old) - An operation that returns the positive

di stance between two el enments of the circul ar sequence nunber
space defined in Section 5.1 of [RFC5444]. |Its value is either
(new - old) if this result is positive, or else its value is
(new - old + 65536).

MAX(a, b) - The maxi num of a and b.

M N(a, b) - The mininumof a and b

UNDEFI NED - A value not in the normal value range of a variable.

airtime - The tine a transmitted packet blocks the Iink |ayer, e.g.
a wireless |ink.

ETX - Expected Transm ssion Count. A link netric proportional to
the nunber of transmi ssions to successfully send an | P packet over
a link.

ETT - Estimated Travel Tine. A link nmetric proportional to the

amount of airtine needed to successfully transmt an | P packet
over a link, not considering Layer 2 overhead created by preanbl e,
backoff time, and queui ng.

3. Applicability Statenent

The Directional Airtime netric was designed and tested (see

[ COWET15]) in wireless | EEE 802.11 OLSRv2 networks [ RFC7181]. These
net wor ks enploy |ink-1ayer retransm ssion to increase the delivery
probability. A dynamic rate selection algorithmselects the unicast
data rate independently for each nei ghbor

As specified in OLSRv2, the netric calculates only the incomng |ink
cost. It neither calculates the outgoing netric, nor decides the
link status (heard, symmetric, lost).

The netric works both for nodes that can send/receive [ RFC5444]
packet sequence nunbers and those that do not have this capability.
In the absence of such sequence nunbers, the netric calculates the
packet | oss based on HELLO nessage [ RFC6130] ti neouts.

The nmetric must |earn about the unicast data rate towards each one-

hop nei ghbor from an external process, either by configuration or by
an external neasurenent process. This measurenent could be done via
gat hering cross-layer data fromthe operating system via an externa

Rogge & Baccel | Experi ment al [ Page 4]



RFC 7779 Directional Airtime Metric OLSRv2 April 2016

daenon |i ke Dynam c Li nk Exchange Protocol [DLEP], or via indirect
Layer 3 neasurenents |ike packet-pair (see [ MOBI COWM4]).

The netric uses [RFC5444] multicast control traffic to determne the
i nk packet |oss. The adm nistrator should take care that |ink-Iayer
nmul ticast transm ssion do not have a higher reception probability
than the sl owest unicast transm ssion w thout retransnission. For
exanple, with 802.11g, it might be necessary to increase the data-
rate of the multicast transmissions, e.g., set the nmulticast data-
rate to 6 Mit/s.

The netric can only handle a certain range of packet |oss and unicast
data-rate. The nmaxi num packet | oss that can be encoded into the
nmetric is a loss of 7 of 8 packets (87.5%, w thout |ink-Iayer
retransm ssions. The unicast data-rate that can be encoded by this
metric can be between 1 kbit/s and 2 Guit/s. This metric has been
designed for data-rates of 1 Mit/s and hundreds of Miit/s.

4. Directional Airtinme Metric Rationale

The Directional Airtime netric has been inspired by the publications
on the ETX [ MOBI COMD3] and ETT [ MOBI COMD4] netric, but differs from
both of these in several ways.

I nst ead of neasuring the conbined | oss probability of a bidirectiona
transm ssion of a packet over a link in both directions, the
Directional Airtime nmetric nmeasures the incomng |loss rate and
integrates the incomng |link speed into the netric cost. There are
mul tiple reasons for this decision

0 OLSRv2 [RFC7181] defines the link nmetric as directional costs
bet ween routers.

o Not all link-layer inplenmentations use acknow edgerment mechani sms.
Most |ink-layer inplenentations that do use themuse less airtine
and a nore robust nodul ation for the acknow edgenent than the data
transm ssion, which nmakes it nore likely for the data transni ssion
to be disrupted conpared to the acknow edgenent.

o |Incom ng packet loss and |ink speed can be neasured locally, while
symretric link | oss would need an additional signaling TLV in the
HELLO [ RFC6130] and woul d delay netric calculation by up to one
HELLO i nt erval

The Directional Airtime netric does not integrate the packet size
into the link cost. Doing so is not feasible in nost link-state
routing protocol inplenmentations. The routing decision of nost
operation systens does not take packet size into account.
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Multiplying all link costs of a topology with the size of a data-
pl ane packet woul d never change the Dijkstra result in any way.

The queue-based packet-1o0ss estimator specified in this document has
been tested extensively in the OLSR org ETX i npl enent ati on; see
Appendi x B. The output is the average of the packet |oss over a
configured tinme period.

The nmetric nornmally nmeasures the loss of a link by tracking the

i ncom ng [ RFC5444] packet sequence numbers. Wthout these packet
sequence nunbers, the netric does calculate the |loss of the link
based on the received and | ost [ RFC6130] HELLO nessages. It uses the
i ncoming HELLO interval tine (or if not present, the validity tine)
to deci de when a HELLO is | ost.

VWhen a nei ghbor router resets, its packet sequence nunber m ght junp
to a randomvalue. The netric tries to detect junps in the packet
sequence nunber and renoves themfromthe data set because the
previously gathered |link-l1oss data should still be valid (see
Section 9.3). The link-loss data is only renmoved from nenory when a
link times out conpletely and its Link Set Tuple is renoved fromthe
dat abase.

5. Metric Functioning and Overvi ew

The Directional Airtime netric is calculated for each Link Set entry,
as defined in [RFC6130], Section 7.1.

The netric processes two kinds of data into the netric value, nanmely
packet-loss rate and Iink speed. The link speed is taken from an
external process not defined in this docunent. The current packet-
loss rate is defined in this docunment by keeping track of packet
recepti on and packet-loss events. It could also be calculated by an
external process with a compati bl e output.

Mul tiple incom ng packet-1loss/reception events nust be conbined into
a loss rate to get a snooth netric. Experinents with exponentia

wei ght ed novi ng average (EWWA) lead to a highly fluctuating or a slow
converging metric (or both). To get a snmoother and nore controll able
metric result, this netric uses two fixed-Iength queues to neasure
and average the incom ng packet events, one queue for received
packets and one for the estimted nunber of packets sent by the other
side of the Iink.

Because the rate of incom ng packets is not uniformover tine, the
gueue contains a number of counters, each representing a fixed tinme
interval. Incom ng packet-1oss and packet-reception events are
accunul ated in the current queue elenment until a tinmer adds a new
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enpty counter to both queues and renopves the ol dest counter from
bot h.

In addition to the packet loss stored in the queue, this netric uses
atiner to detect a total link |loss. For every [ RFC6130] HELLO
interval in which the netric received no packet from a nei ghbor, it
scal es the nunmber of received packets in the queue based on the tota
time interval the queue represents conpared to the total tinme of the
| ost HELLO i ntervals.

The average packet-loss ratio is calculated as the sumof the "tota
packets’ counters divided by the sumof the 'packets received
counters. This value is then divided through the current |ink speed
and then scaled into the range of netrics allowed for O.SRv2.

The netric value is then used as L_in_netric of the Link Set (as
defined in Section 8.1. of [RFC7181]).

Wil e this docunment does not add new [ RFC5444] el enents to HELLO

[ RFC6130] or TC nmessages [RFC7181], it works best when both the

| NTERVAL_TI ME nmessage TLV is present in the HELLO nmessages and when
each [ RFC5444] packet contains an interface-specific sequence nunber.
It al so adds a number of new data entries to be stored for each

[ RFC6130] i nk.

6. Protocol Constants

Thi s specification defines the follow ng constants, which define the
range of metric values that can be encoded by the DAT netric (see
Table 1). They cannot be changed without making the netric outputs

i nconmpar abl e and should only be changed for a MANET with a very sl ow
or a very fast link layer. See Appendix E for exanple netric val ues.

DAT_MAXI MUM LGCSS - Fraction of the loss rate used in this routing
metric. Loss rate will be between 0/ DAT_NMAXI MUM LGSS and
( DAT_MAXI MUM_LCOSS- 1) / DAT_MAXI MUM_LCSS.

DAT_M NI MUM BI TRATE - Mninmal bitrate in Bit/s used by this routing
metric.

Tabl e 1: DAT Protocol Constants
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7.

7.

Pr ot ocol Paraneters

Thi s specification defines the follow ng paraneters for this routing
metric. These paraneters are:

DAT_MEMORY_LENGTH - Queue length for averagi ng packet loss. Al
received and | ost packets within the queue length are used to
calcul ate the cost of the link

DAT_REFRESH | NTERVAL - Interval in seconds between two metric
recal cul ati ons as described in Section 10.2. This value SHOULD be
smal ler than a typical HELLO interval. The interval can be a

fraction of a second.

DAT_HELLO TI MEQUT_FACTOR - Miltiplier relative to the HELLO | NTERVAL
(see Section 5.3.1 of [RFC6130]) after which the DAT netric
considers a HELLO as | ost.

DAT_SEQNO RESTART DETECTION - Threshold in the nunber of missing
packets (based on received packet sequence nunbers) at which point
the router considers the neighbor has restarted. This paraneter
is only used for |loss estimati on based on packet sequence nunbers.
Thi s nunber MJST be | arger than DAT_MAXI MUM LGCSS.

Recomrended Val ues

The proposed val ues of the protocol paraneters are for Community Mesh
Net wor ks, which nmpstly use routers that are not nmobile. Using this
metric for nmobile networks mght require shorter DAT_REFRESH | NTERVAL
and/ or DAT_MEMORY_LENGTH.

DAT_MEMORY_LENGTH : = 64
DAT_REFRESH I NTERVAL := 1
DAT_HELLO TI MEQUT_FACTOR := 1.2

DAT_SEQNO_RESTART_DETECTI ON 256

Data Structures

This specification extends the Link Set of the Interface Infornmation
Base, as defined in Section 7.1 of [RFC6130], by the adding the
followi ng elenents to each Link Tuple:

L _DAT received - A QUEUE with DAT_MEMORY_LENGTH i nteger el enents.
Each entry contai ns the nunber of successfully received packets
within an interval of DAT_REFRESH | NTERVAL
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L DAT total - A QUEUE with DAT_MEMORY _LENGTH i nteger elenents. Each
entry contains the estimated nunber of packets transmitted by the
nei ghbor, based on the received packet sequence numbers within an
i nterval of DAT_REFRESH | NTERVAL.

L_DAT packet tinme - The tinme when the next [ RFC5444] packet shoul d
have arrived

L_DAT hello_interval - The interval between two HELLO nessages of
the 1inks neighbor as signaled by the | NTERVAL_TI ME TLV [ RFC5497]
of NHDP nmessages [ RFC6130].

L _DAT | ost_packet _intervals - The estinmated nunber of HELLO
intervals fromthis nei ghbor fromwhich the netric has not
received a single packet.

L _DAT rx_bitrate - The current bitrate of incom ng unicast traffic
for this neighbor.

L_DAT_| ast_pkt_segno - The last received packet sequence nunber
received fromthis link

Met hods to obtain the value of L_DAT rx_bitrate are out of the scope
of this specification. Such nethods may include static configuration
via a configuration file or dynani c nmeasurenent through mechani sns
described in a separate specification (e.g., [DLEP]). Any Link Tuple
with L_status = HEARD or L_status = SYMVETRI C MJUST have a specified
value of L_DAT rx bitrate if it is to be used by this routing netric.

The incoming bitrate value should be stabilized by a hysteresis
filter to inprove the stability of this nmetric. See Appendix D for
an exanpl e.

This specification updates the L_in_metric field of the Link Set of
the Interface Information Base, as defined in Section 8.1. of
[ RFC7181]) .

8.1. Initial Values
VWhen generating a new tuple in the Link Set, as defined in item 3 of
Section 12.5 of [RFC6130], the values of the elenents specified in
Section 8 are set as follows:

o L _DAT received :=0, ..., 0. The queue always has
DAT_MEMORY_LENGTH el enent s.

o L_DAT total :=0, ..., 0. The queue always has DAT_MEMORY_LENGTH
el enent s.
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o L_DAT packet time := EXPIRED (no earlier [RFC5444] packet
received).

o L_DAT hello_interval := UNDEFINED (no earlier NHDP HELLO
recei ved).

o L_DAT |ost _packet _intervals := 0 (no HELLO i nterval w thout
packets) .

o L_DAT | ast_pkt_seqgno : = UNDEFINED (no earlier [RFC5444] packet
wi th sequence nunber received).

9. Packets and Messages

This section describes the necessary changes of [RFC7181]
i mpl enentations with DAT metric for the processing and nodification
of the incom ng and outgoi ng [ RFC5444] dat a.

9.1. Definitions
For the purpose of this section, note the follow ng definitions:

o "pkt_seqgno” is defined as the [ RFC5444] packet sequence nunber of
the received packet.

o "interval tinme" is the tinme encoded in the | NTERVAL TI ME nessage
TLV of a received HELLO nessage [ RFC6130].

o "validity time" is the tinme encoded in the VALID TY_TI ME nessage
TLV of a received HELLO nessage [ RFC6130].

9.2. Requirenments for Using DAT Metric in OLSRv2 I npl enentations

An inmpl enentation of OLSRv2 using the metric specified by this
docunent SHOULD include the followi ng parts into its [ RFC5444]
out put :

0 An |INTERVAL_TI ME nessage TLV in each HELLO nessage, as defined in
[ RFC6130], Section 4.3.2.

o An interface-specific packet sequence nunber as defined in
[ RFC5444], Section 5.1 that is increnented by 1 for each outgoing
[ RFC5444] packet on the interface.

An inmpl enentation of OLSRv2 using the nmetric specified by this
docunent that inserts packet sequence numbers in sone, but not all
out goi ng [ RFC5444] packets will make this metric ignore all packets
wi t hout the sequence nunber. Putting the INTERVAL TIME TLV into
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sone, but not all, HELLO nmessages will make the tineout-based | oss
detection slower. This will only matter in the absence of packet
sequence nunbers.

9.3. Link-Loss Data Gathering
For each inconing [ RFC5444] packet, additional processing SHOULD be
carried out after the packet nessages have been processed as
specified in [RFC6130] and [ RFC7181] as described in this section.

[ RFC5444] packets wi thout packet sequence nunbers MJST NOT be
processed in the way described in this section.

The router updates the Link Set Tuple corresponding to the originator
of the packet:

1. If L_DAT | ast_pkt_segno = UNDEFI NED, then:
* L _DAT received[TAIL] := 1.
* L_DAT total [TAIL] := 1.
2. Oherw se:
* L _DAT received[ TAIL] := L_DAT received[TAIL] + 1.
* diff := diff_seqgno(pkt_seqgno, L_DAT_| ast_pkt_seqgno).
* |f diff > DAT_SEQNO RESTART DETECTI ON, t hen:

diff := 1.

* L_DAT total [ TAIL] L_DAT total [TAIL] + diff.

3. L_DAT | ast_pkt_segno : = pkt_segno.
4. |If L_DAT hello_interval != UNDEFI NED, then:
* L_DAT packet _tine := current tine + (L_DAT hello_interval *

DAT_HELLO TI MEOUT_FACTOR) .

5. L_DAT | ost_packet intervals := 0.
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9.4. HELLO Message Processing
For each inconming HELLO Message, after it has been processed as
defined in Section 12 of [RFC6130], the Link Set Tuple correspondi ng
to the incom ng HELLO nmessage MJST be updat ed.
1. |If the HELLO nessage contains an | NTERVAL TI ME nessage TLV, then:
L_DAT hello_interval := interval _tine.
2. Oherw se:
L _DAT hello_interval := validity tine.
3. If L_DAT_Iast_pkt_segno = UNDEFI NED, then:
* L_DAT received[ TAIL] := L_DAT received[TAIL] + 1.

* L_DAT total [TAIL] := L_DAT total [TAIL] + 1.

* L_DAT packet _tine := current tine + (L_DAT hello_interval *
DAT_HELLO TI MEQUT_FACTOR) .

10. Tinmer Event Handling

In addition to changes in the [ RFC5444] processing/generation code,
the DAT netric also uses two timer events.

10.1. Packet Ti meout Processing

When L_DAT packet time has tined out, the follow ng step MIST be
done:

1. If L_DAT | ast_pkt_segno = UNDEFI NED, then:
L_DAT total [TAIL] := L_DAT total [TAIL] + 1.
2. Oherwi se:

L_DAT_| ost _packet intervals := L_DAT | ost_packet intervals +
1.

3. L_DAT packet tinme := L_DAT packet time + L_DAT hello_interval.
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10. 2.

Metric Update

Once every DAT _REFRESH I NTERVAL, all L_in_metric values in all
Set entries MJST be recal cul at ed:

1.

2.

8.

9.

sum received : = sum(L_DAT received).
sumtotal := sumL_DAT total).
If L_DAT hello_interval != UNDEFI NED and

L_DAT_| ost _packet _intervals > 0, then:

* |lost_time_proportion := L _DAT hello_interval *
L_DAT_| ost _packet _intervals / DAT_MEMORY_LENGTH.

* sumreceived := sumreceived *
MAX(O, 1 - lost_tine_proportion);

If sumreceived < 1, then:

L in_metric := MAXIMUIM METRIC, as defined in [RFC7181],
Section 5.6. 1.

O herw se:

* loss := MN(sumtotal / sumreceived, DAT_MAXI MUM LGCSS).

* bitrate := MAX(L_DAT rx_bitrate, DAT_M N MUM Bl TRATE) .

2016

Li nk

* Lin_metric := (2724 /| DAT_ MAXIMUM LCSS) * loss / (bitrate /

DAT_M NI MUM _BI TRATE) .
renove(L_DAT total)
add(L_DAT total, 0)
renove(L_DAT received)

add(L_DAT received, 0)

The cal culated L_in_metric value should be stabilized by a hysteresis
function. See Appendix D for an exanple.
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11.

12.

12.

Security Considerations

Artificial manipulation of nmetrics values can drastically alter
network performance. |In particular, advertising a higher L_in_metric
val ue may decrease the anount of incomng traffic, while advertising
lower L_in_metric may increase the anobunt of incomng traffic.

For exanple, by artificially attracting nmesh routes and then droppi ng
the incoming traffic, an attacker may achieve a Denial of Service
(DoS) agai nst other nesh nodes. Simlarly, an attacker nmay achieve
Man-in-the-Mddle (MTM attacks or traffic analysis by concentrating
traffic being routed over a node the attacker controls (and end-to-
end encryption is not used or sonmehow broken). Protection nechani sns
agai nst such M TM or DoS attacks are neverthel ess out of scope of
thi s docunent.

Security threats also include potential attacks on the integrity of
the control traffic passively nonitored by DAT to neasure |ink
quality. For exanple, an attacker mght inject packets pretending to
be sonebody el se and using incorrect sequence nunbers. This attack
can be prevented by the true originator of the [RFC5444] packets by
addi ng an |1 CV Packet TLV and TI MESTAMP Packet TLV [RFC7182] to each
packet. This allows the receiver to drop all incom ng packets that
have a forged packet source, both packets generated by the attacker
or replayed packets. However, the security mechani sm described in

[ RFC7183] does not protect the sequence nunber used by the DAT netric
because it only signs the [ RFC5444] nessages, not the [ RFC5444]

packet header (which contains the [ RFC5444] packet sequence nunber).
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Appendi x A, Future Work

As the DAT netric proved to work reasonably well for non- or slow
novi ng ad hoc networks [ COWNET15], it should be considered a solid
first step on a way to better MANET netrics. There are multiple
parts of the DAT nmetric that need to be reviewed again in the context
of real world deploynents and can be subject to |ater inprovenents.

The easiest part of the DAT netric to change and test would be the
timngs paraneters. A l1-minute interval for packet-loss statistics
m ght be a good conprom se for sonme MANETs, but could easily be too
large or to snall for others. Mre data is needed to verify or

i mprove the current paraneter sel ection

The DAT metric considers only the multicast [RFC5444] packet |oss for
estimating the link, but it would be good to integrate the unicast
data loss into the loss estimation. This information could be
provided directly fromthe link layer. This could increase the
accuracy of the loss rate estimation in scenarios where the
assunptions regarding the ratio of nulticast vs. unicast |oss do not
hol d.

The packet-1|oss averaging algorithmcould also be inproved. Wile
the DAT netric provides a stable sliding tinme interval to average the
i ncom ng packet | oss and does not give the recent input too much

i nfluence, first experinents suggest that the algorithmtends to be
|l ess agile in detecting major changes of link quality. This makes it
| ess suited for nmobile networks. A nore agile algorithmis needed
for detecting major changes while filtering out random fluctuations
regarding frane | oss. However, the current "queue of counters”

al gorithm suggested for DAT outperforns the binary queue al gorithm
and the exponential aging algorithnms used for the ETX netric in the
OLSR [ RFC3626] codebase of OLSR org.

Appendi x B. OLSR org Metric History

The Funkfeuer [ FUNKFEUER] and Frei funk networks [ FREI FUNK] are based
on OLSR [ RFC3626] or B.A T.M A N. [BATMAN] wireless comunity
networ ks wi th hundreds of routers in pernanent operation. The Vienna
Funkfeuer network in Austria, for instance, consists of 400 routers
covering the whole city of Vienna and beyond, spanning roughly 40 km
in dianmeter. It has been supplying its users with Internet access
since 2003. A particularity of the Vienna Funkfeuer network is that
it manages to provide Internet access through a city-w de, |arge-
scale W-Fi MANET, with just a single Internet uplink.
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Qperational experience of the OLSR project [OLSR org] with these

net wor ks has reveal ed that the use of hop-count as a routing metric

| eads to unsatisfactory network performance. Experinents with the
ETX metric [ MOBI COMD3] were therefore undertaken in parallel in the
Berlin Freifunk network as well as in the Vienna Funkfeuer network in
2004, and found satisfactory, i.e., sufficiently easy to inplenent
and providing sufficiently good performance. This netric has now
been in operational use in these networks for several years.

The ETX netric of alink is the estimted nunber of transm ssions
required to successfully send a packet (each packet equal to or
smal l er than MIU) over that link, until a link-layer acknow edgenent
is received. The ETX netric is additive, i.e., the ETX netric of a
path is the sumof the ETX netrics for each Iink on this path.

VWiile the ETX netric delivers a reasonable performance, it does not
handl e networks with heterogeneous |inks that have different bitrates
well. When using the ETX netric, since every wireless link is
characterized only by its packet-loss ratio, long-ranged links with
low bitrate (with low loss ratios) are preferred over short-ranged
links with high bitrate (w th higher but reasonable [oss ratios).
Such conditions, when they occur, can degrade the performance of a
net wor k consi derably, by not taking advantage of higher capacity

l'i nks.

Because of this, the OLSR org project has inplenented the Directiona
Airtime netric for OLSRv2, which has been inspired by the Estimated
Travel Tine (ETT) metric [MOBICOWD4]. This metric uses a

uni di rectional packet |oss, but also takes the bitrate into account
to create a nore accurate description of the relative costs or
capabilities of OLSRv2 I|inks.

Appendi x C. Link-Speed Stabilization

The DAT netric specifies how to generate a reasonably stabl e packet -
| oss rate val ue based on incom ng packet reception/loss events, but

the source of the link speed used in this docunent is considered an
ext ernal process.

In the presence of a Layer 2 technology with variable |ink speed, it
is likely that the raw link speed will be fluctuating too fast to be
useful for the DAT netric.

The anmount of stabilization necessary for the |Iink speed depends on

the inplementation of the MAC | ayer, especially the rate-contro
al gorithm
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Experinments with the Linux 802.11 W-Fi stack have shown that a
sinple Median filter over a series of raw |ink-speed measurenments can
smoot h the cal cul ated val ue without introducing internmediate |ink-
speed val ues one woul d obtain by using averaging or an exponenti a

wei ght ed nmovi ng aver age.

Appendi x D. Packet-Loss Hysteresis

Wil e the DAT netric uses a sliding windowto conpute a reasonably
stable frame |l oss, the inplementation nmight choose to integrate an
addi ti onal hysteresis to prevent undesirable oscillations between two
val ues (i.e., metric flapping).

In Section 10.2, DAT calculates a fractional loss rate. The fraction
of "loss := sumtotal / sumreceived" nmay result in mnor
fluctuations in the advertised L_in_metric due to m nimal changes in
sumtotal or sumreceived, which can cause undesirable protoco
churn.
A hysteresis function applied to the fraction could reduce the anount
of changes in the loss rate and help to further stabilize the netric
out put .

Appendi x E. Exanpl e DAT Val ues
The DAT netric val ue can be expressed in terns of |link speed (bit/s)
or used airtime (s). Wen using the default protocol constants (see
Section 6), DAT encodes |ink speeds between 119 bit/s and 2 Ghit/s.

Table 2 contains a few exanples for netric values and their neaning
as a |link speed:

M Nl MUM_METRI C (1)

: e
| MAXI MUM METRI C (16776960) | 119 bit/s

| |

| |

Tabl e 2: DAT Link Cost Exanples
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A path nmetric value could also be expressed as a link speed, but this
woul d be less intuitive. An easier way to transforma path netric
value into a textual representation is to divide it by the hop count
of the path and express the path cost as the average |ink speed
together with the hop count (see Table 3).

. Fomm o o +
| Metric | hops | average bit/s
R S R oo +
| 4 | 2 | 1 Ghit/s

|
| 4000000 | 6 | 3 kbit/s |
. Fomm o o +

Tabl e 3: DAT Link Cost Exanples
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