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1. Introduction

This menmo defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it describes managed objects for nodeling a Transport
Profile (TP) based on Miltiprotocol Label Sw tching (MPLS) [ RFC3031].

This M B nodul e shoul d be used for perform ng the OAM (Operati ons,
Admi ni stration, and M ntenance) operations for MPLS Tunnel LSPs
(Label Switched Paths), Pseudow res, and Sections.

At the time of this witing, SNVMP SET is no |onger reconmended as a
way to configure MPLS networks as was described in [ RFC3812].

However, since the M B nodul es specified in this docunent are
intended to work in parallel with the MB nodul es for MPLS specified
in [ RFC3812], certain objects defined here are specified with a

MAX- ACCESS of read-wite or read-create so that specifications of the
base tables in [ RFC3812] and the new M B nodules in this docunent are
consistent. Although the exanple described in Section 6 specifies
nmeans to configure OAMidentifiers for MPLS-TP Tunnels, this should
be seen as indicating howthe MB val ues would be returned in the
speci fied circunmstances having been configured by alternative neans.

2. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managerment Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenment Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Overview

3.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 [ RFC2119].
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3.2. Term nol ogy
Thi s docunent uses terninology fromthe Miltiprotocol Label Swi tching
Architecture [ RFC3031], the MPLS Traffic Engineering (TE) MB
[ RFC3812], the MPLS Label Switching Router (LSR) MB [RFC3813], the
OAM Franewor k for MPLS-Based Transport Networks [ RFC6371], "MPLS
Transport Profile (MPLS-TP) ldentifiers" [RFC6370], MPLS-TP
Identifiers Following | TU T Conventions [ RFC6923], and OAMin MPLS
Transport Networks [ RFC5860].
3.3. Acronyns
BFD: Bidirectional Forwarding Detection
ICC. ITU Carrier Code
| P: Internet Protoco
LSP: Label Switched Path
LSR Label Switching Router
ME: Mai ntenance Entity
MEG. Mai ntenance Entity G oup
MEP: Mai ntenance Entity Group End Poi nt
M B: Management |nformation Base
M P. Mai ntenance Entity Group |nternedi ate Point
MP:  Mai nt enance Poi nt
MPLS: Ml tiprotocol Label Swtching
MPLS- TP: MPLS Transport Profile
PW Pseudowi re

TE: Traffic Engineering

TP: Transport Profile
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4. Feature List

The MPLS transport profile OAMidentifiers MB nodule is designed to
satisfy the followi ng requirenments and constraints:

-  The M B nodul e supports configuration of OAMidentifiers for MPLS
poi nt-to-poi nt Tunnels, point-to-nultipoint LSPs, co-routed
bi di recti onal LSPs, associated bidirectional LSPs, and
Pseudowi r es.

5. Brief Description of MB bjects

The objects described in this section support the functionality
descri bed in [RFC5654] and [ RFC6370]. The tables support both

| P-conpati bl e and | CC-based OAM i dentifiers configurations for MPLS
Tunnel s, LSPs, and Pseudow res.

5.1. npl sCanml dMegTabl e

The npl sCaml dMegTabl e is used to nmanage one or nore M ntenance
Entities (MEs) that belong to the sane transport path.

VWen a new entry is created with npl sCam dMegQOper at or Type set to

i pConmpatible (1), then as per [RFC6370] (MEG ID for an LSP is LSP_ID,
and MEG ID for a PWis PWPath ID), MEP_ID can be autonatically

f or med.

For an | CC-based transport path, the user is expected to configure
the I1CCidentifier explicitly in this table for MPLS Tunnels, LSPs,
and Pseudow res.

5.2. npl sCam dMeTabl e

The npl sCam dMeTabl e defines a rel ati onship between two points
(source and sink) of a transport path to which maintenance and
noni toring operations apply. The two points that define an ME are
call ed Mai ntenance Entity Group End Points (MEPS).

In between MEPs, there are zero or nore internediate points, called
Mai nt enance Entity Group Intermediate Points (MPs). MEPs and M Ps
are associated with the MEG and can be shared by nore than one ME in
a MeEG
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6. MPLS OAM I dentifier Configuration for MPLS LSP: Exanple

In this section, we provide an exanmple of the OAMidentifier
configuration for an MPLS co-routed bidirectional LSP.

Thi s exanpl e provi des usage of MEG and ME tables for nanagenent and
noni tori ng operations of an MPLS LSP.

Thi s exanpl e considers the OAMidentifiers configuration on a
head-end LSR to manage and monitor an MPLS LSP. Only rel evant
objects that are applicable for |IP-based OAMidentifiers of MPLS
co-routed bidirectional LSPs are illustrated here.

In the npl sCam dMegTabl e:

{
-- MEG index (Index to the table)

npl sCanl dMegl ndex

npl sCaml dMegNane = "MEGL",
npl sCam dMegQper at or Type = i pConpatible (1),
npl sCanl dMegSer vi cePoi nt er Type =lsp (1),

npl sCam dMeghplLocat i on = per Node (1),
-- Mandatory paraneters needed to activate the row go here

npl sCam dMegRowsSt at us = createAndGo (4),

npl sCam dMegPat hFl ow
= coRout edBi di recti onal Poi nt ToPoi nt (2)
}

This will create an entry in the npl sCam dMegTabl e to manage and
nmoni tor the MPLS Tunnel .
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The following ME table is used to associate the path information
to a MEG

In the npl sCam dMeTabl e:

{
-- ME index (Index to the table)

npl sCaml dMel ndex =1,

-- MP index (Index to the table)
npl sCam dMeMol ndex
npl sCanl dMeNane

3 nono

npl sCanml dMeMol f | ndex o,
-- The source MEP ID is derived fromthe |P-conpatible MPLS LSP
npl sCam dMeSour ceMepl ndex = 0,
-- The sink MEP IDis derived fromthe |IP-compatible MPLS LSP
npl sCam dMeSi nkMepl ndex = 0,
npl sCanm dMeMp Ty pe =nmep (1),
npl sCam dMeMepDi recti on = down (2),
--  RowPointer MUST point to the first accessible colum of an
--  MPLS LSP
npl sCam dMeSer vi cePoi nt er = npl sTunnel Nane. 1. 1. 10. 20,
-- Mandatory paraneters needed to activate the row go here
npl sCanl dMeRowSt at us = createAndGo (4)

}

Aldrin, et al. St andards Track [ Page 7]



RFC 7697 MPLS-TP OAM ID M B January 2016

7. MPLS OAM Identifiers MB Definitions

MPLS- OAMt | D- STD-M B DEFINI TIONS :: = BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Unsi gned32

FROM SNVPv2- SM -- RFC 2578
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF -- RFC 2580
RowSt at us, RowPoi nter, StorageType

FROM SNWPv2- TC -- RFC 2579
SnnpAdmi nStri ng

FROM SNWVP- FRAMEWORK- M B -- RFC 3411
I ndex| nt eger Next Fr ee

FROM DI FFSERV- M B -- RFC 3289
npl sSt dM B

FROM MPLS- TC- STD-M B -- RFC 3811

I nterfacel ndexOrZero, ifGenerallnformati onG oup,
i f Count er Di sconti nuityG oup
FROM | F- M B; -- RFC 2863

nmpl sCaml dSt dM B MODULE- | DENTI TY
LAST- UPDATED
"201601070000Z" -- January 07, 2016
ORGANI ZATI ON
“Mul tiprotocol Label Switching (MPLS) Wbrking G oup”
CONTACT- | NFO
"Sam Al drin
Googl e, Inc.
1600 Anphitheatre Parkway
Mountai n View, CA 94043
USA
Email: aldrin.ietf@mail.com

Thomas D. Nadeau
Emai | : t nadeau@ uci dvi si on. com

Venkat esan Mahal i ngam

Dell, Inc.

5450 Great Anerica Parkway

Santa Cara, CA 95054

USA

Emai | : venkat . mahal i ngans@nai | . com
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Kannan KV Sanpat h

Redeem

I ndi a

Emai | : kannankvs@nai | . com

Pi ng Pan
I nfinera

Sam Boutros

VMnar e, | nc.

3401 Hi Il vi ew Ave.
Palo Alto, CA 94304

USA
Emai | : sboutros@mare. cont
DESCRI PTI ON

"Copyright (c) 2016 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the IETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This M B npdul e contai ns generic object definitions for
MPLS OAM identifiers."

-- Revision history
REVI SI ON

"201601070000Z" -- January 07, 2016
DESCRI PTI ON

"MPLS OAM Il dentifiers MB objects for Tunnels, LSPs,
Pseudow res, and Sections."

o= { nmplsStdM B 21 }
-- Top-level conponents of this MB nodul e

-- notifications
npl sCanl dNoti fi cati ons

OBJECT I DENTIFIER ::= { nplsCam dStdM B 0 }
-- tables, scalars
npl sCam dCbj ects OBJECT IDENTIFIER ::= { nmpl sCam dStdM B 1 }
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-- conformance
npl sCaml dConf or mance

OBJECT IDENTIFIER ::= { nplsCam dStdM B 2 }
-- Start of MPLS Transport Profile MEG table

npl sCanml dMegl ndexNext OBJECT- TYPE

SYNTAX I ndex| nt eger Next Free (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains an unused val ue for
npl sCanml dMegl ndex, or a zero to indicate
that none exist. Negative values are not allowed,
as they do not correspond to valid val ues of
npl sCam dMegl ndex. "
c:={ npl sCam dbj ects 1 }

npl sCanl dMegTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sCaml dMegEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains informati on about the Muintenance
Entity G oups (MEGs).

A MEG as nmentioned in the MPLS- TP OAM franewor k, defines
a set of one or nore Mintenance Entities (MES).
MEs define a rel ationship between any two points of a
transport path in an OAM domain to which mai nt enance and
noni toring operations apply."

c:={ nplsCam dbj ects 2 }

npl sCam dMegEnt ry OBJECT- TYPE

SYNTAX Mol sCaml dMegEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table represents an MPLS- TP MEG
An entry can be created by a network adm ni strator
or by an SNWP agent as instructed by an MPLS-TP OAM
f ramewor k.

Wien a new entry is created with

npl sCam dMegQper at or Type set to i pConpatible (1),

then as per RFC 6370 (MEG ID for an LSP is LSP_ID, and
MEG ID for a PWis PWPath_ID), MEP_ID can be
automatically forned.
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For a co-routed bidirectional LSP, MEGID is
Al-{d obal _I D: : Node_I D: : Tunnel _Nun}:: Zz9-{d obal _ID::
Node_I D: : Tunnel _Nun} : : LSP_Num

For an associated bidirectional LSP, MEGID is
Al-{d obal I D :Node |ID::Tunnel Num :LSP_Nun}::
Z9-{d obal I D:: Node_ID:: Tunnel _Num : LSP_Nun}.

For an LSP, MEP_ID is formed using
d obal I D::Node | D:: Tunnel _Num : LSP_Num

For a PW MEG ID is forned using AQ::
Al-{d obal _ID :Node ID::AC ID}::
Z9-{d obal _I D: : Node_I D: : AC_| B} .

For a PW MEP_ID is forned using
Ad ::d obal _ID::Node ID::AC ID.

MEP IDis retrieved fromthe npl sCam dMegSer vi cePoi nt er
obj ect based on the npl sCam dMegSer vi cePoi nt er Type val ue.
The 1CC MEG ID for an LSP and a PWis forned using the
obj ects npl sCam dMegl dl cc and npl sCam dMegl dUnt.

VEP_I D can be fornmed using MEG | D:: MEP_I ndex. "
REFERENCE
"1. RFC 5860: Requirenments for Operations, Administration,
and Mai ntenance (OAM) in MPLS Transport Networks,
May 2010.
2. RFC 6371: Qperations, Admnistration, and Mi ntenance
Framewor k for MPLS-Based Transport NetworKks,
Sept enber 2011, Section 3.
3. RFC 6370: MPLS Transport Profile (MPLS-TP) ldentifiers,
Sept ember 2011.
4. RFC 6923: MPLS Transport Profile (MPLS-TP) ldentifiers
Foll owi ng I TU-T Conventions, May 2013."
| NDEX { npl sCaml dMegl ndex }
.= { nplsCanml dMegTable 1 }
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Al drin,

Mol sCaml dMegEntry :: = SEQUENCE {
npl sCam dMegl ndex Unsi gned32,
npl sCanl dMegNane SnnpAdmi nStri ng,
npl sCam dMegQper at or Type | NTEGER,
npl sCam dMegl dCc SnnpAdmi nStri ng,
npl sCanl dMegl dl cc SnnpAdmi nStri ng,
npl sCaml dMegl dunt SnnpAdmi nStri ng,
npl sCanl dMegSer vi cePoi nt er Type | NTECER,
npl sCam dMeghplLocat i on | NTEGER,
npl sCam dMegPat hFl ow | NTEGER,
npl sCam dMegQOper St at us | NTEGER,
npl sCanl dMegSubOper St at us BI TS,
npl sCam dMegRowsSt at us RowsSt at us,
npl sCaml dMegSt or ageType St or ageType

}
npl sCam dMegl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"I ndex for the conceptual row identifying a MEG within
this MEG table. Managers shoul d obtain new val ues for row
creation in this table by reading npl sCam dMegl ndexNext . "
.= { nplsCam dMegEntry 1 }

npl sCam dMegNanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O.. 48))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Each MEG has a uni que nane anongst all those used or
avail able to a service provider or operator. It

facilitates easy identification of adm nistrative
responsibility for each MEG "
::= { nplsCanm dMegEntry 2 }
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npl sCanl dMegQper at or Type OBJECT- TYPE

nmp

SYNTAX | NTEGER {
i pConpatible (1),
i ccBased (2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"I ndi cates the operator type for the MEG Conceptual rows
havi ng ’iccBased’ as the operator type MJST have valid
val ues for the objects npl sCam dMegl dl cc and
npl sCanl dMegl dunt when the row status is active."
REFERENCE
"1. RFC 6370: MPLS Transport Profile (MPLS-TP) ldentifiers,
Sept ember 2011.
2. RFC 6923: MPLS Transport Profile (MPLS-TP) Identifiers
Foll owi ng I TU-T Conventions, May 2013, Section 3.1."
DEFVAL { ipConpatible }
.= { nplsCam dMegEntry 3 }

sCam dMegl dCc OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O.. 2))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"d obal uni queness is assured by concatenating the |ICC
with a Country Code (CC). The Country Code (al pha-2)
is a string of two al phabetic characters represented

wi th uppercase letters (i.e., A-Z).

Thi s object MJUST contain a non-null value if
the Mol sCam dMegQOper at or Type val ue is iccBased (2);
otherwise, a null value with octet size O
shoul d be assigned."
REFERENCE
"RFC 6923: MPLS Transport Profile (MPLS-TP) ldentifiers
Foll owi ng I TU-T Conventions, May 2013, Section 3."
DEFVAL {""}
::= { npl sCam dMegEntry 4 }
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npl sCanl dMegl dl cc OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O..6))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Uni que code assigned to a network operator or service
provider; nmaintained by the ITUUT. This is the
| TU Carrier Code used to formthe MEGQ D.

Thi s object MJST contain a non-null value if

the Mol sCam dMegQOper at or Type val ue is iccBased (2);

otherwi se, a null value with octet size O

shoul d be assigned."
REFERENCE

"RFC 6923: MPLS Transport Profile (MPLS-TP) ldentifiers

Foll owi ng I TU-T Conventions, May 2013, Section 3.1."

DEFVAL {""}
::= { nplsCanm dMegEntry 5 }

npl sCaml dMegl dunt OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O..7))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Uni que code assigned by a network operator or service
provider. This code is appended to nplsCanm dMegldlcc to
formthe MEG D.

Thi s object MJST contain a non-null value if
the Mol sCam dMegQOper at or Type val ue is iccBased (2);
otherwi se, a null value with octet size O
shoul d be assigned."
REFERENCE

"RFC 6923: MPLS Transport Profile (MPLS-TP) ldentifiers

Foll owi ng I TU-T Conventions, May 2013, Section 7.1."
DEFVAL {""}
::= { nplsCanml dMegEntry 6 }
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npl sCanl dMegSer vi cePoi nt er Type OBJECT- TYPE

Al drin,

SYNTAX | NTEGER {

tunnel (1),

I'sp (2),
pseudow re (3),
section (4)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indi cates the service type for the MEG
If the service type indicates tunnel (1), the service
pointer in the npl sCanml dMeTabl e points to an entry in
the point-to-point nplsTunnel Tabl e (RFC 3812).

If the service type indicates Isp (2), the service pointer
in the npl sCaml dMeTabl e points to an entry in
the co-routed or associ ated bidirectional nplsTunnel Tabl e.

If the value is the pseudowire (3) service type, the
service pointer in the nplsCam dMeTabl e points to an entry
in the pwTlable (RFC 5601).

If the value is the section (4) service type, the service
pointer in the npl sCanml dMeTabl e points to an entry in
t he npl sTunnel Tabl e (RFC 3812)."

REFERENCE

"1. RFC 3812: Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Managenent | nformation
Base (M B), June 2004.

2. RFC 5601: Pseudowire (PW Managenent |nfornation
Base (M B), July 2009."

DEFVAL { Isp }
::={ npl sCam dMegEntry 7 }
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npl sCanml dMeghpLocat i on OBJECT- TYPE
SYNTAX | NTEGER {
per Node (1),
perlnterface (2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"I'ndicates the MP | ocation type for this MEG

If the value is perNode, then the MEG in the LSR supports
only perNode MEPs/M Ps, i.e., only one MEP/MP in an LSR

If the value is perlnterface, then the MEGin the LSR
supports perinterface MEPs/MPs, i.e., two MEPS/MPs in
an LSR "
REFERENCE
"RFC 6371: Qperations, Adm nistration, and Mi ntenance
Framewor k for MPLS-Based Transport NetworKks,
Sept enber 2011."
DEFVAL { per Node }
::={ npl sCam dMegEntry 8 }

npl sCanl dMegPat hFl ow OBJECT- TYPE
SYNTAX | NTEGER {
uni di recti onal Poi nt ToPoi nt (1),
coRout edBi di r ect i onal Poi nt ToPoi nt (2),
associ at edBi di rect i onal Poi nt ToPoi nt (3),
uni di rect i onal Poi nt ToMul ti Poi nt (4)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Indi cates the transport path flow for this MEG
In the case of a unidirectional point-to-point transport
path, a single unidirectional ME is defined to nonitor it.
In the case of associated bidirectional point-to-point
transport paths, two independent unidirectional MEs are
defined to i ndependently nonitor each direction
In the case of co-routed bidirectional point-to-point
transport paths, a single bidirectional ME is defined to
noni tor both directions congruently.
In the case of unidirectional point-to-nmultipoint transport
paths, a single unidirectional ME for each leaf is defined
to nonitor the transport path fromthe root to that |eaf."
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REFERENCE
"RFC 6371: Operations, Adnministration, and Mintenance
Framewor k for MPLS-Based Transport NetworKks,
Sept ember 2011."
DEFVAL { coRout edBi di recti onal Poi nt ToPoi nt }
::= { nplsCanm dMegEntry 9 }

npl sCam dMegQOper St at us OBJECT- TYPE

SYNTAX | NTEGER {
up (1),
down (2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object specifies the operational status of the
Mai nt enance Entity Group (MEG. This object is used to
send the notification to the SNVP manager about the MEG

The value up (1) indicates that the MEG and its nonitored
path are operationally up. The value down (2) indicates
that the MEG is operationally down.

When the val ue of npl sCam dMegQper Status is up (1),

all the bits of nplsCam dMegSubQOper St at us nust be cl eared.

When the val ue of npl sCam dMegQper Status is down (2),

at least one bit of nplsCam dMegSubQOper St atus nust be set."
::= { npl sCam dMegEntry 10 }

npl sCanl dMegSubQOper St at us OBJECT- TYPE

SYNTAX BI TS {
megDown (0),
meDown (1),
oamAppDown (2),
pat hDown ( 3)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object specifies the reason why the MEG operati onal
status, as indicated by the object nplsCam dMegQOper St at us,
is down. This object is used to send the notification to
the SNWP nmanager about the MEG

The bit 0 (negDown) indicates that the MEG is down.

The bit 1 (neDown) indicates that the ME table is down.
The bit 2 (oamAppDown) indicates that the OAM application
(LSP or PW nonitored by this MEGis dowm. Currently, BFD

Aldrin, et al. St andards Track [ Page 17]



RFC 7697 MPLS-TP OAM ID M B January 2016

is the only supported OAM applicati on.
The bit 3 (pathDown) indicates that the underlying
LSP or PWis down."

::={ npl sCam dMegEntry 11 }

npl sCanl dMegRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or delete
arowinthis table. Wen arowin this table is in the
active(l) state, no objects in that row can be nodified
by the agent except nplsQanl dMegRowsSt at us. "

c:= { npl sCam dMegEntry 12 }

npl sCam dMegSt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This variable indicates the storage type for this
obj ect .

Conceptual rows having the val ue 'pernmanent’
need not allow wite access to any col umar
objects in the row"

DEFVAL { volatile }

::= { npl sCam dMegEntry 13 }

-- End of MPLS Transport Profile MEG table

-- Start of MPLS Transport Profile ME table

nmpl sCam dMel ndexNext OBJECT- TYPE

SYNTAX I ndex| nt eger Next Free (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains an unused val ue for
npl sCam dMel ndex, or a zero to indicate
that none exist. Negative values are not allowed,
as they do not correspond to valid val ues of
npl sCaml dMel ndex. "
c:={ nplsCam dbj ects 3 }
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npl sCanm dMeMol ndexNext OBJECT- TYPE

SYNTAX I ndex| nt eger Next Free (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains an unused val ue for
npl sCanml dMeMol ndex, or a zero to indicate
that none exist. Negative values are not allowed,
as they do not correspond to valid val ues of
npl sCam dMeMol ndex. "
c:= { npl sCam dbj ects 4 }

npl sCanml dMeTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Ml sCaml dMeEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table contains MPLS-TP ME i nfornmation.

The ME is sonme portion of a transport path that requires
managenment bounded by two points (called MEPS), and the
rel ati onshi p between those points to which maintenance
and nonitoring operations apply.

This table is generic enough to handle MEP and M P
information within a MEG "
c:= { nmpl sCam dbj ects 5 }

mpl sCaml dMBENt ry OBJECT- TYPE

SYNTAX Mol sCaml dMeEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table represents an MPLS-TP ME. This
entry represents the ME if the source and sink MEPs are
defi ned.

An ME is a point-to-point entity. One ME has two such
MEPs. A MEGis a group of one or nore MEs. One MEG can
have two or nore MEPs.

For a point-to-point LSP, one MEG has one Mg, and this Me
is associated with two MEPs (source and sink MEPs) within
a MEG  Each npl sCam dMel ndex val ue denotes the ME within
a MEG
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In the case of unidirectional point-to-point transport
paths, a single unidirectional ME is defined to nonitor
it, and npl sCanl dMeServi cePointer points to a

uni di rectional point-to-point path.

In the case of associated bidirectional point-to-point
transport paths, two independent unidirectional

MEs are defined to i ndependently nonitor each direction,
and each npl sCanl dMeServi cePointer M B object points to a
uni que uni directional transport path.

This has inplications for transactions that term nate at
or query a MP, as a return path froma MP to a source
MEP does not necessarily exist within the MEG

In the case of co-routed bidirectional point-to-point
transport paths, a single bidirectional ME is defined to
noni tor both directions congruently, and the

npl sCanl dMeSer vi cePoi nter M B obj ect points to a co-routed
bi di rectional point-to-point transport path.

In the case of unidirectional point-to-multipoint transport
paths, a single unidirectional ME for each leaf is defined
to nonitor the transport path fromthe root to that |eaf,
and each leaf has different transport path information in
the npl sCam dMeServi cePointer M B object. Note that the
Mol sCaml dMeEntry shoul d be created nmanually once the MEG
is configured for OAM operations."
| NDEX { npl sCam dMegl ndex,

npl sCaml dMel ndex,

npl sCam dMeMol ndex

}
::={ nplsCam dMeTable 1 }

Mol sCaml dMeEntry :: = SEQUENCE {
npl sCam dMel ndex Unsi gned32,
npl sCam dMeMol ndex Unsi gned32,
npl sCanl dMeNane SnnpAdmi nStri ng,
npl sCam dMeMpl f | ndex I nt erfacel ndexOr Zer o,
npl sCam dMeSour ceMepl ndex Unsi gned32,
npl sCam dMeSi nkMepl ndex Unsi gned32,
npl sCam dMeMpType | NTEGER,
npl sCanml dMeMepDi recti on | NTEGER,
npl sCaml dMeSer vi cePoi nt er RowPoi nt er,
npl sCanm dMeRowSt at us RowSt at us,
npl sCaml dMeSt or ageType St or ageType
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npl sCanl dMel ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Uniquely identifies an ME index within a MEG  Managers
shoul d obtain new values for row creation in this table by
readi ng npl sCaml dMel ndexNext . "

c:= { npl sCam dMeEntry 1 }

nmpl sCam dMeMpl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"I ndi cates the Miintenance Point (MP) index that is used to
create nultiple MEPs in a node of a single ME. The val ue
of this object can be the MEP index or the MP index.
Managers shoul d obtain new values for row creation in this
tabl e by readi ng npl sCam dMeMol ndexNext . "

c:= { npl sCam dMeEntry 2 }

nmpl sCaml dMeNanme OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..48))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object denotes the ME nane. Each ME has a unique
name within a MEG "
.= { nplsCam dMeEntry 3 }

npl sCam dMeMol f | ndex OBJECT- TYPE

SYNTAX I nt er f acel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"I ndi cates the MP interface.

If the npl sCam dMegMpLocati on obj ect val ue

is perNode (1), the MP interface index should point

to the incom ng interface or outgoing interface, or

be zero (to indicate that the MP OAM packets are initiated
fromthe forwardi ng engine).

If the npl sCam dMegMpLocati on object value is

perinterface (2), the MP interface index should point to
the incom ng interface or outgoing interface."
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REFERENCE
"1. RFC 6371: Operations, Administration, and M ntenance
Framewor k for MPLS-Based Transport NetworKks,
Sept ember 2011.
2. RFC 2863: The Interfaces G oup MB, June 2000."
DEFVAL { 0 }
::= { nplsCam dMeEntry 4 }

npl sCam dMeSour ceMepl ndex OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I ndi cates the source MEP i ndex of the ME. This object
shoul d be configured if the npl sCam dMegOper at or Type obj ect
in the npl sCam dMegEntry is configured as iccBased (2).

If the MEGis configured for an | P-based operator,
the value of this object should be set to zero, and the

MEP IDwill be automatically derived fromthe service
identifiers (MPLS-TP LSP/PWldentifier)."
DEFVAL { 0 }

::={ nplsCam dMeEntry 5 }

npl sCanml dMeSi nkMepl ndex OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indi cates the sink MEP index of the ME. This object

shoul d be configured if the npl sCam dMegOper at or Type obj ect
in the nplsCam dMegEntry is configured as iccBased (2).

If the MEGis configured for an | P-based operator,

the value of this object should be set to zero, and the

MEP IDwill be automatically derived fromthe service
identifiers (MPLS-TP LSP/PWIldentifier)."
DEFVAL { 0 }

::= { nplsCam dMeEntry 6 }
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npl sCanm dMeMpType OBJECT- TYPE

nmp

et al.

SYNTAX | NTEGER {
nmep (1),
mp (2)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indicates the MP type within the MEG

January 2016

The obj ect shoul d have the value mep (1) only in the
i ngress or egress nodes of the transport path.

The object can have the value nip (2)

in the

i nternedi ate nodes and possibly in the egress nodes

of the transport path.”
DEFVAL { mep }
.= { nplsCam dMeEntry 7 }

sCam dMeMepDi recti on OBJECT- TYPE

SYNTAX | NTEGER {
up (1),
down (2),
not Appl i cabl e (3)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indi cates the direction of the MEP

Thi s obj ect

shoul d be configured if nplsCam dMeMpType is configured

as mep (1);
DEFVAL { down }
c:= { npl sCam dMeEntry 8 }

sCam dMeSer vi cePoi nter OBJECT- TYPE
SYNTAX RowPoi nt er

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

ot herw se,

not Appl i cabl e (3)

is set."

"This variable represents a pointer to the MPLS-TP

transport path.

This val ue MJST point at an entry in the

npl sTunnel Entry i f npl sCam dMegSer vi cePoi nt er Type

is configured as tunnel (1),
or at an entry in the pwentry if

I'sp (2),

or section (4),

npl sCam dMegSer vi cePoi nt er Type is configured

as pseudowire (3).

St andards Track
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Note: This service pointer object is placed in the ME table
instead of the MEG table, since it will be useful in the
poi nt-to-mul ti point case, where each ME will point to
di fferent branches of a point-to-nultipoint tree."

::={ npl sCam dMeEntry 9 }

npl sCanm dMeRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or delete
arowinthis table. Wen arowinthis table is in the
active(l) state, no objects in that row can be nodified
by the agent except nplsQanl dMeRowSt at us. "

::={ nplsCam dMeEntry 10 }

npl sCanl dMeSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this object.
Conceptual rows having the val ue 'pernmanent’
need not allow wite access to any col umar
objects in the row"
DEFVAL { volatile }
::={ nplsCam dMeEntry 11 }

-- End of MPLS Transport Profile ME table

-- End of MPLS-TP OAM t abl es
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-- Notification definitions of MPLS-TP identifiers

mpl sCanl dDef ect Condi ti on NOTI FI CATI ON- TYPE
OBJECTS {
npl sCaml dMegNane,
npl sCanl dMeNane,
npl sCam dMegQper St at us,
npl sCam dMegSubQper St at us
}
STATUS current
DESCRI PTI ON
"This notification is sent whenever the operational
status of the MEG is changed."
::={ nplsCam dNotifications 1 }

-- End of notifications

-- Modul e conpli ance

npl sCanl dConpl i ances
OBJECT | DENTI FI ER : :

{ mpl sCam dConf ormance 1 }

npl sCanl dGr oups
OBJECT | DENTI FI ER : :

{ mpl sCam dConf ormance 2 }
-- Compliance requirement for fully conpliant inplenentations

npl sCam dModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON " Conpl i ance statenment for agents that provide full
support for the MPLS-TP-OAM STD-M B. Such devi ces

can then be nonitored and al so be configured
using this MB nodule."

MODULE IF-M B -- The Interfaces G oup MB, RFC 2863
MANDATORY- GROUPS {

i f General | nformati onG oup,

i f Count er Di sconti nuityG oup
}

MODULE -- this nodul e
MANDATORY- GROUPS {
npl sCam dMegG oup,
npl sCam dMeGr oup
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GROUP npl sCaml dNoti fi cati onObj ect sG oup

DESCRI PTION "This group is only mandatory for those
i mpl ementations that can efficiently inplenent
the notifications contained in this group.”

GROUP npl sCaml dNoti fi cati onG oup

DESCRI PTION "This group is only mandatory for those
i mpl ementations that can efficiently inplenent
the notifications contained in this group."”

::= { npl sCam dCompl i ances 1 }
-- Compliance requirenment for read-only inplenentations

npl sCaml dMbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for agents that only provide
read-only support for the MPLS-TP- OAM STD-M B nodul e. "

MODULE -- this nodul e

MANDATORY- GROUPS {
npl sCanm dMegG oup,
npl sCam dMeGr oup

GROUP npl sCam dNoti fi cati onObj ect sG oup

DESCRI PTION "This group is only mandatory for those
i mpl enentations that can efficiently inplenent
the notifications contained in this group."

GROUP npl sCam dNoti fi cati onG oup

DESCRI PTION "This group is only mandatory for those
i npl enentations that can efficiently inplenment
the notifications contained in this group.”
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-- npl sCam dMegTabl e

OBJECT npl sCanl dMegNane
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT npl sCam dMegQper at or Type
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT npl sCaml dMegl dCc
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT npl sCanl dMegl dl cc
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT npl sCam dMegl dunt
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT npl sCam dMegSer vi cePoi nt er Type

M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT npl sCam dMeghplLocat i on
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT npl sCam dMegPat hFl ow
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT npl sCam dMegRowsSt at us
SYNTAX RowsSt atus { active(1l) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

et al. St andards Track
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OBJECT npl sCanl dMegSt or ageType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

-- npl sCam dMeTabl e

OBJECT npl sCaml dMeNane
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT npl sCanml dMeMol f | ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT npl sCanml dMeSour ceMepl ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT npl sCam dMeSi nkMepl ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sCam dMeMpType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sCam dMeMepDi recti on
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sCaml dMeSer vi cePoi nt er
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT npl sCanm dMeRowSt at us
SYNTAX RowsSt atus { active(1l) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
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OBJECT npl sCanl dMeSt or ageType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

;.= { nplsCanl dConpliances 2 }
-- Units of conformance

npl sCam dMegG oup OBJECT- GROUP
OBJECTS {
npl sCanl dMegl ndexNext ,
npl sCanl dMegNane,
npl sCam dMegQper at or Type,
npl sCam dMegl dCc,
npl sCam dMegl dl cc,
npl sCam dMegl dUnt,
npl sCanl dMegSer vi cePoi nt er Type,
npl sCam dMeghMpLocat i on,
npl sCam dMegQper St at us,
npl sCam dMegSubOper St at us,
npl sCam dMegPat hFl ow,
nmpl sCam dMegRowSt at us,
npl sCanl dMegSt or ageType

}
STATUS current
DESCRI PTI ON
"Col | ecti on of objects needed for
o= { nmplsCam dG oups 1 }
Aldrin, et al. St andards Track
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npl sCam dMeGroup OBJECT- GROUP
OBJECTS {

npl sCaml dMel ndexNext ,
npl sCam dMeMpl ndexNext ,
npl sCam dMeNane,
npl sCanl dMeMol f | ndex,
npl sCanl dMeSour ceMepl ndex,
npl sCam dMeSi nkMepl ndex,
npl sCam dMeMp Ty pe,
npl sCam dMeMepDi recti on,
npl sCam dMeSer vi cePoi nt er,
npl sCanl dMeRowSt at us,
npl sCanl dMeSt or ageType

}
STATUS current
DESCRI PTI ON
"Col | ection of objects needed for MPLS ME information."
.= { nplsCam dG oups 2 }

npl sCaml dNoti fi cati onObj ect sG oup OBJECT- GROUP
OBJECTS {
npl sCam dMegQper St at us,
npl sCam dMegSubQOper St at us

}
STATUS current
DESCRI PTI ON
"Col | ection of objects needed to inplenent notifications."
::={ nplsCam dG oups 3 }

npl sCanl dNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
npl sCaml dDef ect Condi ti on

}
STATUS current
DESCRI PTI ON
"Set of notifications inplenmented in this nodule."
.= { nplsCam dG oups 4 }

END
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8. Security Considerations

This MB relates to a systemthat will provide network connectivity
and packet forwarding services. As such, inproper manipul ation of
the objects represented by this MB may result in denial of service
to a |l arge nunber of end-users.

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection opens devices to attack

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

- The npl sCam dMegTabl e and t he npl sCam dMeTabl e col | ectively show
the MPLS OAM characteristics. |f an adm nistrator does not want to
reveal this information, then these tables should be considered
sensi tive/ vul nerabl e.

SNWP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/ change/create/delete) the objects in this
M B nodul e.

| mpl ement ati ons SHOULD provide the security features described by the
SNWPv3 framework (see [RFC3410]), and inplenentations claimng
conpliance to the SNWPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |nplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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9.

9.

10.

10.

| ANA Consi der ati ons

As described in [ RFC4221] and [ RFC6639], and as requested in the
MPLS-TC- STD-M B [ RFC3811], MPLS-rel ated Standards Track M B nodul es
shoul d be rooted under the nplsStdM B subtree. The foll ow ng
subsection lists a new assignment that has been nade by | ANA under
the npl sStdM B subtree for the MPLS-OAM | D- STD-M B nodul e defined in
this docunment. New assignnents can only be made via a Standards
Action as specified in [ RFC5226] .

| ANA Considerations for MPLS-OAM I D-STD-M B

| ANA has to assign the OD{ nplsStdMB 21 } to the
MPLS- OAM | D- STD- M B nodul e specified in this docunent.
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