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Dynamic Al |l ocation of Shared |Pv4 Addresses

Abst ract

This menmo describes the dynamic allocation of shared | Pv4 addresses
to clients using DHCPv4. Address sharing allows a single |Pv4
address to be allocated to multiple active clients sinmultaneously,
with each client being differentiated by a unique set of transport-

| ayer source port nunbers. The necessary changes to existing DHCPv4
client and server behavior are described, and a new DHCPv4 option for
provisioning clients with shared | Pv4 addresses is included.

Due to the nature of |IP address sharing, sonme limtations to its
applicability are necessary. This nenpo describes these limtations
and recommends suitabl e architectures and technol ogi es where address
sharing may be utilized.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docurment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7618
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1

| ntroducti on

The shortage of avail able public |IPv4 addresses neans that it is not
al ways possible for operators to allocate a full 1Pv4 address to
every connected device. This problemis particularly acute while an
operator is mgrating fromtheir existing, native |Pv4d network to a
native IPv6 network with | Pv4 provided as an overlay service. During
this phase, public |IPv4 addresses are needed to provide for both

exi sting and transition networKks.

Two main types of solutions have energed to address the problem (see
Appendi x A of [RFC6269]):

1. Deploying Carrier-Gade Network Address Transl ation devices
(CGNs) [ RFC6888] .

2. Distributing the same public I Pv4 address to multiple clients
di fferentiated by non-overl appi ng Layer 4 port sets.

This meno focuses on the second category of solutions.

[ RFC7341] introduces a "DHCP 406 server", which offers dynamc

| easing for I Pv4 addresses to clients as described in DHCPv4

[ RFC2131], but transported within a DHCPv6 nmessage flow. This neno
specifies a new DHCPv4 option -- OPTI ON_ V4 PORTPARAMS -- and
describes how it can be used for the dynam c | easing of shared |IPv4
addr esses.

Al t hough DHCPv4 over DHCPv6 is used as the underlying DHCPv4
transport mechani smthroughout this document, OPTI ON V4_ PORTPARAMS as
a DHCPv4 option nmay al so be used in other solutions, if required.

Applicability Statenent

The solution allows multiple hosts to be sinultaneously allocated the
sane | P address. As the IP address is no longer a unique identifier
for a host, this solution is only suitable for specific architectures
based on the Address plus Port nodel (A+P) [RFC6346]. Specifically,
this docunment presents a solution that applies to [ RFC7596] and
certain configurations of [RFC7597] (e.g., Enbedded Address bit
(EA-bit) length set to 0).

The sol ution should only be used on point-to-point |inks, tunnels,
and/or in environments where authentication at the link layer is
performed before | P address assignnent. It is not suitable for
networ k access over shared media (e.g., Ethernet, WAN, cable).
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3.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ter m nol ogy
Thi s docunent uses the follow ng terns:

Shared |1 Pv4 address: An IPv4 address with a restricted Layer 4
port set.

Port Set ID (PSID): Identifier for a range of ports assigned to a
DHCP cli ent.

Functi onal Overvi ew

Functionally, the dynam c allocation of shared |Pv4 addresses by the
DHCP 406 server is simlar to the dynanmic allocation process for
"full" 1 Pv4 addresses as described in [ RFC2131]. The essentia
difference is that the DHCP 406 server can allocate the sanme |Pv4
address to nore than one DHCP 406 client sinultaneously, providing
that each shared-address allocation also includes a range of Layer 4
source ports unique to that address (i.e., the conbined tuple of |Pv4
address and Port Set IDis to be unique for each active |ease).

The DHCP 406 client inmplenments OPTI ON _V4_PORTPARAMS (descri bed

bel ow), which is a DHCPv4 option containing PSID information. The
client includes this option within the Paraneter Request List option
[ RFC2132] in its DHCPv4 DHCPDI SCOVER and DHCPREQUEST nessages,
indicating its support for shared, dynam c address leasing to the
DHCP 406 server.

OPTI ON_V4_PORTPARAMS is also inplemented by the server to identify
clients that support shared, dynam c address leasing. Wth this
option, the server can dynamically allocate PSIDs to clients and

mai ntai n shared | Pv4 address | eases. The server then nanages uni que
client | eases based on the |Pv4 address and PSID tuple, instead of
using only the | Pv4 address.

In the event that a client capable of dynam c, shared addressing
receives nmore than one DHCP 406 offer, where a received offer does
not contain OPTION V4 PORTPARAMS (i.e., it is an offer for a ful

| Pv4 address), then the client SHOULD prefer the full |1Pv4 offer over
the shared |1 Pv4 address offer(s), unless specifically configured

ot herw se.
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6.

Client-Server Interaction

The foll owi ng DHCPv4 nessage flow is transported within the
DHCPv4- query and DHCPv4-response nessages as described in DHCPv4 over
DHCPv6 [ RFC7341].

1

Cui ,

When the client constructs the DHCPv4 DHCPDI SCOVER nessage to be
transported within the DHCPv4-query nessage, the DHCPDI SCOVER
message MUST include the client identifier option (constructed as
per [RFC4361]) and the Parameter Request List option with the
code OPTI ON V4 PORTPARAMS. The client MAY insert an

OPTI ON_V4_PORTPARAMS with preferred values in related fields as a
suggestion to the DHCP 406 server.

DHCP 406 servers that receive the DHCPDI SCOVER nessage and
support shared | Pv4 addresses respond with a DHCPOFFER nessage
with the shared | Pv4 address in the yiaddr field, and they MJST
add an OPTI ON_V4_PORTPARANMS option containing an avail abl e
restricted port set. |f the DHCPDI SCOVER i ncl uded an

OPTI ON_V4_PORTPARAMS option containing a non-zero PSID-1en field,
the DHCP 406 server MAY allocate a port set of the requested size
to the client (depending on policy). The DHCPOFFER nessage is
then encapsul ated in the DHCPv4-response nessage and sent to the
client.

The client evaluates all received DHCPOFFER nessages and sel ects
one (e.dg., based on the configuration paraneters received, such
as the size of the offered port set). The client then sends a
DHCPREQUEST encapsul ated in the DHCPv4-query message contai ni ng
the correspondi ng OPTI ON_V4_PORTPARAMS recei ved in the DHCPOFFER
nessage.

The server identified in the DHCPREQUEST nessage creates a

bi nding for the client. The binding includes the client
identifier, the I1Pv4 address, and the PSID. These paraneters are
used by both the server and the client to identify a |lease in any
DHCP nessage. The server MJST respond wi th a DHCPACK nessage
cont ai ni ng OPTI ON_V4_ PORTPARAMS for the requesting client.

On recei pt of the DHCPACK message with the configuration
paraneters, the client MJUST NOT perform an in-use probe on the
address, such as ARPing for a duplicate all ocated address.

If the client chooses to relinquish its | ease by sending a
DHCPRELEASE nessage, the client MUST include the | eased network
address and OPTI ON_V4_PORTPARAMS (with the allocated PSID) to
identify the | ease to be rel eased.
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In the case where the client has stored the previously allocated
address and restricted port set, the logic described in Section 3.2
of [RFC2131] MJST be followed on the condition that the client’s
source | Pv6 address for DHCP 406 does not change. Note that this
corresponds to the I NI T-REBOOT state defined in [ RFC2131]. The
client MUST include the OPTI ON V4 PORTPARAMS with the requested
port-set information in the nessage flow, which starts with a
DHCPREQUEST nessage. |If the client’s DHCP 406 | Pv6 source address
is changed for any reason, the client MJST re-initiate the DHCP 406
shar ed- address provi sioni ng process by sending a

DHCPDI SCOVER nessage

7. dient Behavior

A DHCP 406 client sending a DHCPDI SCOVER nessage for a shared |Pv4
address MJST include the OPTI ON_V4_PORTPARAMS Option Code in the
Par amet er Request List option. |If a client has previously been
successfully allocated an | Pv4 address and PSID, the client’s

DHCPDI SCOVER nessage MAY include the Requested | P Address option
along with an OPTI ON_V4_PORTPARAMS to request that a specific |Pv4
address and PSID be reassigned. Alternatively, the client MAY onit
the Requested | P Address option but include an OPTI ON_V4_PORTPARAMS
with a non-zero value in only the PSID-len field, as a hint to the
server for the preferred size of the port set.

A client that requests OPTI ON V4 PORTPARAMS but recei ves DHCPOFFER
and DHCPACK nessages w t hout OPTI ON_V4_PORTPARAMS SHOULD proceed as
described in Section 9 of [RFC7341] and configure a full |Pv4 address
with no address sharing (see Section 8.1).

When recei ving a DHCPACK nessage contai ni ng OPTI ON_V4_PORTPARAMS, the
client MJUST use the received explicit PSID for configuring the
interface for which the DHCP 406 request was mnade.

The client MJUST NOT probe a newy received | Pv4 address (e.g., using
ARP) to see if it is in use by another host.

When the client renews or releases its DHCP | ease, it MJST include
the offset, PSID length, and PSID val ues in OPTI ON_V4_PORTPARAMS, and
send it to the server within correspondi ng DHCPv4 nessages.

In the event that the client’s DHCP 406 | Pv6 source address is
changed for any reason, the client MIST re-initiate the DHCP 406
shar ed- address provi sioni ng process by sendi ng a DHCPDI SCOVER
nmessage.
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7.1. Restrictions to dient Usage of a Shared | Pv4 Address

As a single | Pv4d address is being shared between a nunber of
different clients, the allocated shared address is only suitable for
certain uses. The client MJST inplenment a function to ensure that
only the allocated Layer 4 ports of the shared | Pv4 address are used
for sourcing new connections or accepting inbound connections.

The client MJUST apply the following rules for all traffic destined
to, or originating from the shared |Pv4 address:

o The client MJST use only port-aware protocols (e.g., TCP, UDP, the
Dat agr am Congesti on Control Protocol (DCCP)) and be | CVMP conpli ant
with [ RFC5508].

o Al connections originating fromthe shared | Pv4 address MJST use
a source port taken fromthe allocated restricted port set.

o The client MJUST NOT accept inbound connections on ports outside of
the allocated restricted port set.

In order to prevent addressing conflicts that could arise fromthe
al l ocation of the sane | Pv4 address, the client MJST NOT use the
received restricted | Pv4 address to perform ARP operati ons.

The mechani sm by which a client inplenents the above rules is out of
scope for this docunent.

In the event that the DHCPv4-over-DHCPv6 configurati on nechani sm
fails for any reason, the client MJST NOT configure an |Pv4
i nk-1ocal address [RFC3927] (taken fromthe 169.254.0.0/ 16 range).

8. Server Behavi or

The DHCP 406 server MJST NOT reply with OPTI ON_V4_PORTPARAMS unl ess
the client has explicitly listed the Option Code in the Paraneter
Request List (Option 55) [RFC2132].

The DHCP 406 server SHOULD reply with OPTI ON_V4_PORTPARAMS if the
client includes OPTION V4 _PORTPARAMS in its Paraneter Request List.
In order to achi eve dynam c managenent of shared | Pv4 addresses, the
server is required to inplenent an address and port-set pool that
provi des the sane function as the address pool in a regular DHCP
server. Also, the server uses the conbination of address and PSID as
the key for maintaining the state of a | ease and for searching for an
avai |l abl e | ease for assignment. The |easing database is required to
i nclude the IPv4 address, PSID, and client identifier of the
requesting client.
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When a server receives a DHCPDI SCOVER nessage with

OPTI ON_V4_ PORTPARAMS in the Paraneter Request List option, the server
deternmines an | Pv4 address with a PSID for the requesting client. |If
an | Pv4 address with a PSID is available, the server SHOULD fol |l ow
the logic belowto select which specific address and PSID to
provision to the client. The logic is simlar to that described in
Section 4.3.1 of [RFC2131].

o The client’'s current address with the PSID, as recorded in the
client’s current |ease binding, ELSE

o The client’s previous address with the PSID, as recorded in the
client’s (expired or released) binding, if that address with PSID
is in the server’'s pool of avail able addresses and PSI Ds, and not
al ready all ocated, ELSE

o The address requested in the Requested |IP Address option al ong
with the PSID paraneters requested in the OPTI ON V4 PORTPARAMS, if
that pair of address and PSID is valid and not already all ocated,
ELSE

0o A new address with a PSID allocated fromthe server’s pool of
avai |l abl e addresses and PSI Ds.

Upon recei pt of a DHCPRELEASE nmessage with OPTI ON V4 _PORTPARAMS, the
server searches for the | ease using the address in the ciaddr field

and the PSID information in the OPTI ON_V4_PORTPARAMS, and narks the

| ease as unallocated if a record (matching that PSID) is naintained

by the server for that client.

The port-set assignnent MUST be coupled with the address assi gnnent
process. Therefore, the server MJST assign the address and port set
in the same DHCP nessage.

VWhen defining the pools of |Pv4 addresses and PSIDs that are
available to lease to clients, the server MJST inplenment a nechani sm
to reserve sone port ranges (e.g., 0-1023) fromallocation to
clients. The reservation policy SHOULD be confi gurable.
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8.1. Leasing Shared and Non-Shared | Pv4 Addresses froma Single
DHCP 406 Server

A single DHCP 406 server may serve clients that do not support

OPTI ON_V4_PORTPARAMS, as well as those that do. As the rules for the
all ocation of shared addresses differ fromthe rules for full IPv4
address assignnment, the DHCP 406 server MJST inplenment a nmechanismto
ensure that clients not supporting OPTI ON V4 PORTPARAMS do not
recei ve shared addresses. For exanple, two separate |Pv4 addressing
pool s could be used, one of which allocates | Pv4 addresses and PSI Ds
only to clients that have requested them

If the server is only configured with address pools for shared-
address allocation, it MJST discard requests that do not contain
OPTI ON_V4_PORTPARAMS i n the Parameter Request List option

A server configured with non-shared address pools can be instructed
to honor received requests that contain OPTI ON V4 PORTPARAMS in the
Par amet er Request List option (that is, ignore OPTI ON V4 PORTPARANMS
and serve the requesting clients with non-shared | Pv4 addresses).

9. DHCPv4 Port Paraneters Option

The neani ngs of the offset, PSID-len, and PSID fields of the DHCPv4
Port Paraneters option are identical to those of the offset,
PSID-1en, and PSID fields of the S46 Port Paraneters option
(Section 4.5 of [RFC7598]). The use of the sane encoding in both
options is meant to ensure conpatibility with existing port-set

i mpl enent ati ons.

The format of OPTI ON V4 _PORTPARAMS is shown in Figure 1
0 1

0 1 2 3 45 6 7 8 9 0 1 2 3 4 5
T S i S i S

| option-code | option-len

I S T e S T T SRS e R S
| of f set | PSI D-| en |
R T T S i i i e S e S e e
| PSI D |

T T T i (I gy S
Figure 1. DHCPv4 Port Paraneters Option
o option-code: OPTI ON V4 _PORTPARAMS (159)

o option-len: 4
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10.

o offset: PSID offset. 8-bit field that specifies the numeric val ue
for the excluded port range/offset bits ("a bits), as per
Section 5.1 of [RFC7597]. Allowed val ues are between 0 and 15,
with the default value being 6 for MAP-based inpl enentati ons.
This paraneter is unused by a Lightweight 4over6 client and should
be set to O.

o PSID-len: Bit length value of the nunber of significant bits in
the PSID field (al so known as "k'). Wen set to O, the PSID field
is to be ignored. After the first "a bits, there are k bits in
the port nunber representing the value of PSID. Subsequently, the
address-sharing ratio woul d be 27k.

o PSID Explicit 16-bit (unsigned word) PSID value. The PSID val ue
algorithmically identifies a set of ports assigned to a client.
The first k bits on the left of this 2-octet field indicate the
PSI D value. The remaining (16 - k) bits on the right are padding
zeros.

Section 5.1 of [RFC7597] provides a full description of how the PSID
is interpreted by the client.

In order to exclude the system ports ([RFC6335]) or ports reserved by
| SPs, the forner port sets that contain well-known ports MJST NOT be
assi gned unl ess the operator has explicitly configured otherw se
(e.g., by allocating a full |Pv4 address).

Security Consi derations

The security considerations described in [RFC2131] and [ RFC7341] are
al so potentially applicable to this solution. Unauthorized DHCP 406
servers in the network could be used to stage an anplification attack
or to supply an invalid configuration, |eading to service disruption
The risks of these types of attacks can be reduced by using unicast
DHCP 406 nmessage flows (enabl ed by supplying DHCP 406 server unicast
addresses within the OPTI ON DHCP4_ O DHCP6 SERVER option [ RFC7341]).

A malicious user could attenpt a DoS attack by requesting a | arge
nunber of | Pv4 address (or fractional address) and port-set

al | ocations, exhausting the avail abl e addresses and port sets for
other clients. This can be nmitigated by inplenenting, on each
applicabl e custoner site, a DHCP 406 address all ocation policy that
limts the nunber of sinultaneously active |Pv4d |leases for clients
whose requests originate fromthat custoner site.

The purpose of the client identifier option is to ensure that the
same client retains the sanme paraneters over time. However, this
interferes with the client’s privacy, as it allows the server to
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10.

11.

12.

12.

track the client. Cients can manage their |evel of exposure by
controlling the value of the client identifier, thereby trading off
stability of paraneter allocation for privacy. W expect that

gui dance on this trade-off will be discussed in a future version of
[ DHCP- Anonymi ty] .

Addi tional security considerations are discussed in Section 10 of
[ RFC7597] and Section 9 of [RFC7596].

1. Port Random zati on

Preserving port random zation [ RFC6056] may be nore difficult because
the host can only random ze the ports inside a fixed port range (see
Section 13.4 of [RFC6269]).

More di scussion regarding inproving the robustness of TCP agai nst
blind i n-w ndow attacks can be found in [RFC5961]. To provide
protection agai nst attacks, neans other than (IPv4) source port
random zati on should be used (e.g., use [RFC5961] to inprove the
robust ness of TCP agai nst blind in-w ndow attacks, or use |Pv6).

| ANA Consi derations
| ANA has assigned the foll owing new DHCPv4 Option Code in the

regi stry naintai ned at
<http://ww. i ana. or g/ assi gnment s/ boot p- dhcp- par anet er s/ >:

Opti on Nane Tag Data Meani ng
Length
OPTI ON_V4_PORTPARAMS 159 4 This option is used to configure a
set of ports bound to a shared | Pv4
addr ess.
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