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Abst ract

Thi s docunent describes several Network Address Transl ator (NAT)
traversal techniques that were considered to be used for establishing
the RTP nedia flows controlled by the Real -Time Stream ng Protoco
(RTSP). Each technique includes a description of howit would be
used, the security inplications of using it, and any ot her depl oynent
considerations it has. There are also discussions on how NAT
traversal techniques relate to firewalls and how each techni que can
be applied in different use cases. These findings were used when

sel ecting the NAT traversal for RTSP 2.0, which is specified in a
separ at e docunent.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7604.
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1

| ntroducti on

Today there is a proliferating depl oynent of different types of

Net wor k Addr ess Transl ator (NAT) boxes that in nany cases only

| oosely foll ow standards [ RFC3022] [RFC2663] [RFC3424] [RFCA787]

[ RFC5382]. NATs cause discontinuity in address real ns [ RFC3424];
therefore, an application protocol, such as the Real -Tine Stream ng
Protocol (RTSP) [RFC2326] [RTSP], needs to deal with such

di scontinuities caused by NATs. The problemis that, being a nedia
control protocol nanagi ng one or nore nedia streanms, RTSP carries
networ k address and port information within its protocol nessages.
Because of this, even if RTSP itself, when carried over the

Transm ssion Control Protocol (TCP) [RFC793], for exanple, is not

bl ocked by NATs, its nedia streans may be bl ocked by NATs. This will
occur unl ess special protocol provisions are added to support NAT
traversal .

Li ke NATs, firewalls are al so mi ddl eboxes that need to be considered.
Firewal | s hel p prevent unwanted traffic fromgetting in or out of the
protected network. RTSP is designed such that a firewall can be
configured to |l et RTSP-controlled nmedia streans go through with
[imted inplenentation effort. The effort needed is to inplement an
Application Level Gateway (ALG) to interpret RTSP paraneters. There
is also a large class of firewalls, comonly hone firewalls, that use
a filtering behavior that appears to be the sane as what NATs have.

This type of firewall will be successfully traversed using the sane
solution as enpl oyed for NAT traversal, instead of relying on an RTSP
ALG  Therefore, firewalls will also be discussed and some inportant

di fferences hi ghlighted.

Thi s docunent describes several NAT traversal nechanisns for RTSP-

controll ed nmedia streaming. Many of these NAT solutions fall into

the category of "UNil|lateral Self-Address Fixing (UNSAF)" as defined
in [ RFC3424] and quot ed bel ow

[ UNSAF] is a process whereby sone originating process attenpts to
determ ne or fix the address (and port) by which it is known -
e.g. to be able to use address data in the protocol exchange, or
to advertise a public address fromwhich it will receive

connecti ons.

Fol | owi ng the guidelines spelled out in RFC 3424, we describe the
requi red RTSP extensions for each nethod, transition strategies, and
security concerns. The transition strategies are a discussion of how
and if the nethod encourages a nove towards not having any NATs on
the path.
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Thi s docunent is capturing the evaluation done in the process to
recommend firewal |/ NAT traversal nmethods for RTSP streaning servers
based on [RFC2326] as well as the RTSP 2.0 core specification [ RTSP].
The eval uation is focused on NAT traversal for the nedia streans
carried over the User Datagram Protocol (UDP) [RFC/68] with RTP

[ RFC3550] over UDP being the main case for such usage. The findings
shoul d be applicable to other protocols as |ong as they have simlar
properties.

At the time when the bulk of work on this document was done, a single
| evel of NAT was the dom nant depl oynent for NATs, and nultiple

| evel s of NATs, including Carrier-Gade NATs (CGA\s), were not

consi dered. Thus, any characterizations or findings my not be
applicable in such scenarios, unless CGN or multiple levels of NATs
are explicitly noted.

An RTSP NAT traversal mechani sm based on Interactive Connectivity
Establishment (ICE) is specified in "A Network Address Transl at or
(NAT) Traversal Mechanismfor Media Controlled by Real -Tinme Stream ng
Protocol (RTSP)" [ RTSP-NAT].

1.1. Network Address Transl ators

We begin by reviewing two quotes from Section 3 in "Network Address
Transl ation (NAT) Behavi oral Requirenments for Unicast UDP" [ RFC4787]
concerning NATs and their termn nol ogy:

Readers are urged to refer to [RFC2663] for information on NAT
taxonony and term nology. Traditional NAT is the nbst comon type
of NAT device deployed. Readers may refer to [ RFC3022] for
detailed information on traditional NAT. Traditional NAT has two
main varieties -- Basic NAT and Network Address/Port Transl ator

( NAPT) .

NAPT is by far the nmpbst conmonly depl oyed NAT device. NAPT all ows
nmultiple internal hosts to share a single public |IP address

si mul taneously. Wen an internal host opens an outgoing TCP or
UDP session through a NAPT, the NAPT assigns the session a public
| P address and port number, so that subsequent response packets
fromthe external endpoint can be received by the NAPT,

transl ated, and forwarded to the internal host. The effect is
that the NAPT establishes a NAT session to translate the (private
| P address, private port nunber) tuple to a (public |IP address,
public port nunber) tuple, and vice versa, for the duration of the
session. An issue of relevance to peer-to-peer applications is
how t he NAT behaves when an internal host initiates nultiple

si mul t aneous sessions froma single (private IP, private port)
endpoint to nmultiple distinct endpoints on the external network.
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In this specification, the term"NAT" refers to both "Basic NAT"
and "Network Address/Port Translator (NAPT)".

Thi s docunent uses the term "Address and Port Mappi ng" as the
transl ati on between an external address and port and an interna
address and port. Note that this is not the sane as an "address
bi ndi ng" as defined in RFC 2663.

Note: In the above text, it would be nore correct to use an
external | P address instead of a public |IP address. The externa
| P address is conmonly a public one, but it mght be of another
type if the NAT's external side is in a private address domain

In addition to the above quote, there exists a nunber of address and

port mappi ng behaviors described in nore detail in Section 4.1 of
[ RFCA787] that are highly relevant to the discussion in this
docunent .

NATs al so have a filtering behavior on traffic arriving on the
external side. Such behavior affects how well different nethods for
NAT traversal works through these NATs. See Section 5 of [RFC4787]
for more information on the different types of filtering that have
been identified.

1.2. Firewalls

Afirewall is a security gateway that enforces certain access contro
policies between two network adm nistrative domains: a private donain
(intranet) and an external domain, e.g., the Internet. Mny

organi zations use firewalls to prevent intrusions and nalicious
attacks on conputing resources in the private intranet [RFC2588].

A conparison between NAT and a firewall is given bel ow

1. Afirewall sits at security enforcenent/protection points, while
NAT sits at borders between two address donmins.

2. NAT does not in itself provide security, although sone access
control policies can be inplenmented using address translation
schenes. The inherent filtering behaviors are commonly ni st aken
for real security policies.

It should be noted that nany NAT devices intended for Residential or

Smal| O fice, Home OfFfice (SOHO) use include both NATs and firewall
functionality.
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1.3. dossary

Addr ess- Dependent Mappi ng: The NAT reuses the port mapping for

subsequent packets sent fromthe sane internal |IP address and
port to the same external |P address, regardl ess of the
external port; see [RFC4787].

Address and Port-Dependent Mapping: The NAT reuses the port napping

ALG

Endpo

| CE:

DoS:
DDoS:
NAT:
NAPT:
RTP:
RTSP
RTT:
SDP:

SSRC:

for subsequent packets sent fromthe sanme internal |P address
and port to the same external |P address and port while the
mapping is still active; see [RFC4787].

Application Level Gateway is an entity that can be enbedded in
a NAT or other niddlebox to performthe application |ayer
functions required for a particular protocol to traverse the
NAT/ m ddl ebox.

nt - I ndependent Mappi ng: The NAT reuses the port napping for
subsequent packets sent fromthe sane internal |IP address and
port to any external |IP address and port; see [RFC4787].
Interactive Connectivity Establishnent; see [ RFC5245].

Donmai n Name Service

Deni al of Service

Di stributed Denial of Service

Net wor k Address Transl ator; see [ RFC3022].

Net wor k Address/ Port Transl ator; see [ RFC3022].

Real - Ti me Transport Protocol; see [ RFC3550].

Real -Time Stream ng Protocol; see [ RFC2326] and [RTSP].

Round Trip Tines

Session Description Protocol; see [RFC4566].

Synchroni zation source in RTP;, see [ RFC3550].
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2. Detecting the Loss of NAT Mappi ngs

Several NAT traversal techniques in the next chapter make use of the
fact that the NAT UDP mapping’'s external address and port can be

di scovered. This information is then utilized to traverse the NAT
box. However, any such information is only good while the mapping is
still valid. As the |AB's UNSAF docunent [RFC3424] points out, the
mappi ng can either tineout or change its properties. It is therefore
i mportant for the NAT traversal solutions to handle the [oss or
change of NAT mappi ngs, according to RFC 3424.

First, since NATs nmay al so dynam cally reclaimor readjust address/
port transl ations, "keep-alive" and periodic repolling may be
required according to RFC 3424. Second, it is possible to detect and
recover fromthe situation where the mappi ng has been changed or
renoved. The |oss of a mapping can be detected when no traffic
arrives for a while. Below we will give sone recommendati ons on how
to detect the | oss of NAT mappi ngs when using RTP/ RTCP under RTSP
control

An RTP session normally has both RTP and RTCP streans. The |oss of
an RTP mappi ng can only be detected when expected traffic does not
arrive. |If a client does not receive nedia data within a few seconds
after having received the "200 OK" response to an RTSP PLAY request
that starts the nedia delivery, it may be the result of a m ddl ebox
bl ocking the traffic. However, for a receiver to be nmore certain to
detect the case where no RTP traffic was delivered due to NAT
troubl e, one should nonitor the RTCP Sender reports if they are
recei ved and not also bl ocked. The sender report carries a field
telling how many packets the server has sent. |[|f that has increased
and no RTP packets have arrived for a few seconds, it is likely the
mappi ng for the RTP stream has been renoved

The [ oss of mapping for RTCP is sinpler to detect. RTCP is normally
sent periodically in each direction, even during the RTSP ready
state. |f RTCP packets are mssing for several RTCP intervals, the
mapping is likely lost. Note that if neither RTCP packets nor RTSP
nessages are received by the RTSP server for a while (default 60
seconds), the RTSP server has the option to delete the corresponding
RTP session, SSRC and RTSP session | D, because either the client can
not get through a m ddl ebox NAT/firewall, or the client is

mal f uncti oni ng.
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3.

Requi renents on Sol utions

This section considers the set of requirenments for the evaluation of
RTSP NAT traversal solutions.

RTSP is a client-server protocol. Typically, service providers
depl oy RTSP servers on the Internet or otherw se reachabl e address
realm However, there are use cases where the reverse is true: RTSP
clients are connecting fromany address real mto RTSP servers behind
NATs, e.g., in a home. This is the case, for instance, when hone
surveill ance cameras running as RTSP servers intend to stream vi deo
to cell phone users in the public address real mthrough a hone NAT.
In terns of requirenents, the prinmary issue to solve is the RTSP NAT
traversal problemfor RTSP servers deployed in a network where the
server is on the external side of any NAT, i.e., the server is not
behind a NAT. The server behind a NAT is desirable but of nuch | ower
priority.

| mportant considerations for any NAT traversal techni que are whether
any protocol nodifications are needed and where the inplenmentation
burden resides (e.g., server, client, or mddlebox). If the
incentive to get RTSP to work over a NAT is sufficient, it wll
notivate the owner of the server, client, or mddl ebox to update,
configure, or otherw se performchanges to the device and its
software in order to support NAT traversal. Thus, the questions of
who this burden falls on and how big it is are highly rel evant.

The list of feature requirenents for RTSP NAT sol utions are given
bel ow

1. Must work for all flavors of NATs, including NATs with Address
and Port - Dependent Filtering.

2. Mist work for firewalls (subject to pertinent firewal
adm ni strative policies), including those with ALGs.

3. Should have mininal inpact on clients not behind NATs and that
are not dual hosted. RTSP dual hosting nmeans that the RTSP
signaling protocol and the nedia protocol (e.g., RTP) are
i mpl enented on different computers with different |IP addresses.

* For instance, no extra protocol RTT before arrival of nedia.

4. Should be sinple to use/inplenment/adm nister so people actually
turn them on.

* Discovery of the address(es) assigned by NAT shoul d happen
automatically, if possible.
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5. Shoul d authenticate dual -hosted client’s nmedia transport receiver
to prevent usage of RTSP servers for DDoS attacks.

The | ast requirenment addresses the Distributed Denial -of - Service
(DDoS) threat, which relates to NAT traversal as expl ai ned bel ow.

Duri ng NAT traversal, when the RTSP server determ nes the nedia
destination (address and port) for the client, the result may be that
the IP address of the RTP receiver host is different than the IP
address of the RTSP client host. This poses a DDoS threat that has
significant anplification potentials because the RTP nedia streans in
general consist of a large nunber of |IP packets. DDoS attacks can
occur if the attacker can fake the nmessages in the NAT traversa
mechanismto trick the RTSP server into believing that the client’s
RTP receiver is located on a host to be attacked. For exanple, user
A may use his RTSP client to direct the RTSP server to send video RTP
streans to target.exanple.comin order to degrade the services

provi ded by target.exanple.com

Note that a sinple mitigation is for the RTSP server to disallowthe
cases where the client’s RTP receiver has a different | P address than
that of the RTSP client. This is recommended behavior in RTSP 2.0
unl ess other solutions to prevent this attack are present; see
Section 21.2.1 in [RTSP]. Wth the increased depl oyment of NAT

m ddl eboxes by operators, i.e., CG\, the reuse of an | P address on
the NAT' s external side by many custoners reduces the protection
provided. Also in sone applications (e.g., centralized
conferenci ng), dual -hosted RTSP/RTP clients have valid use cases.
The key is how to authenticate the nessages exchanged during the NAT
traversal process.

4. NAT-Traversal Techni ques

There exi sts a nunber of potential NAT traversal techniques that can
be used to allow RTSP to traverse NATs. They have different features
and are applicable to different topologies; their costs are al so
different. They also vary in security levels. |In the follow ng
sections, each technique is outlined with discussions on the
correspondi ng advant ages and di sadvant ages.

The survey of traversal techniques was done prior to 2007 and is
based on what was available then. This section includes NAT
traversal techniques that have not been formally specified anywhere
el se. This docunent nmay be the only publicly avail able specification
of some of the NAT traversal techniques. However, that is not a rea
barri er agai nst doing an evaluati on of the NAT traversal techniques.
Sone techni ques used as part of some of the traversal solutions have
been recomended agai nst or are no | onger possible due to the outcone
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of standardi zation work or their failure to progress within |IETF
after the initial evaluation in this document. For exanple, RTP
No- Op [ RTP-NO- OP] was a proposed RTP payload format that failed to be

specified; thus, it is not available for use today. In each such
case, the mssing parts will be noted and some basic reasons will be
gi ven.

4.1. Stand- Al one STUN
4.1.1. | nt roducti on

Session Traversal UWilities for NAT (STUN) [ RFC5389] is a
standardi zed protocol that allows a client to use secure neans to

di scover the presence of a NAT between itself and the STUN server.
The client uses the STUN server to di scover the address and port
mappi ngs assigned by the NAT. Then using the know edge of these NAT
mappi ngs, it uses the external addresses to directly connect to the
i ndependent RTSP server. However, this is only possible if the NAT
address and port nappi ng behavior is such that the STUN server and
RTSP server will see the sanme external address and port for the sane
i nternal address and port.

STUN is a client-server protocol. The STUN client sends a request to
a STUN server and the server returns a response. There are two types
of STUN nessages -- Binding Requests and Indications. Binding

Requests are used when determning a client’s external address and
soliciting a response fromthe STUN server with the seen address.

I ndications are used by the client for keep-alive nessages towards
the server and requires no response fromthe server.

The first version of STUN [ RFC3489] included categorization and
paraneteri zati on of NATs. This was abandoned in the updated version
[ RFC5389] due to it being unreliable and brittle. This particular
traversal method uses the renoved functionality described in RFC 3489
to detect the NAT type to give an early failure indication when the
NAT is showi ng the behavior that this method can't support. This

net hod al so suggests using the RTP No- Qp payl oad fornat [ RTP-NO OP]
for keep-alives of the RTP traffic in the client-to-server direction
This can be replaced with another form of UDP packet as will be
further discussed bel ow.

4.1.2. Using STUN to Traverse NAT wi thout Server Mbdifications

This section describes how a client can use STUN to traverse NATs to
RTSP servers without requiring server nodifications. Note that this
method has linmted applicability and requires the server to be

avail able in the external /public address realmin regards to the
client |ocated behind a NAT(S).
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Li m tations:

o The server nust be located in either a public address real mor the
next - hop external address realmin regards to the client.

o The client may only be | ocated behind NATs that perform Endpoint-
| ndependent or Address-Dependent Mappings (the STUN server and
RTSP server on the sane | P address). Cients behind NATs that do
Addr ess and Port-Dependent Mappi ngs cannot use this nethod. See
[ RFC4787] for the full definition of these terms.

o Based on the discontinued m ddl ebox classification of the repl aced
STUN specification [RFC3489]; thus, it is brittle and unreliable.

Met hod:

An RTSP client using RTP transport over UDP can use STUN to traverse
a NAT(s) in the follow ng way:

1

Use STUN to try to discover the type of NAT and the tineout

peri od for any UDP mapping on the NAT. This is reconmended to be
performed in the background as soon as | P connectivity is
established. |If this is performed prior to establishing a
stream ng session, the delays in the session establishment wll
be reduced. |If no NAT is detected, normal SETUP shoul d be used.

The RTSP client determ nes the nunber of UDP ports needed by
counti ng the nunber of needed nedia transport protocols sessions
inthe nultinmedia presentation. This information is available in
the nedi a description protocol, e.g., SDP [ RFC4566]. For
exanpl e, each RTP session will in general require two UDP ports:
one for RTP, and one for RTCP

For each UDP port required, establish a mapping and di scover the
public/external |IP address and port number with the help of the
STUN server. A successful mapping looks like: client’s |oca
address/ port <-> public address/port.

Performthe RTSP SETUP for each media. |In the Transport header,
the follow ng paraneter should be included with the given val ues:
"dest _addr" [RTSP] or "destination" + "client_port" [RFC2326]
with the public/external I P address and port pair for both RTP
and RTCP. To be certain that this works, servers nust allow a
client to set up the RTP streamon any port, not only even ports
and wi th non-contiguous port nunbers for RTP and RTCP. This
requires the new feature provided in RTSP 2.0 [RTSP]. The server
shoul d respond with a Transport header containing an "src_addr"
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or "source" + "server_port" paraneters with the RTP and RTCP
source | P address and port of the media stream

5. To keep the mappings alive, the client should periodically send
UDP traffic over all mappings needed for the session. For the
mappi ng carrying RTCP traffic, the periodic RTCP traffic is
i kely enough. For mappings carrying RTP traffic and for
mappi ngs carryi ng RTCP packets at too | ow of a frequency, keep-
al i ve messages shoul d be sent.

If a UDP mapping is |lost, the above discovery process nust be
repeated. The nedia stream al so needs to be SETUP again to change
the transport paraneters to the new ones. This will cause a glitch
i n medi a pl ayback

To all ow UDP packets to arrive fromthe server to a client behind an
Addr ess- Dependent or Address and Port-Dependent Filtering NAT, the
client nust first send a UDP packet to establish the filtering state
in the NAT. The client, before sending an RTSP PLAY request, nust
send a so-call ed hol e-punchi ng packet on each mapping to the IP
address and port given as the server’s source address and port. For
a NAT that only is Address-Dependent Filtering, the hol e-punching
packet could be sent to the server’s discard port (port number 9).
For Address and Port-Dependent Filtering NATs, the hol e-punching
packet nust go to the port used for sending UDP packets to the
client. To be able to do that, the server needs to include the
"src_addr" in the Transport header (which is the "source" transport
parameter in RFC2326). Since UDP packets are inherently unreliable,
to ensure that at |east one UDP nessage passes the NAT, hol e-punching
packets should be retransmitted a reasonabl e nunber of tines.

One coul d have used RTP No- Op packets [RTP-NO OP] as hol e- punching
and keep-alive nessages had they been defined. That woul d have
ensured that the traffic would | ook Iike RTP and thus would likely
have the least risk of being dropped by any firewall. The drawback
of using RTP No-Op is that the payl oad type nunber nust be

dynam cal | y assigned through RTSP first. Qher options are STUN, an
RTP packet without any payl oad, or a UDP packet w thout any payl oad.
For RTCP it is npost suitable to use correctly generated RTCP packets.
In general, sending unsolicited traffic to the RTSP server may
trigger security functions resulting in the blocking of the keep-
alive nmessages or termnation of the RTSP session itself.

This method is further brittle as it doesn’t support Address and
Port - Dependent Mappi ngs. Thus, it proposes to use the old STUN

nmet hods to classify the NAT behavior, thus enabling early error
indication. This is strictly not required but will lead to failures
during setup when the NAT has the wong behavior. This failure can
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al so occur if the NAT changes the properties of the existing mapping
and filtering state or between the classification nmessage exchange
and the actual RTSP session setup, for exanple, due to |oad.

4.1.3. ALG Consi derations

I f a NAT supports RTSP ALG (Application Level Gateway) and i s not
aware of the STUN traversal option, service failure may happen,
because a client discovers its NAT external |P address and port
nunbers and inserts themin its SETUP requests. Wen the RTSP ALG
processes the SETUP request, it may change the destination and port
nunber, resulting in unpredictable behavior. An ALG should not
update address fields that contain addresses other than the NAT s
internal address domain. |In cases where the ALG nodifies fields
unnecessarily, two alternatives exist:

1. Use Transport Layer Security (TLS) to encrypt the data over the
RTSP TCP connection to prevent the ALG from readi ng and nodi fyi ng
the RTSP nessages.

2. Turn off the STUN-based NAT traversal nechani sm

As it may be difficult to determne why the failure occurs, the usage

of TLS-protected RTSP nessage exchange at all times would avoid this

i ssue.

4.1.4. Depl oynent Considerations

For the stand-al one usage of STUN, the follow ng applies:

Advant ages:

o STUNis a solution first used by applications based on SIP

[ RFC3261] (see Sections 1 and 2 of [RFC5389]). As shown above,
with little or no changes, the RTSP application can reuse STUN as

a NAT traversal solution, avoiding the pitfall of solving a
probl em twi ce.

o Using STUN does not require RTSP server nodifications, assuning it
is a server that is conpliant with RTSP 2.0; it only affects the
client inplenentation.

Di sadvant ages:

0 Requires a STUN server deployed in the same address dommin as the
server.
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0 Only works with NATs that perform Endpoi nt-1ndependent and
Addr ess- Dependent Mappi ngs. Address and Port-Dependent Filtering
NATs create some issues.

o Brittle to NATs changing the properties of the NAT nmappi ng and
filtering.

o Does not work with Address and Port-Dependent Mappi ng NATs wi t hout
server nodifications.

o WII not work if a NAT uses nmultiple | P addresses, since RTSP
servers generally require all nedia streans to use the sane |IP as
used in the RTSP connection to prevent becom ng a DDoS tool

0o Interaction problenms exist when an RTSP-aware ALG interferes with
the use of STUN for NAT traversal unless TLS- secured RTSP nessage
exchange i s used.

o Using STUN requires that RTSP servers and clients support the
updat ed RTSP specification [RTSP], because it is no |onger
possi bl e to guarantee that RTP and RTCP ports are adjacent to each
other, as required by the "client_port" and "server_port"
paraneters in RFC 2326.

Transition:

The usage of STUN can be phased out gradually as the first step of a
STUN- capabl e server or client should be to check the presence of
NATs. The renoval of STUN capability in the client inplenentations
will have to wait until there is absolutely no need to use STUN

4.1.5. Security Considerations

To prevent the RTSP server from being used as Deni al - of - Servi ce (DoS)
attack tools, the RTSP Transport header parameters "destination" and
"dest _addr" are generally not allowed to point to any | P address

ot her than the one the RTSP nessage originates from The RTSP server
is only prepared to nake an exception to this rule when the client is
trusted (e.g., through the use of a secure authentication process or
through some secure nmethod of chall enging the destination to verify
its willingness to accept the RTP traffic). Such a restriction neans
that STUN in general does not work for use cases where RTSP and nedi a
transport go to different addresses.

STUN conbined with RTSP that is restricted by destination address has
the sane security properties as the core RTSP. It is protected from
bei ng used as a DoS attack tool unless the attacker has the ability
to spoof the TCP connection carrying RTSP nessages.
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Usi ng STUN s support for nmessage authentication and the secure
transport of RTSP nessages, attackers cannot nodify STUN responses or
RTSP nessages (TLS) to change the nedia destination. This protects
agai nst hijacki ng; however, as a client can be the initiator of an
attack, these mechani sms cannot securely prevent RTSP servers from
bei ng used as DoS attack tools.

4.2. Server Enbedded STUN
4.2. 1. | nt roducti on

This section describes an alternative to the stand-al one STUN usage
in the previous section that has quite significantly different
behavi or.

4.2.2. Enbedding STUN in RTSP

This section outlines the adaptation and enbeddi ng of STUN within
RTSP. This enables STUN to be used to traverse any type of NAT,

i ncl udi ng Address and Port-Dependent Mappi ng NATs. This would
requi re RTSP-I|evel protocol changes.

This NAT traversal solution has |imtations:

1. It does not work if both the RTSP client and RTSP server are
behi nd separate NATs.

2. The RTSP server may, for security reasons, refuse to send nedia
streans to an IP that is different fromthe IP in the client RTSP
requests.

Devi ati ons from STUN as defined in RFC 5389:

1. The RTSP application rmust provision the client with an identity
and shared secret to use in the STUN aut hentication

2. W require the STUN server to be co-located on the RTSP server’s
nmedi a source ports.

If the STUN server is co-located with the RTSP server’s medi a source
port, an RTSP client using RTP transport over UDP can use STUN to
traverse ALL types of NATs. In the case of Address and Port-
Dependent Mappi ng NATs, the party on the inside of the NAT nust
initiate UDP traffic. The STUN Bi ndi ng Request, being a UDP packet
itself, can serve as the traffic initiating packet. Subsequently,
both the STUN Bi ndi ng Response packets and the RTP/ RTCP packets can
traverse the NAT, regardl ess of whether the RTSP server or the RTSP
client is behind NAT (however, only one of them can be behind a NAT).
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Li kewi se, if an RTSP server is behind a NAT, then an enbedded STUN
server must be co-located on the RTSP client’s RTCP port. Also, it

will becone the client that needs to disclose his destination address
rather than the server, so the server can correctly determ ne its NAT
external source address for the nedia streans. |In this case, we

assune that the client has sone neans of establishing a TCP
connection to the RTSP server behind NAT so as to exchange RTSP
nmessages with the RTSP server, potentially using a proxy or static
rul es.

To mnimze delay, we require that the RTSP server supporting this
option nust informthe client about the RTP and RTCP ports from where
the server will send out RTP and RTCP packets, respectively. This
can be done by using the "server port" paraneter in RFC 2326 and the
"src_addr" paraneter in [RTSP]. Both are in the RTSP Transport
header. But in general, this strategy will require that one first
does one SETUP request per nmedia to learn the server ports, then
performthe STUN checks, followed by a subsequent SETUP to change the
client port and destination address to what was |earned during the
STUN checks.

To be certain that RTCP works correctly, the RTSP endpoint (server or
client) will be required to send and recei ve RTCP packets fromthe
same port.

4.2.3. Discussion on Co-located STUN Server

In order to use STUN to traverse Address and Port-Dependent Filtering
or Mapping NATs, the STUN server needs to be co-located with the
stream ng server nedia output ports. This creates a denultiplexing
problem we nmust be able to differentiate a STUN packet froma nedia
packet. This will be done based on heuristics. The existing STUN
heuristics is the first byte in the packet and the Magic Cookie field
(added in RFC 5389), which works fine between STUN and RTP or RTCP
where the first byte happens to be different. Thanks to the Magic
Cookie field, it is unlikely that other protocols would be n staken
for a STUN packet, but this is not assured. For nore discussion of
this, please see Section 5.1.2 of [RFC5764].

4.2.4. ALG Consi derations

The sane ALG traversal considerations as for stand-al one STUN applies
(Section 4.1.3).
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4. 2.

Depl oynent Consi derati ons

For the "Enbedded STUN' nethod the follow ng applies:

Advant ages:

o

STUN is a solution first used by SIP applications. As shown
above, with little or no changes, the RTSP application can reuse
STUN as a NAT traversal solution, avoiding the pitfall of solving
a problemtw ce.

STUN has built-in nmessage authentication features, which nmakes it
nore secure agai nst hijacking attacks. See the next section for
an in-depth security discussion.

This solution works as long as there is only one RTSP endpoint in
the private address realm regardless of the NAT's type. There
may even be multiple NATs (see Figure 1 in [RFC5389]).

Conpared to other UDP-based NAT traversal nmethods in this
document, STUN requires little new protocol devel opnent (since
STUN is already an | ETF standard), and nost likely |ess

i mpl enentation effort, since open source STUN server and client
i npl enentations are avail abl e [ STUN-I MPL] [ PINATH] .

D sadvant ages:

(0]

Sone extensions to the RTSP core protocol, likely signaled by RTSP
feature tags, must be introduced.

Requi res an enbedded STUN server to be co-located on each of the
RTSP server’'s nedia protocol’s ports (e.g., RTP and RTCP ports),
whi ch neans nore processing is required to denultiplex STUN
packets from nedi a packets. For exanple, the demultipl exer nust
be able to differentiate an RTCP RR packet froma STUN packet and
forward the former to the stream ng server and the latter to the
STUN server.

Does not support use cases that require the RTSP connection and
the media reception to happen at different addresses, unless the
server’s security policy is rel axed

Interaction problens exist when an RTSP ALG is not aware of STUN
unless TLS is used to protect the RTSP nessages.

Usi ng STUN requires that RTSP servers and clients support the
updat ed RTSP specification [RTSP], and they both agree to support
the NAT traversal feature
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0 Increases the setup delay with at |east the amount of tine it
takes to perform STUN nessage exchanges. Mst |likely an extra
SETUP sequence will be required.

Transi tion:

The usage of STUN can be phased out gradually as the first step of a
STUN- capabl e machi ne can be used to check the presence of NATs for
the presently used network connection. The renmpval of STUN
capability in the client inplenentations will have to wait unti
there is absolutely no need to use STUN, i.e., no NATs or firewalls.

4.2.6. Security Considerations

See Stand- Al one STUN (Section 4.1.5).
4.3. |ICE
4.3.1. Introduction

Interactive Connectivity Establishnent (I1CE) [RFC5245] is a

met hodol ogy for NAT traversal that has been devel oped for SIP using
SDP offer/answer. The basic idea is to try, in a staggered paralle
fashi on, all possible connection addresses in which an endpoi nt may
be reached. This allows the endpoint to use the best avail able UDP
"connection" (meaning two UDP endpoi nts capable of reaching each
other). The met hodol ogy has very nice properties in that basically
al | NAT topol ogies are possible to traverse.

Here is how ICE works at a high level. Endpoint A collects al
possi bl e addresses that can be used, including |ocal |P addresses,
STUN-deri ved addresses, Traversal Using Relay NAT (TURN) addresses,
etc. On each local port that any of these address and port pairs
lead to, a STUN server is installed. This STUN server only accepts
STUN requests using the correct authentication through the use of a
user nane and password.

Endpoint A then sends a request to establish connectivity with
endpoi nt B, which includes all possible "destinations" [RFC5245] to
get the media through to A Note that each of A s |ocal address/port
pairs (host candi dates and server reflexive base) has a co-Ilocated
STUN server. B in turn provides Awith all its possible destinations
for the different media streans. A and B then uses a STUN client to
try to reach all the address and port pairs specified by Afromits
correspondi ng destination ports. The destinations for which the STUN
requests successfully conmplete are then indicated and one is

sel ect ed.
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If Bfails to get any STUN response fromA, all hope is not |ost.
Certain NAT topologies require multiple tries fromboth ends before
successful connectivity is acconplished; therefore, requests are
retransmtted multiple times. The STUN requests may al so result in
nore connectivity alternatives (destinations) being discovered and
conveyed in the STUN responses.

4.3.2. Using ICE in RTSP

The usage of ICE for RTSP requires that both client and server be
updated to include the ICE functionality. |If both parties inplenent
the necessary functionality, the follow ng steps could provide |ICE
support for RTSP

This assunes that it is possible to establish a TCP connection for
the RTSP messages between the client and the server. This is not

trivial in scenarios where the server is |ocated behind a NAT, and
may require sone TCP ports be opened, or proxies are deployed, etc.

The negotiation of ICE in RTSP of necessity will work different than
in SIP with SDP of fer/answer. The protocol interactions are
different, and thus the possibilities for transfer of states are al so
somewhat different. The goal is also to avoid introducing extra
delay in the setup process at |east for when the server is not behind
a NAT in regards to the client, and the client is either having an
address in the sanme address donain or is behind the NAT(s), which can
address the address domain of the server. This process is only

i ntended to support PLAY node, i.e., media traffic flows from server
to client.

1. |ICE usage begins in the SDP. The SDP for the service indicates
that ICE is supported at the server. No candi dates can be given
here as that would not work with on demand, DNS | oad bal anci ng,
etc., which have the SDP indicate a resource on a server park
rather than a specific machine.

2. The client gathers addresses and puts together its candidates for
each nedia streamindicated in the session description

3. In each SETUP request, the client includes its candidates in an
| CE-specific transport specification. For the server, this
i ndicates the | CE support by the client. One candidate is the
nost prioritized candidate and here the prioritization for this
address shoul d be somewhat different conpared to SIP. Hi gh-
performance candi dates are reconmended rather than candi dates
with the highest |ikelihood of success, as it is nore likely that
a server is not behind a NAT conpared to a SIP user agent.
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4. The server responds to the SETUP (200 OK) for each nmedia stream
with its candidates. A server not behind a NAT usually only
provides a single |ICE candidate. Also, here one candidate is the
server primary address.

5. The connectivity checks are perforned. For the server, the
connectivity checks fromthe server to the clients have an
addi ti onal usage. They verify that there is sonmeone willing to
receive the nedia, thus preventing the server from unknow ngly
perform ng a DoS attack

6. Connectivity checks fromthe client pronoting a candi date pair
were successful. Thus, no further SETUP requests are necessary
and processing can proceed with step 7. |If an address other than
the primary has been verified by the client to work, that address
may then be pronoted for usage in a SETUP request (go to step 7).
If the checks for the available candidates failed and if further
candi dat es have been derived during the connectivity checks, then
those can be signaled in new candidate lines in a SETUP request
updating the list (go to step 5).

7. dient issues the PLAY request. |If the server also has conpleted
its connectivity checks for the pronoted candi date pair (based on
the usernane as it may be derived addresses if the client was
behi nd NAT), then it can directly answer 200 OK (go to step 8).

If the connectivity check has not yet conpleted, it responds wth
a 1xx code to indicate that it is verifying the connectivity. |If
that fails within the set timeout, an error is reported back

The client needs to go back to step 6.

8. Process conpleted and nedi a can be delivered. |CE candidates not
used nay be rel eased.

To keep nmedia paths alive, the client needs to periodically send data
to the server. This will be realized with STUN. RTCP sent by the
client should be able to keep RTCP open, but STUN will al so be used
for SIP based on the same notivations as for |ICE

4.3.3. Inplenmentation Burden of |CE
The usage of ICE will require that a nunber of new protocols and new
RTSP/ SDP features be inplenented. This nmakes |ICE the solution that

has the | argest inmpact on client and server inplenentations anong al
the NAT/firewall traversal methods in this docunent.
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RTSP server inplenmentation requirenents are
0 STUN server features
0O Limted STUN client features
o SDP generation with nore paraneters
0 RTSP error code for |ICE extension
RTSP client inplenmentation requirenents are:
o Limted STUN server features
0o Linmted STUN client features
0 RTSP error code and | CE extension
4.3.4. ALG Considerations

If there is an RTSP ALG that doesn’t support the NAT traversa

method, it may interfere with the NAT traversal. As the usage of |ICE
for the traversal manifests itself in the RTSP nessage primarily as a
new transport specification, an ALG that passes through unknown wil|l
not prevent the traversal. An ALG that di scards unknown
specifications will, however, prevent the NAT traversal. These

i ssues can be avoided by preventing the ALGto interfere with the
signaling by using TLS for the RTSP message transport.

An ALG that supports this traversal method can, on the nobst basic

| evel , just pass the transport specifications through. ALGs in NATs
and firewalls could use the | CE candidates to establish a filtering
state that would all ow i ncom ng STUN nessages prior to any outgoing
hol e- punchi ng packets, and in that way it could speed up the
connectivity checks and reduce the risk of failures.

4.3.5. Deploynent Considerations

Advant ages:

0 Solves NAT connectivity discovery for basically all cases as |ong
as a TCP connection between the client and server can be
established. This includes servers behind NATs. (Note that a
proxy between address dommins may be required to get TCP through.)

o |Inproves defenses agai nst DDoS attacks, since a nedia-receiving

client requires authentications via STUN on its nmedia reception
ports.
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Di sadvant ages:

0 Increases the setup delay with at |east the amount of tine it
takes for the server to performits STUN requests.

o Assunes that it is possible to denultiplex between the packets of
the nedia protocol and STUN packets. This is possible for RTP as
di scussed, for exanple, in Section 5.1.2 of [RFC5764].

o Has a fairly high inplementation burden put on both the RTSP
server and client. However, several open source |CE
i npl enentati ons do exist, such as [NICE] and [ PINATH].

4.3.6. Security Considerations

One shoul d review the Security Considerations section of |ICE and STUN
to understand that | CE contains sone potential issues. However,
these can be avoided by correctly using ICE in RTSP. An inportant
factor is to secure the signaling, i.e., use TLS between the RTSP
client and server. In fact |ICE does help avoid the DDoS attack issue
with RTSP substantially as it reduces the possibility for a DDoS
usi ng RTSP servers on attackers that are on path between the RTSP
server and the target and capable of intercepting the STUN
connectivity check packets and correctly sending a response to the
server. The |ICE connectivity checks with their randomtransaction
IDs fromthe server to the client serves as a return-routability
check and prevents off-path attackers to succeed w th address
spoofing. This is simlar to Mobile IPv6's return routability
procedure (Section 5.2.5 of [RFC6275]).

4.4. Latching
4.4.1. Introduction

Latching is a NAT traversal solution that is based on requiring RTSP
clients to send UDP packets to the server’s nmedi a output ports.
Conventional |y, RTSP servers send RTP packets in one direction: from
server to client. Latching is simlar to connection-oriented
traffic, where one side (e.g., the RTSP client) first "connects" by
sendi ng an RTP packet to the other side’s RTP port; the recipient
then replies to the originating IP and Port. This method is al so
referred to as "late binding". It requires that all RTP/ RTCP
transport be done symetrically. This in effect requires Symetric
RTP [ RFC4961] . Refer to [RFC7362] for a description of the Latching
of SIP-negotiated nmedia streans in Session Border Controllers.

Specifically, when the RTSP server receives the Latching packet
(a. k. a. hol e-punching packet, since it is used to punch a hole in the
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firewal | /NAT) fromits client, it copies the source |IP and Port
nunber and uses them as the delivery address for nmedia packets. By
havi ng the server send nedia traffic back the sane way as the
client’s packets are sent to the server, address and port mappi ngs
wi Il be honored. Therefore, this technique works for all types of
NATs, given that the server is not behind a NAT. However, it does
require server nodifications. The format of the Latching packet will
have to be defi ned.

Latching is very vulnerable to both hijacking and becoming a tool in
DDoS attacks (see Security Considerations in [RFC7362]) because
attackers can sinply forge the source IP and Port of the Latching
packet. The rule for restricting |IP addresses to one of the
signaling connections will need to be applied here also. However,
that does not protect against hijacking fromanother client behind
the sanme NAT. This can become a serious issue in deployments with
CGN\s.

4.4.2. Necessary RTSP Extensions

To support Latching, RTSP signaling nmust be extended to allow the
RTSP client to indicate that it will use Latching. The client also
needs to be able to signal its RTP SSRC to the server in its SETUP
request. The RTP SSRC is used to establish sonme basic | evel of
security against hijacking attacks or sinply to avoid m s-associ ation
when nmultiple clients are behind the sane NAT. Care must be taken in
choosing clients’ RTP SSRC. First, it nust be unique within all the
RTP sessions belonging to the same RTSP session. Second, if the RTSP
server is sending out nedia packets to multiple clients fromthe same
send port, the RTP SSRC needs to be unique anpong those clients’ RTP
sessions. Recognizing that there is a potential that RTP SSRC

col l'i sions may occur, the RTSP server nust be able to signal to a
client that a collision has occurred and that it wants the client to
use a different RTP SSRC carried in the SETUP response or use uni que
ports per RTSP session. Using unique ports limts an RTSP server in
the nunber of sessions it can sinultaneously handle per interface IP
addr esses.

The Lat chi ng packet as di scussed above should have a field that can
contain a client and RTP session identifier to correctly associate
the Latching packet with the correct context. |[If an RTP packet is to
be used, there would be a benefit to using a well-defined RTP payl oad
format for this purpose as the No-Op payl oad format proposed

[ RTP-NO- OP]. However, in the absence of such a specification, an RTP
packet without a payload could be used. Using SSRC is beneficia
because RTP and RTCP both would work as is. However, other packet
formats could be used that carry the necessary identification of the
context, and such a solution is discussed in Section 4.5.
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4.4.3. ALG Consi derations

An RTSP ALG not supporting this method could interfere with the

nmet hods used to indicate that Latching is to be done, as well as the
SSRC signaling, thus preventing the nethod from working. However, if
the RTSP ALG i nstead opens the correspondi ng pi nhol es and creates the
necessary nmapping in the NAT, traversal wll still work. Securing
the RTSP nessage transport using TLS will avoid this issue.

An RTSP ALG that supports this traversal method can for basic
functionality sinply pass the related signaling paraneters
transparently. Due to the security considerations for Latching,
there mght exist a benefit for an RTSP ALG that will enable NAT
traversal to negotiate with the path and turn off the Latching
procedures when the ALG handles this. However, this opens up to
failure nodes when there are nultiple levels of NAT and only one
supports an RTSP ALG

4.4.4. Depl oynent Considerations
Advant ages:

o Wrks for all types of client-facing NATs (requirement 1 in
Section 3).

0 Has little interaction problems with any RTSP ALG changi ng t he
client’s information in the Transport header

D sadvant ages:
0 Requires nodifications to both the RTSP server and client.
o Limted to working with servers that are not behind a NAT.

o The format of the packet for "connection setup"” (a.k.a Latching
packet) is not defined.

0 SSRC managenent if RTP is used for Latching due to risk for ms-
associ ation of clients to RTSP sessions at the server if SSRC
collision occurs.

0 Has significant security considerations (See Section 4.4.5), due

to the lack of a strong authentication nechanismand will need to
use address restrictions.

Westerl und & Zeng I nf or mati onal [ Page 25]



RFC 7604 Eval uati on of NAT Traversal for RTSP Sept ember 2015

4.4.5. Security Considerations

Latching’ s major security issue is that RTP streams can be hijacked
and directed towards any target that the attacker desires unless
address restrictions are used. |In the case of NATs with nultiple
clients on the inside of them hijacking can still occur. This
beconmes a significant threat in the context of COGNs.

The nost serious security problemis the deliberate attack with the
use of an RTSP client and Latching. The attacker uses RTSP to set up
a nedia session. Then it uses Latching with a spoofed source address
of the intended target of the attack. There is no defense agai nst
this attack other than restricting the possible address a Latching
packet can cone fromto the sanme address as the RTSP TCP connection
is from This prevents Latching to be used in use cases that require
di fferent addresses for nedia destination and signaling. Even
allowing only a limted address range containing the signaling
address fromwhere Latching is all owed opens up a significant
vulnerability as it is difficult to determ ne the address usage for
the network the client connects from

A hijack attack can al so be perforned in various ways. The basic
attack is based on the ability to read the RTSP signaling packets in
order to learn the address and port the server will send from and
also the SSRC the client will use. Having this information, the
attacker can send its own Latching packets containing the correct RTP
SSRC to the correct address and port on the server. The RTSP server
will then use the source IP and Port fromthe Latching packet as the
destination for the nedia packets it sends.

Anot her variation of this attack is for a nan in the mddle to nodify
the RTP Latching packet being sent by a client to the server by
sinply changing the source IP and Port to the target one desires to
attack.

One can fend of f the snoopi ng-based attack by applying encryption to
the RTSP signaling transport. However, if the attacker is a nman in
the middl e nodifying Latching packets, the attack is inmpossible to
def end agai nst other than through address restrictions. As a NAT
rewites the source IP and (possibly) port, this cannot be

aut henti cated, but authentication is required in order to protect
agai nst this type of DoS attack.

Yet another issue is that these attacks also can be used to deny the

client the service it desires fromthe RTSP server conpletely. The
attacker nodifies or originates its own Latching packets with a port
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ot her than what the legit Latching packets use, which results in the
nmedi a server sending the RTP/RTCP traffic to ports the client isn't
l'istening for RTP/RTCP on

The anmount of random non-guessable material in the Latching packet
det erm nes how wel |l Latching can fend off stream hijacki ng perforned
by parties that are off the client-to-server network path, i.e., it

| acks the capability to see the client’s Latching packets. The
proposal above uses the 32-bit RTP SSRC field to this effect.
Therefore, it is inportant that this field is derived with a non-

predi ct abl e random nunber generator. It should not be possible by
knowi ng the al gorithmused and a couple of basic facts to derive what
random nunber a certain client will use.

An attacker not knowi ng the SSRC but aware of which port nunbers that
a server sends fromcan deploy a brute-force attack on the server by
testing a lot of different SSRCs until it finds a matchi ng one.
Therefore, a server could inplenent functionality that bl ocks packets
to ports or fromsources that receive or send multiple Latching
packets with different invalid SSRCs, especially when they are com ng
fromthe sane IP and Port. Note that this mitigation in itself opens
up a new venue for DoS attacks against legit users trying to |atch.

To inprove the security against attackers, the anpbunt of random
material could be increased. To achieve a |longer randomtag while
still using RTP and RTCP, it will be necessary to devel op RTP and
RTCP payl oad formats for carrying the random materi al

4.5. A Variation to Latching
4.5.1. Introduction

Lat ching as descri bed above requires the usage of a valid RTP fornat
as the Latching packet, i.e., the first packet that the client sends
to the server to establish a bidirectional transport flow for RTP
streans. There is currently no appropriate RTP packet format for
this purpose, although the RTP No-Op fornat was a proposal to fix the
probl em [ RTP- NO OP] ; however, that work was abandoned. [RFC6263]

di scusses the inplication of different types of packets as keep-
alives for RTP, and its findings are very relevant to the format of
the Lat chi ng packet.

Meanwhi | e, there have been NAT/firewal|l traversal techniques depl oyed
in the wirel ess streani ng narket place that use non-RTP nessages as
Latchi ng packets. This section describes a variant based on a subset
of those solutions that alters the previously described Latching

sol ution.
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4.

4.

4.

5.2. Necessary RTSP Extensions

In this variation of Latching, the Latching packet is a small UDP
packet that does not contain an RTP header. 1In response to the
client’s Latching packet, the RTSP server sends back a simlar

Lat chi ng packet as a confirmation so the client can stop the so-

call ed "connection phase" of this NAT traversal technique.

Afterwards, the client only has to periodically send Latching packets
as keep-alive nessages for the NAT nappings.

The server listens on its RTP-nedia output port and tries to decode
any recei ved UDP packet as the Latching packet. This is valid since
an RTSP server is not expecting RTP traffic fromthe RTSP client.
Then, it can correlate the Latching packet with the RTSP client’s
session ID or the client’s SSRC and record the NAT bi ndi ngs
accordingly. The server then sends a Latching packet as the response
to the client.

The Latching packet can contain the SSRC to identify the RTP stream
and care nust be taken if the packet is bigger than 12 bytes,
ensuring that it is distinctively different from RTP packets, whose
header size is 12 bytes.

RTSP signaling can be added to do the follow ng:

1. Enable or disable such Latching nessage exchanges. Wen the
firewal | / NAT has an RTSP-aware ALG it is possible to disable
Lat chi ng message exchange and let the ALG work out the address
and port mappi ngs.

2. Configure the nunber of retries and the retry interval of the
Lat chi ng nmessage exchanges.

5.3. ALG Consi derations
See Latching ALG considerations in Section 4.4.3.
5.4. Depl oyment Considerations

Thi s approach has the foll owi ng advant ages when conpared with the
Lat chi ng approach (Section 4.4):

1. There is no need to define an RTP payload format for firewall
traversal; therefore, it is nore sinple to use, inplenent, and
adnmi ni ster (requirement 4 in Section 3) than a Latchi ng protocol
whi ch nust be defi ned.
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2. \Wen properly defined, this kind of Latching packet exchange can
al so authenticate RTP receivers, to prevent hijacking attacks.

Thi s approach has the foll ow ng di sadvant age when conpared with the
Lat chi ng approach

1. The server’s sender SSRC for the RTP stream or other session
Identity information nust be signaled in the RTSPs SETUP
response, in the Transport header of the RTSP SETUP response.

4.5.5. Security Considerations

Conpared to the security properties of Latching, this variant is
slightly inproved. First of all it allows for a larger randomfield
in the Latching packets, which nmakes it nore unlikely for an off-path
attacker to succeed in a hijack attack. Second, the confirmation
allows the client to know when Latchi ng works and when it doesn’'t and
thus when to restart the Latching process by updating the SSRC.

Still, the main security issue renmaining is that the RTSP server
can't know that the source address in the Latching packet was com ng
froman RTSP client wanting to receive nedia and not from one that
likes to direct the nmedia traffic to a DoS target.

4.6. Three-Way Latching
4.6.1. Introduction

Three-Way Latching is an attenpt to try to resolve the nost
significant security issues for both previously discussed variants of
Latching. By adding a server request response exchange directly
after the initial Latching, the server can verify that the target
address present in the Latching packet is an active |listener and
confirmits desire to establish a nedia fl ow.

4.6.2. Necessary RTSP Extensions

Uses the sane RTSP extensions as the Alternative Latching nethod
(Section 4.5) uses. The extensions for this variant are only in the
format and transm ssion of the Latching packets.

The client-to-server Latching packet is simlar to the Alternative
Latching (Section 4.5), i.e., a UDP packet with some session
identifiers and a random val ue. When the server responds to the
Latchi ng packet with a Latching confirmation, it includes a random
val ue (nonce) of its own in addition to echoing back the one the
client sent. Then a third nmessage is added to the exchange. The
client acknow edges the reception of the Latching confirmation
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nessage and echoes back the server’s nonce, thus confirmng that the
Lat ched address goes to an RTSP client that initiated the Latching
and is actually present at that address. The RTSP server will refuse
to send any nmedia until the Latching Acknow edgenent has been
received with a valid nonce.

4.6.3. ALG Considerations
See Latching ALG considerations in Section 4.4.3.
4.6.4. Depl oynent Considerations

A solution with a three-way handshake and its own Latching packets
can be conpared with the | CE-based solution (Section 4.3) and have
the follow ng differences:

0 Only works for servers that are not behind a NAT.

o My be sinpler to inplenment due to the avoi dance of the ICE
prioritization and check-board nechani sns.

However, a Three-Way Latching protocol is very simlar to using STUN
in both directions as a Latching and verification protocol. Using
STUN woul d renpove the need for inplementing a new protocol

4.6.5. Security Considerations

Three-Way Latching is significantly nore secure than its sinpler
versi ons di scussed above. The client-to-server nonce, which is

i ncluded in signaling and al so can be bigger than the 32 bits of
random data that the SSRC field supports, nmakes it very difficult for
an off-path attacker to performa DoS attack by diverting the nedia.

The client-to-server nonce and its echoi ng back does not protect

agai nst on-path attackers, including malicious clients. However, the
server-to-client nonce and its echoing back prevents nalicious
clients to divert the nedia stream by spoofing the source address and
port, as it can’t echo back the nonce in these cases. This is
simlar to the Mobile IPv6 return routability procedure

(Section 5.2.5 of [RFC6275]).

Three-Way Latching is really only vulnerable to an on-path attacker
that is quite capable. First, the attacker can learn the client-
to-server nonce either by intercepting the signaling or by nodifying
the source information (target destination) of a client’s Latching
packet. Second, it is also on-path between the server and target
destinati on and can generate a response using the server’s nonce. An
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adversary that has these capabilities is comonly capabl e of causing
significantly worse damage than this using other methods.

Three-Way Latching results in the server-to-client packet being

bi gger than the client-to-server packet, due to the inclusion of the
server-to-client nonce in addition to the client-to-server nonce.
Thus, an anplification effect does exist; however, to achieve this
anplification effect, the attacker has to create a session state on
the RTSP server. The RTSP server can also lint the nunber of
responses it will generate before considering the Latching to be
failed.

4.7. Application Level Gateways
4.7.1. Introduction

An ALG reads the application | evel messages and perfornms necessary
changes to allow the protocol to work through the m ddl ebox.
However, this behavi or has sonme problens in regards to RTSP

1. It does not work when RTSP is used with end-to-end security. As
the ALG can’t inspect and change the application | evel nessages,
the protocol will fail due to the m ddl ebox.

2. ALGs need to be updated if extensions to the protocol are added.
Due to depl oynent issues with changing ALGs, this may al so break
the end-to-end functionality of RTSP

Due to the above reasons, it is not recommended to use an RTSP ALG in
NATs. This is especially inportant for NATs targeted to home users
and small office environnments, since it is very hard to upgrade NATs
depl oyed i n SOHO envi ronnent s.

4.7.2. CQutline on How ALGs for RTSP Wrk

In this section, we provide a step-by-step outline on how one could
go about witing an ALGto enable RTSP to traverse a NAT.

1. Detect any SETUP request.

2. Try to detect the usage of any of the NAT traversal nethods that
repl ace the address and port of the Transport header paraneters
"destination" or "dest _addr". |If any of these nethods are used,
then the ALG shoul d not change the address. Ways to detect that
these methods are used are:
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4.

7.

3.

* For enbedded STUN, it would be to watch for a feature tag,
like "nat.stun", and to see if any of those exist in the
"supported", "proxy-require", or "require" headers of the RTSP
exchange.

* For stand-al one STUN and TURN-based sol utions: This can be
detected by inspecting the "destination" or "dest_ addr"
parameter. |f it contains either one of the NAT's external |IP
addresses or a public IP address, then such a solution is in
use. However, if nultiple NATs are used, this detection nmay
fail. Remapping should only be done for addresses bel ongi ng
to the NAT's own private address space.

O herwi se, continue to the next step.

Create UDP mappings (client given IP and Port <-> external |IP and
Port) where needed for all possible transport specifications in
the Transport header of the request found in (step 1). Enter the
external address and port(s) of these nmappings in the Transport
header. Mappings shall be created with consecutive external port
nunbers starting on an even nunber for RTP for each nedia stream
Mappi ngs shoul d al so be given a long tineout period, at least 5

m nut es.

When the SETUP response is received fromthe server, the ALG may
renove the unused UDP mappings, i.e., the ones not present in the
Transport header. The session |ID should al so be bound to the UDP
mappi ngs part of that session

If the SETUP response settles on RTP over TCP or RTP over RTSP as
| ower transport, do nothing: let TCP tunneling take care of NAT
traversal. OQherwi se, go to the next step.

The ALG shoul d keep the UDP mappi ngs bel onging to the RTSP
session as long as: an RTSP message with the session’s ID has
been sent in the last tinmeout interval, or a UDP nessage has been
sent on any of the UDP nmappings during the last tinmeout interval.

The ALG may renove a mappi ng as soon as a TEARDOM response has
been received for that nmedia stream

Depl oynent Consi derati ons

Advant ages:

(0]

o

No i mpact on either client or server.

Can work for any type of NATs.
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Di sadvant ages:

o Wien deployed, they are hard to update to reflect protoco
nodi fications and extensions. |If not updated, they will break the
functionality.

o Wien end-to-end security is used, the ALG functionality will fail.

o Can interfere with other types of traversal mechani snms, such as
STUN.

Transition:

An RTSP ALG will not be phased out in any automatic way. It nust be
renoved, probably through the renmoval or update of the NAT it is
associated with.

4.7.4. Security Considerations

An ALG will not work with deploynment of end-to-end RTSP signaling
security; however, it will work with the hop-by-hop security nethod
defined in Section 19.3 of RTSP 2.0 [RTSP]. Therefore, deploynent of
ALG may result in clients | ocated behind NATs not using end-to-end
security, or nore likely the selection of a NAT traversal solution
that allows for security.

The creation of a UDP mappi ng based on the signaling nessage has sone
potential security inplications. First of all, if the RTSP client

rel eases its ports and another application is assigned these instead,
it could receive RTP nedia as |long as the mappi ngs exi st and the RTSP
server has failed to be signaled or notice the lack of client
response.

A NAT with RTSP ALG that assigns mappi ngs based on SETUP requests
could potentially becone the victimof a resource exhaustion attack
If an attacker creates a | ot of RTSP sessions, even without starting
nedi a transm ssion, this could exhaust the pool of available UDP
ports on the NAT. Thus, only a linited nunber of UDP mappi ngs shoul d
be allowed to be created by the RTSP ALG

4.8. TCP Tunneling

4.8.1. Introduction
Using a TCP connection that is established fromthe client to the
server ensures that the server can send data to the client. The

connection opened fromthe private domain ensures that the server can
send data back to the client. To send data originally intended to be
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transported over UDP requires the TCP connection to support sone type
of frami ng of the media data packets. Using TCP also results in the
client having to accept that real-tinme performance can be inpacted.
TCP' s problem of ensuring tinmely delivery was one of the reasons why
RTP was devel oped. Problens that arise with TCP are: head-of-1line

bl ocki ng, delay introduced by retransm ssions, and a highly varying
rate due to the congestion control algorithm |If a sufficient anount
of buffering (several seconds) in the receiving client can be
tolerated, then TCP will clearly work.

4.8.2. Usage of TCP Tunneling in RTSP

The RTSP core specification [RTSP] supports interleaving of nedia
data on the TCP connection that carries RTSP signaling. See

Section 14 in [RTSP] for howto performthis type of TCP tunneling.
There al so exists another way of transporting RTP over TCP, which is
defined in Appendix C. 2 in [RTSP]. For signaling and rules on howto
establish the TCP connection in lieu of UDP, see Appendix C. 2 in
[RTSP]. This is based on the fram ng of RTP over the TCP connection

as described in [ RFC4571].
4.8.3. ALG Considerations

An RTSP ALG will face a different issue with TCP tunneling, at |east
the interl eaved version. Now the full data streamcan end up flow ng
through the ALG i nplenentation. Thus, it is inmportant that the ALG
is efficient in dealing with the interleaved nmedia data franes to
avoi d consuming to many resources and thus creating performance

i ssues.

The RTSP ALG can al so affect the transport specifications that
i ndicate that TCP tunneling can be done and its prioritization
i ncludi ng removing the transport specification, thus preventing TCP
tunnel i ng.
4.8.4. Deploynent Considerations
Advant age:

o Wrks through all types of NATs where the RTSP server is not NATed
or is at |east reachable like it was not.

Di sadvant ages:

o Functionality needs to be inplenmented on both server and client.

o WII not always nmeet nmultinmedia streamis real-tine requirenents.
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Transition:

The tunneling over RTSP's TCP connection is not planned to be phased
out. It is intended to be a fallback nechani smand for usage when
total nmedia reliability is desired, even at the potential price of

| oss of real-tine properties.

4.8.5. Security Considerations

The TCP tunneling of RTP has no known significant security probl enms
besi des those already presented in the RTSP specification. It is
difficult to get any anplification effect for DoS attacks due to
TCP's flow control. The RTSP server’s TCP socket, if independently
used for media tunneling or only RTSP nessages, can be used for a
redirected syn attack. By spoofing the source address of any TCP
init packets, the TCP SYNs fromthe server can be directed towards a
target.

A possi bl e security consideration, when session nedia data is

interl eaved with RTSP, woul d be the performance bottl eneck when RTSP
encryption is applied, since all session nedia data al so needs to be
encrypt ed.

4.9. Traversal Using Relays around NAT ( TURN)
4.9.1. Introduction

TURN [ RFC5766] is a protocol for setting up traffic relays that allow
clients behind NATs and firewalls to receive inconming traffic for
both UDP and TCP. These relays are controlled and have limted
resources. They need to be allocated before usage. TURN allows a
client to tenporarily bind an address/port pair on the relay (TURN
server) to its local source address/port pair, which is used to
contact the TURN server. The TURN server will then forward packets
between the two sides of the rel ay.

To prevent DoS attacks on either recipient, the packets forwarded are
restricted to the specific source address. On the client side, it is
restricted to the source setting up the allocation. On the externa
side, it islimted to the source address/port pair that have been

gi ven perm ssion by the TURN client creating the allocation. Packets
fromany other source on this address will be discarded.

Using a TURN server nakes it possible for an RTSP client to receive
nmedi a streans from even an unnodified RTSP server. However, the
problemis those RTSP servers nost likely restrict nedia destinations
to no other I P address than the one the RTSP nessage arrives from
This means that TURN could only be used if the server knows and
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accepts that the IP belongs to a TURN server, and the TURN server
can't be targeted at an unknown address. Alternatively, both the
RTSP TCP connection as well as the RTP nedia is relayed through the
same TURN server.

4.9.2. Usage of TURN with RTSP

To use a TURN server for NAT traversal, the follow ng steps should be
per f or med.

1. The RTSP client connects with the RTSP server. The client
retrieves the session description to determ ne the nunber of
nedi a streans. To avoid the issue of having the RTSP connection
and nedia traffic fromdifferent addresses, the TCP connection
nmust al so be done through the same TURN server as the one in the
next step. This will require the usage of TURN for TCP
[ RFC6062] .

2. The client establishes the necessary bindings on the TURN server.
It nust choose the local RTP and RTCP ports that it desires to
recei ve nedi a packets. TURN supports requesting bindings of even
port nunbers and conti guous ranges.

3. The RTSP client uses the acquired address and port allocations in
the RTSP SETUP request using the destination header

4. The RTSP server sends the SETUP reply, which must include the
Transport header’s "src_addr" paranmeter (source and port in RTSP
1.0). Note that the server is required to have a mechanismto
verify that it is allowed to send nedia traffic to the given
address unless TCP rel aying of the RTSP nessages also is
per f or med.

5. The RTSP client uses the RTSP server’s response to create TURN
perm ssions for the server’'s nedia traffic.

6. The client requests that the server starts playing. The server
starts sending nmedi a packets to the given destination address and
ports.

7. Media packets arrive at the TURN server on the external port; if
the packets match an established perm ssion, the TURN server
forwards the nedia packets to the RTSP client.

8. If the client pauses and nedia is not sent for about 75% of the
mappi ng tineout, the client should use TURN to refresh the
bi ndi ngs.
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4.9.3. ALG Consi derations

As the RTSP client inserts the address information of the TURN
relay’s external allocations in the SETUP nmessages, the ALG that
repl aces the address, w thout considering that the address does not

belong to the internal address real mof the NAT, will prevent this
nmechani sm from worki ng. This can be prevented by securing the RTSP
si gnal i ng.

4.9.4. Depl oynent Considerations
Advant ages:

o Does not require any server nodifications given that the server
i ncl udes the "src_addr" header in the SETUP response.

o Wrks for any type of NAT as long as the RTSP server has a
reachable | P address that is not behind a NAT.

D sadvant ages:

0 Requires another network el ement, namely the TURN server.

o0 A TURN server for RTSP may not scal e since the nunber of sessions
it must forward is proportional to the nunber of client nedia
sessi ons.

o The TURN server becones a single point of failure.

o Since TURN forwards nedi a packets, as a necessity it introduces
del ay.

0 An RTSP ALG may change the necessary destinations paraneter. This
will cause the nmedia traffic to be sent to the wong address.

Transition:

TURN is not intended to be phased out conpletely; see Section 19 of
[ RFC5766]. However, the usage of TURN coul d be reduced when the
demand for having NAT traversal is reduced.

4.9.5. Security Considerations

The TURN server can becone part of a DoS attack towards any victim
To performthis attack, the attacker nust be able to eavesdrop on the
packets fromthe TURN server towards a target for the DoS attack

The attacker uses the TURN server to set up an RTSP session with
nedi a fl ows going through the TURN server. The attacker is in fact
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creating TURN mappi ngs towards a target by spoofing the source
address of TURN requests. As the attacker will need the address of
these mappi ngs, he nust be able to eavesdrop or intercept the TURN
responses going fromthe TURN server to the target. Having these
addresses, he can set up an RTSP session and start delivery of the
nedi a. The attacker nust be able to create these mappings. The
attacker in this case may be traced by the TURN usernane in the
nmappi ng requests.

This attack requires that the attacker has access to a user account
on the TURN server to be able to set up the TURN mappings. To
prevent this attack, the RTSP server needs to verify that the
ultimate target destination accepts this nedia stream which would
require sonething like ICE' s connectivity checks being run between
the RTSP server and the RTSP client.

5. Firewalls

Firewal | s exist for the purpose of protecting a network fromtraffic
not desired by the firewall owner. Therefore, it is a policy
decision if a firewall will let RTSP and its nedia streans through or
not. RTSP is designed to be firewall friendly in that it should be
easy to design firewall policies to permt passage of RTSP traffic
and its media streans.

The firewall will need to allow the nmedia streans associated with an
RTSP session to pass through it. Therefore, the firewall wll need
an ALG that reads RTSP SETUP and TEARDOMWN nessages. By reading the
SETUP nmessage, the firewall can determ ne what type of transport and
fromwhere the nmedia stream packets will be sent. Comonly, there
will be the need to open UDP ports for RTP/RTCP. By |ooking at the
source and destination addresses and ports, the opening in the
firewall can be mninmized to the | east necessary. The opening in the
firewall can be closed after a TEARDOMW nessage for that session or
the session itself tines out.

The above possibilities for firewalls to inspect and respond to the
signaling are prevented if end-to-end confidentiality protection is
used for the RTSP signaling, e.g., using the specified RTSP over TLS.
As aresult, firewalls can’t be actively opening pinholes for the
nmedi a streanms based on the signaling. To enable an RTSP ALG in the
firewall to correctly function, the hop-by-hop signaling security in
RTSP 2.0 can be used (see Section 19.3 of [RTSP]). |If not, other

net hods have to be used to enable the transport flows for the nedia.

Sinpler firewalls do allow a client to receive nmedia as long as it

has sent packets to the target. Depending on the security |evel,
this can have the sane behavior as a NAT. The only difference is
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that no address translation is done. To use such a firewall, a
client would need to inplenment one of the above descri bed NAT
traversal methods that include sending packets to the server to
create the necessary filtering state.

6. Comparison of NAT Traversal Techni ques

Thi s section eval uates the techni ques descri bed above agai nst the
requirenents listed in Section 3.

In the followi ng table, the colums correspond to the nunbered
requi renents. For instance, the columm under Rl corresponds to the
first requirenent in Section 3: nust work for all flavors of NATs.
The rows represent the different NAT/firewall traversal techniques.
Latch is short for Latching, "V. Latch" is short for "variation of
Lat chi ng" as described in Section 4.5, and "3-WLatch" is short for
the Three-Way Latching described in Section 4.6.

A sunmmary of the requirenents are

R1: Work for all flavors of NATs

R2: Must work with firewalls, including those with ALGs

R3: Should have mnimal inmpact on clients not behind NATs, counted in
m ni mal nunber of additional RTTs

R4: Should be sinple to use, inplenent, and adm nister

R5: Shoul d provide nmitigation agai nst DDoS attacks

The foll owi ng considerations are also added to the requirenents:
Cl: WIIl the solution support both clients and servers behi nd NAT?

C2: Is the solution robust as NAT behavi ors change?
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------------ T T T e S
| RL | R | RB | R | B | C | 2 |
------------ T T T
STUN | No | Yes | 1 | Maybe| No | No | No |
------------ T T T T T S
Enmb. STUN | Yes | Yes | 2 | Maybe| No | No | Yes
------------ T T T e S
| CE | Yes | Yes | 2.5 | No | Yes | Yes | Yes
------------ T T T
Lat ch | Yes | Yes | 1 | Maybe| No | No | Yes
------------ T T T T T S
V. Latch | Yes | Yes | 1 | Yes | No | No | Yes
------------ T T T e S
3-WlLatch | Yes | Yes | 1.5 | Maybe| Yes | No | Yes
------------ T T T
ALG |(Yes) | Yes | O | No | Yes | No | Yes
------------ T T T T T S
TCP Tunnel | Yes | Yes | 1.5 | Yes | Yes | No | Yes
------------ T T T e S
TURN | Yes | Yes | 1 | No | Yes |(Yes) | Yes
------------ T T T

Figure 1: Conparison of Fulfillnent of Requirenents

Looking at Figure 1, one would draw the concl usion that using TCP
Tunneling or Three-Way Latching are the solutions that best fulfill
the requirenents. The different techni ques were discussed in the
MWSIC Wa It was established that the WG woul d pursue an | CE-based
solution due to its generality and capability of al so handling
servers delivering nedia frombehind NATs. TCP Tunneling is likely
to be available as an alternative, due to its specification in the
main RTSP specification. Thus, it can be used if desired, and the
potential downsides of using TCP is acceptable in particular

depl oyments. \When it conmes to Three-Way Latching, it is a very
conpetitive technique given that you don't need support for RTSP
servers behind NATs. There was sone discussion in the WG about if
the increased inplenentation burden of ICE is sufficiently notivated
conpared to a the Three-Way Latching solution for this generality.
In the end, the authors believed that the reuse of |ICE, greater
flexibility, and any way needed to deploy a new solution were the
deci sive factors.

The | CE-based RTSP NAT traversal solution is specified in "A Network

Address Transl ator (NAT) Traversal mechanismfor nmedia controlled by
Real - Time Stream ng Protocol (RTSP)" [ RTSP-NAT].

Westerl und & Zeng I nf or mati onal [ Page 40]



RFC 7604 Eval uati on of NAT Traversal for RTSP Sept ember 2015

7.

Security Considerations

In the preceding sections, we have di scussed security nmerits of the
different NAT/firewall traversal nethods for RTSP. |In summary, the
presence of NAT(s) is a security risk, as a client cannot perform
source authentication of its IP address. This prevents the

depl oyment of any future RTSP extensions providing security against
the hijacking of sessions by a man in the mddle.

Each of the proposed solutions has security inplications. Using STUN
will provide the sane |evel of security as RTSP w thout transport-

| evel security and source authentications, as long as the server does
not allow nedia to be sent to a different | P address than the RTSP
client request was sent from

Using Latching will have a higher risk of session hijacking or DoS
than normal RTSP. The reason is that there exists a probability that
an attacker is able to guess the randombits that the client uses to
prove its identity when creating the address bindings. This can be
solved in the variation of Latching (Section 4.5) with authentication
features. Still, both those variants of Latching are vul nerable
against a deliberate attack fromthe RTSP client to redirect the
nmedi a streamrequested to any target assuming it can spoof the source
address. This security vulnerability is solved by perforning a
Three-way Lat chi ng procedure as discussed in Section 4.6.

| CE resol ves the binding vulnerability of Latching by using signed
STUN nmessages, as well as requiring that both sides perform
connectivity checks to verify that the target IP address in the

candi date pair is both reachable and willing to respond. |CE can,
however, create a significant anbunt of traffic if the nunber of

candi date pairs are large. Thus, pacing is required and

i mpl ement ations should attenpt to linit their nunber of candidates to
reduce the nunber of packets.

If the signaling between the I CE peers (RTSP client and server) is
not confidentiality and integrity protected, ICE is vulnerable to
attacks where the candidate list is manipulated. The |ack of
signaling security will also sinmplify spoofing of STUN bi ndi ng
nmessages by revealing the secret used in signing.

The usage of an RTSP ALG does not in itself increase the risk for
session hijacking. However, the deployment of ALGs as the sole
mechani smfor RTSP NAT traversal will prevent depl oynent of end-
to-end encrypted RTSP signaling.
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The usage of TCP tunneling has no known security problens. However,
it mght provide a bottleneck when it cones to end-to-end RTSP
signaling security if TCP tunneling is used on an interleaved RTSP
si gnal i ng connecti on.

The usage of TURN has severe risk of DoS attacks against a client.
The TURN server can al so be used as a redirect point in a DDoS attack
unl ess the server has strict enough rules for who may create

bi ndi ngs.

Since Latching and the variants of Latching have such big security

i ssues, they should not be used at all. Three-Way Latching as well
as ICE nitigates these security issues and perforns the inportant
return-routability checks that prevent spoofed source addresses, and
they should be reconmended for that reason. RTP ALGs are a security
risk as they can create an incitement agai nst using secure RTSP
signaling. That can be avoided as ALGs require trust in the

m ddl ebox, and that trust becomes explicit if one uses the hop-by-hop
security solution as specified in Section 19.3 of RTSP 2.0. [RTSP].
The renai ni ng net hods can be consi dered safe enough, assum ng that
the appropriate security mechani snms are used and not i gnored.
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