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Abstract

VWHO S out put objects fromregistries, including both Regiona
Internet Registries (RIRs) and Donmai n Name Registries (DNRs), were
coll ected and anal yzed. This docunent describes the process and
results of the statistical analysis of existing WHO S i nfornmati on.
The purpose of this docunent is to build an object inventory to
facilitate discussions of data objects included in Registration Data
Access Protocol (RDAP) responses.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7485
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Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

Regi onal Internet Registries (RIRs) and Donmain Nane Registries (DNRs)
have historically maintained a | ookup service to pernit public access
to sone portion of the registry database. Most registries offer the
service via the WHO S protocol [RFC3912], with additional services
being of fered via Wrld Wde Wb pages, bul k downl oads, and ot her
services, such as Routing Policy Specification Language (RPSL)

[ RFC2622] .

Al t hough the WHO' S protocol is wi dely adopted and supported, it has
several shortcomngs that limt its usefulness to the evolving needs
of the Internet community. Specifically:

o It has no query and response format.

o It does not support user authentication or access control for
differentiated access.

o It has not been internationalized and thus does not consistently
support Internationalized Domain Nanes (I DNs) as described in
[ RFC5890] .

Thi s docunent records an inventory of registry data objects to
facilitate discussions of registration data objects. The

Regi stration Data Access Protocol (RDAP) ([ RRFC7480], [RFC7482],
[ RFC7483], and [ RFC7484]) was devel oped using this inventory as
i nput .

In the nunber space, there were altogether five RIRs. Al though al

Rl Rs provided i nformati on about | P addresses, Autononbus System
Nunbers (ASNs), and contacts, the data nodel used was different for
each RIR I n the donmai n name space, there were over 200 country code
Top- Level Domains (ccTLDs) and over 400 generic Top-Level Domains
(gTLDs) when this docunent was published. Different Domai n Nane

Regi stries may have different WHO S response objects and formats. A
conmon understanding of all these data formats was critical to
construct a single data nodel for each object.

Thi s docunent describes the WHO S data coll ecti on procedures and

gi ves an inventory analysis of data objects based on the collected
data fromthe five RIRs, 106 ccTLDs, and 18 gTLDs from DNRs. The R R
data objects are classified by the five RIRs into | P address, ASN,
person or contact, and the organi zation that held the resource.
Accordi ng to SPECI FI CATI ON 4 (" SPECI FI CATI ON FOR REQ STRATI ON DATA
PUBLI CATI ON SERVI CES") of the new gTLD applicant gui debook

[ 1 CANN. AGB-201206] and the Extensible Provisioning Protocol (EPP)

([ RFC5730], [RFC5731], [RFC5732], and [RFC5733]), the DNR data
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objects are classified by whether they relate to the donmin, contact,
naneserver, or registrar. Objects that do not belong to the

cat egories above are viewed as privately specified objects. In this
docunent, there is no intent to analyze all the query and response
types that exist in RIRs and DNRs. The nbst commpn query objects are
di scussed, but other objects such as RPSL data structures used by
Internet Routing Registries (IRRs) can be docunented later if the
comunity feels it is necessary.

2. Term nol ogy
o Data elenment - The nane of a specific response object.

o Label - The nane given to a particular data elenment; it nay vary
bet ween registries.

o Mbost popul ar |abel - The label that is nost supported by the
registries.

0 Nunber of |abels - The nunmber of different | abels.

o No. of TLDs - The nunber of registries that support a certain data
el enent .

3. Met hodol ogy

WHO S i nformation, including port 43 response and web response dat a,
was col |l ected between July 9, 2012, and July 20, 2012, follow ng the
procedures descri bed bel ow.

(1) First, find the RIR WHO S servers of the five RIRs, which are
AFRINIC, APNIC, ARIN, LACNIC, and RIPE NCC. All the RIRs
provi de informati on about | P addresses, ASNs, and contacts.

(2) Query the corresponding | P addresses, ASNs, contacts, and
organi zations registered in the five RIRs. Then, nmke a
conparative analysis of the response data.

(3) Goup together the data el ements that have the sane neani ng but
use di fferent |abels.

Zhou, et al. I nf or mati onal [ Page 5]
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DNR obj ect col |l ection process:

(1)

(2)

(3)

(4)

(5)

Zhou,

A progranm ng script was applied to collect port 43 response
data from 294 ccTLDs. "nic.ccTLD' was used as the query string,
which is usually registered in a domain registry. Responses for
106 ccTLDs were received. 18 gTLDs’ port 43 response data was
collected fromtheir contracts with ICANN. Thus, the sanple
size of port 43 WHO S response data is 124 registries in total.

WHO S data fromthe web was collected manually fromthe 124
registries that send port 43 WHO S responses.

Sone of the response that which were collected by the program
did not seemto be correct, so data for the top 10 ccTLD
registries, like .de, .eu, and .uk, was re-verified by querying
dormai n nanes ot her than "nic.ccTLD"

In accordance with SPECI FI CATION 4 of the new gTLD applicant
gui debook [ CANN. AGB-201206] and EPP ([ RFC5730], [RFC5731],
[ RFC5732] and [RFC5733]), the response data objects are
classified into public and other data objects. Public data
objects are those that are defined in the above references.
O her objects are those that are privately specified data

el ements or objects in different registries.

Data el enents with the same neaning, but using different |abels,
were grouped together. The nunber of registries that support
each data element is shown in the "No. of TLDs" col um.
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4.

Table 1 shows the organization objects of the five RIRs.

4. 1.
.
| RI R |
| hj ect s |
i,
| name |
.
| Organization |
| ID |
i,
| Conpany |
.
| Nane of |
| per son |
| responsible |
i,
| Type of |
| organization |
.
| Country |
I,
| Post al |
| Addr ess |
.
| Gty |
I,
| State |
i,
| Post al |
| Code |
.
| Phone |
I,
| Fax Number |
e,
| I D of |
| adm ni strative|
| cont act |
I,
| I D of |
| technical |
| cont act |

Zhou, et al.
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RIR Obj ects Anal ysis

org-type

_____ .
APNI C| ARIN |
| |
..... i,
NA | Nane |
| |
_____ .
NA | Handl e |
| |
..... i,
NA | Conpany |
_____ e,
NA | NA
| |
| |
..... i,
NA | NA |
| |
_____ .
NA | country |
..... T,
NA | address |
| |
_____ e,
NA | city |
_____ .
NA | StateProv|
..... i,
NA | Post al Code|
| |
_____ .
NA | NA |
..... T,
NA | NA |
_____ .
NA | Admin |
| PCC |
| |
..... T,
NA | Tech POC |

| nf or mat i onal

WHO S Data for Organizations Hol ding a Resource

March 2015
____________ +
Rl PE NCC |

|
............ +
org- nanme |

|
____________ +

............ +
NA |
____________ +
NA |
|
|
............ +
org-type |
____________ \
country |
............ +
addr ess |
|
____________ +
addr ess |
____________ +
addr ess |
............ +
addr ess |
|
____________ +
phone |
............ +
f ax-no |
____________ +
adm n-c |
|
|
............ +
tech-c
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oo Fom ek +o-m o - R Fom oo Fom ek +
| Maintainer | mt-ref | NA | NOC POC | NA | mt-ref |
| organization | | | | | |
Fomm oo o - Fomm e oo - Fo-m - - Fomm oo - S Fomm e oo - +
| Maintainer | mmt - by |  NA | Abuse | NA | mmt - by |
| object | | | PCC | | |
oo Fom ek +o-m o - R Fom oo Fom ek +
| Remar ks | remarks |  NA | NA | NA | remarks |
o e o T +--- - - S R T +
| Dat e of | Changed | NA| RegbDate | created | Changed |
| record | | | | | |
| creation | | | | | |
oo Fom ek +o-m o - R Fom oo Fom ek +
| Dat e of | changed | NA | Updated | changed | changed |
| record | | | |
|  changed | | | | | |
oo S +--m - - TSR TSR S +
| Li st of | NA |  NA | NA | list of | NA |
| resources | | | | resources | |
o e ok Fom o +o-m - - S Fom e Fom o +
| Sour ce | source |  NA | NA | NA | source |
Fomm oo o - Fomm e oo - Fo-m - - Fomm oo - S Fomm e oo - +
| Reference | NA |  NA | Ref | NA | NA |
R S +---- - Fomm e m e SR S +

Table 1. WHO S Data for Organi zations Hol di ng a Resource
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4.2. VWHO S Data for Contacts

Table 2 shows the contact objects of the five RIRs.

oo SR SR S SR SR +
| Data Element | AFRRNIC | APNIC | ARI' N | LACNIC | Rl PE |
| | | | | | NCC |
oo S S - S S +
| Nare | person | person | Nare | person | person |
Fomm oo o - S S Fomm e oo - S S +
| Conpany | NA | NA | Conpany | NA | NA |
R R R S R R +
| Post al | address | address | Address | address | address |
| Address | | | | | |
e S S S S S +
| Gty | NA | NA | Gty | NA | address |
oo SR SR S SR SR +
| State | NA | NA | StateProv | NA | address |
oo - - - - - +
| Postal Code | NA | NA | Postal Code | NA | address |
e S S S S S +
| Country | NA | country | Country | country | NA |
oo SR SR S SR SR +
| Phone | phone | phone | Mobi | e | phone | phone |
oo - - - - - +
| Fax Number | fax-no | fax-no | Fax | NA | fax-no |
e S S S S S +
| Emai | | e-mail | e-mail | Emai | | e-mail | NA |
oo SR SR S SR SR +
| I D | nic-hdl | nic-hdl | Handl e | nic-hdl | nic-hdl |
oo - - - - - +
| Remar ks | remarks | remarks | Remarks | NA | remarks |
e S S S S S +
| Notify | notify | notify | NA | NA | notify |
oo SR SR S SR SR +
| I D of | mt-by | mt-by | NA | NA | mt-by |
| nmaintainer | | | | | |
oo S S - S S +
| Registration | changed | NA | RegDate | created | changed |
| Dat e | | | | | |
oo SR SR S SR SR +
| Registration | changed | changed | Updated | changed | changed |
| updat e | | | | | |
oo S S - S S +
| Sour ce | source | source | NA | NA | source |
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Table 2. WHO S Data for Contacts
4.3. WHO S Data for |P Addresses
Table 4 shows the | P address objects of the five RIRs.

Note: Due to the 72-character limt on line length, strings in sone
cells of the table are split into two or nore parts, which are pl aced
on separate lines within the same cell. A hyphen in the fina
position of a string indicates that the string has been split due to
the length limt.

TSR TSR TSR +
| Adminis- | | abuse-- |
| trative | admn-c | nmilbox

| contact | | |
S S S +

Table 3. Exanple of String Splitting
For instance, the original strings in the cells of Table 3 are

"Adm ni strative contact", "adm n-c", and "abuse-mai |l box",
respectively.

Zhou, et al. I nf or mati onal [ Page 10]
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Fom ek +
| Dat a |

| El enent |

Fomm e oo - +
| I P |

| address |

| range |

Fom o +
| | Pv6 | i
| address |

| range |

S +
| Description|

| |

T +
| Remar ks |

| |

S +
| Oigin AS |

| |

T +
| Net wor k |

| nane/ 1D |

S +
| Maintainer |

| Object |

T +
| Maintainer |

| Sub- |

| assignnents|

Fom ek +
|  Admnis- |

| trative |

| contact |

S +
| Parent |

| range |

Fom o +
| Status |

Fomm e oo - +
| Regi stration|

| Dat e |

Fom ek +
| Regi stration|

| updat e |

Fomm e oo - +
| Reference |

Zhou, et al.
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________ o
AFRINIC] APN C | ARI' N

| |
........ o
i netnunm inetnum | Net Range

|

| |
________ e
i net 6num inet6num | Cl DR

| |

| |
________ o
descr | descr | Net Nane

| |
........ e
remarks| remarks | NA

| |
________ o

NA | NA | Ori gi nAS

| |
........ e
net nane| netname | NetHandle

| |
________ e
mmt - by | NA | NA

| |
........ e
mt-- | NA | NA
[ ower | |

| |
________ o e e e e e e e e e e e e e e -
adm n-c| admin-c | Ogld

|

| |
________ o e e e e e e e e e e e e e e =
parent | NA | Par ent

| |
________ o e e e e e e e e e e e e e e e m -
status | status | Net Type
........ o
changed| NA | RegDat e

|
________ o e e e e e e e e e e e e e e -
changed| changed | Updat ed

|
........ o

NA | NA | Ref

| nf or mat i onal

March 2015
Fomm e e U +
| LACNIC | RI PE NCC |
| | |
Fomm e m oo - Fom e e e e oo - +
| NA | i netnum |
| | |
| | |
Fomm e Fom e +
|inetnum | inet6num |
| | |
| | |
Fomm oo S +
| NA | descr |
| | |
- R +
| NA | remar ks |
| | |
Fomm oo S +
| Ori gi nNAS| NA |
| (future)] |
- R +
|inetrev | net nane |
| | |
Fomm oo S +
| NA | mt-by |
| | |
- R +
| NA | NA |
| | |
| | |
Fomm e e U +
| ownerid| adni n-c |
| | |
| | |
Fomm e S +
| NA | NA |
| | |
Fomm e Fom e +
| status | st at us |
Fomm e m oo - Fom e e e e oo - +
| created| changed |
| | |
Fomm e e U +
| changed]| changed |
| | |
Fomm e m oo - Fom e e e e oo - +
| NA NA |

[ Page 11]
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- Fomme oo S e Fomme oo S +
| I D | org | NA | Ogld | owner |organisation |
| or gani zat i on| | | | | |
| hol ding the | | | | | |
| resource | | | | | |
S Fomm oo Fomm e m e R Fomm oo S +
| Referral | NA | NA | Ref erral Server | NA | NA |
I server | I I I I I
S S N e S S +
| Technical | tech-c | tech-c |OrgTechHandle | tech-c | tech-c

| contact | | | | | |
S Fomm oo Fomm e m e R Fomm oo S +
| Abuse | NA | NA | Or gAbuseHandl e| abuse-c| abuse- mai | box

| contact | | | | | |
S S N e S S +
| Referral | NA | NA | RTechHandle | NA | NA

| technical | | | | | |
| contact | | | | | |
- S - S oo S - S +
| Referral | mmt-irt|] mt-irt | RAbuseHandl e | NA | NA

I abuse | I I I I I
| contact | | | | | |
S Fomm e TSR oo Fomm e S +
| Referral | NA | NA | RNOCHandl e | NA | NA

I NOC I I I I I I
| contact | | | | | |
S S N e S S +
| Nane | NA | NA | NA | nserver| NA |
I server | I I I I I
S Fomm oo Fomm e m e R Fomm oo S +

Table 4. WHO S Data for | P Addresses

4.4. WHO S Data for ASNs

R R Fomm e m e S R Fomm e m e +
| Dat a | AFRRNIC | APNIC | ARI'N | LACNIC | RIPE NCC

| Elenent I I I I I I
. T IR . T IR +
| I D | aut-num| aut-num | ASNumber | aut-num| aut-num |
I I I I I I I
R R Fomm e m e S R Fomm e m e +
| Description | descr | descr | NA | NA | descr
e e e SRR e e .
| Organi zation | org | NA | Ogld | owner | org

Zhou, et al. I nf or mati onal [ Page 12]
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S S e S R S S e S R +
| Commrent | remarks | NA | Coment | NA | remarks
. T IR . T IR +
| Adm nistrative| admn-c | admn-c | ASHandl e |owner-id | adnmin-c
| contact 1D | | | | | |
R R Fomm e m e S R Fomm e m e +
| Techni cal | tech-c | tech-c |OgTechHandl e|routing-c| tech-c
| contact ID | | | | | |
. T IR . T IR +
| Organization | NA | nic-hdl | NA | owner-c | organi-
| I D | | | | | sation
R R Fomm e m e S R Fomm e m e +
| Notify | notify |  notify | NA | NA | NA
R S T S R . S TR Focemeaaaa +
| Abuse | NA | NA | OrgAbuse | abuse-c | NA
| contact | | | Handl e | |
oo SR TSR S SR TSR +
| Maintainer | mt-by | mt-by | NA | NA | mt-by
| oj ect | | | | | |
. S TR Focemeaaaa . S TR Focemeaaaa +
| Maintai ner | mt-lower| mt-I|ower| NA | NA | mt-1ower |
| Sub- | | | | | |
| assignnents | | | | | |
R R Fomm e m e S R Fomm e m e +
| Mai ntainer | NA | NA | NA | NA | mt-ref
| Organization | | | | | |
. T IR . T IR +
| Regi stration | changed | NA | RegDat e | created | NA
| Dat e | | | | | |
R R Fomm e m e S R Fomm e m e +
| Regi stration | changed | changed | Updat ed | changed | NA
|  update | | | | | |
. T IR . T IR +
| Sour ce | source | source | NA | NA | source
oo SR TSR S SR TSR +
Table 5. WHO S Data for ASNs
4.5. Concl usion

As can be observed
Rl Rs,

some data el ements were not supported by al
and sonme were given different |abels by different RIRs. Al so,

there were identica

| abel s used for different data el enents by

different RIRs. In order to construct a single data nodel for each
object, a selection of the nost common and useful fields was made.
That initial selection was the starting point for [RFC7483].

Zhou, et al. I nf or mati onal [ Page 13]
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5. DNR nject Analysis
5.1. Overview

WHO S data was collected from 124 registries, including 106 ccTLDs
and 18 gTLDs. All 124 registries support domain queries. Anong 124
registries, eight ccTLDs and 15 gTLDs support queries for specific
contact persons or roles. 10 ccTLDs and 18 gTLDs support queries by
naneserver. Four ccTLDs and 18 gTLDs support regi strar queries.
Domain WHO' S data contain 68 data el ements that use a total of 550

| abels. There is a total of 392 other objects for domain WHO S dat a

5.2. Public njects

As nentioned above, public objects are those data el enents sel ected
according to the new gTLD applicant gui debook and EPP. They are
generally classified into four categories by whether they are rel ated
to the dommin, contact, naneserver, or registrar

Zhou, et al. I nf or mati onal [ Page 14]
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5.2. 1.

VWHO S Data for Domai ns

WHO S replies about domains include "Domain Nanme", "Creation Date",
"Domai n Status", "Expiration Date", "Updated Date", "Domain |D",
"DNSSEC', and "Last Transferred Date". Table 6 gives the el enent
nane, nost popul ar | abel, and the correspondi ng nunbers of TLDs and

| abel s.

o e e e oo s o e e e oo s T o e o +
| Dat a El enent | Most Popul ar | No. of | No. of |

| | Label | TLDs | Label s |

o e e e oo o e e e oo S R +
| Domai n Nane | Domai n Nane | 118 | 6 |

o e e o s o e e o s Fom o o e ok +
| Creation Date | Creat ed | 106 | 24 |

o m e e e e e oo o m e e e e e oo Fomm e oo - Fomm oo o - +
| Domai n St at us | St at us | 95 | 8 |

o e e e oo o e e e oo S R +
| Expiration Date | Expiration Date | 81 | 21 |

o e e o s o e e o s Fom o o e ok +
| Updat ed Dat e | Modi fi ed | 70 | 20 |

o m e e e e e oo o m e e e e e oo Fomm e oo - Fomm oo o - +
| Domain I D | Domain I D | 34 | 5 |

o e e e oo o e e e oo S R +
| DNSSEC | DNSSEC | 14 | 4 |

o e e o s o e e o s Fom o o e ok +
| Last Transferred | Last Transferred | 4 | 3 |

| Dat e | Dat e | | |

o e a o o e a o S oo +

Table 6. WHO S Data for Domains

Several statistical conclusions obtained fromabove data are:

o

o

Zhou,

95.16% of the 124 registries support a "Dommin Nane" data el ement.

85.48% of the 124 registries support a "Creation Date" data
el emrent .

76.61% of the 124 registries support a "Domain Status" data
el enent .

On the other hand, some el ements such as "DNSSEC' and "Last

Transferred Date" are only supported by 11.29% and 3.23% of the
regi stries, respectively.

et al. I nf or mati onal [ Page 15]
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5.2.2. WHO S Data for Contacts
In the domai n nane space, contacts are typically divided into
regi strant, administrative contact, technical contact, and billing
cont act .

5.2.2.1. Registrant

Table 7 shows all the contact information for a registrant. 14 data
el enents are |listed bel ow

o e e e e e oo T SR S +
| Dat a El enent | Most Popul ar Label | No. of | No. of |
| | | TLDs | Label s |
- T e . +
| Registrant Nane | Nanme | 65 | 7 |
o e e e oo T TSR S +
| Registrant Email | Regi strant Email | 59 | 7 |
R R LR S S TRy +
| Regi strant ID | Regi strant ID | 50 | 12 |
- T e . +
| Registrant Phone | Regi strant Phone | 48 | 6 |
o e e e oo T TSR S +
| Regi strant Fax | Regi strant Fax | 44 | 6 |
R R RN S S TRy +
| Regi st rant | Regi st rant | 42 | 4 |
| Organi zati on | Organi zati on | | |
Fom e e e oo o m e e e e aa o - S Fomm e oo - +
| Registrant Country | Country | 42 | 6 |
| Code | | | |
R R LR S S TRy +
| Registrant City | Registrant City | 38 | 4 |
T T e . +
| Registrant Postal | Registrant Postal | 37 | 5 |
| Code | Code | | |
o e e e e e oo T SR S +
| Regi st rant | Regi st rant | 32 | 4 |
| St at e/ Provi nce | St at e/ Provi nce | | |
- T e . +
| Registrant Street | Registrant Streetl | 31 | 16 |
o e e e oo T TSR S +
| Registrant Country | Registrant Country | 19 | 4 |
R R S S TRy +
| Registrant Phone | Regi strant Phone | 18 | 2 |
| Ext . | Ext . | | |
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Table 7. Registrant

Among all the data elements, only "Registrant Nanme" is supported by
nore than one half of registries. Those supported by nore than one
third of registries are: "Registrant Name", "Registrant Email",
"Regi strant ID', "Registrant Phone", "Registrant Fax", "Registrant
Organi zation", and "Registrant Country Code".
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5.2.2.2. Adm n Contact

Table 8 shows all the contact infornmation for an adm nistrative
contact. 14 data elenents are |listed bel ow

o e e e e e oo o e e e e e oo SR S +
| Dat a El enent | Most Popul ar Label | No. of | No. of |
| | | TLDs | Label s |
- - e . +
| Admi n Street | Addr ess | 64 | 19 |
o e e e oo o e e e oo TSR S +
| Adm n Nane | Adm n Nane | 60 | 9 |
R R S . +
| Admi n Emmi | | Admi n Emi | | 54 | 12 |
- - e . +
| Admin I D | Admin I D | 52 | 16 |
o e e e oo o e e e oo TSR S +
| Adm n Fax | Adm n Fax | 44 | 8 |
R R S . +
| Admi n Phone | Admi n Phone | 43 | 9 |
- - e . +
| Admin Organization | Admin Organization | 42 | 9 |
o e e e oo o e e e oo TSR S +
| Admin Country Code | Country | 42 | 7 |
R R S . +
| Admin City | Admin City | 35 | 5 |
- - e . +
| Admin Postal Code | Admin Postal Code | 35 | 7 |
o e e e oo o e e e oo TSR S +
| Admin | Admin | 28 | 5 |
| St at e/ Provi nce | St at e/ Provi nce | | |
- - e . +
| Admin Country | Admin Country | 17 | 5 |
Fom e e e oo Fom e e e oo S Fom e e e e oo - +
| Adm n Phone Ext. | Adm n Phone Ext. | 17 | 3 |
o e e e e e oo o e e e e e oo SR S +
| Adm n Fax Ext. | Adm n Fax Ext. | 17 | 3 |
- - e . +

Table 8. Adm n Contact

Among all the data elements, only "Admin Street" is supported by nore
than one half of registries. Those supported by nore than one third
of registries are: "Admin Street", "Adm n Name", "Admn Email",
"Admin ID', "Adm n Fax", "Adm n Phone", "Adm n Organization", and
"Admi n Country Code".
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Table 9 shows all the infornmation for
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a domai n name technica

contact. 14 data elenents are |isted bel ow
o e e e e e oo o e e e e e oo T Jupuu S +
| Dat a El enent | Most Popul ar Label | No. of No. of |
| | | TLDs Label s
oo oo e +
| Tech Emai | | Tech Emai | | 59 9
o e e e oo o e e e oo T S, +
| Tech ID | Tech ID | 55 16
oo oo e +
| Tech Name | Tech Name | 47 6 |
oo oo e +
| Tech Fax | Tech Fax | 45 9
o e e e oo o e e e oo T S, +
| Tech Phone | Tech Phone | 45 10
oo oo e +
| Tech Country Code | Country | 43 9
oo oo e +
| Tech Organization | Tech Organization | 39 7
o e e e oo o e e e oo T S, +
| Tech City | Tech City | 36 4 |
oo oo e +
| Tech Postal Code | Tech Postal Code | 36 7
oo oo e +
Tech | Tech | 30 4
| St at e/ Provi nce | St at e/ Provi nce | |
o e e e e e oo o e e e e e oo T Jupuu S +
| Tech Street | Tech Streetl | 27 16
oo oo e +
| Tech Country | Tech Country | 18 5
Fom e e e oo Fom e e e oo Sy +
| Tech Fax Ext | Tech Fax Ext | 18 3
o e e e e e oo o e e e e e oo T Jupuu S +
| Tech Phone Ext. | Tech Phone Ext. | 13 3
oo oo e +
Table 9. Tech Contact
Among all the data elenments, there are no el enents supported by nore

t han one hal f of
of registries
"Tech Phone",

registries.
are: "Tech Email", "Tech ID",
and "Tech Country Code".
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5.2.2.4. Billing Contact
Tabl e 10 shows all the information for a domain nane billing contact.
14 data elements are listed bel ow.
o e e e e e oo o e e e e e oo SR S +
| Dat a El enent | Most Popul ar Label | No. of | No. of |
| | | TLDs | Label s |
- - e . +
| Billing Nane | Nanme | 47 | 5 |
o e e e oo o e e e oo TSR S +
| Bi I ling Fax | Fax | 43 | 6 |
R R S . +
| Billing Email | Emai | Address | 42 | 7 |
- - e . +
| Billing Country | Country | 38 | 4 |
| Code | | | |
o e e e e e oo o e e e e e oo SR S +
| Billing Phone | Phone Nunber | 34 | 6 |
- - e . +
| Billing ID | Billing ID | 28 | 9 |
Fom e e e oo Fom e e e oo S Fom e e e e oo - +
| Billing Gty | Billing Gty | 28 | 4 |
o e e e e e oo o e e e e e oo SR S +
| Billing Billing 28 5 |
| Organi zati on Organi zati on |
L e N . +
| Billing Postal Billing Postal 27 4 |
| Code Code |
e TS T T e YU +
| Billing Billing 21 4 |
| St at e/ Provi nce St at e/ Provi nce |
- - e . +
| Billing Street | Billing Streetl | 19 | 13 |
o e e e oo o e e e oo TSR S +
| Billing Country | Billing Country | 13 | 5 |
R R S . +
| Billing Phone Ext. | Billing Phone Ext. | 10 | 2 |
- - e . +
| Billing Fax Ext | Billing Fax Ext | 10 | 2 |
o e e e oo o e e e oo TSR S +

Table 10. Billing Contact

Among all the data elements, there are no el enents supported by nore
than one half of registries. Those supported by nore than one third
of registries are "Billing Nanme", "Billing Fax", and "Billing Email".
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5.2.3. WHO S Data for Naneservers

114 registries (about 92% of the 124 registries) have the
"nanmeserver" data element in their WHO S responses. However, there
are 63 different |abels for this elenment, as shown in Table 11. The
top three labels for this elenent are "Nanme Server" (which is
supported by 25% of the registries), "Nane Servers" (which is
supported by 16% of the registries), and "nserver" (which is
supported by 12% of the registries).

oo o e e e oo S Fom e e e oo - +
| Data Element | Most Popul ar Label | No. of TLDs | No. of Labels

oo Fom e e e e e oo U o +
| NaneServer | Name Server | 114 | 63 |
o e o o e e e e e ok R oo +

Table 11. WHO S Data for Nameservers
Sone registries have naneserver el enents such |ike "naneserver 1",
"nameserver 2" till "nanmeserver n". Thus, there are nore |abels than
of other data el enents.
5.2.4. WHO S Data for Registrars

There are three data el enents about registrar infornmation.

e oo N S +
| Dat a El enent | Most Popul ar Label | No. of | No. of |
| | | TLDs | Label s

o e e e oo T SR S +
| Sponsori ng | Regi strar | 84 | 6 |
| Regi strar | | | |
o oo R S +
| Created by | Created by | 14 | 3 |
| Regi strar | | | |
o e e e oo T SR S +
| Updat ed by | Last Updated by | 11 | 3 |
| Regi strar | Regi strar | | |
o oo R S +

Table 12. WHO S Data for Registrars
67. 7% of the registries have the "Sponsoring Registrar" data el enent.

The elenments "Created by Registrar" and "Updated by Registrar" are
supported by 11.3% and 8.9% of the registries, respectively.
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So-cal l ed "other objects" are those data elements that are privately

specified or are difficult to be classified.

objects altogether. Table 13 lists the top 50 other objects found

during data collection

Zhou,

et al.

Techni cal contact

anni versary

| nf or mat i ona

There are 392 ot her

_____________ +
No. of TLDs |
............. +
41 |
_____________ +
32 |
_____________ +
26 |
............. +
15 |
_____________ +
14 |
_____________ +
13 |
............. +
13 |
_____________ +
12 |
_____________ +
11 |
............. +
10 |
_____________ +
9 |
_____________ +
9 |
............. +
9 |
_____________ +
9 |
_____________ +
8 |
............. +
7 |
_____________ +
6 |
_____________ +
6 |
............. +
6 |
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Cust onmer Service Cont act

Sponsoring Registrar 1ANA I D

Post al address

Regi strar URL

I nternati onal Name

| nt ernati onal Address

Contractual Language

| P Addr ess
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_____________ +
6 I
............. +
6 I
_____________ +
6 I
_____________ +
5 I
............. +
4 I
_____________ +
4 I
_____________ +
4 I
............. +
4 I
_____________ +
4 I
_____________ +
3 I
............. +
3 I
_____________ +
3 I
_____________ +
3 I
............. +
3 I
_____________ +
3 I
_____________ +
3 I
............. +
3 I
_____________ +
3 I
_____________ +
3 I
............. +
2 I
_____________ +
2 I
_____________ +
2 I
............. +
2 I
_____________ +
2 I
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5.

5.

4.

4.

e S +
| Keys | 2 |
S . +
| Language | 2 |
o m e e e e e e e e e e e e e e e e e e e e e am o - S +
| NI C handl e | 2 |
e . +
| Record mai nt ai ned by | 2

TS . +
| Regi stration Service Provider | 2

o m e e e e e e e e e e e e e e e e e e e e e am o - S +
| Regi stration Service Provi ded By | 2

e . +
| Registrar URL (registration services) | 2

A . +

Table 13. The Top 50 Gther njects

Sone registries returned things that | ooked |ike |abels, but were
not. For exanple, in this reply:

Regi strant:
Nanme:
Emai |
"Name" and "Emmil" appeared to be data el enments, but "Registrant" did
not. The inventory work proceeded on that assunption, i.e., there

were two data elements to be recorded in this exanple
Sone ot her data elenments, |ike "Remarks", "anniversary", and
"Customer service Contact", are designed particularly for their own
purpose by different registries.

Concl usi on
1. Prelimnary Statistics

Sone prelimnary conclusions could be drawn fromthe raw data.

o Al of the 124 domain registries have the object nanes in their
responses, although they are in various formats.

o O the 118 WHO S services contacted, 65 registries show their
regi strant contact. About half of the registries (60 registries)
support admin contact information. There are 47 registries, which
is about one third of the total nunber, that have technical and
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billing contact infornation. Only seven of the 124 registries

give their abuse email in a "remarks" section

contact information is provided.

o There are mainly two presentation formats.

No explicit abuse

One is key-value; the

other is data block format. Exanple of key-value format:

Domai n | nformation

Query: nic. exanpl e.com
Status: Del egated

Created: 17 Apr 2004

Modi fied: 14 Nov 2010
Expires: 31 Dec 9999

Name Servers: ns.exanple. net
nsl. na. exanpl e. net

ns2. na. exanpl e. net

Exanmpl e of data bl ock format:

VWHO S dat abase
domai n ni c. exanpl e. org

Domai n Nanme nic. exanple.org
Regi st ered 1998-09-02
Expiry 2012-09-02

Resource Records

a 198.51.100.1
nx 10 test.exanpl e. net
wwW a 198. 51.100. 10

Cont act details

Regi strant,

Techni cal Contact,

Billing Contact,

Admi n. Contact AdamsNames Reserved Donains (i)
These domains are not available for registration
United Ki ngdom

Identifier: test123

Zhou, et al. | nf or mat i ona
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Servidor WHO S de NI C Exanpl e

Este servidor contiene infornacion autoritativa exclusivanmente de
domi ni os ni c. exanpl e.org Cual qui er consulta sobre este servicio, puede
hacerla al correo el ectronico whoi s@i c. exanpl e.org

Titul ar:

John (nic.exanpl e.org) john@ic.exanple.org

NI C Exanpl e

Av. Veracruz con calle Cali, Edif Aguila, Ub. Las Mercedes
Caracas, Distrito Capital VE

0212- 1234567 (FAX) +582123456789

0 11 registries give local script responses. The WHO S infornation
of other registries are all represented in English.

5.4.2. Data Element Analysis

The top 10 data elenents are listed in Table 14.

e . +
| Dat a El enent | No. of TLDs |
o e e e e e e S +
| Dorai n Name | 118 |
R . +
| Name Server | 114 |
e . +
| Creation Date | 106 |
o e e e e e e S +
| Donai n St at us | 95 |
R . +
| Sponsoring Registrar | 84 |
e . +
| Expiration Date | 81 |
o e e e e e e S +
| Updat ed Date | 70 |
R . +
| Regi st rant Nane | 65 |
e . +
| Admi n Street | 64 |
o e e e e e e S +
| Adm n Nane | 60 |
R . +

Table 14. The Top 10 Data El enents
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Most of the domain-related WHO S information is included in the top

10 data elements. O her

information |ike name server and registrar

nane is al so supported by npst registries.

A cumul ative distribution

(1) About 5% of the data

are supported by

(2) About 30% of the
are supported by

(3) About 60% of the
are supported by

(4) About 90% of the
are supported by

From t he above result,
all the public objects,

the objects.

Zhou, et al

analysis of all the data el enents was done.

el ements di scovered by the inventory work

111 registries (i.e., 90%.

data el enents
44 registries

data el enents
32 registries

data el enents
14 registries

di scovered by the inventory work
(i.e., 35%.

di scovered by the inventory work
(i.e., 26%.

di scovered by the inventory work
(i.e., 119%.

it is clear that only a few registries support

nost of the registries support just sone of
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5.4.3. Label Analysis

The top 10 labels of different data elenments are listed in Table 15.

o e a o Fom e e e oo - +
| Label s | No. of Labels

S T IRy S TR +
| Nane Server | 63 |
I . +
| Creation Date | 24 |
o e a o Fom e e e oo - +
| Expiration Date | 21 |
S T IRy S TR +
| Updat ed Dat e | 20 |
IR . +
| Admi n Street | 19

o e a o Fom e e e oo - +
| Tech ID | 18 |
S T IRy S TR +
| Registrant Street | 16 |
R . +
| Admin I D | 16

o e a o Fom e e e oo - +
| Tech Street | 16

S T IRy S TR +
| Billing Street | 13 |
R I . +

Table 15. The Top 10 Label s

As expl ai ned above, the "Nane Server" |abel is a unique exanple
because many registries define the name server elenments from
"nameserver 1" through "nameserver n". Thus, the count of |abels for
nane servers is much higher than other elements. Data elenments
representing dates and street addresses were al so conmon.

A cunul ative distribution analysis of |abel numbers was done. About
90% of data el enents have nore than two labels. 1t is therefore
necessary to specify a standard and unified fornmat for object nanes
in a WA S response.

5.4.4. Analysis of Gther (njects
The results indicate that there are 392 other data objects in tota
that are not easy to be classified or are privately defined by

various registries. The top 50 other objects are listed in Table 13
in Section 5.3. It is clear that various different objects are
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desi gned for sone particular purpose. |In order to ensure uni queness
of JSON nanmes used in the RDAP service, establishnment of an | ANA
registry is advised.

5.5. Limtations

This section lists the limtations of the survey and sonme assunptions
that were made in the execution of this work.

o The input "nic.ccTLD' nmay not be a good choice, for the term"nic"
is often specially used by the correspondi ng ccTLD, so the
collected WHO S data nmay be custonized and different fromthe
comon dat a

o Since the programm ng script queried the "nic.ccTLD' in an
anonynmous way, only the public WHO S data from WHO S servers
havi ng nic.ccTLD were collected. So, the private WHO S data were
not covered by this docunent.

o0 11 registries did not provide responses in English. The
classification of data elements within their responses may not be
accur at e.

o The extension data el enents are used randomy by different
registries. It is difficult to do statistical analysis.

o Sample sizes of contact, nane server, and registrar queries are
smal | .

* Only WHO S queries for contact ID, naneserver, and registrar
wer e used.

* Sonme registries may not support contact, nanme server, or
regi strar queries.

* Some may not support query contact by ID

* Contact information of some registries may be protected.
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6. Reference Extension Objects
There are sonme objects that are included in the existing WHO S system
but not nentioned in [RFC7483]. This docunent is intended to give a
list of reference extension objects for discussion

6.1. RIR Reference Extension Objects

0 conpany - the conmpany name registered by the regi strant.

0O nmmintainer - authentication information that identifies who can
nodi fy the contents of this object.

o list of resources - a list of |IPv4 addresses, |Pv6 addresses, and
Aut ononpus Syst em nunbers.

o referral NOC contact - the Network Operations Center contact.
6.2. DNR Reference Extension Objects

The foll owing objects are selected fromthe top 50 other objects in

Section 5.3 that are supported by nore than five registries. These

obj ects are considered as possi bl e extension objects.

0 zone-c - The identifier of a 'role’ object with authority over a
zone.

0O nmmintainer - authentication information that identifies who can
nodi fy the contents of this object.

0 Registration URL - typically the website address of a registry.

0 anonymous - whether the registration information is anonynous or
not .

o hold - whether the domain is "on hold" or not.
o nsl-id - nanmeserver list ID
0 obsoleted - whether a domain is obsoleted or not.
0o Customer Service Contact - a kind of contact.
7. Security Considerations

Thi s docunent does not provide any security services or introduce
addi ti onal considerations to those discussed in [RFC7481].
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