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1. Introduction

Thi s docunent specifies how a child zone in the DNS ([ RFC1034]

[ RFC1035]) can publish a record to indicate to a parental agent (see
Section 1.1 for a definition of "parental agent") that it can copy
and process certain records fromthe child zone. The existence of
the record and any change in its value can be nonitored by a parenta
agent and acted on depending on | ocal policy.

Currently, some resource records (RRs) in a parent zone are typically
expected to be in sync with the source data in the child s zone. The
nost comon records that should match are the nanmeserver (NS) records
and any necessary associ ated address records (A and AAAA), al so known
as "glue records". These records are referred to as "del egation
records"”.

It has been challenging for operators of child DNS zones to update

their delegation records within the parent’s set in a tinely fashion
These difficulties may stemfromoperator |aziness as well as from
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the conplexities of maintaining a | arge nunber of DNS zones. Having
an aut onat ed nmechani sm for signaling updates will greatly ease the
child zone operator’s mai ntenance burden and inprove the robustness
of the DNS as a whol e.

Thi s docunent introduces a new Resource Record Type (RRType) naned
"CSYNC' that indicates which del egation records published by a child
DNS operator should be processed by a parental agent and used to
update the parent zone’'s DNS data.

Thi s specification was not designed to synchroni ze DNSSEC security
records, such as DS RRsets. For a solution to this problem see the
conpl ementary solution [ RFC7344], which is designed to nmmintain
security delegation information. |In addition, this specification
does not address how to perform bootstrappi ng operations, including
to get the required initial DNSSEC secured operating environment in
pl ace.

1.1. Terminology Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Term nol ogy describing rel ati onshi ps between the interacting roles
i nvolved in this docunent are defined in the following list:

Child: The entity on record that has the del egati on of the domain
fromthe parent

Parent: The domain in which the child is registered

Child DNS operator: The entity that maintains and publishes the zone
information for the child DNS

Parental agent: The entity that the child has relationship with, to
change its del egation information

2. Definition of the CSYNC RRType

The CSYNC RRType contains, in its RDATA conponent, these parts: an
SQA serial nunber, a set of flags, and a sinple bit-list indicating
the DNS RRTypes in the child that should be processed by the parenta
agent in order to nodify the DNS del egation records within the
parent’s zone for the child DNS operator. Child DNS operators
wanting a parental agent to performthe synchronization steps
outlined in this document MJST publish a CSYNC record at the apex of
the child zone. Parental agent inplenentations MAY choose to query
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child zones for this record and process DNS record data as indicated
by the Type Bit Map field in the RDATA of the CSYNC record. How the
data is processed is described in Section 3.

Parental agents MJST process the entire set of child data indicated
by the Type Bit Map field (i.e., all record types indicated al ong
with all of the necessary records to support processing of that type)
or el se parental agents MJST NOT nake any changes to parental records
at all. Errors due to unsupported Type Bit Map bits, or otherw se
nonpuni shabl e data, SHALL result in no change to the parent zone's
del egation information for the child. Parental agents MJST ignore a
child s CSYNC RDATA set if multiple CSYNC resource records are found;
only a single CSYNC record should ever be present.

The parental agent MUST perform DNSSEC val i dation ([ RFC4033]

[ RFC4034] [ RFC4035]), of the CSYNC RRType data and MJST perform
DNSSEC val i dati on of any data to be copied fromthe child to the
parent. Parents MJST NOT process any data from any of these records
if any of the validation results indicate anything other than
"Secure" [RFC4034] or if any the required data cannot be successfully
retrieved.

2.1. The CSYNC Resource Record For mat
2.1.1. The CSYNC Resource Record Wre Formt
The CSYNC RDATA consists of the follow ng fields:

1111111111222222222233
01234567890123456789012345678901
i S T i s o i i R SR S S S S
I SOA Seri al |
T Lk R e T e i ik i Sl TR R o
| Fl ags | Type Bit Mp /
B s i S i I i S S S i i
/ Type Bit Map (continued) /
i T T i T e i i T h

2.1.1.1. The SOA Serial Field

The SCA Serial field contains a copy of the 32-bit SOA serial nunber
fromthe child zone. |If the soamnimumflag is set, parental agents
qguerying children’s authoritative servers MJST NOT act on data from
zones advertising an SOA serial nunber |ess than this value. See

[ RFC1982] for properly inplenenting "less than" logic. |If the
soaminimumflag is not set, parental agents MJST ignore the value in
the SOA Serial field. dients can set the field to any value if the
soaminimumflag i s unset, such as the nunber zero.
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Note that a child zone's current SOA serial number may be greater
than the nunber indicated by the CSYNC record. A child SHOULD update
the SOA Serial field in the CSYNC record every tine the data being
referenced by the CSYNC record is changed (e.g., an NS record or
associ ated address record is changed). A child MAY choose to update
the SOA Serial field to always match the current SOA Serial field.

Parental agents MAY cache SOA serial nunmbers fromdata they use and
refuse to process data from zones ol der than the | ast instance from
whi ch they pull ed data.

Al t hough Section 3.2 of [RFC1982] describes how to properly inplenent
a | ess-than conparison operation with SOA serial nunbers that nay
wrap beyond the 32-bit value in both the SOA record and the CSYNC
record, it is inportant that a child using the soam nimum fl ag nust
not increment its SOA serial nunber value nore than 2716 within the
period of time that a parent mght wait between polling the child for
t he CSYNC record.

2.1.1.2. The Flags Field

The Flags field contains 16 bits of bool ean flags that define
operations that affect the processing of the CSYNC record. The flags
defined in this document are as foll ows:

0x00 0Ox01: "i mmedi ate"
0x00 0x02: "soamn ni munt

The definitions for howthe flags are to be used can be found in
Section 3.

The remaining flags are reserved for use by future specifications.
Undefined flags MJST be set to 0 by CSYNC publishers. Parenta

agents MJST NOT process a CSYNC record if it contains a 1 value for a
flag that is unknown to or unsupported by the parental agent.

2.1.1.2.1. The Type Bit Map Field

The Type Bit Map field indicates the record types to be processed by
the parental agent, according to the procedures in Section 3. The
Type Bit Map field is encoded in the sanme way as the Type Bit Map
field of the NSEC record, described in [ RFC4034], Section 4.1.2. |If
a bit has been set that a parental agent inplenentation does not
understand, the parental agent MJST NOT act upon the record.
Specifically, a parental agent must not sinply copy the data, and it
must understand the semantics associated with a bit in the Type Bit
Map field that has been set to 1
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2.

2.

1

1

2. The CSYNC Presentation Format

The CSYNC presentation format is as follows:

The SCA Serial field is represented as an integer
The Flags field is represented as an integer

The Type Bit Map field is represented as a sequence of RRType
menoni cs. Wen the mmenonic i s not known, the TYPE
representation described in [ RFC3597], Section 5, MJST be used.
| mpl ement ati ons that support parsing of presentation format
records SHOULD be able to read and understand these TYPE
representations as well.

3. CSYNC RR Exanpl e

The foll owi ng CSYNC RR shows an exanple entry for "exanple.coni that
indicates the NS, A and AAAA bits are set and should be processed by
the parental agent for exanple.com The parental agent should pul
data only froma zone using a m ni mum SQA serial nunber of 66 (0x42

i n hexadeci mal).

exanpl e.com 3600 IN CSYNC 66 3 A NS AAAA

The RDATA conponent of the exanple CSYNC RR woul d be encoded on the
wire as foll ows:

0x00 0x00 0x00 0x42 (SOA Serial)
0x00 0x03 (Flags = imedi ate | soam ni mum
0x00 0x04 0x60 0x00 0x00 0x08 (Type Bit Map)

CSYNC Dat a Processing

The CSYNC record and associ ated data nmust be processed as an "all or
not hi ng" operation set. |f a parental agent fails to successfully
query for any of the required records, the whol e operati on MIUST be
aborted. (Note that a query resulting in "no records exist" as
proven by NSEC or NSEC3 is to be considered successful).

Par ent al agents MNAY:

Process the CSYNC record inmediately if the "immediate" flag is
set. If the "imediate" flag is not set, the parental agent MJST
NOT act until the zone adm ni strator approves the operation
through an out-of - band mechani sm (such as through pushing a button
via a web interface).
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Choose not to process the CSYNC record i medi ately, even if the
"inmedi ate" flag is set. That is, a parental agent mght require
the child zone administrator approve the operation through an out-
of - band mechani sm (such as through pushing a button via a web

i nterface).

Not e: how the approval is done out of band is outside the scope of
this docunent and is inplementation specific to parental agents.

3.1. Processing Procedure

The foll owi ng shows a sequence of steps that SHOULD be used when
col l ecting and processing CSYNC records froma child zone. Because
DNS queries are not allowed to contain nore than one "question" at a
time, a sequence of requests is needed. When processing a CSYNC
transaction request, all DNS queries should be sent to a single

aut horitative name server for the child zone. To ensure a single
host is being addressed, DNS over TCP SHOULD be used to avoid
conversing with nmultiple nodes at an anycast address.

1. Query for the child zone’s SOA record
2. Query for the child zone’s CSYNC record

3. Query for the child zone's data records, as required by the CSYNC
record’ s Type Bit Map field

* Note: if any of the resulting records being queried are not
authoritative within the child zone but rather in a grandchild
or deeper, SOA record queries nust be nade for the
grandchildren. This will require the parental agent to
det erm ne where the child/grandchild zone cuts occur. Because
of the additional operational conplexity, parental agents MAY
choose not to support this protocol with children making use
of records that are authoritative in the grandchil dren.

4. Query for the collected SOA records again, starting with the
deepest and ending with the SQA of the child's.

If the SOA records fromthe first, mddle, and |ast steps for a given
zone have different serial nunmbers (for exanple, because the zone was
edited and republished during the interval between steps 1 and 4),
then the CSYNC record obtained in the second set SHOULD NOT be
processed (rapidly changing child zones may need specia

consi deration or processing). The operation MAY be restarted or
retried in the future.
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If the soaminimumflag is set and the SOA serial nunbers are equa

but less than the CSYNC record’ s SOA Serial field [RFC1982], the
record MJUST NOT be processed. |If state is being kept by the parenta
agent and the SOA serial number is less than the last tine a CSYNC
record was processed, this CSYNC record SHOULD NOT be processed.
Simlarly, if state is being kept by the parental agent and the SOA
Serial field of the CSYNC record is |less than the SOA Serial field of
the CSYNC record fromlast tine, then this CSYNC record SHOULD NOT be
processed.

If a failure of any kind occurs while trying to obtain any of the
required data, or if DNSSEC fails to validate all of the data
returned for these queries as "secure", then this CSYNC record MJST
NOT be processed.

See the "(Operational Consideration" section (Section 4) for
addi ti onal gui dance about processing.

3.2. CSYNC Record Types

Thi s docunent defines how the follow ng record types nay be processed
if the CSYNC Type Bit Map field indicates they are to be processed.

3.2.1. The NS type

The NS type flag indicates that the NS records fromthe child zone
shoul d be copied into the parent’s del egation information records for
the child.

NS records found within the child s zone shoul d be copied verbatim
(with the exception of the Tinme to Live (TTL) field, for which the
parent MAY want to select a different value) and the result published
within the parent zone should be a set of NS records that match
exactly. If the child has published a new NS record within their
set, this record should be added to the parent zone. Simlarly, if
NS records in the parent’s del egation records for the child contain
records that have been renmoved in the child s NS set, then they
shoul d be renpbved in the parent’s set as well.

Parental agents MAY refuse to perform NS updates if the repl acenent
records fail to meet NS record policies required by the parent zone
(e.g., "every child zone nust have at |east two NS records").
Parental agents MJST NOT perform NS updates if there are no NS
records returned in a query, as verified by DNSSEC deni al - of -

exi stence protection. This situation should never happen unless the
child nameservers are m sconfigured.

Har daker St andards Track [ Page 8]



RFC 7477 Chi l d-to-Parent Synchronization in DNS March 2015

Note that it is permissible for a child s naneserver to return a
CSYNC record that renpves the queried nanmeserver itself fromthe
future NS or address set.

3.2.2. The A and AAAA Types

The A and AAAA type flags indicates that the A and AAAA address gl ue
records for in-bailiwick NS records within the child zone should be
copied verbatim (with the exception of the TTL field, for which the
parent MAY want to select a different value) into the parent’s

del egation information

Queries should be sent by the parental agent to determine the A and
AAAA record addresses for each NS record within a NS set for the
child that are in bailiw ck.

Note: only the matching types should be queried. For exanple, if the
AAAA bit has not been set, then the AAAA records (if any) in the
parent’s del egation should remain as is. |If a given address type is
set and the child s zone contains no data for that type (as proven by
appropriate NSEC or NSEC3 records), then the result in the parent’s
del egation records for the child should be an enpty set. However, if
the end result of processing would | eave no glue records present in
the parent zone for any of the of the in-bailiwick NS records, then
the parent MJUST NOT update the glue address records. That is, if the
result of the processing would | eave no in-bailiwi ck A or AAAA
records when there are in-bailiwick NS records, then processing of
the address records cannot happen as it would | eave the parent/child
rel ati onship w thout any address |inkage.

The procedure for querying for A and AAAA records MJUST occur after
the procedure, if required, for querying for NS records as defined in
Section 3.2.1. This ensures that the right set of NS records is used
as provided by the current NS set of the child. That is, for CSYNC
records that have the NS bit set, the NS set used should be the one
pulled fromthe child while processing the CSYNC record. For CSYNC
records without the NS bit set, the existing NS records within the
parent shoul d be used to determ ne which A and/or AAAA records to
updat e.

4. (Operational Considerations

There are a nunber of inportant operational aspects to consider when
depl oyi ng a CSYNC RRType.
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4.1. FError Reporting

There is no inline nechanismfor a parental agent to report errors to
operators of child zones. Thus, the only error reporting mechani sms
must be out of band, such as through a web console or over emil
Parental agents should, at a mnimum at |least log errors encountered
when processi ng CSYNC records. Child operators utilizing the

"inmedi ate" flag that fail to see an update within the parenta
agent’s specified operational w ndow should access the parenta
agent’s error logging interface to determ ne why an update failed to
be processed.

4.2. Child Naneserver Selection

Parental agents will need to poll child naneservers in search of
CSYNC records and rel ated data records.

Par ent al agents MAY perform best-possible verification by querying
all NS records for available data to determ ne which has the nost
recent SOA and CSYNC version (in an ideal world, they would all be
equal, but this is not possible in practice due to synchronization
del ays and transfer failures).

Parental agents may offer a configuration interface to allow child
operators to specify which naneserver should be considered the master
to send data queries, too. Note that this nmaster could be a

di fferent naneserver than the publicly listed nameservers in the NS
set (i.e., it nmay be a "hidden master").

Parental agents with a |arge nunber of clients nay choose to offer a
programmatic interface to let their children indicate that new CSYNC
records and data are available for polling rather than polling every
child on a frequent basis.

Children that wish to phase out a nanmeserver will need to publish the
CSYNC record to renove the naneserver and then wait for the parenta
agent to process the published record before turning off the service.
This is required because the child cannot control which naneserver in
the existing NS set the parental agent nmay choose to query when
perform ng CSYNC processi ng.

4.3. CQut-of-Bailiw ck NS Records
When a zone contains NS records where the domain nanme pointed at does
not fall within the zone itself, there is no way for the parent to

safely update the associated glue records. Thus, the child DNS
operator MAY indicate that the NS records should be synchroni zed, and
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MAY set any glue record flags (A AAAA) as well, but the parent wll
only update those glue records that are below the child s del egation
poi nt .

Chil dren deploying NS records pointing to domain nanmes within their
own children (the "grandchildren") SHOULD ensure the grandchildren's
associ ated glue records are properly set before publishing the CSYNC
record. That is, it is inperative that proper conmunication and
synchroni zati on exi st between the child and the grandchild.

4.4. Documented Parental Agent Type Support

4.

5.

Parental agents that support processing CSYNC records SHOULD publicly
docunent the follow ng mni mum processing characteristics:

The fact that they support CSYNC processing
The Type Bit Map bits they support

The frequency with which they poll clients (which nay al so be
configurable by the client)

If they support the "imediate" flag

If they poll a child s single naneserver, a configured |ist of
nanmeservers, or all of the advertised naneservers when querying
records

If they support SOA serial nunber caching to avoid issues with
regressi on and/ or replay

Where errors for CSYNC processing are published
If they support sending queries to a "hidden master"”
Rermoval of the CSYNC Records

Chil dren MAY renove the CSYNC record upon noticing that the parent
zone has published the required records, thus eliminating the need
for the parent to continually query for the CSYNC record and al
correspondi ng records. By renoving the CSYNC record fromthe child
zone, the parental agent will only need to performthe query for the
CSYNC record and can stop processing when it finds it mssing. This
wi Il reduce resource usage by both the child and the parental agent.
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4.6. Parent/Child/ Grandchild d ue Synchronization

When a child needs to publish a CSYNC record that synchronizes NS and
A/ AAAA gl ue records and the NS record is actually pointing to a child
of the child (a grandchild of the parent), then it is critical that
the glue records in the child point to the proper real addresses
records published by the grandchild. It is assuned that if a child
is using a grandchild' s naneserver that they must be in carefu
synchroni zation. Specifically, this specification requires this to
be the case.

5. Security Considerations

This specification requires the use of DNSSEC in order to determ ne
that the data being updated was unnodified by third parties.

Parent al agents inpl enenti ng CSYNC processi ng MIST ensure all DNS
transactions are validated by DNSSEC as "secure". Cients deploying
CSYNC MUST ensure their zones are signed, current and properly linked
to the parent zone with a DS record that points to an appropriate
DNSKEY of the child s zone.

Thi s specification does not address how to perform boot st rapping
operations to get the required initial DNSSEC- secured operating
environnent in place. Additionally, this specification was not
desi gned to synchroni ze DNSSEC security records, such as DS pointers,
or the CSYNC record itself. Thus, inplementations of this protoco
MUST NOT use it to synchroni ze DS records, DNSKEY materials, CDS
records, CDNSKEY records, or CSYNC records. Sinmilarly, future
docunents extending this protocol MJST NOT offer the ability to
synchroni ze DS, DNSKEY nmterials, CDS records, CDNSKEY records, or
CSYNC records. For such a solution, please see the conplinentary
solution [ RFC7344] for mmintaining security delegation information

To ensure that an ol der CSYNC record maki ng use of the soam ni mum
flag cannot be replayed to revert values, the SOA serial number MJST
NOT be incremented by nore than 2716 during the lifetinme of the

si gnature w ndow of the associated RRSI Gs signing the SOA and CSYNC
records. Note that this is independent of whether or not the

i ncrenent causes the 2732 bit serial nunber field to wap.

6. | ANA Consi der ati ons

Thi s docunent defines a new DNS Resource Record Type, naned "CSYNC'.
The | ANA has assigned a code point fromthe "Resource Record (RR)
TYPES" sub-registry of the "Domain Nane System (DNS) Paraneters”
registry (http://ww.iana. org/assi gnnents/dns-paraneters) for this
record.
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TYPE Val ue Meani ng Ref erence

CSYNC 62 Chi | d-t o- Parent Synchroni zati on [ RFC7477]

The |1 ANA has created and maintains a sub-registry (the "Child
Synchroni zati on (CSYNC) Fl ags" registry) of the "Domain Name System
(DNS) Parameters" registry. The initial values for this registry are
bel ow.

A "Standards Action" [RFC5226] is required for the assignment of new
flag val ue.

This registry holds a set of single-bit "Flags" for use in the CSYNC
record within the 16-bit Flags field. Thus, a naxi mumof 16 fl ags
may be defi ned.

The initial assignments in this registry are:

Bit Fl ag Descri ption Ref erence
Bit O i medi ate | mredi ately process this [RFC7477],

CSYNC record. Section 3
Bit 1 soam ni mum Require a SQA seri al [ RFC7477],

nunber greater than the Section 2.1.1.1
one specifi ed.
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