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Thi s docunent defines the concept "Cpportunistic Security" in the
context of communications protocols. Protocol designs based on
Opportuni stic Security use encrypti on even when authentication is not
avai | abl e, and use authenticati on when possi ble, thereby renoving
barriers to the wi despread use of encryption on the Internet.

Status of This Menp
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Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7435
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I nt roduction
1. Background

Hi storically, Internet security protocols have enphasi zed
conprehensive "all or nothing" cryptographic protection against both
passi ve and active attacks. Wth each peer, such a protocol achieves
either full protection or else total failure to communicate (hard
fail). As a result, operators often disable these security protocols
when users have difficulty connecting, thereby degrading al

comuni cations to cleartext transmni ssion

Protecti on agai nst active attacks requires authentication. The
ability to authenticate any potential peer on the Internet requires
an aut hentication mechani smthat enconpasses all such peers. No |IETF
standard for authentication scales as needed and has been depl oyed

wi del y enough to neet this requirenment.

The Public Key Infrastructure (PKlI) nodel enployed by browsers to

aut henticate web servers (often called the "Web PKI") inposes cost
and managenent burdens that have limted its use. Wth so nany
Certification Authorities (CAs), not all of which everyone is willing
to trust, the conmmunicating parties don’t always agree on a nutually
trusted CA. Wthout a rmutually trusted CA, authentication fails,

| eadi ng to conmuni cations failure in protocols that mandate

aut hentication. These issues are conpounded by operationa
difficulties. For exanple, a comopn problemis for site operators to
forget to performtinely renewal of expiring certificates. In Wb
PKI interactive applications, security warnings are all too frequent,
and end users learn to actively ignore security problens, or site

adm ni strators decide that the maintenance cost is not worth the
benefit so they provide a cleartext-only service to their users.
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The trust-on-first-use (TOFU) authenticati on approach assunes that an
unaut henti cated public key obtained on first contact (and retained
for future use) will be good enough to secure future communi cation
TOFU- based protocols do not protect against an attacker who can
hijack the first contact communication and require nore care fromthe
end user when systens update their cryptographic keys. TOFU can nake
it difficult to distinguish routine key managenment froma mali ci ous
attack.

DNS- Based Aut hentication of Named Entities (DANE) [ RFC6698] defines a
way to distribute public keys bound to DNS nanes. It can provide an
alternative to the Wb PKI. DANE needs to be used in conjunction
with DNSSEC [ RFC4033]. At the tinme of witing, DNSSEC i s not
sufficiently widely deployed to allow DANE to authenticate al
potential peers. Protocols that mandate authenticated conmmruni cation
cannot yet generally do so via DANE (at the tine of witing).

The | ack of a gl obal key managenent system neans that for nany
protocols, only a mnority of communications sessions can be

predi ctably authenticated. Wen protocols only offer a choice

bet ween aut henti cat ed- and- encrypted comuni cati on, or no protection
the result is that nost traffic is sent in cleartext. The fact that
nost traffic is not encrypted nmakes pervasive nonitoring easier by
making it cost-effective, or at |east not cost-prohibitive (see

[ RFC7258] for nore detail).

For encryption to be used nore broadly, authentication needs to be
optional. The use of encryption defends agai nst pervasive nonitoring
and ot her passive attacks. Even unauthenticated, encrypted

conmuni cation (defined below) is preferable to cleartext.

1.2. A New Perspective

Thi s docunent describes a change of perspective. Until now, the
prot ocol designer has viewed protection against both passive and
active attacks as the default, and anything short of that as
"degraded security" or a "fallback". The new viewpoint is that
wi t hout specific know edge of peer capabilities (or explicit
configuration or direct request of the application), the default
protection is no protection, and anything nore than that is an

i mpr ovenent .

"Opportunistic Security" (0OS) is defined as the use of cleartext as
t he baseline comuni cation security policy, with encryption and

aut henti cati on negotiated and applied to the comrunicati on when
avai |l abl e.
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Cl eartext, not conprehensive protection, is the default baseline. An
CS protocol is not falling back from conprehensive protection when
that protection is not supported by all peers; rather, OS protocols
aimto use the maxi mum protection that is available. (At some point
intinme for a particular application or protocol all but a negligible
fraction of peers mght support encryption. At that tine, the
basel i ne security might be raised fromcleartext to always require
encryption, and only authentication wuld have to be done

opportuni stically.)

To achi eve wi despread adopti on, OS nust support increnenta

depl oyment. Incremental deploynment inplies that security
capabilities will vary from peer to peer, perhaps for a very |ong
time. OS protocols will attenpt to establish encrypted communication
whenever both parties are capable of such, and authenticated

conmuni cation if that is also possible. Thus, use of an OS protoco
may yield comuni cation that is authenticated and encrypted,

unaut henti cated but encrypted, or cleartext. This last outconme wll
occur if not all parties to a comunication support encryption (or if
an active attack nakes it appear that this is the case).

When | ess than complete protection is negotiated, there is no need to
prompt the user with "your security may be degraded, please click K"
di al ogs. The negotiated protection is as good as can be expected.
Even if not conprehensive, it is often better than the traditiona

out come of either "no protection" or "comunications failure"

OS is not intended as a substitute for authenticated, encrypted
conmuni cati on when such communication is already mandated by policy
(that is, by configuration or direct request of the application) or
is otherwise required to access a particular resource. |n essence,
OS is enpl oyed when one might otherw se settle for cleartext. OS
protocol s never preenpt explicit security policies. A security

adm ni strator may specify security policies that override OS. For
exanpl e, a policy mght require authenticated, encrypted

conmuni cation, in contrast to the default OS security policy.

In this docunent, the word "opportunistic" carries a positive
connotation. Based on advertised peer capabilities, an OS protoco
uses as much protection as possible. The adjective "opportunistic"
applies to the adaptive choice of security mechani sns peer by peer
Once that choice is nade for a given peer, OS |ooks rather simlar to
ot her designs that happen to use the sane set of nechani sns.

The remai nder of this document provides definitions of inportant

terns, sets out the OS design principles, and provides an exanpl e of
an OS design in the context of conmunication between mail relays.
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2. Term nol ogy

Trust on First Use (TOFU): In a protocol, TOFU calls for accepting
and storing a public key or credential associated with an asserted
identity, wi thout authenticating that assertion. Subsequent
conmuni cation that is authenticated using the cached key or
credential is secure against an M TM attack, if such an attack did
not succeed during the vulnerable initial conmunication. The SSH
protocol [RFC4251] in its commonly depl oyed form nakes use of
TOFU. The phrase "leap of faith" [RFC4949] is sonetines used as a
synonym

Aut henti cated, encrypted comruni cati on: Encrypted comruni cation
using a session establishment nmethod in which at |east the
initiator (or client) authenticates the identity of the acceptor
(or server). This is required to protect against both passive and
active attacks. Mitual authentication, in which the server also
authenticates the client, plays a role in mtigating active
attacks when the client and server roles change in the course of a
singl e session.

Unaut henti cated, encrypted comruni cati on: Encrypted comruni cation
usi ng a session establishment nmethod that does not authenticate
the identities of the peers. |In typical usage, this nmeans that
the initiator (client) has not verified the identity of the target
(server), making M TM attacks possi bl e.

Perfect Forward Secrecy (PFS): As defined in [ RFC4949].
Man-in-the-Mddle (MTM attack: As defined in [RFC4949].

CS protocol: A protocol that follows the opportunistic approach to
security described herein.

3. Opportunistic Security Design Principles

CS provides a near-term approach to counter passive attacks by
renoving barriers to the wi despread use of encryption. OS offers an
i ncrenental path to authenticated, encrypted conmunication in the
future, as suitable authentication technol ogi es are deployed. OS
promotes the foll owi ng design principles:

Coexist with explicit policy: Explicit security policies preenpt OCS.
Qpportuni stic security never displaces or preenpts explicit
policy. Many applications and types of data are too sensitive to
use OS, and nore traditional security designs are appropriate in
such cases.
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Prioritize conmunication: The primary goal of OS is to not inpede
comuni cation while maxim zing the depl oyment of usable security.
CS protocols need to be deployable increnmentally, with each peer
configured independently by its adm nistrator or user. Wth CS,
conmuni cation is still possible even when some peers support
encryption or authentication and others do not.

Maxi m ze security peer by peer: OS protocols use encryption when it
is mutually supported. OS protocols enforce peer authentication
when an aut henti cated out-of -band channel is available to provide
the requisite keys or credentials. |In general, conmunication
shoul d be at |east encrypted. CS should enpl oy PFS wherever
possible in order to protect previously recorded encrypted
comuni cation from decryption even after a conpronise of long-term
keys.

No m srepresentation of security: Unauthenticated, encrypted
conmuni cati on nmust not be m srepresented to users or in
application | ogs of non-interactive applications as equivalent to
aut henti cat ed, encrypted comuni cation

An CS protocol first determ nes the capabilities of the peer with
which it is attenpting to comunicate. Peer capabilities may be

di scovered by out-of-band or in-band neans. (Qut-of-band nmechani sms
i nclude the use of DANE records or cached keys or credentials
acquired via TOFU. In-band determ nation inplies negotiation between
peers.) The capability deternination phase may indicate that the
peer supports authenticated, encrypted conmuni cation;

unaut henti cated, encrypted communi cati on; or only cleartext
comuni cati on.

Encryption is used to nmitigate the risk of passive nmonitoring
attacks, while authentication is used to nitigate the risk of active
M TM attacks. \When encryption capability is advertised over an

i nsecure channel, M TM downgrade attacks to cleartext may be

possi ble. Since encryption without authentication only mtigates
passive attacks, this risk is consistent with the expected | evel of
protection. For authentication to protect against MTM attacks, the
peer capability advertisements that convey support for authentication
need to be over an out-of-band authenticated channel that is itself
resistant to M TM attack

Qpportunistic security protocols nmay hard-fail with peers for which a
security capability fails to function as advertised. Security
services that work reliably (when not under attack) are nore likely
to be depl oyed and enabled by default. It is vital that the
capabilities advertised for an OS-conpati ble peer match the depl oyed
reality. Oherwi se, OS systens will detect such a broken depl oynent
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as an active attack and communication may fail. This m ght nean that
advertised peer capabilities are further filtered to consider only
those capabilities that are sufficiently operationally reliable.
Capabilities that can't be expected to work reliably should be
treated by an OS protocol as "not present” or "undefined"

Wth unaut henticated, encrypted conmmuni cation, OS protocols nay

enpl oy nore |iberal settings than would be best practice when
security is mandated by policy. Sone |egacy systens support
encryption, but inplement only outdated al gorithns or protoco
versions. Conpatibility with these systens avoids the need to resort
to cleartext fall back.

For greater assurance of channel security, an OS protocol may enforce
nore stringent cryptographic paranmeters when the session is

aut henticated. For exanple, the set of enabled Transport Layer
Security (TLS) [ RFC5246] cipher suites mght exclude deprecated
algorithnms that would be tolerated with unauthenticated, encrypted
comuni cati on.

CS protocol s shoul d produce authenticated, encrypted comunication
when aut hentication of the peer is "expected'. Here, "expected"
nmeans a determination via a downgrade-resistant nethod that

aut hentication of that peer is expected to work. Downgrade-resistant
net hods include: validated DANE DNS records, existing TOFU identity

i nformati on, and manual configuration. Such use of authentication is
"opportunistic", in that it is performed when possible, on a per-
sessi on basi s.

When comunicating with a peer that supports encryption but not

aut hentication, any authentication checks enabl ed by default nust be
di sabl ed or configured to soft-fail in order to avoid unnecessary
conmuni cations failure or needl ess downgrade to cl eartext.

The support of cleartext and the use of outdated al gorithms, and
especially broken algorithns, is for backwards conpatibility with
systens al ready depl oyed. Protocol designs based on Cpportunistic
Security prefer to encrypt and prefer to use the best available
encryption algorithns available. OS protocols enploy cleartext or

br oken encryption algorithns only with peers that do not appear to be
capabl e of doing otherwi se. The eventual desire is to transition
away fromcleartext and broken algorithns, and particularly for
broken algorithns, it is highly desirable to renbve such
functionality frominpl enentations.
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4.

Exampl e: Opportunistic TLS in SMIP

Most Message Transfer Agents (MrAs) [ RFC5598] support the STARTTLS

[ RFC3207] ESMIP extension. MIAs acting as SMIP [ RFC5321] clients
general |y support cleartext transm ssion of email. They negotiate
TLS encrypti on when the SMIP server announces STARTTLS support.

Since the initial ESMIP negotiation is not cryptographically
protected, the STARTTLS advertisenent is vulnerable to M TM downgr ade
attacks.

Recent reports froma nunber of |large providers (e.g., [fb-starttls]
and [goog-starttls]) suggest that the majority of SMIP enai

transm ssion on the Internet is now encrypted, and the trend is
toward increasing adopti on.

Various MIAs that advertise STARTTLS exhibit interoperability
problems in their inplenentations. As a work-around, it is conmpn
for a client MTAto fall back to cleartext when the TLS handshake
fails, or when TLS fails during nessage transnission. This is a
reasonabl e trade-of f, since STARTTLS only protects agai nst passive
attacks. In the absence of an active attack, TLS failures are
generally one of the known interoperability problens.

Sone client MIAs enpl oyi ng STARTTLS abandon the TLS handshake when
the server MIA fails authentication and i mediately start a cl eartext
connection. Oher MIAs have been observed to accept unverified self-
signed certificates, but not expired certificates; again falling back
to cleartext. These and sinmilar behaviors are NOT consistent with OS
principles, since they needlessly fall back to cleartext when
encryption is clearly possible.

Protection against active attacks for SMIP is described in

[ SMIP- DANE] . That docunent introduces the ternms "Qpportunistic TLS"
and "Qpportuni stic DANE TLS', and is consistent with the OS design
principles defined in this docunent. Wth "Cpportunistic DANE TLS"
aut henti cated, encrypted comunication is enforced with peers for

whi ch appropriate DANE records are present. For the renmining peers,
"Opportunistic TLS" is enpl oyed as before.

Oper ational Considerations

CS protocol designs should mnimze the possibility of failure of
negoti ated security nechanisns. OS protocols may need to enpl oy
“fall back", to work-around a failure of a security nechanisns that is
found in practice to encounter interoperability problenms. The choice
to i mpl enent or enable fallback should only be nade in response to
significant operational obstacles.
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When protection only against passive attacks is negotiated over a
channel vul nerable to active downgrade attacks and the use of
encryption fails, a protocol night elect non-intrusive fallback to
cleartext. Failure to encrypt may be nore often a synptom of an
interoperability problemthan an active attack. In such a situation
occasional fallback to cleartext nay serve the greater good. Even
though sonme traffic is sent in the clear, the alternative is to ask
the adnministrator or user to nmanual ly work-around such
interoperability problens. |If the incidence of such problens is non-
negligible, the user or admnistrator mght find it nore expedient to
just disable Opportunistic Security.

6. Security Considerations

OS supports comuni cation that is authenticated and encrypted,

unaut henti cated and encrypted, or cleartext. And yet the security
provided to comunicating peers is not reduced by the use of OS
because the default OS policy enploys the best security services
avai | abl e based on the capabilities of the peers, and because
explicit security policies take precedence over the default OS
policy. OSis an inprovenment over the status quo; it provides better
security than the alternative of providing no security services when
aut hentication is not possible (and not strictly required).

Wiile the use of OGS is preenpted by a non-CS explicit policy, such a
non- GS policy can be counter-productive when it demands nore than
many peers can in fact deliver. A non-GCS policy should be used with
care, lest users find it too restrictive and act to disable security
entirely.

When protocols follow the OS approach, attackers engaged in | arge-
scal e passive nonitoring can no |onger just collect everything, and
have to be nore selective and/or nmount nore active attacks. In
addition, OS means active attacks on everyone all the tine are much
nore |ikely to be noticed.

Specific techniques for detection and mtigation of active attacks in
the absence of authentication are out of scope for this docunent.
Sone existing protocols that could support OS nay be vul nerable to
relatively | ow cost downgrade attacks for attackers on the path.
However, when such attacks are enpl oyed pervasively in order to
facilitate, for exanple, surveillance, this is often detectable;
hence, even in such scenarios, OS protocols provide a positive
benefit.

Protocol s foll owi ng the OS approach nmay need to define additiona

nmeasures to make systematic downgrades less likely to succeed or nore
likely to be detected. Wen we have nore experience in this space,
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future revisions of this or related docunents nmay be able to nmake
nore generally applicabl e recomendati ons.

7. References

7.1. Normative References

[ RFC3207] Hoffrman, P., "SMIP Service Extension for Secure SMIP over
Transport Layer Security", RFC 3207, February 2002,
<http://ww.rfc-editor.org/info/rfc3207>.

[ RFC4033] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "DNS Security Introduction and Requirenents", RFC
4033, March 2005,
<http://ww.rfc-editor.org/info/rfc4033>.

[ RFC4251] Ylonen, T. and C Lonvick, "The Secure Shell (SSH)
Protocol Architecture", RFC 4251, January 2006,
<http://ww. rfc-editor.org/info/rfc4251>.

[ RFC4949] Shirey, R, "Internet Security d ossary, Version 2", RFC
4949, August 2007,
<http://ww.rfc-editor.org/infol/rfc4949>.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008,
<http://ww. rfc-editor.org/info/rfc5246>.

[ RFC5321] Klensin, J., "Sinple Mail Transfer Protocol", RFC 5321,
Cct ober 2008, <http://ww. rfc-editor.org/info/rfc5321>.

[ RFC6698] Hoffman, P. and J. Schlyter, "The DNS-Based Authentication
of Named Entities (DANE) Transport Layer Security (TLS)
Protocol : TLSA", RFC 6698, August 2012,
<http://ww.rfc-editor.org/info/rfc6698>.

7.2. Informative References

[ RFC5598] Crocker, D., "Internet Miil Architecture", RFC 5598, July
2009, <http://ww. rfc-editor.org/info/rfc5598>.

[ RFC7258] Farrell, S. and H Tschofenig, "Pervasive Mnitoring Is an
Attack", BCP 188, RFC 7258, My 2014,
<http://ww. rfc-editor.org/info/rfc7258>.

Dukhovni I nf or mati onal [ Page 10]



RFC 7435 Qpportuni stic Security Decenmber 2014

[ SMTP- DANE]
Dukhovni, V. and W Hardaker, "SMIP security via
opportuni stic DANE TLS", Work in Progress, draft-ietf-
dane-smt p-w t h- dane- 13, Cct ober 2014.

[fb-starttls]
Facebook, "The Current State of SMIP STARTTLS Depl oynent",
May 2014, <https://ww. facebook. coni not es/ protect-the-
graph/the-current-state-of-sntp-starttls-depl oynment/
1453015901605223>.

[ goog-starttls]
Coogl e, "Safer enmmil - Transparency Report - Google", June
2014, <https://ww. googl e. conitransparencyreport/
saf eremai | / >.

Acknowl edgenent s
| would like to thank Dave Crocker, Peter Duchovni, Paul Hoffnman,
Benj am n Kaduk, Steve Kent, Scott Kitterman, Pete Resnick, Mrtin
Thomson, Nico WIlians, Paul Wuters, and Stephen Farrell for their
many hel pful suggestions and support.

Aut hor’ s Addr ess

Vi kt or Dukhovni
Two Si gna

EMai | : ietf-dane@lukhovni.org

Dukhovni I nf or mati onal [ Page 11]






