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1. Introduction

In the Host ldentity Protocol Architecture [H P-ARCH], hosts are
identified with public keys. The Host Identity Protocol (H P)

[ RFC7401] base exchange allows any two H P-supporting hosts to

aut henticate each other and to create a H P associ ati on between
thensel ves. During the base exchange, the hosts generate a piece of
shared keying material using an authenticated Diffie-Hell man
exchange.

The HI P base exchange specification [ RFC7401] does not descri be any
transport formats or nethods for user data to be used during the
actual communication; it only defines that it is nmandatory to

i mpl enent the Encapsul ati ng Security Payl oad (ESP) [ RFC4303] based
transport format and nethod. This docunent specifies how ESP is used
with HPto carry actual user data.

To be nore specific, this docunent specifies a set of H P protoco
extensions and their handling. Using these extensions, a pair of ESP
Security Associations (SAs) is created between the hosts during the
base exchange. The resulting ESP Security Associations use keys
drawn fromthe keying material (KEYMAT) generated during the base
exchange. After the H P association and required ESP SAs have been
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establ i shed between the hosts, the user data conmunication is
protected using ESP. |In addition, this docunent specifies nmethods to
update an existing ESP Security Association.

It should be noted that representations of Host ldentity are not
carried explicitly in the headers of user data packets. Instead, the
ESP Security Paranmeter Index (SPlI) is used to indicate the right host
context. The SPIs are selected during the H P ESP setup exchange.

For user data packets, ESP SPlIs (in possible conbination with IP
addresses) are used indirectly to identify the host context, thereby
avoi ding any additional explicit protocol headers.

H P and ESP traffic have known issues with m ddl ebox traversal (RFC
5207 [RFC5207]). Oher specifications exist for operating H P and
ESP over UDP. (RFC 5770 [RFC5770] is an experinental specification
and others are being devel oped.) M ddlebox traversal is out of scope
for this docunent.

Thi s docunent obsol et es RFC 5202.
2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Using ESP with HP

The H P base exchange is used to set up a H P associ ati on between two
hosts. The base exchange provi des two-way host authentication and
key material generation, but it does not provide any neans for
protecting data conmuni cati on between the hosts. |In this docunent,
we specify the use of ESP for protecting user data traffic after the
H P base exchange. Note that this use of ESP is intended only for
host-to-host traffic; security gateways are not supported.

To support ESP use, the H P base exchange nmessages require sone m nor
additions to the paraneters transported. |In the Rl packet, the
Responder adds the possible ESP transforms in an ESP_TRANSFORM

par amet er before sending it to the Initiator. The Initiator gets the
proposed transforms, selects one of those proposed transfornms, and
adds it to the 12 packet in an ESP_TRANSFORM paranmeter. 1In this |2
packet, the Initiator also sends the SPI value that it wants to be
used for ESP traffic flowing fromthe Responder to the Initiator.
This information is carried using the ESP_I NFO paraneter. Wen
finalizing the ESP SA setup, the Responder sends its SPl value to the
Initiator in the R2 packet, again using ESP_I NFO
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3.1. ESP Packet For nat

The ESP specification [ RFC4303] defines the ESP packet format for

| Psec. The HI P ESP packet | ooks exactly the sane as the | Psec ESP
transport format packet. The semantics, however, are a bit different
and are described in nore detail in the next subsection

3.2. Conceptual ESP Packet Processing

ESP packet processing can be inmplenented in different ways in H P.

It is possible to inplement it in a way that a standards conpliant,
unnodi fied I Psec inplenentation [ RFC4303] can be used in conjunction
with sonme additional transport checksum processing above it, and if

| P addresses are used as indexes to the right host context.

VWhen a standards conpliant |Psec inplementation that uses |IP
addresses in the Security Policy Database (SPD) and Security
Associ ati on Database (SAD) is used, the packet processing nay take
the follow ng steps. For outgoing packets, assum ng that the
upper -1 ayer pseudo header has been built using | P addresses, the

i mpl enent ati on recal cul ates upper-layer checksuns using Host ldentity
Tags (HI Ts) and, after that, changes the packet source and
destinati on addresses back to corresponding | P addresses. The packet
is sent to the IPsec ESP for transport node handling, and fromthere
the encrypted packet is sent to the network. Wen an ESP packet is
recei ved, the packet is first put through the |IPsec ESP transport
node handling, and after decryption, the source and destination IP
addresses are replaced with H Ts, and finally, upper-layer checksumns
are verified before passing the packet to the upper |ayer.

An alternative way to inplenent packet processing is the BEET (Bound
End-t o- End Tunnel) node (see Appendix B). |In BEET node, the ESP
packet is formatted as a transport node packet, but the semantics of
the connection are the same as for tunnel node. The "outer"
addresses of the packet are the |IP addresses, and the "inner"
addresses are the H Ts. For outgoing traffic, after the packet has
been encrypted, the packet’s |IP header is changed to a new one that
contains | P addresses instead of H Ts, and the packet is sent to the
network. Wen the ESP packet is received, the SPI val ue, together
with the integrity protection, allow the packet to be securely
associated with the right HT pair. The packet header is repl aced
with a new header containing H Ts, and the packet is decrypted. BEET
node is conpletely internal for a host and doesn’'t require that the
correspondi ng host inplenment it; instead, the correspondi ng host can
have ESP transport node and do HI T | P conversi ons outside ESP
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3.2.1. Semantics of the Security Paraneter |ndex (SPl)

SPIs are used in ESP to find the right Security Association for
recei ved packets. The ESP SPIs have added significance when used
with H P; they are a conpressed representation of a pair of H Ts.
Thus, SPIs MAY be used by internediary systens in providing services
i ke address napping. Note that since the SPI has significance at
the receiver, only the < DST, SPI >, where DST is a destination IP
address, uniquely identifies the receiver HT at any given point of
time. The sane SPI val ue may be used by several hosts. A single
< DST, SPI > value may denote different hosts and contexts at
different points of tinme, depending on the host that is currently
reachabl e at the DST.

Each host selects for itself the SPI it wants to see in packets
received fromits peer. This allows it to select different SPIs for
di fferent peers. The SPI selection SHOULD be random the rules of
Section 2.1 of the ESP specification [ RFC4303] nust be followed. A
di fferent SPI SHOULD be used for each H P exchange with a particul ar
host; this is to avoid a replay attack. Additionally, when a host
rekeys, the SPI MJST be changed. Furthernore, if a host changes over
to use a different I P address, it MAY change the SPI

One method for SPI creation that neets the above criteria would be to
concatenate the HHT with a 32-bit random or sequential nunber, hash
this (using SHAl1l), and then use the high-order 32 bits as the SPI

The selected SPI is conmunicated to the peer in the third (12) and
fourth (R2) packets of the base H P exchange. Changes in SPI are
signal ed with ESP_I NFO paraneters.

3.3. Security Association Establishnment and Mi ntenance
3.3.1. ESP Security Associations

In HHP, ESP Security Associations are set up between the H P nodes
during the base exchange [ RFC7401]. Existing ESP SAs can be updated
| ater usi ng UPDATE nessages. The reason for updating the ESP SA

| ater can be, for exanple, a need for rekeying the SA because of
sequence nunber roll over.

Upon setting up a H P association, each association is linked to two
ESP SAs, one for incom ng packets and one for outgoing packets. The
Initiator’s incom ng SA corresponds with the Responder’s outgoing

one, and vice versa. The Initiator defines the SPI for its incom ng
association, as defined in Section 3.2.1. This SAis herein called
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SA-RI, and the corresponding SPl is called SPI-RI. Respectively, the
Responder’s incomi ng SA corresponds with the Initiator’s outgoing SA
and is called SA-IR, with the SPI being called SPI-IR

The Initiator creates SA-Rl as a part of Rl processing, before
sending out the 12, as explained in Section 6.4. The keys are
derived from KEYMAT, as defined in Section 7. The Responder creates
SA-Rl as a part of |2 processing; see Section 6.5.

The Responder creates SA-1R as a part of |12 processing, before
sendi ng out R2; see Section 6.5. The Initiator creates SA-1R when
processi ng R2; see Section 6. 6.

The initial session keys are drawn fromthe generated keying
material, KEYMAT, after the H P keys have been drawn as specified in
[ RFC7401] .

When the HI P association is renpved, the related ESP SAs MJST al so be
removed

3.3.2. Rekeying

After the initial H P base exchange and SA establishnent, both hosts
are in the ESTABLI SHED state. There are no longer Initiator and
Responder roles, and the association is symetric. In this
subsection, the party that initiates the rekey procedure is denoted
with I’ and the peer with R .

An existing H P-created ESP SA may need updating during the lifetine
of the HI P association. This docunent specifies the rekeying of an
exi sting H P-created ESP SA, using the UPDATE nessage. The ESP_I NFO
paranet er introduced above is used for this purpose.

I initiates the ESP SA updating process when needed (see

Section 6.8). It creates an UPDATE packet with required information
and sends it to the peer node. The old SAs are still in use, loca
policy permtting.

R, after receiving and processing the UPDATE (see Section 6.9),
generates new SAs: SA-I'R and SA-R1’. It does not take the new
outgoing SA into use, but still uses the old one, so there
temporarily exist two SA pairs towards the sane peer host. The SP
for the new outgoing SA, SPI-RI', is specified in the received

ESP_I NFO paraneter in the UPDATE packet. For the new incomng SA R
generates the new SPI value, SPI-1"R, and includes it in the
response UPDATE packet.
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When |’ receives a response UPDATE fromR , it generates new SAs, as
described in Section 6.9: SA-I'R and SA-R1'. It starts using the
new out goi ng SA i medi ately.

R starts using the new outgoing SA when it receives traffic on the
new i ncom ng SA or when it receives the UPDATE ACK confirm ng

conpl etion of rekeying. After this, R can renove the old SAs.
Similarly, when the |’ receives traffic fromthe new inconming SA it
can safely renmove the old SAs.

3.3.3. Security Association Managenent

An SA pair is indexed by the 2 SPIs and 2 HI Ts (both local and renpte
H Ts since a system can have nore than one HIT). An inactivity tinmer
is RECOMWENDED for all SAs. |If the state dictates the deletion of an
SA, atimer is set to allow for any late arriving packets.

3.3.4. Security Paraneter Index (SPI)

The SPIs in ESP provide a sinple conpression of the H P data from al
packets after the H P exchange. This does require a per H T-pair
Security Association (and SPl), and a decrease of policy granularity
over ot her Key Management Protocols |ike Internet Key Exchange (IKE)
[ RFC7296] .

When a host updates the ESP SA, it provides a new inbound SPI to and
gets a new outbound SPI fromits peer

3.3.5. Supported Ci phers

Al H P inplenentati ons MUST support AES-128-CBC and AES-256- CBC

[ RFC3602]. If the Initiator does not support any of the transforns
of fered by the Responder, it shoul d abandon the negotiation and
informthe peer with a NOTI FY message about a non-supported
transform

In addition to AES-128-CBC, all inplenentati ons SHOULD i npl enent the
ESP NULL encryption algorithm \Wen the ESP NULL encryption is used,
it MIST be used together with SHA-256 authentication as specified in
Section 5.1.2.

When an authentication-only suite is used (NULL, AES-CVAC-96, and
AES- GVAC are exanpl es), the suite MJUST NOT be accepted if offered by
the peer unless the local policy configuration regarding the peer
host is explicitly set to allow an authentication-only node. This is
to prevent sessions from bei ng downgraded to an authentication-only
node when one side’'s policy requests privacy for the session
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3.3.6. Sequence Number

The Sequence Number field is MANDATORY when ESP is used with H P
Anti-replay protection MIST be used in an ESP SA established with
H P. Wen ESP is used with H P, a 64-bit sequence number MJST be
used. This nmeans that each host MJUST rekey before its sequence
nunber reaches 2"64.

When using a 64-bit sequence nunber, the higher 32 bits are NOT
included in the ESP header, but are sinmply kept |local to both peers.
See [ RFC4301].

3.3.7. Lifetinmes and Tinmers

H P does not negotiate any lifetimes. Al ESP lifetinmes are |oca
policy. The only lifetinmes a H P inplenentati on MIST support are
sequence nunber rollover (for replay protection), and SHOULD support
timng out inactive ESP SAs. An SA tinmes out if no packets are
received using that SA. Inplenmentati ons SHOULD support a
configurable SA timeout value. |nplenentations MAY support lifetines
for the various ESP transforms. Each inplenmentation SHOULD i npl enent
per-H T configuration of the inactivity tinmeout, allow ng statically
configured H P associations to stay alive for days, even when

i nactive.

3.4. IPsec and H P ESP I npl enent ati on Consi derations

VWen HIP is run on a node where a standards conpliant |Psec is used,
sone i ssues have to be considered.

The H P inplenmentation nust be able to co-exist with other |Psec
keyi ng protocols. Wen the H P inplementation selects the SPI val ue,
it my lead to a collision if not inplenented properly. To avoid the
possibility for a collision, the H P inplenentati on MUST ensure that
the SPI values used for H P SAs are not used for |Psec or other SAs,
and vice versa

I ncom ng packets using an SA that is not negotiated by H P MJST NOT
be processed as described in Section 3.2, paragraph 2. The SPI will
identify the correct SA for packet decryption and MJST be used to
identify that the packet has an upper-layer checksumthat is
cal cul ated as specified in [ RFC7401].
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3.4.1. Data Packet Processing Considerations

For outbound traffic, the SPD (or coordinated SPDs, if there are two
-- one for H P and one for IPsec) MJST ensure that packets intended
for H P processing are given a H P-enabl ed SA and that packets

i ntended for |Psec processing are given an | Psec-enabled SA. The SP
then MUST be bound to the matching SA, and non-H P packets will not
be processed by this SA. Data originating froma socket that is not
using H P MUST NOT have the checksumrecal cul ated (as described in
Section 3.2, paragraph 2), and data MJST NOT be passed to the SP or
SA created by H P.

It is possible that in the case of overl apping policies, the outgoing
packet woul d be handl ed by both IPsec and HP. 1In this case, it is
possi bl e that the H P association is end to end, while the | Psec SA
is for encryption between the H P host and a security gateway. In
the case of a security gateway ESP association, the ESP al ways uses
tunnel node.

In the case of |IPsec tunnel node, it is hard to see during the H P SA
processing if the | Psec ESP SA has the sane final destination. Thus,
traffic MUST be encrypted with both the HHP ESP SA and the | Psec SA
when the I Psec ESP SA is used in tunnel node.

In the case of |Psec transport node, the connection endpoints are the
same. However, for H P data packets it is not possible to avoid HP
SA processing, while mapping the H P data packet’s | P addresses to
the corresponding H Ts requires SPI values fromthe ESP header. In
the case of a transport node | Psec SA, the |IPsec encryption MAY be
ski pped to avoid double encryption, if the local policy allows.

3.4.2. H P Signaling Packet Considerations

In general, H P signaling packets should follow the same processing
as H P data packets.

In the case of |Psec tunnel node, the H P signaling packets are

al ways encrypted using an | Psec ESP SA. Note that this hides the H P
signal i ng packets fromthe eventual H P niddl eboxes on the path

bet ween the originating host and the security gateway.

In the case of |Psec transport node, the H P signaling packets NAY
skip the I Psec ESP SA encryption if the local policy allows. This
all ows the eventual H P middl eboxes to handle the passing H P

si gnal i ng packets.
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4. The Protoco

In this section, the protocol for setting up an ESP association to be
used with a H P association is described.

4.1. ESP in HP
4.1.1. |Psec ESP Transport Format Type

The H P handshake signals the TRANSPORT _FORMAT LI ST paraneter in the
R1 and |2 nessages. This paranmeter contains a list of the supported
H P transport formats of the sending host, in the order of
preference. The transport format type for | Psec ESP is the type
nunber of the ESP_TRANSFORM paraneter, i.e., 4095.

4.1.2. Setting Up an ESP Security Associ ation

Setting up an ESP Security Association between hosts using HPis
performed by including paraneters in the |ast three nessages (Rl, 12,
and R2 nessages) of the four-nessage H P base exchange.

Initiator Responder

The R1 nmessage contai ns the ESP_TRANSFORM paraneter, in which the
sendi ng host defines the possible ESP transforns it is willing to use
for the ESP SA

I ncl udi ng the ESP_TRANSFORM paraneter in the Rl nessage adds clarity
to the TRANSPORT_FORVAT LI ST but may initiate negotiations for

possi bly unsel ected transforns. However, resource-constrained
devices will nost likely restrict support to a single transformfor
the sake of minimzing ROM overhead, and the additional paraneter
adds negligi bl e overhead wi th unconstrai ned devi ces.
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The 12 nmessage contains the response to an ESP_TRANSFORM recei ved in
the Rl nmessage. The sender mnust sel ect one of the proposed ESP
transforns fromthe ESP_TRANSFORM paraneter in the Rl nmessage and

i nclude the selected one in the ESP_TRANSFORM paraneter in the 12
packet. In addition to the transform the host includes the ESP_I NFO
paranmeter containing the SPI value to be used by the peer host.

In the R2 nessage, the ESP SA setup is finalized. The packet
contains the SPI information required by the Initiator for the
ESP SA.

4.1.3. Updating an Existing ESP SA

The update process is acconplished using three nmessages. The H P
UPDATE nessage is used to update the paraneters of an existing ESP
SA. The UPDATE nechani sm and nessage are defined in [ RFC7401], and
the additional paraneters for updating an existing ESP SA are
described here.

The foll owing picture shows a typical exchange when an existing ESP
SA is updated. Messages include SEQ and ACK paraneters required by
t he UPDATE nechani sm

HL H2
UPDATE: SEQ ESP_INFO [, DI FFl E_HELLMAN]
_____________________________________________________ >
UPDATE: SEQ ACK, ESP_INFO [, DI FFI E_HELLMAN|
o o o e o e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e m e e e =
UPDATE: ACK
_____________________________________________________ >

The host willing to update the ESP SA creates and sends an UPDATE
message. The nmessage contains the ESP_I NFO paraneter containing the
old SPI value that was used, the new SPI value to be used, and the

i ndex value for the keying material, giving the point fromwhere the
next keys will be drawn. |f new keying material nust be generated,
the UPDATE nessage will also contain the D FFlI E_HELLMAN par anet er
defined in [ RFC7401] .

The host receiving the UPDATE nessage requesting update of an
existing ESP SA MJUST reply with an UPDATE nessage. 1In the reply
nessage, the host sends the ESP_I NFO paraneter containing the
correspondi ng val ues: old SPI, new SPI, and the keying materia

i ndex. If the incom ng UPDATE cont ai ned a DI FFI E_HELLMAN par anet er
the reply packet MJST al so contain a D FFl E_HELLMAN par anet er.
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5.

5.

5.

1

1

Par anmet er and Packet Formats

In this section, new and nodified H P paraneters are presented, as
wel | as nodified H P packets.

New Par anet ers

Two H P paraneters are defined for setting up ESP transport format
associations in H P communication and for rekeying existing ones.

Al so, the NOTIFI CATI ON paraneter, described in [ RFC7401], has two
error values defined for this specification

Par anet er Type Length Dat a
ESP_I NFO 65 12 Renote’'s ol d SPI

new SPI, and other info
ESP_TRANSFORM 4095 variable ESP Encrypti on and

Aut henti cation Transforn(s)
1. ESP_I NFO

During the establishnment and update of an ESP SA, the SPI val ue of
both hosts must be transmitted between the hosts. |In addition, hosts
need the index value to the KEYMAT when they are draw ng keys from
the generated keying material. The ESP_I NFO paraneter is used to
transmt the SPI val ues and the KEYMAT index infornmation between the
host s.

During the initial ESP SA setup, the hosts send the SPI val ue that
they want the peer to use when sending ESP data to them The val ue
is set inthe NEWSPI field of the ESP_|I NFO paraneter. |n the
initial setup, an old value for the SPI does not exist; thus, the COLD
SPI field value is set to zero. The OLD SPI field value may al so be
zero when additional SAs are set up between H P hosts, e.g., in the
case of multihonmed H P hosts [RFC5206]. However, such use is beyond
the scope of this specification

The KEYMAT index value points to the place in the KEYMAT from where
the keying material for the ESP SAs is drawn. The KEYMAT index val ue
is zero only when the ESP_INFO is sent during a rekeying process and
new keying material is generated.

During the life of an SA established by H P, one of the hosts nay
need to reset the Sequence Number to one and rekey. The reason for
rekeyi ng m ght be an approachi ng sequence nunber wap in ESP, or a

| ocal policy on the use of a key. Rekeying ends the current SAs and
starts new ones on both peers.

Jokel a, et al. St andards Track [ Page 13]
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During the rekeying process, the ESP_|I NFO paraneter is used to
transmt the changed SPI values and the keying material index.

0

1 2 3

01234567890123456789012345678901
i T S S s S S S S i S

Type | Lengt h |

T e T S Sl S SR S A T S S e R T ok

Reserved | KEYMAT | ndex |

T S S T T S S e T T S S S S A

OLD SPI |

B T S S S T T i S S S R S S

NEW SPI |

T S S S S SEp S S S S S SR S U S SR S S

Type

L

KEYMAT | ndex

engt h

QLD SPI

NEW SPI

Jokel a,

et al.

65

12

i ndex, in bytes, where to continue to draw ESP keys
from KEYMAT. |f the packet includes a new
Diffie-Hell man key and the ESP_INFO is sent in an
UPDATE packet, the field MJUST be zero. |If the
ESP_ INFO is included in base exchange nessages, the
KEYMAT | ndex nust have the index val ue of the point
fromwhere the ESP SA keys are drawn. Note that
the length of this field limts the anount of
keying material that can be drawn from KEYMAT. |f
that anount is exceeded, the packet MJST contain

a new Diffie-Hell man key.

old SPI for data sent to address(es) associated
with this SA If thisis an initial SA setup, the
OLD SPI value is zero

new SPI for data sent to address(es) associ ated
with this SA

St andards Track [ Page 14]
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ESP_TRANSFORM

The ESP_TRANSFORM par anet er

0

1

is used during ESP SA establishnent.
first party sends a selection of transformfanmilies in the

ESP_TRANSFCRM par anet er,
val ues and include it

and the peer
in the response ESP_TRANSFORM par anet er.

April 2015

The

must sel ect one of the proposed

2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type | Length |
B T s i I S e i S i i S S e S
| Reserved | Suite ID #1 |
s S S i I S R R e h T Tk e S S S o T S
| Suite I D #2 | Suite I D #3 |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Suite ID #n | Paddi ng |
B T s i I S e i S i i S S e S
Type 4095
Length length in octets, excluding Type, Length, and
paddi ng.
Reser ved zero when sent, ignored when received.
Suite ID defines the ESP Suite to be used.
The following Suite IDs can be used:
Suite ID Val ue
RESERVED 0 [ RFC7402]
AES- 128- CBC wi t h HVAC- SHAL 1 [ RFC3602], [ RFC2404]
DEPRECATED 2 [ RFC7402]
DEPRECATED 3 [ RFC7402]
DEPRECATED 4 [ RFC7402]
DEPRECATED 5 [ RFC7402]
DEPRECATED 6 [ RFC7402]
NULL wi t h HMAC- SHA- 256 7 [ RFC2410], [ RFC4868]
AES- 128- CBC wi t h HVAC- SHA- 256 8 [ RFC3602], [ RFCA4868]
AES- 256- CBC wi t h HVAC- SHA- 256 9 [ RFC3602], [ RFC4868]
AES- CCM 8 10 [RFC4309]
AES- CCM 16 11 [RFC4309]
AES-GCM with an 8-octet |CV 12 [RFC4106]
AES-GCCM with a 16-octet |ICV 13 [ RFC4106]
AES- CVAC- 96 14 [RFC4493], [RFC4494]
AES- GVAC 15 [RFC4543]
et al. St andards Track [ Page 15]
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The sender of an ESP transform paraneter MJST nake sure that there
are no nore than six (6) Suite IDs in one ESP transform paraneter.
Conversely, a recipient MIST be prepared to handl e received transform
paranmeters that contain nmore than six Suite IDs. The limted nunmber
of Suite IDs sets the maxi mum size of the ESP_TRANSFORM par anet er.

As the default configuration, the ESP_TRANSFORM par anet er MJST
contain at |least one of the nandatory Suite IDs. There MAY be a
configuration option that allows the adm nistrator to override this
defaul t.

Mandat ory i nmpl enent ati ons: AES-128-CBC wi th HVAC- SHA-256. NULL with
HVAC- SHA- 256 SHOULD al so be supported (see al so Section 3.3.5).

Under sone conditions, it is possible to use Traffic Flow
Confidentiality (TFC) [ RFC4303] with ESP in BEET node. However, the

definition of such an operation is left for future work and rnust be
done in a separate specification.

5.1.3. NOTI FI CATI ON Par anet er
The H P base specification defines a set of NOTIFI CATION error types.
The followi ng error types are required for describing errors in ESP

Transformcrypto suites during negotiation.

NOTI FI CATI ON PARAMETER - ERROR TYPES Val ue

NO_ESP_PROPOSAL_ CHOSEN 18

None of the proposed ESP Transformcrypto suites was
accept abl e.

I NVALI D_ESP_TRANSFORM CHOSEN 19

The ESP Transform crypto suite does not correspond to
one offered by the Responder.

Jokel a, et al. St andards Track [ Page 16]
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5.2. HI P ESP Security Association Setup

The ESP Security Association is set up during the base exchange. The
foll owi ng subsecti ons define the ESP SA setup procedure using both
base exchange nmessages (R1, 12, R2) and UPDATE nessages.

5.2.1. Setup during Base Exchange
5.2.1.1. Modifications in Rl

The ESP_TRANSFORM cont ai ns the ESP nbdes supported by the sender
in the order of preference. Al inplenmentations MJST support
AES- 128- CBC [ RFC3602] wi th HVAC- SHA- 256 [ RFC4868] .

The followi ng figure shows the resulting RL packet |ayout.
The H P parameters for the Rl packet:

IP ( HP ( [ RL_COUNTER ]
PUZZLE,
DI FFI E_HELLMAN,
HI P_Cl PHER,
ESP_TRANSFORM
HOST_I D,
[ ECHO REQUEST, ]
HI P_SI GNATURE 2 )
[, ECHO REQUEST ])

5.2.1.2. Modifications in |2
The ESP_I NFO contains the sender’s SPI for this association as well
as the KEYMAT index fromwhere the ESP SA keys will be drawn. The
old SPI value is set to zero
The ESP_TRANSFORM cont ai ns the ESP npde sel ected by the sender of RI1.

Al inplenmentations MJST support AES-128-CBC [ RFC3602] with
HVAC- SHA- 256 [ RFC4868] .
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The following figure shows the resulting |2 packet |ayout.
The H P paranmeters for the |12 packet:

IP ( HP ( ESP_I NFO,
[ RL_COUNTER, ]
SOLUTI ON,
DI FFI E_HELLMAN,
H P_Cl PHER,
ESP_TRANSFORM
ENCRYPTED { HOST_ID },
[ ECHO RESPONSE | ]
HVAC,
H P_SI GNATURE
[, ECHO RESPONSE] ) )

5.2.1.3. Moddifications in R2
The R2 contains an ESP_|I NFO paraneter, which has the SPI val ue of the
sender of the R2 for this association. The ESP_I NFO al so has the
KEYMAT i ndex val ue specifying where the ESP SA keys are drawn.
The followi ng figure shows the resulting R2 packet |ayout.
The H P parameters for the R2 packet:
[P ( HP ( ESP_INFO HVAC 2, H P_SIGNATURE ) )
5.3. H P ESP Rekeying

In this section, the procedure for rekeying an existing ESP SAis
present ed.

Conceptual Iy, the process can be represented by the foll owi ng nessage
sequence using the host names |’ and R defined in Section 3.3.2.

For sinplicity, HVAC and H P_SI GNATURE are not depicted, and

Dl FFI E_ HELLMAN keys are optional. The UPDATE with ACK | need not be
pi ggybacked with the UPDATE with SEQ R, it may be ACKed separately
(in which case the sequence woul d i nclude four packets).

I’ R

UPDATE( ESP_I NFO, SEQ R, ACK_ |, [DI FFI E_HELLMAN])

Jokel a, et al. St andards Track [ Page 18]
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Bel ow, the first two packets in this figure are explai ned.
5.3.1. Initializing Rekeying

VWen H P is used with ESP, the UPDATE packet is used to initiate
rekeyi ng. The UPDATE packet MJST carry an ESP_|I NFO and MAY carry a
DI FFI E_HELLMAN par anet er .

I nternedi ate systens that use the SPI will have to inspect H P
packets for those that carry rekeying information. The packet is
signed for the benefit of the internediate systens. Since

i nternedi ate systens nay need the new SPlI val ues, the contents cannot
be encrypted.

The following figure shows the contents of a rekeying initialization
UPDATE packet .

The H P parameters for the UPDATE packet initiating rekeying:

IP ( HIP ( ESP_I NFO,
SEQ
[ DI FFl E_HELLMAN, ]
HVAC,
HI P_SI GNATURE ) )

5.3.2. Responding to the Rekeying Initialization

The UPDATE ACK is used to acknow edge the received UPDATE rekeyi ng
initialization. The acknow edgnent UPDATE packet MJST carry an
ESP_I NFO and MAY carry a DI FFI E_HELLMAN par anet er

I nternedi ate systenms that use the SPI will have to inspect H P
packets for packets carrying rekeying information. The packet is
signed for the benefit of the internediate systens. Since

i nternedi ate systens may need the new SPI val ues, the contents cannot
be encrypted.

The followi ng figure shows the contents of a rekeying acknow edgnent
UPDATE packet .

The H P paraneters for the UPDATE packet:

IP ( HP ( ESP_I NFO,
SEQ
ACK,
[ DI FFl E_HELLMAN, ]
HVAC,
HI P_SI GNATURE ) )

Jokel a, et al. St andards Track [ Page 19]
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5.4. |1 QWP Messages

| CMP nessage handling is nmainly described in the H P base
specification [RFC7401]. |In this section, we describe the actions
related to ESP security associ ations.

5.4.1. Unknown SP

If a HP inmplementation receives an ESP packet that has an
unrecogni zed SPI number, it MAY respond (subject to rate limting the
responses) with an | CVP packet with type "Paraneter Problent, with
the pointer pointing to the beginning of the SPI field in the ESP
header .

6. Packet Processing

Packet processing is mainly defined in the H P base specification

[ RFC7401]. This section describes the changes and new requirenents
for packet handling when the ESP transport format is used. Note that
all H P packets (currently protocol 139) MJST bypass ESP processing.

6.1. Processing Qutgoing Application Data

Qut goi ng application data handling is specified in the H P base
specification [ RFC7401]. When the ESP transport format is used, and
there is an active H P session for the given < source, destination >
H T pair, the outgoing datagramis protected using the ESP security
associ ation. The follow ng additional steps define the conceptua
processing rules for outgoing ESP protected datagrans.

1. Detect the proper ESP SA using the H Ts in the packet header or
other information associated with the packet.

2. Process the packet normally, as if the SA was a transport
node SA.

3. Ensure that the outgoing ESP protected packet has proper IP
header format, depending on the used |IP address famly, and
proper |P addresses in its IP header, e.g., by replacing H Ts
left by the ESP processing. Note that this placenent of proper
| P addresses MAY al so be performed at sone other point in the
stack, e.g., before ESP processing.

Jokel a, et al. St andards Track [ Page 20]



RFC 7402 Using the ESP Transport Format with H P April 2015

6.2. Processing Incom ng Application Data

Incomi ng H P user data packets arrive as ESP protected packets. In

the usual case, the receiving host has a correspondi ng ESP security

association, identified by the SPI and destination |IP address in the
packet. However, if the host has crashed or otherwise lost its HP

state, it may not have such an SA

The basic incom ng data handling is specified in the H P base
specification. Additional steps are required when ESP is used for
protecting the data traffic. The follow ng steps define the
conceptual processing rules for incom ng ESP protected datagrans
targeted to an ESP security association created with H P

1. Detect the proper ESP SA using the SPI. If the resulting SAis a
non- H P ESP SA, process the packet according to standard | Psec
rules. If there are no SAs identified with the SPI, the host MAY
send an | CMP packet as defined in Section 5.4. How to handle
| ost state is an inplenentation issue.

2. If the SPI matches with an active H P-based ESP SA, the IP
addresses in the datagram are replaced with the H Ts associ at ed
with the SPI. Note that this |IP-address-to-H T conversion step
MAY al so be perforned at sone other point in the stack, e.g.
after ESP processing. Note also that if the incom ng packet has
| Pv4 addresses, the packet nust be converted to |IPv6 format
before replacing the addresses with H Ts (such that the transport
checksumwi || pass if there are no errors).

3. The transfornmed packet is next processed normally by ESP, as if
the packet were a transport node packet. The packet may be
dropped by ESP, as usual. |In a typical inplenentation, the
result of successful ESP decryption and verification is a
datagramwi th the associated H Ts as source and destination

4. The datagramis delivered to the upper layer. Denultiplexing the
datagramto the right upper-layer socket is perforned as usual
except that the H Ts are used in place of |IP addresses during the
demul ti pl exi ng.

6.3. HMAC and SI GNATURE Cal cul ation and Verification

The new HI P paraneters described in this docunent, ESP_INFO and
ESP_TRANSFORM nust be protected using HMAC and signature
calculations. 1In a typical inplenentation, they are included in R1,
|2, R2, and UPDATE packet HMAC and SI GNATURE cal cul ations as

descri bed in [RFC7401].
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6.4. Processing Incoming ESP SA Initialization (R1)

The ESP SA setup is initialized in the Rl nessage. The receiving
host (Initiator) selects one of the ESP transforms fromthe presented
values. If no suitable value is found, the negotiation is

term nated. The selected val ues are subsequently used when
generating and using encryption keys, and when sending the reply
packet. |f the proposed alternatives are not acceptable to the
system it may abandon the ESP SA establishnent negotiation, or it
may resend the |1 nessage within the retry bounds.

After selecting the ESP transform and perform ng other Rl

processi ng, the system prepares and creates an incom ng ESP security
association. It may al so prepare a security association for outgoing
traffic, but since it does not have the correct SPI value yet, it
cannot activate it.

6.5. Processing Incomng Initialization Reply (12)

The following steps are required to process the incomng ESP SA
initialization replies in 12. The steps bel ow assune that the 12 has
been accepted for processing (e.g., has not been dropped due to HT
conparisons as described in [ RFC7401]).

o The ESP_TRANSFORM paraneter is verified, and it MJUST contain a
single value in the paraneter; and it MJST match one of the val ues
offered in the initialization packet.

o The ESP_INFO NEWSPI field is parsed to obtain the SPI that wll
be used for the Security Association outbound fromthe Responder
and inbound to the Initiator. For this initial ESP SA
establishnent, the old SPI value MJUST be zero. The KEYMAT | ndex
field MIUST contain the index value to the KEYMAT from where t he
ESP SA keys are drawn.

o The system prepares and creates both incom ng and out goi ng ESP
security associ ations.

o Upon successful processing of the initialization reply nmessage,
the possible old Security Associations (as left over from an
earlier incarnation of the H P association) are dropped and the
new ones are installed, and a finalizing packet, R2, is sent.
Possi bl e ongoi ng rekeying attenpts are dropped.
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6.6. Processing Incomng ESP SA Setup Finalization (R2)

Before the ESP SA can be finalized, the ESP_INFO NEWSPI field is
parsed to obtain the SPI that will be used for the ESP Security
Associ ation inbound to the sender of the finalization nmessage R2.
The systemuses this SPI to create or activate the outgoing ESP
security association used for sending packets to the peer

6.7. Dropping H P Associations

VWen the systemdrops a H P association, as described in the H P base
specification, the associated ESP SAs MJUST al so be dropped.

6.8. Initiating ESP SA Rekeying

Duri ng ESP SA rekeying, the hosts draw new keys fromthe existing
keying material, or new keying material is generated fromwhere the
new keys are drawn.

A systemmay initiate the SA rekeying procedure at any tine. |t MJST
initiate a rekey if its incom ng ESP sequence counter is about to
overflow The system MUST NOT replace its keying material until the
rekeyi ng packet exchange successfully conpl etes.

Optionally, a systemnmay include a new Diffie-Hellman key for use in
new KEYMAT generation. New KEYMAT generation occurs prior to draw ng
t he new keys.

The rekeyi ng procedure uses the UPDATE mechani sm defined in

[ RFC7401] . Because each peer must update its half of the security
associ ation pair (including new SPI creation), the rekeying process
requires that each side both send and receive an UPDATE. A system
will then rekey the ESP SA when it has sent parameters to the peer
and has received both an ACK of the rel evant UPDATE nessage and
correspondi ng peer’s paraneters. It may be that the ACK and the
required H P paraneters arrive in different UPDATE nessages. This is
always true if a systemdoes not initiate an ESP SA update but
responds to an update request fromthe peer, and may al so occur if
two systens initiate update nearly sinultaneously. In such a case,
if the system has an outstandi ng update request, it saves the one
paranmeter and waits for the other before conpleting rekeying.
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The

foll owi ng steps define the processing rules for initiating an ESP

SA updat e

1

The system deci des whether to continue to use the existing KEYMAT
or to generate a new KEYMAT. In the latter case, the system MJST
generate a new Diffie-Hell man public key.

The system creates an UPDATE packet, which contains the ESP_I NFO
paranmeter. In addition, the host may include the optiona

Dl FFI E_HELLMAN parameter. |f the UPDATE contains the

Dl FFI E_HELLMAN par ameter, the KEYMAT Index in the ESP_I NFO

par ameter MUST be zero, and the Diffie-Hellman G oup |ID nust be
unchanged fromthat used in the initial handshake. |If the UPDATE
does not contain D FFIE HELLMAN, the ESP_|I NFO KEYMAT | ndex MUST
be greater than or equal to the index of the next byte to be
drawn fromthe current KEYMAT.

The system sends the UPDATE packet. For reliability, the
under | yi ng UPDATE retransm ssi on nmechani sm MJST be used.

The system MUST NOT delete its existing SAs, but continue using
themif its policy still allows. The rekeying procedure SHOULD
be initiated early enough to nmake sure that the SA replay
counters do not overfl ow.

In case a protocol error occurs and the peer system acknow edges
the UPDATE but does not itself send an ESP_I NFO, the system nay
not finalize the outstanding ESP SA update request. To guard
against this, a system MAY re-initiate the ESP SA update
procedure after sone tine waiting for the peer to respond, or it
MAY decide to abort the ESP SA after waiting for an

i mpl enent ati on-dependent tinme. The system MJUST NOT keep an

out standi ng ESP SA update request for an indefinite tine.

To sinplify the state machi ne, a host MJST NOT generate new UPDATEs

whi

e it has an outstanding ESP SA update request, unless it is

restarting the update process.

6.9. Processing |Inconing UPDATE Packets

VWhen a systemrecei ves an UPDATE packet, it rmust be processed if the

fol

owi ng conditions hold (in addition to the generic conditions

speci fied for UPDATE processing in Section 6.12 of [RFC7401]):

1

2.

Jokel a,

A correspondi ng H P associ ation nust exist. This is usually
ensured by the underlying UPDATE nechani sm

The state of the H P association is ESTABLI SHED or R2- SENT.
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If the above conditions hold, the followi ng steps define the
conceptual processing rules for handling the recei ved UPDATE packet :

1.

6.9.1.

The

If the received UPDATE contains a DI FFI E_HELLMAN par aneter, the
recei ved KEYMAT | ndex MJUST be zero and the Group ID nust match
the Gcoup IDin use on the association. |If this test fails, the
packet SHOULD be dropped and the system SHOULD | og an error
nmessage.

If there is no outstandi ng rekeying request, the packet
processi ng continues as specified in Section 6.9.1.

If there is an outstandi ng rekeying request, the UPDATE MJST be
acknow edged, the received ESP_| NFO (and possi bly D FFlI E_HELLNMAN)
par armet ers must be saved, and the packet processing continues as
specified in Section 6.10.

Processi ng UPDATE Packet: No Qutstandi ng Rekeyi ng Request

foll owi ng steps define the conceptual processing rules for

handl i ng a recei ved UPDATE packet with the ESP_I NFO paraneter:

1.

Jokel a,

The system consults its policy to see if it needs to generate a
new Di ffie-Hell man key, and generates a new key (with sane
Goup ID) if needed. The systemrecords any newy generated or
received Diffie-Hell man keys for use in KEYMAT generation upon
finalizing the ESP SA update.

If the system generated a new Diffie-Hellman key in the previous
step, or if it received a DI FFIE HELLMAN paraneter, it sets the
ESP_| NFO KEYMAT I ndex to zero. Oherw se, the ESP_| NFO KEYNMAT

I ndex MJUST be greater than or equal to the index of the next byte
to be drawn fromthe current KEYMAT. In this case, it is
RECOMVENDED t hat the host use the KEYMAT | ndex requested by the
peer in the received ESP_I NFO

The system creates an UPDATE packet, which contains an ESP_|I NFO
paraneter and the optional DI FFl E_HELLMAN paraneter. This UPDATE
woul d al so typically acknow edge the peer’s UPDATE with an ACK
paranmet er, although a separate UPDATE ACK may be sent.

The system sends t he UPDATE packet and stores any received

ESP_I NFO and DI FFl E_ HELLMAN paraneters. At this point, it only
needs to receive an acknow edgnent for the newy sent UPDATE to
finish the ESP SA update. |In the usual case, the acknow edgnent
i s handl ed by the underlyi ng UPDATE nechani sm
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6. 10.

Fi nal i zi ng Rekeyi ng

A system finalizes rekeying when it has both received the
correspondi ng UPDATE acknow edgment packet fromthe peer and
successfully received the peer’s UPDATE. The foll owi ng steps
are taken:

1.

6. 11.

If the received UPDATE nessages contain a new Diffie-Hellmn key,
the system has a new Diffie-Hellman key due to initiating an ESP
SA update, or both, the system generates a new KEYMAT. |If there
is only one new Diffie-Hell man key, the old existing key is used
as the other key.

If the system generated a new KEYMAT in the previous step, it
sets the KEYMAT |Index to zero, independent of whether the

recei ved UPDATE included a Diffie-Hellman key or not. |If the
system did not generate a new KEYMAT, it uses the greater KEYNMAT
I ndex of the two (sent and received) ESP_I NFO paraneters.

The system draws keys for new i ncom ng and outgoi ng ESP SAs,
starting fromthe KEYMAT | ndex, and prepares new i ncom ng and

out going ESP SAs. The SPI for the outgoing SA is the new SPI

val ue received in an ESP_I NFO paraneter. The SPI for the

i ncom ng SA was generated when the ESP_I NFO was sent to the peer.
The order of the keys retrieved fromthe KEYMAT during the
rekeying process is simlar to that described in Section 7. Note
that only | Psec ESP keys are retrieved during the rekeying
process, not the H P keys.

The systemstarts to send to the new outgoing SA and prepares to
start receiving data on the new inconmng SA. Once the system
receives data on the new inconmng SA it may safely delete the
ol d SAs.

Processi ng NOTI FY Packets

The processing of NOTIFY packets is described in the H P base
speci fication.

Jokel a,
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7. Keying Material

The keying material is generated as described in the H P base
specification. During the base exchange, the initial keys are drawn
fromthe generated material. After the H P association keys have
been drawn, the ESP keys are drawn in the foll owi ng order

SA-gl ESP encryption key for HOST g’s outgoing traffic

SA-gl ESP authentication key for HOST _g's outgoing traffic

SA-1g ESP encryption key for HOST |I's outgoing traffic

SA-1g ESP aut hentication key for HOST |'s outgoing traffic
HOST_g denotes the host with the greater H T val ue, and HOST_
denotes the host with the lower H T value. Wen H T values are
conpared, they are interpreted as positive (unsigned) 128-bit
integers in network byte order
The four H P keys are only drawn from KEYMAT during a H P | 1->R2
exchange. Subsequent rekeys using UPDATE will only draw the four ESP
keys from KEYMAT. Section 6.9 describes the rules for reusing or
regenerati ng KEYMAT based on the rekeying.

The nunber of bits drawn for a given algorithmis the "natural" size
of the keys, as specified in Section 6.5 of [RFC7401].

8. Security Considerations
In this docunent, the usage of ESP [ RFC4303] between HI P hosts to
protect data traffic is introduced. The security considerations for
ESP are discussed in the ESP specification
There are different ways to establish an ESP Security Association
bet ween two nodes. This can be done, e.g., using | KE [ RFC7296] .
Thi s docunent specifies how the Host Identity Protocol is used to
establish ESP Security Associ ations.

The foll owi ng i ssues are new or have changed fromthe standard ESP
usage:

o Initial keying material generation

0 Updating the keying materia
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The initial keying material is generated using the Host ldentity
Prot ocol [RFC7401] using the Diffie-Hellman procedure. This docunent
extends the usage of the UPDATE packet, defined in the base
specification, to nodify existing ESP SAs. The hosts may rekey,
i.e., force the generation of new keying material using the
Diffie-Hell man procedure. The initial setup of ESP SAs between the
hosts is done during the base exchange, and the nessage exchange is
protected using nmethods provided by the base exchange. Changes in
connection paraneters basically mean that the old ESP SA is renpved
and a new one is generated once the UPDATE nessage exchange has been
conpl eted. The message exchange is protected using the H P
associ ati on keys. Both HMAC and signing of packets are used.

9. | ANA Consi derations

The foll owi ng changes to the "Host Identity Protocol (H P)
Par amet ers" registries have been made. 1In all cases, the changes
updated the reference from[RFC5202] to this specification

Thi s docunent defines two Paraneter Types and two NOTI FY Message
Types for the Host Identity Protocol [RFC7401].

The paranmeters and their type nunbers are defined in Sections 5.1.1
and 5.1.2, and they have been added to the "Paraneter Types"
nanespace created by [ RFC7401]. No new action regarding these val ues
is required by this specification, other than updating the reference
from[RFC5202] to this specification

The new NOTI FI CATION error types and their values are defined in
Section 5.1.3, and they have been added to the "Notify Message Types"
nanespace created by [ RFC7401]. No new action regarding these val ues
is required by this specification, other than updating the reference
from[RFC5202] to this specification

Section 5.1.2 of this docunent defines values for "ESP Transform

Suite IDs", which are registered in a new | ANA registry, with an
"I ETF Revi ew' registration procedure [RFC5226] for new val ues.
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Appendix A. A Note on Inplenentation Qptions

It is possible to inplement this specification in nultiple different
ways. As noted above, one possible way of inplementing this is to
rewite |IP headers below I Psec. In such an inplenentation, |IPsec is
used as if it was processing |IPv6 transport nbde packets, with the

| Pv6 header containing H Ts instead of | P addresses in the source and
destination address fields. |n outgoing packets, after |Psec
processing, the H Ts are replaced with actual |P addresses, based on
the HTs and the SPI. In incom ng packets, before |Psec processing,
the I P addresses are replaced with H Ts, based on the SPI in the

i ncom ng packet. In such an inplenentation, all |Psec policies are
based on H Ts and the upper |ayers only see packets with H Ts in the
pl ace of | P addresses. Consequently, support of H P does not
conflict with other uses of IPsec as long as the SPI spaces are kept
separate. Appendix B describes another way to inplenment this

speci fication.

Appendi x B. Bound End-to-End Tunnel Mde for ESP

This section introduces an alternative way of inplenmenting the
necessary functions for H P ESP transport. Conpared to the option of
i mpl enenting the required address rewites outside of |IPsec, BEET has
one i nplenentation-level benefit. In a BEET-node-based

i npl enentation, the address-rewiting information is kept in one

pl ace, at the SAD. On the other hand, when address rewiting is

i mpl ement ed separately, the inplementati on MUST nake sure that the
information in the SAD and the information in the separate
address-rewiting dat abase are kept in synchrony. As a result, the
BEET- nbde- based way of inplenenting this specification is RECOMWENDED
over the separate inplenmentation, as it binds the identities,
encryption, and locators tightly together. It should be noted that

i mpl enenti ng BEET nbde doesn’t require that correspondi ng hosts
implenent it, as the behavior is only visible internally in a host.

BEET nbde is a conbination of |Psec tunnel and transport nodes, and
it provides sone of the features fromboth. H P uses H Ts as the
"inner" addresses and | P addresses as "outer" addresses, like IP
addresses are used in tunnel node. Instead of tunneling packets

bet ween hosts, a conversion between inner and outer addresses is nade
at end hosts, and the inner address is never sent on the wire after
the initial H P negotiation. BEET provides |Psec transport node
syntax (no inner headers) with limted tunnel node senantics (fixed

| ogi cal inner addresses -- the HI Ts -- and changeable outer IP

addr esses) .

Jokel a, et al. St andards Track [ Page 32]



RFC 7402 Using the ESP Transport Format with H P April 2015

B.1. Protocol Definition
In this section, we define the exact protocol formats and operations.
B.1.1. Changes to Security Association Data Structures
A BEET node Security Association contains the same data as a regul ar
tunnel node Security Association, with the exception that the inner
sel ectors nmust be single addresses and cannot be subnets. The data
i ncl udes the foll ow ng:
o A pair of inner |P addresses.

o A pair of outer |P addresses.

o Cryptographic keys and other data as defined in Section 4.4.2 of
RFC 4301 [ RFC4301].

A conform ng inplenentation MAY store the data in a way sinmlar to a
regul ar tunnel node Security Association.

Note that in a conform ng inplenentation the inner and outer
addresses MAY belong to different address famlies. Al

i npl enent ati ons that support both IPv4 and | Pv6 SHOULD support both
| Pv4-over-1Pv6 and | Pv6-over-1Pv4 tunneling.
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B.1.2. Packet Fornmat

The wire packet format is identical to the ESP transport node wire
format as defined in Section 3.1.1 of [RFC4303]. However, the

resul ting packet contains outer |IP addresses instead of the inner IP
addresses received fromthe upper |ayer. The construction of the
outer headers is defined in Section 5.1.2 of RFC 4301 [ RFC4301]. The
following diagramillustrates ESP BEET node positioning for typica

| Pv4 and |1 Pv6 packets.

| Pv4 | NNER ADDRESSES

| inner IP hdr | | |

| outer IP hdr | | | | ESP | ESP
| (any options) | ESP | TCP | Data | Trailer | ICV
| <---- encryption ---->
| <-------- integrity ------- >|
AFTER APPLYI NG ESP, QUTER v6 ADDRESSES
| outer | new ext | | | | ESP | ESP |
| TP hdr | hdrs | ESP | TCP | Data | Trailer| ICV
| <--- encryption ---->
| <------- integrity ------- >|
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| Pv4 | NNER ADDRESSES wi th options

| inner IP hdr | | |
| + options | TCP | Data

| outer IP hdr | | | | | ESP | ESP
| (any options) | ESP| PH | TCP | Data | Trailer | ICV
| <------- encryption ------- >|
| <----------- integrity ---------- >
AFTER APPLYI NG ESP, OUTER v6 ADDRESSES
| outer | new ext | | | | | ESP | ESP
| TP hdr | hdrs | ESP | PH | TCP | Data | Trailer| ICV
| <------ encryption ------- >|
| <---------- integrity ---------- >

PH Pseudo Header for |Pv4 options

2015
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| Pv6 | NNER ADDRESSES

| ext hdrs | |

| outer | new ext | | dest | | | ESP | ESP |
| TP hdr | hdrs | ESP | opts.| TCP | Data | Trailer | ICV
| <---- encryption ---->
| <------- integrity ------ >|

| outer | | dest | | | ESP | ESP
| P hdr | ESP | opts.| TCP | Data | Trailer | ICV
| <------- encryption -------- >|
| <----------- integrity ----------- >

B.1.3. Cryptographi c Processing

The out goi ng packets MJST be protected exactly as in ESP transport
node [ RFC4303]. That is, the upper-|ayer protocol packet is wapped
into an ESP header, encrypted, and authenticated exactly as if
regul ar transport node was used. The resulting ESP packet is subject
to | P header processing as defined in Appendices B.1.4 and B.1.5.

The incom ng ESP protected nessages are verified and decrypted
exactly as if regular transport node was used. The resulting

cl eartext packet is subject to |IP header processing as defined in
Appendi ces B. 1.4 and B.1.6.

B.1.4. | P Header Processing

The biggest difference between BEET node and the other two nodes is

in I P header processing. In the regular transport node, the IP
header is kept intact. 1In the regular tunnel node, an outer IP
header is created on output and discarded on input. |n BEET node,

the I P header is replaced with another one on both input and out put.
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On the BEET nbde output side, the | P header processing MJST first
ensure that the I P addresses in the original |IP header contain the

i nner addresses as specified in the SA  This MAY be ensured by
proper policy processing, and it is possible that no checks are
needed at the time of SA processing. Once the |IP header has been
verified to contain the right IP inner addresses, it is discarded. A
new | P header is created, using the fields of the discarded inner
header (except the | P addresses) to populate the fields of the new
outer header. The IP addresses in the new header MJST be the outer
tunnel addresses.

On the input side, the received IP header is sinply discarded. Since
the packet has been decrypted and verified, no further checks are
necessary. A new | P header corresponding to a BEET node inner header
is created, using the fields of the discarded outer header (except
the I P addresses) to populate the fields of the new inner header.

The | P addresses in the new header MJST be the inner addresses.

As the outer header fields are used as a hint for creating the inner
header, it must be noted that the inner header differs as conpared to
a tunnel node inner header. |n BEET node, the inner header will have
the Tinme to Live (TTL), Don’t Fragnent (DF) bit, and other option

val ues fromthe outer header. The TTL, DF bit, and other option

val ues of the inner header MJST be processed by the stack

B.1.5. Handling of Qutgoing Packets
The out goi ng BEET node packets are processed as foll ows:

1. The system MUST verify that the | P header contains the inner
source and destination addresses, exactly as defined in the SA
This verification MAY be explicit, or it MAY be inplicit, for
exanple, as a result of prior policy processing. Note that in
some inplementations there may be no real |IP header at this time
but the source and destinati on addresses may be carried out of
band. If the source address is still unassigned, it SHOULD be
ensured that the designated i nner source address woul d be
sel ected at a | ater stage.

2. The I P payload (the contents of the packet beyond the |IP header)
is wapped into an ESP header as defined in Section 3.3 of
[ RFC4303] .

3. A new | P header is constructed, replacing the original one. The
new | P header MJST contain the outer source and destination
addresses, as defined in the SA. Note that in sone
i mpl enentations there may be no real |IP header at this tinme but
the source and destination addresses nay be carried out of band.
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In the case where the source address nust be | eft unassigned, it
SHOULD be ensured that the right source address is selected at a
| ater stage. Oher than the addresses, it is RECOWENDED t hat

the new I P header copies the fields fromthe original |IP header.

4. If there are any |Pv4 options in the original packet, it is
RECOMMENDED t hat they are discarded. |[|f the inner header
contains one or nore options that need to be transported between
the tunnel endpoints, the sender MJST encapsul ate the options as
defined in Appendix B.1.7.

Instead of literally discarding the |P header and constructing a new
one, a conformng inplenentation MAY sinply replace the addresses in
an existing header. However, if the RECOMVENDED feature of allow ng
the inner and outer addresses fromdifferent address famlies is
used, this sinple strategy does not work.

B.1.6. Handling of Incom ng Packets
The i ncom ng BEET node packets are processed as foll ows:

1. The system MUST verify and decrypt the inconm ng packet
successfully, as defined in Section 3.4 of [RFC4303]. |If the
verification or decryption fails, the packet MJUST be di scarded.

2. The original IP header is sinply discarded, w thout any checks.
Since the ESP verification succeeded, the packet can be safely
assuned to have arrived fromthe right sender

3. A new IP header is constructed, replacing the original one. The
new | P header MJST contain the inner source and destination
addresses, as defined in the SA. |If the sender has set the ESP
Next Header field to 94 and included the pseudo header as
described in Appendix B.1.7, the receiver MJST include the
options after the constructed IP header. Note that in sone
i npl enentations the real | P header nmay have al ready been
di scarded and the source and destination addresses are carried
out of band. In such a case, the out-of-band addresses MJST be
the inner addresses. Qher than the addresses, it i s RECOVMMENDED
that the new I P header copies the fields fromthe original IP
header .

Instead of literally discarding the |P header and constructing a new
one, a conformng inplenentation MAY sinply replace the addresses in
an existing header. However, if the RECOMMVENDED feature of allow ng
the inner and outer addresses fromdifferent address famlies is
used, this sinple strategy does not work.
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B.1.7. Handling of IPv4d Options

In BEET node, if |1Pv4 options are transported inside the tunnel, the
sender MJST include a pseudo header after the ESP header. The
pseudo header indicates that |1Pv4 options fromthe original packet
are to be applied to the packet on the input side.

The sender MUST set the Next Header field in the ESP header to 94.
The resulting pseudo header, including the IPv4 options, MJST be
padded to an 8-octet boundary. The padding length is expressed in
octets; valid padding lengths are O or 4 octets, as the original |Pv4
options are already padded to a 4-octet boundary. The paddi ng MJST
be filled with No Operation (NOP) options as defined in Section 3.1
("Internet Header Format") of [RFCO791] ("Internet Protocol"). The
padding is added in front of the original options to ensure that the
receiver is able to reconstruct the original |1Pv4d datagram The
Header Length field contains the length of the IPv4 options, and
padding in 8-octet units.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Next Header | Header Len | Pad Len | Reser ved

Fom e e e oo oo - Fom e e e oo oo - o e m e e e e e e e e oo oo +

| Paddi ng (if needed)

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee— oo +

| | Pv4 options

| |

o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e em— o +
Next Header identifies the data followi ng this header
Length in octets 8-bit unsigned integer. Length of the

pseudo header in 8-octet units, not
including the first 8 octets.

The recei ver MJST renpve this pseudo header and padding as a part of
BEET processing, in order to reconstruct the original |IPv4 datagram
The | Pv4 options included in the pseudo header MJUST be added after
the reconstructed I Pv4 (inner) header on the receiving side.
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