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1. Introduction

Experience in inplementing and depl oyi ng the ForCES architecture has
denponstrated the need for a few small extensions both to ease
progranmmability and to inprove wire efficiency of sone transactions.
Thi s docunent describes a few extensions to the semantics in the

For CES protocol specification [RFC5810] to achi eve that end goal

Thi s docunent describes and justifies the need for two snal
extensions that are backward conpatible. This docunent also
clarifies details of how dumping of a large table residing on an FE
(Forwardi ng El enent) is achieved. To sumari ze:

1. A table range operation to allow a controller or contro
application to request an arbitrary range of table rows is
i ntroduced.

2. Additional error codes returned to the controller (or contro
application) by an FE are introduced. Additionally, a new
extension to carry details on error codes is introduced. As a
result, this docunment updates the definition of the FE Protoco
oj ect (FEPO) Logical Functional Block (LFB) in [RFC7121].
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3. Wile already supported, an FE response to a GET request of a
| arge table that does not fit in a single Protocol Layer (PL)
nmessage i s not described in [ RFC5810]. This docunent clarifies
the details.
1.1. Termnology and Conventi ons
1.1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
1.1.2. Term nol ogy
Thi s docunent reiterates the term nol ogy defined in several ForCES
docunents ([ RFC3746], [RFC5810], [RFC5811], and [RFC5812]) for the
sake of contextual clarity.
Control Elerment (CE)
Forwar di ng El ement (FE)
FE Model
LFB (Logi cal Functional Block) Cass (or type)
LFB | nstance
LFB Mode
LFB Met adat a
For CES Conponent
LFB Conponent
For CES Protocol Layer (ForCES PL)

For CES Protocol Transport Mappi ng Layer (ForCES TM.)
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2.

2.

2.

Pr obl em Overvi ew

In this section, we present sanple use cases to illustrate each
chal | enge bei ng addressed.

1. Tabl e Ranges

Consi der, for the sake of illustration, an FE table with 1 million
reasonably sized table rows that are sparsely popul ated. Assune,
again for the sake of illustration, that there are 2000 table rows

sparsely popul ated between the row indices 23-10023.

| mpl enment ati on experi ence has shown that existing approaches for
retrieving or deleting a sizable nunber of table rows are both
programmatically tedi ous and inefficient on utilization of both
conpute and wire resources.

By definition, ForCES GET and DEL requests sent froma controller (or
control application) are prepended with a path to a conponent and
sent to the FE. In the case of indexed tables, the conponent path
can point to either a table or a table row index.

As an example, a control application attenpting to retrieve the first
2000 tabl e rows appearing between row indices 23 and 10023 can
achieve its goal in one of the foll owi ng ways:

o Dump the whole table and filter for the needed 2000 table rows.

0 Send up to 10000 ForCES PL requests, increnmenting the index by one
each tine, and stop when the needed 2000 entries are retrieved.

o |If the application had know edge of which table rows existed (not
unreasonabl e given the controller is supposed to be aware of state
within a Network Element (NE)), then the application could take
advant age of For CES batching to send fewer |arge nessages (each
with different path entries for a total of 2000).

As argued, while the above options exist, all are tedious.

2. Error Codes

[ RFC5810] has defined a generic set of error codes that are to be
returned to the CE froman FE. Depl oynment experience has shown that
it would be useful to have nore fine-grained error codes. As an
exanpl e, the error code E_NOT_SUPPORTED coul d be napped to nany FE
error source possibilities that need to then be interpreted by the
cal l er based on some understandi ng of the nature of the sent request.
Thi s makes debuggi ng nore time consum ng
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3. Protocol Update

This section describes a normative update to the ForCES protocol to
address the issues discussed in Section 2.

3.1. Table Ranges
We define a new TLV, TABLERANGE-TLV (type |ID 0x0117), that will be

associ ated with the PATH DATA-TLV in the sane manner the KEYI NFO TLV
is. Figure 1 shows how this new TLV i s constructed.
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Figure 1: ForCES Tabl e Range Request Layout

Figure 2 illustrates a GET request for a range of rows 11 to 23 of a
table with a conmponent path of "1/6".

OPER = GET-TLV
PATH DATA- TLV:
flags = F_SELTABRANGE, |DCount = 2, IDs = {1, 6}
TABLERANGE- TLV content = {11, 23}

Figure 2. ForCES Tabl e Range Request Exanple

The path flag F_SELTABRANGE (0x2, i.e., bit 1, where bit 0 is
F_SELKEY as defined in [ RFC5810]) MJST be set to indicate the
presence of the TABLERANGE-TLV. The path flag bit F_SELTABRANGE can
only be used in a GET or DEL and is nutually exclusive with F_SELKEY.
The FE MJST enforce the path flag constraints and ensure that the

sel ected path belongs to a defined, indexed table conmponent. Any
viol ation of these constraints MJST be rejected with an error code of
E INVALI D TFLAGS with a description of what the problemis when using
extended error reporting (refer to Section 3.2).

It should be noted that there are conbinations of path selection
mechani sns that shoul d not appear together for the sake of sinplicity
of operations. These include TABLERANGE- TLV and KEYI NFO TLV as wel |
as multiple nested TABLERANGE- TLVS.
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3.

The TABLERANGE- TLV contents constitute:

o

o

A 32-bit start index. An index of O inplies the beginning of the
table row

A 32-bit end index. A value of OxFFFFFFFF inplies the |ast entry.

The response for a table range query will either be:

(0]

2.

The requested table data returned (when at |east one referenced
rowis available); in such a case, a response with a path pointing
to the table and whose data content contains the rowms) wll be
sent to the CE. The data content MJST be encapsulated in a
SPARSEDATA- TLV. The SPARSEDATA-TLV content will have the "I" (in
| ndex- Lengt h-Value (ILV)) for each table row indicating the table
i ndi ces.

An EXTENDEDRESULT- TLV (refer to Section 3.2.3) when:

* the response is to a range delete request. The result wll
ei t her be:

+ a success if any of the rows that were requested are
del eted; or

+ a proper error code if none of the rows that were requested
can be del et ed.

* data is absent and an error code of E_EMPTY with an optiona
content string describing the nature of the error is used
(refer to Section 3.2).

* both a path key and path table range were stated on the path
flags of the original request. 1In such a case, an error code
of E_INVALI D TFLAGS wi th an optional content string describing
the nature of the error is used (refer to Section 3.2).

* other standard ForCES errors (such as Access Control List (ACL)
constraints trying to retrieve contents of an unreadabl e tabl e,
accessi ng unknown conponents, etc.) occur

Error Codes

We define the foll ow ng:

1

2.

Hadi

A new set of error codes.

Al l ocation of sone reserved codes for private use
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3. A new TLV, EXTENDEDRESULT-TLV (0x0118), that will carry a code
(which will be a superset of what is currently specified in
[ RFC5810]) as well as an optional cause content. This is
illustrated in Figure 3.

3.2.1. New Codes

The EXTENDEDRESULT- TLV Result Value is 32 bits and is a superset of
the RESULT-TLV Result Val ue defined in [RFC5810]. The new version
code space is 32 bits as opposed to the code size of 8 bits in

[ RFC5810]. The first 8-bit values (256 codes) are commopn to both
code spaces.

E TI MED_OUT A tineout occurred while

processi ng the nessage

| | | |
| | | |
| 0x19 | E_I NVALI D_TFLAGS | Invalid table flags

| | | |
| Ox1A | E_I NVALID OP | Requested operation is

| | | invalid

| | | |
| O0x1B | E_CONGEST_NT | Node congestion

| | | notification |
| | | |
| O0x1C | E_COVPONENT_NOT_A TABLE | Component not a table |
| | | |
| 0x1D | E_PERM | Operation not permitted

| | | |
| Ox1E | E_BUSY | Systemis busy |
| | | |
| Ox1F | E_EMPTY | Table is enpty

| | | |
| 0x20 | E_UNKNOWN | A generic catch-all error

| | | code. Carries a string to

| | | further extrapol ate what

| | | the error inplies. |
Fomm e oo - Fom e e e e e e aao - o m e e e e e e e e o +

Tabl e 1: New Codes
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3.2.2. Private Vendor Codes

Codes 0x100-0x200 are reserved for use as private codes. Since these
are freely available, it is expected that the FE and CE side

i mpl enentations will both understand/interpret the semantics of any
used codes and avoid any conflicts.

3.2.3. Extended Result TLV

0 1 2 3
012345678901234567890123456789¢01
B T s i I S e i S i i S S e S

| Type = EXTENDEDRESULT-TLV | Length

s S S i I S R R e h T Tk e S S S o T S
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| |
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Fi gure 3: EXTENDEDRESULT- TLV

o Like all other ForCES TLVs, the EXTENDEDRESULT-TLV is expected to
be 32-bit aligned.

0 The EXTENDEDRESULT- TLV Result Val ue derives and extends fromthe
same current namespace that is used by the RESULT-TLV Result Val ue
as specified in Section 7.1.7 of [RFC5810]. The main difference
is that there is now a 32-bit Result Value (as opposed to the old
8-bit).

0 The Optional Cause Content is defined to further disanbiguate the
Result Value. It is expected that UTF-8 string values will be
used. The content Result Value is intended to be consumed by the
(human) operator, and inplenentations nay choose to specify
different content for the sane error code. Additionally, future
codes may specify cause content to be of types other than string.

o It is recomended that the maxi mum size of the cause string should

not exceed 32 bytes. The cause string is not standardized by this
docunent .
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3.2.3.1. Extended Result Backward Conpatibility

To support backward conpatibility, we update the FEPO LFB (in
Appendi x A) to version 1.2. W also add a new conponent ID 16 (named
EResul t Admi n), and a capability conponent I1D 32 (named EResult Capab).

An FE will advertise its capability to support extended TLVs via the
EResul t Capab table. Wen an FE is capable of responding with both
extended results and ol der result TLVs, it will have two table rows,
one for each supported value. By default, an FE capabl e of
supporting both nodes will assunme the | owest comon denomi nat or
(i.e., EResultAdmin will be EResultNotSupported) and will issue
responses using RESULT-TLVs. It should be noted that an FE
advertising FEPO version 1.2 MJST support EXTENDEDRESULT- TLVs at

m ni mum

On an FE that supports both RESULT-TLVs and EXTENDEDRESULT- TLVs, a
master CE can turn on support for extended results by setting the
EResul t Admin value to 2, in which case the FE MJUST switch over to
sendi ng only EXTENDEDRESULT-TLVs. Likew se, a master CE can turn off
extended result responses by witing a 1 to the EResultAdnin. An FE
that does not support one node or the other MIST reject setting
EResult Admin to a value it does not support by responding with an
error code of E NOT_SUPPORTED. It is expected that all CEs
participating in a high availability (HA) node be capabl e of
supporting FEPO version 1.2 whenever EResultAdnin is set to strict
support of EXTENDEDRESULT-TLVs. The consensus between CEs in an HA
set up to set strict support of EXTENDEDRESULT-TLVs is out of scope
for this docunent.

3.3. Large Tabl e Dunping

I magi ne a CGET request to a path that is a table, i.e., a table dunp.
Such a request is sent to the FE with a specific correlator, say X

Imagine this table to have a | arge nunber of entries at the FE. For
the sake of illustration, let’s say mllions of rows. This requires
that the FE delivers the response over nmultiple nmessages, all using
the same correlator X

The For CES protocol docunent [RFC5810] does not adequately describe
how a large multi-part GET response nessage is delivered; the text in
this section clarifies. W limt the discussion to a table object
only.

| mpl ement ati on experience of dunmping |arge tables shows that we can
use transaction flags to indicate that a GET response is the

begi nning, mddle, or end of a nulti-part nmessage. In other words,
we mrror the effect of an atomc transaction sent by a CE to an FE

Hadi Sal i m St andards Track [ Page 9]



RFC 7391

Query- Response,

For CES Pr ot ocol Extensions

Pat h-to- a- | arge-tabl e, OP=CGET
correlator = X

SOT, AT, OP=GET- RESPONSE,
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FE PL

T N .. |

Query- Response,

correlator = X
DATA TLV ( SPARSE/ FULL)

MOT, AT, OP=CET- RESPONSE,

N T T ... |

Query- Response,

correlator = X
DATA TLV ( SPARSE/ FULL)

MOT, AT, OP=GET- RESPONSE,

.. |

Query- Response,

Query- Response,

correlator = X
DATA TLV ( SPARSE/ FULL)

MOT, AT, OP=CET- RESPONSE,

correlator = X
DATA TLV ( SPARSE/ FULL)

EOT, AT, OP=CET- RESPONSE

correlator = X
RESULT- TLV ( SUCCESS)

Figure 4: Large Table Dunp Time Sequence
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The | ast nessage to go to the CE, which carries the End O

Transaction (EOT) fl ag,
mrror

MJUST NOT carry any data.

This allows us to
For CES two-phase commit (2PC) nessagi ng [ RFC5810] where the

Hadi

| ast nessage is an enpty commit nessage.
RESULT- TLV i n such a case.

Salim
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4.

| ANA Consi der ati ons

Thi s docunent updates <https://ww.iana. org/assi gnments/forces>
as follows:

Thi s docunent registers two new top-level TLVs and two new path
flags; it also updates an | ANA-regi stered FE Protocol Object Logica
Functi onal Bl ock (LFB)

Appendi x A defines an update to the FE Protocol Object LFB to
version 1.2. An entry for FE Protocol Object LFB version 1.2 has
been added to the "Logical Functional Block (LFB) C ass Nanes and
Class ldentifiers" sub-registry.

The foll owi ng new TLVs have been defined and added to the "TLV Types"
sub-registry:

o TABLERANGE- TLV (type |D 0x0117)
o EXTENDEDRESULT-TLV (type |D 0x0118)

The "RESULT-TLV Result Val ues" sub-registry has been updated
as follows:

o Codes 0x21-O0xFE are nmarked as Unassi gned.
o0 Codes 0x18-0x20 are defined by this docunent in Section 3.2.1.
0 Codes 0x100-0x200 are reserved for private use.

A new "EXTENDEDRESULT-TLV Result Val ues" sub-registry has been
created. The codes 0x00-OxFF are mirrored fromthe "RESULT-TLV
Result Val ues" sub-registry. Any future allocations of this code
range (in the range 0x21-0xFE) nust be nade only in the new

" EXTENDEDRESULT- TLV Result Val ues"™ sub-registry and not in the
"RESULT- TLV Result Val ues" sub-registry. The codes 0x100-0x200 are
reserved for private use as described earlier, and the code ranges
0x21- OXFE and 0x201- OxFFFFFFFF are nmarked as Unassigned with the | ANA
all ocation policy of Specification Required [RFC5226]. The

Desi gnated Expert (DE) needs to ensure that existing deploynments are
not broken by any specified request. The DE should post a given code
request to the ForCES Wc mailing list (or a successor designated by
the Area Director) for comment and review. The DE should then either
approve or deny the registration request, publish a notice of the
decision to the ForCES W mailing list or its successor, and inform

| ANA of his/her decision. A denial notice must be justified by an
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expl anation and, in the cases where it is possible, concrete
suggesti ons on how the request can be nodified so as to becone
accept abl e.

5. Security Considerations

The security considerations described in the ForCES protocol
[ RFC5810] apply to this docunent as well.
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Appendi x A.  New FEPO Ver si on

Thi s version of FEPO updates the earlier one given in [RFC7121]. The
XM. has been validated agai nst the schema defined in [ RFC5812].

<LFBLi brary xm ns="urn:ietf:paranms: xm :ns:forces:|fbnodel:1.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNamespaceSchenmalLocat i on="1f b- schenma. xsd" provi des="FEPQO' >
<l-- XXX -->
<dat aTypeDef s>
<dat aTypeDef >
<nanme>CEHBPol i cyVal ues</ nane>
<synopsi s>
The possi bl e values of CE heartbeat policy
</ synopsi s>
<at om c>
<baseType>uchar </ baseType>
<speci al Val ues>
<speci al vVal ue val ue="0">
<nanme>CEHBPol i cy0</ name>
<synopsi s>
The CE will send heartbeats to the FE
every CEHDI tinmeout if no other messages
have been sent since.
</ synopsi s>
</ speci al Val ue>
<speci al Val ue val ue="1">
<nane>CEHBPol i cy1l</ nanme>
<synopsi s>
The CE will not send heartbeats to the FE
</ synopsi s>
</ speci al Val ue>
</ speci al Val ues>
</ atom c>
</ dat aTypeDef >
<dat aTypeDef >
<nanme>FEHBPol i cyVal ues</ nane>
<synopsi s>
The possi bl e values of FE heartbeat policy
</ synopsi s>
<at om c>
<baseType>uchar </ baseType>
<speci al Val ues>
<speci al Val ue val ue="0">
<nane>FEHBPol i cy0</ name>
<synopsi s>
The FE will not generate any heartbeats to the CE
</ synopsi s>
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</ speci al Val ue>
<speci al Val ue val ue="1">
<nane>FEHBPol i cy1l</ name>
<synopsi s>
The FE generates heartbeats to the CE every
FEH if no other
nessages have been sent to the CE
</ synopsi s>
</ speci al Val ue>
</ speci al Val ues>
</ atom c>
</ dat aTypeDef >
<dat aTypeDef >
<nanme>FERest art Pol i cyVal ues</ nane>
<synopsi s>
The possible values of FE restart policy
</ synopsi s>
<at om c>
<baseType>uchar </ baseType>
<speci al Val ues>
<speci al Val ue val ue="0">
<nane>FERest ar t Pol i cy0</ nane>
<synopsi s>
The FE restarts its state from scratch.
</ synopsi s>
</ speci al Val ue>
</ speci al Val ues>
</ atom c>
</ dat aTypeDef >
<dat aTypeDef >
<nane>HAMbdeVal ues</ nane>
<synopsi s>
The possi bl e val ues of HA nodes
</ synopsi s>
<at om c>
<baseType>uchar </ baseType>
<speci al Val ues>
<speci al Val ue val ue="0">
<nanme>NoHA</ nanme>
<synopsi s>
The FE is not running in HA node.
</ synopsi s>
</ speci al Val ue>
<speci al Val ue val ue="1">
<name>Col dSt andby</ name>
<synopsi s>
The FE is running in HA node cold standby.
</ synopsi s>

2014
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</ speci al Val ue>
<speci al Val ue val ue="2">
<name>Hot St andby</ nane>
<synopsi s>
The FE is running in HA node hot standby.
</ synopsi s>
</ speci al Val ue>
</ speci al Val ues>
</ atoni c>
</ dat aTypeDef >
<dat aTypeDef >
<nane>CEFai | over Pol i cyVal ues</ nane>
<synopsi s>
The possi bl e values of CE failover policy
</ synopsi s>
<at om c>
<baseType>uchar </ baseType>
<speci al Val ues>
<speci al vVal ue val ue="0">
<nanme>CEFai | over Pol i cy0</ nane>
<synopsi s>
The FE shoul d stop functioning inmrediately
and transition to FE QperDi sabl e state.
</ synopsi s>
</ speci al Val ue>
<speci al Val ue val ue="1">
<nane>CEFai | over Pol i cy1l</ nane>
<synopsi s>
The FE shoul d continue forwarding even
wi thout an associated CE for CEFTI. The
FE goes to FE OperDi sabl e when t he CEFTI

2014

expires and there is no association. Requires

graceful restart support.
</ synopsi s>
</ speci al Val ue>
</ speci al Val ues>
</ atom c>
</ dat aTypeDef >
<dat aTypeDef >
<nane>FEHACapab</ nane>
<synopsi s>
The supported HA features
</ synopsi s>
<at omi c>
<baseType>uchar </ baseType>
<speci al Val ues>
<speci al Val ue val ue="0">
<nanme>G acef ul | Rest art </ nane>
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<synopsi s>
The FE supports graceful restart.
</ synopsi s>
</ speci al Val ue>
<speci al vVal ue val ue="1">
<name>HA</ name>
<synopsi s>
The FE supports HA
</ synopsi s>
</ speci al Val ue>
</ speci al Val ues>
</ at om c>
</ dat aTypeDef >
<dat aTypeDef >
<nanme>CESt at usType</ nane>
<synopsi s>Status values. Status for each CE</synopsis>
<at om c>
<baseType>uchar </ baseType>
<speci al Val ues>
<speci al Val ue val ue="0">
<nane>Di sconnect ed</ nane>
<synopsi s>No connection attenpt with the CE yet
</ synopsi s>
</ speci al Val ue>
<speci al vVal ue val ue="1">
<nanme>Connect ed</ nane>

2014

<synopsi s>The FE connection with the CE at the TM.

has been conpl et ed.
</ synopsi s>
</ speci al Val ue>
<speci al vVal ue val ue="2">
<nane>Associ at ed</ name>
<synopsi s>The FE has associated with the CE
</ synopsi s>
</ speci al Val ue>
<speci al vVal ue val ue="3">
<nane>| sMast er </ nane>

<synopsi s>The CE is the master (and associ ated).

</ synopsi s>
</ speci al Val ue>
<speci al Val ue val ue="4">
<nane>Lost Connect i on</ name>
<synopsi s>The FE was associated with the CE but
| ost the connecti on.
</ synopsi s>
</ speci al Val ue>
<speci al Val ue val ue="5">
<nane>Unr eachabl e</ nanme>
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<synopsi s>The CE is deened as unreachabl e by the FE
</ synopsi s>
</ speci al Val ue>
</ speci al Val ues>
</ atom c>
</ dat aTypeDef >
<dat aTypeDef >
<nane>St ati sti csType</ nanme>
<synopsi s>Statistics Definition</synopsis>
<struct>
<conponent conponent| D="1">
<nane>RecvPacket s</ nanme>
<synopsi s>Packet s recei ved</ synopsi s>
<t ypeRef >ui nt 64</t ypeRef >
</ conponent >
<conponent conponent| D="2">
<name>RecVErr Packet s</ name>
<synopsi s>Packets received fromCE with errors
</ synopsi s>
<t ypeRef >ui nt 64</t ypeRef >
</ conponent >
<conponent conponent| D="3">
<name>RecvByt es</ hane>
<synopsi s>Byt es received from CE</ synopsi s>
<t ypeRef >ui nt 64</t ypeRef >
</ conponent >
<conponent conponent| D="4">
<nane>RecvEr r Byt es</ nane>
<synopsi s>Bytes received fromCE in error</synopsis>
<t ypeRef >ui nt 64</t ypeRef >
</ conponent >
<conponent conponent| D="5">
<nanme>Txmni t Packet s</ name>
<synopsi s>Packets transmtted to CE</synopsis>
<t ypeRef >ui nt 64</ t ypeRef >
</ conponent >
<conponent conponent| D="6">
<nanme>Txmi t Er r Packet s</ name>
<synopsi s>
Packets transnmitted to CE that incurred
errors
</ synopsi s>
<t ypeRef >ui nt 64</t ypeRef >
</ conponent >
<conponent conponent| D="7">
<nanme>Txm t Byt es</ name>
<synopsi s>Bytes transmtted to CE</synopsis>
<t ypeRef >ui nt 64</t ypeRef >
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</ conponent >
<conponent conponent| D="8">
<nanme>Txmi t Err Byt es</ nane>
<synopsi s>Bytes transmtted to CE incurring errors
</ synopsi s>
<t ypeRef >ui nt 64</t ypeRef >
</ conponent >
</struct>
</ dat aTypeDef >
<dat aTypeDef >
<nanme>Al | CEType</ nane>
<synopsi s>Tabl e Type for Al | CE conponent </ synopsi s>
<struct>
<conponent conponent| D="1">
<nane>CEl D</ nane>
<synopsi s>l D of the CE</synopsis>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent conponent| D="2">
<nane>St ati sti cs</ name>
<synopsi s>Statistics per CE</synopsis>
<typeRef >Statisti csType</typeRef >
</ conponent >
<conponent conponent | D="3">
<nane>CESt at us</ nane>
<synopsi s>St atus of the CE</synopsis>
<t ypeRef >CESt at usType</t ypeRef >
</ conponent >
</struct>
</ dat aTypeDef >
<dat aTypeDef >
<nane>Ext endedResul t Type</ name>
<synopsi s>
Possi bl e extended result support
</ synopsi s>
<at omi ¢c>
<baseType>uchar </ baseType>
<rangeRestriction>
<al | onedRange nmi n="1" nmax="2"/>
</rangeRestriction>
<speci al Val ues>
<speci al vVal ue val ue="1">
<nanme>EResul t Not Support ed</ nane>
<synopsi s>
Ext ended results are not supported.
</ synopsi s>
</ speci al Val ue>
<speci al vVal ue val ue="2">
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<nanme>EResul t Support ed</ nane>
<synopsi s>
Ext ended results are supported.
</ synopsi s>
</ speci al Val ue>
</ speci al Val ues>
</ atom c>
</ dat aTypeDef >
</ dat aTypeDef s>
<LFBC assDef s>
<LFBCd assDef LFBC asslD="2">
<nanme>FEPO</ nane>
<synopsi s>
The FE Protocol Object, with extended result contro
</ synopsi s>
<versi on>1. 2</versi on>
<conponent s>
<conponent conponent| D="1" access="read-only">
<nane>Cur r ent Runni ngVer si on</ nane>

2014

<synopsi s>Currently runni ng For CES versi on</ synopsi s>

<t ypeRef >uchar </ t ypeRef >
</ conponent >
<conponent component| D="2" access="read-only">
<nane>FEl D</ nane>
<synopsi s>Uni cast FEI D</ synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent component| D="3" access="read-wite">
<name>Muil ti cast FEI Ds</ name>
<synopsi s>
The table of all multicast |Ds
</ synopsi s>
<array type="vari abl e-si ze">
<t ypeRef >ui nt 32</ t ypeRef >
</ array>
</ conponent >
<conponent conponent| D="4" access="read-wite">
<nane>CEHBPol i cy</ name>
<synopsi s>
The CE Heartbeat Policy
</ synopsi s>
<t ypeRef >CEHBPol i cyVal ues</t ypeRef >
</ conponent >
<conponent conponent| D="5" access="read-wite">
<nane>CEHDI </ nane>
<synopsi s>
The CE Heartbeat Dead Interval in mlliseconds
</ synopsi s>
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<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent comnponent| D="6" access="read-wite">
<nane>FEHBPol i cy</ name>
<synopsi s>
The FE Heartbeat Policy
</ synopsi s>
<t ypeRef >FEHBPol i cyVal ues</t ypeRef >
</ conponent >
<conponent component| D="7" access="read-wite">
<nanme>FEH </ nane>
<synopsi s>
The FE Heartbeat Interval in mlliseconds
</ synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent component| D="8" access="read-wite">
<nane>CEl D</ name>
<synopsi s>
The Primary CE this FE is associated with
</ synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent conponent| D="9" access="read-wite">
<nanme>BackupCEs</ nane>
<synopsi s>
The tabl e of all backup CEs other than the
primary
</ synopsi s>
<array type="vari abl e-si ze">
<t ypeRef >ui nt 32</ t ypeRef >
</ array>
</ conponent >
<conponent component| D="10" access="read-wite">
<nane>CEFai | over Pol i cy</ name>
<synopsi s>
The CE Fail over Policy
</ synopsi s>
<t ypeRef >CEFai | over Pol i cyVal ues</t ypeRef >
</ conponent >
<conponent comnponent| D="11" access="read-wite">
<nanme>CEFTI </ nane>
<synopsi s>
The CE Failover Tineout Interval in mlliseconds
</ synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent conponent| D="12" access="read-wite">
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<nanme>FERest art Pol i cy</ nane>
<synopsi s>
The FE Restart Policy
</ synopsi s>
<t ypeRef >FERest art Pol i cyVal ues</t ypeRef >
</ conponent >
<conponent conponent| D="13" access="read-wite">
<nane>Last CEl D</ nane>
<synopsi s>
The Primary CE this FE was | ast associ at ed
with
</ synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent conponent| D="14" access="read-wite">
<name>HAMbde</ name>
<synopsi s>
The HA node used
</ synopsi s>
<t ypeRef >HAMbdeVal ues</t ypeRef >
</ conponent >
<conponent component| D="15" access="read-only">
<nanme>Al | CEs</ name>
<synopsi s>The tabl e of all CEs</synopsis>
<array type="vari abl e-si ze">
<t ypeRef >Al | CEType</t ypeRef >
</ array>
</ conponent >
<conponent component| D="16" access="read-wite">
<nanme>EResul t Adm n</ name>
<synopsi s>
Turn extended results off or on,
but default to off.
</ synopsi s>
<t ypeRef >Ext endedResul t Type</t ypeRef >
<def aul t Val ue>1</ def aul t Val ue>
</ conponent >
</ conponent s>
<capabilities>
<capability conponent| D="30">
<name>Support abl eVer si ons</ name>
<synopsi s>
The tabl e of ForCES versions that FE supports
</ synopsi s>
<array type="vari abl e-si ze">
<t ypeRef >uchar </t ypeRef >
</ array>
</ capability>
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<capability conponent| D="31">
<nane>HACapabi | i ti es</ name>
<synopsi s>
The tabl e of HA capabilities the FE supports
</ synopsi s>
<array type="vari abl e-si ze">
<t ypeRef >FEHACapab</ t ypeRef >
</ array>
</ capability>
<capability conponent| D="32">
<nanme>EResul t Capab</ nane>
<synopsi s>
The tabl e of supported result capabilities
</ synopsi s>
<array type="vari abl e-si ze">
<t ypeRef >Ext endedResul t Type</t ypeRef >
</ array>
</ capability>
</ capabilities>
<events basel D="61">
<event eventlD="1">
<nanme>Pr i mar y CEDown</ nane>
<synopsi s>
The primary CE has changed.
</ synopsi s>
<event Tar get >
<event Fi el d>Last CEl D</ event Fi el d>
</ event Tar get >
<event Changed/ >
<event Report s>
<event Report >
<event Fi el d>Last CEl D</ event Fi el d>
</ event Report >
</ event Report s>
</ event >
<event eventl|D="2">
<nane>Pr i mar yCEChanged</ nane>
<synopsi s>A new primary CE has been sel ect ed.
</ synopsi s>
<event Tar get >
<event Fi el d>CEI D</ event Fi el d>
</ event Tar get >
<event Changed/ >
<event Report s>
<event Report >
<event Fi el d>CEl D</ event Fi el d>
</ event Report >
</ event Report s>
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</ event >
</ event s>
</ LFBC assDef >
</ LFBO assDef s>
</ LFBLi brary>
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