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1. I nt roducti on

Thi s docunent defines a YANG [ RFC6020] data nodel for managenent of
| P inplenentations.

The data nodel covers configuration of per-interface |Pv4 and | Pv6
par anmet ers, and mappi ngs of I P addresses to |link-layer addresses. It
al so provides information about which | P addresses are operationally
used, and which link-1ayer mappings exist. Per-interface paraneters
are added through augnmentation of the interface data nodel defined in
[ RFC7223] .

1.1. Term nol ogy

The following terns are defined in [ RFC6241] and are not redefined
her e:

o client
o configuration data
o server

0 state data
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The following terns are defined in [ RFC6020] and are not redefined
her e:

0 augnent
o data node
o data node

The term nol ogy for describing YANG data nodels is found in
[ RFC6020] .

1.2. Tree D agrams
A sinmplified graphical representation of the data nodel is used in
this document. The meaning of the synbols in these diagrans is as
fol | ows:

o Brackets "[" and "]" enclose list keys.

o Abbreviations before data node names: "rw' neans configuration
data (read-wite), and "ro" neans state data (read-only).

o Synbols after data node nanes: "?" neans an optional node, "!"
neans a presence container, and "*" denotes a list and leaf-1list.

o Parent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2. | P Data Mde
Thi s docunent defines the YANG nodule "ietf-ip", which augnents the
"interface" and "interface-state" lists defined in the

"ietf-interfaces" nodule [ RFC7223] with | P-specific data nodes, and
al so adds | P-specific state data.
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The data nodel has the follow ng structure for | P configuration per
i nterface:

+--rwif:interfaces
+--rwif:interface* [nane]

+--rw ipv4!

+--rw enabl ed? bool ean

+--rw forwardi ng? bool ean

+--rw mu? uint16

+--rw address* [ip]

| +-rwip i net:ipv4-address-no-zone

| +--rw (subnet)

| +--:(prefix-Iength)

| | +--rwip:prefix-Ilength? ui nt 8

| +- - : (net mask)

| +--rw i p: net mask? yang: dot t ed- quad
+

--rw nei ghbor* [ip]
+-rwip i net:ipv4-address-no-zone
+--rw |ink-1layer-address yang: phys- addr ess
+--rw ipve6!

+--rw enabl ed? bool ean

+--rw forwardi ng? bool ean

+--rw mu? ui nt 32

+--rw address* [ip]

| +--rwip i net: i pv6-addr ess- no-zone

| +--rwprefix-length ui nt 8

+--rw nei ghbor* [ip]

| +--rwip i net:i pv6- addr ess- no-zone

| +--rwlink-Iayer-address yang: phys- addr ess

+--rw dup- addr -detect-transmts? ui nt 32
+--rw aut oconf

+--rw create-gl obal - addresses? bool ean
+--rw create-tenporary-addresses? bool ean
+--rw tenmporary-valid-lifetine? ui nt 32

+--rw tenporary-preferred-lifetinme? ui nt 32

The data nodel defines two configuration containers per interface --
"ipv4" and "ipv6e", representing the IPv4 and | Pv6 address families.
In each container, there is a |leaf "enabled" that controls whether or
not the address famly is enabled on that interface, and a | eaf
"forwardi ng" that controls whether or not |IP packet forwarding for
the address famly is enabled on the interface. In each container
there is also a list of configured addresses, and a l|ist of
configured mappings from | P addresses to |ink-layer addresses.

Bj or kl und St andards Track [ Page 4]



RFC 7277 YANG | P Managenent June 2014
The data nodel has the follow ng structure for |P state per
i nterface:

+--ro if:interfaces-state
+--ro if:interface* [nane]
+--ro ipv4!
+--ro forwardi ng? bool ean

+--ro mu? ui nt 16
+--ro address* [ip]
+--roip i net: i pv4- addr ess- no-zone

I
| +--ro (subnet)?

| | +--:(prefix-length)

| | | +--ro prefix-length? uint8

| | +--:(netnask)

| +--ro net mask? yang: dot t ed- quad
\

+--ro origin? i p-address-origin
--ro nei ghbor* [ip]
+-roip i net:ipv4-address-no-zone
+--ro link-1layer-address? yang: phys- addr ess
+--ro origin? nei ghbor-origin

+--ro ipve!
+--ro forwardi ng? bool ean

+--ro mu? ui nt 32
+--ro0 address* [ip]
| +--roip i net: i pv6-addr ess- no-zone
| +--ro prefix-length uint8
| +--ro origin? i p-address-origin
| +--ro status? enumer ati on
+--ro0 nei ghbor* [ip]
+-roip i net: i pv6-addr ess- no-zone
+--ro link-1layer-address? yang: phys- addr ess
+--ro origin? nei ghbor-origin
+--ro is-router? enpty
+--ro0 state? enumer ati on
The data nodel defines two state containers per interface -- "ipv4"
and "ipv6", representing the IPv4 and | Pv6 address families. 1In each
container, there is a leaf "forwardi ng" that indicates whether or not
| P packet forwarding is enabled on that interface. In each

container, there is also a list of all addresses in use and a |list of
known mappings fromI|P addresses to |ink-layer addresses.

Bj or kl und St andards Track [ Page 5]



RFC 7277 YANG | P Managenent June 2014

3. Relationship tothe IP-MB

If the device inmplenents the |P-MB [ RFC4293], each entry in the
"i pv4/ address" and "ipv6/address" lists is mapped to one

i pAddr essEntry, where the i pAddressiflndex refers to the "address”
entry’s interface.

The I P-M B defines objects to control |1Pv6 Router Advertisenent
nmessages. The correspondi ng YANG data nodes are defined in
[ ROUTI NG MGMIT] .

The entries in "ipvd/nei ghbor" and "ipv6/ nei ghbor" are mapped to
i pNet ToPhysi cal Tabl e.

The following tables list the YANG data nodes wi th correspondi ng
objects in the IP-MB

| YANG data node in | I'P-MB object |
| /if:interfaces/if:interface | |

i pv4/ enabl ed
i pv4/ addr ess
i pv4/ address/ip

i pv4l nt er f aceEnabl eSt at us

i pAddr essEntry

i pAddr essAddr Type

i pAddr essAddr

i pNet ToPhysi cal Entry

i pNet ToPhysi cal Net Addr essType
i pNet ToPhysi cal Net Addr ess

i pNet ToPhysi cal PhysAddr ess

i pv4/ nei ghbor
i pv4/ nei ghbor/ip

i pv4/ nei ghbor/1ink-1ayer-address

i pv6/ enabl ed
i pv6/forwarding
i pv6/ addr ess
i pv6/ address/ip

i pv6l nt erfaceEnabl eSt at us
i pv6l nt erfaceForwardi ng

i pAddr essEntry

i pAddr essAddr Type

i pAddr essAddr

i pNet ToPhysi cal Entry

i pNet ToPhysi cal PhysAddr ess
i pNet ToPhysi cal Type

i pv6/ nei ghbor
i pv6/ nei ghbor/1ink-1ayer-address
i pv6/ nei ghbor/origin

YANG | nterface Configuration Data Nodes and Related |P-MB bjects
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o m m e e e e e e e e e ee— oo o m e e e e e e eaa oo +

| YANG data node in | I'P-MB object |

| /if:interfaces-state/if:interface | |

o m e e e e e e e e e e memao - o m e e e e e eme e mao o +
i pvad i pv4l nt er f aceEnabl eSt at us

i pv4/ addr ess
i pv4/ address/ip

i pAddr essEntry

i pAddr essAddr Type

i pAddr essAddr

i pAddressOri gin

i pNet ToPhysi cal Entry

i pNet ToPhysi cal Net Addr essType
i pNet ToPhysi cal Net Addr ess

i pNet ToPhysi cal PhysAddr ess

i pNet ToPhysi cal Type

i pv4/ address/origin
i pv4/ nei ghbor
i pv4/ nei ghbor/ip

i pv4/ nei ghbor/1ink-1ayer-address
i pv4/ nei ghbor/origin

i pv6 i pv6l nt er f aceEnabl eSt at us
i pv6/ addr ess i pAddr essEntry
i pv6/ address/ip i pAddr essAddr Type

i pAddr essAddr

i pv6/ address/origin
i pv6/ addr ess/ st at us
i pv6/ nei ghbor

i pv6/ nei ghbor/ip

i pAddressOri gin

i pAddr essSt at us

i pNet ToPhysi cal Entry

i pNet ToPhysi cal Net Addr essType
i pNet ToPhysi cal Net Addr ess

i pNet ToPhysi cal PhysAddr ess

i pNet ToPhysi cal Type

i pNet ToPhysi cal St at e

i pv6/ nei ghbor/1ink-1ayer-address
i pv6/ nei ghbor/origin

| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| ipv6/forwarding | 1pv6lnterfaceForwarding |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| ipv6/ neighbor/state | |

YANG I nterface State Data Nodes and Related | P-M B Obj ects
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4. | P Managerment YANG Modul e

This nodul e i nmports typedefs from[RFC6991] and [ RFC7223], and it
references [ RFC0791], [RFC0826], [RFC2460], [RFC4861], [RFC4862],
[ RFC4941], and [ RFC7217].

<CODE BEG NS> file "ietf-ip@014-06-16.yang"
nmodul e ietf-ip {

nanespace "urn:ietf:paranms:xm:ns:yang:ietf-ip";
prefix ip;

inmport ietf-interfaces {
prefix if;

} . .

import ietf-inet-types {
prefix inet;

}

i mport ietf-yang-types {
prefix yang;

or gani zati on

"I ETF NETMOD ( NETCONF Data Mbdel i ng Language) Worki ng G oup";
cont act

"WG Web: <http://tools.ietf.org/wy/ netnod/ >

WG List: <mailto:netnod@etf.org>

WG Chair: Thomas Nadeau
<mai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs- uni versity. de>

Edi tor: Martin Bjorklund
<mailto: mbj @ail-f.com";
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description
"This nmodul e contains a collection of YANG definitions for
configuring I P inplenentations.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7277; see
the RFC itself for full legal notices.";

revision 2014-06-16 {
description
“I'nitial revision.";
reference
"RFC 7277: A YANG Data Model for |P Managenent";
}

/*

Feat ur es
*/

feature ipv4-non-contiguous-net masks {
description
"I ndi cates support for configuring non-contiguous
subnet masks.";

}

feature ipv6-privacy-autoconf {
description
"I ndi cates support for Privacy Extensions for Statel ess Address
Aut oconfiguration in I Pv6.";
ref erence
"RFC 4941: Privacy Extensions for Statel ess Address
Aut oconfiguration in | Pv6";
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/*
* Typedefs
*/

typedef ip-address-origin {
type enuneration {
enum ot her {
description
"None of the follow ng.";

enum static {
description
"I ndi cates that the address has been statically
configured - for exanple, using NETCONF or a Command Line
Interface."”;

enum dhcp {
description
"I ndi cates an address that has been assigned to this
system by a DHCP server.";

enum | i nk-1 ayer {
description
"I ndi cates an address created by | Pv6 statel ess
aut oconfiguration that enbeds a link-layer address inits
interface identifier.";
}
enum r andom {
description
"I ndi cates an address chosen by the system at

random e.g., an |Pv4 address within 169.254/16, an
RFC 4941 tenporary address, or an RFC 7217 semantically
opaque address.";
reference
"RFC 4941: Privacy Extensions for Statel ess Address
Aut oconfiguration in | Pv6
RFC 7217: A Method for Generating Semantically Opaque
Interface ldentifiers with | Pv6 Statel ess
Addr ess Autoconfiguration (SLAAC)";

}
}

description
"The origin of an address.";
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typedef nei ghbor-origin {
type enuneration {
enum ot her {
description
"None of the follow ng.";
}

enum static {
description
"I ndi cates that the nmapping has been statically
configured - for exanple, using NETCONF or a Command Line
Interface."”;

}
enum dynami ¢ {
description
"I ndi cates that the napping has been dynamically resol ved
using, e.g., IPv4d ARP or the I Pv6 Nei ghbor Discovery
pr ot ocol . ";
}
}
description
"The origin of a neighbor entry.";
}

/*
* Configuration data nodes
*/

augnment "/if:interfaces/if:interface" {
description
"Parameters for configuring IP on interfaces.

If an interface is not capable of running IP, the server
must not allow the client to configure these paraneters.";

cont ai ner ipv4 {
presence
"Enabl es | Pv4 unl ess the 'enabl ed’ | eaf
(which defaults to "true’) is set to 'false ";
description
"Parameters for the |1 Pv4 address famly.";
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| eaf enabl ed {
type bool ean;
default true;
description
"Controls whether IPv4 is enabled or disabled on this
interface. Wen IPv4 is enabled, this interface is
connected to an | Pv4 stack, and the interface can send
and receive | Pv4 packets.";
}
| eaf forwarding {
type bool ean;
default false;
description
"Controls I Pv4 packet forwardi ng of datagrans received by,
but not addressed to, this interface. |1Pv4 routers
forward datagrams. |Pv4 hosts do not (except those
source-routed via the host).";

| eaf ntu {
type uintl1l6 {
range "68..mx";
}
units octets;
description
"The size, in octets, of the largest |Pv4 packet that the
interface will send and receive.

The server may restrict the allowed values for this |eaf,
dependi ng on the interface s type.

If this leaf is not configured, the operationally used MU
depends on the interface’ s type.";
reference
"RFC 791: Internet Protocol”

list address {
key IIi pll ;
description
"The list of configured | Pv4d addresses on the interface.";

leaf ip {
type inet:ipv4-address-no-zone;
description
"The |1 Pv4 address on the interface.";
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choi ce subnet {
mandat ory true
description
"The subnet can be specified as a prefix-length, or
if the server supports non-contiguous netnasks, as
a netmask.";
| eaf prefix-length {
type uint8 {
range "0..32";
}

description
"The | ength of the subnet prefix.";
}

| eaf netmask {
i f-feature ipv4-non-contiguous- net masks;
type yang: dott ed- quad;
description
"The subnet specified as a netmask.";

}
}
list neighbor {
key "ip";

description
"A list of mappings froml|Pv4 addresses to
i nk-1ayer addresses.

Entries in this list are used as static entries in the
ARP Cache.";
ref erence
"RFC 826: An Ethernet Address Resol ution Protocol"

leaf ip {
type inet:ipv4-address-no-zone;
description
"The |1 Pv4 address of the nei ghbor node.";

| eaf |ink-layer-address {
type yang: phys- addr ess;
mandat ory true;
description
"The |ink-1ayer address of the nei ghbor node.";
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contai ner ipv6 {
presence
"Enabl es I Pv6 unl ess the 'enabl ed | eaf
(which defaults to "true’) is set to 'false ";
description
"Paranmeters for the I Pv6 address famly.";

| eaf enabl ed {
type bool ean;
default true;
description
"Controls whether IPv6 is enabled or disabled on this
interface. Wen IPv6 is enabled, this interface is
connected to an | Pv6 stack, and the interface can send
and receive | Pv6 packets.";
}
| eaf forwarding {
type bool ean;
default fal se;
description
"Controls I Pv6 packet forwardi ng of datagrans received by,

but not addressed to, this interface. |Pv6 routers
forward datagrams. |Pv6 hosts do not (except those
source-routed via the host).";

reference

"RFC 4861: Nei ghbor Discovery for IP version 6 (IPv6)
Section 6.2.1, IsRouter"”;

leaf ntu {
type uint32 {
range "1280.. max";
}
units octets;
description
"The size, in octets, of the largest |IPv6 packet that the
interface will send and receive.

The server may restrict the allowed values for this |eaf,
dependi ng on the interface’s type.

If this leaf is not configured, the operationally used MU
depends on the interface's type.";
reference
"RFC 2460: Internet Protocol, Version 6 (I1Pv6) Specification
Section 5";
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list address {
key IIi p|I ;
description
"The list of configured | Pv6 addresses on the interface.";

leaf ip {
type inet:ipv6-address-no-zone;
description
"The 1 Pv6 address on the interface.";

| eaf prefix-length {
type uint8 {
range "0..128";

mandat ory true
description
"The | ength of the subnet prefix.";

}

}

ist neighbor {
key Ili pIl ;

description
"A list of mappings fromI|Pv6 addresses to
i nk-1ayer addresses.

Entries in this |list are used as static entries in the
Nei ghbor Cache.";
ref erence
"RFC 4861: Nei ghbor Discovery for IP version 6 (IPv6)";

leaf ip {
type inet:ipv6-address-no-zone;
description
"The 1 Pv6 address of the nei ghbor node.";

| eaf |ink-layer-address {
type yang: phys- addr ess;
mandat ory true
description
"The link-1ayer address of the nei ghbor node.";
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| eaf dup-addr-detect-transmts {
type uint32;
default 1;
description
"The nunber of consecutive Nei ghbor Solicitation nessages
sent while perform ng Duplicate Address Detection on a
tentative address. A value of zero indicates that
Dupl i cate Address Detection is not performed on
tentative addresses. A value of one indicates a single
transm ssion with no foll owup retransm ssions.";
reference
"RFC 4862: |Pv6 Statel ess Address Autoconfiguration”;
}
cont ai ner aut oconf {
description
"Parameters to control the autoconfiguration of |Pv6
addresses, as described in RFC 4862.";
ref erence
"RFC 4862: |Pv6 Statel ess Address Autoconfiguration”;

| eaf create-global -addresses {
type bool ean;
default true;
description
"I f enabl ed, the host creates gl obal addresses as
descri bed in RFC 4862.";
reference
"RFC 4862: | Pv6 Statel ess Address Autoconfiguration
Section 5.5";
}
| eaf create-tenporary-addresses {
if-feature ipv6-privacy-autoconf;
type bool ean;
default fal se;
description
"I'f enabled, the host creates tenporary addresses as
described in RFC 4941.";
ref erence
"RFC 4941: Privacy Extensions for Statel ess Address
Aut oconfiguration in | Pv6";
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| eaf tenporary-valid-lifetinme {
if-feature ipv6-privacy-autoconf;
type uint 32;
units "seconds";
def aul t 604800;
description
"The tine period during which the tenporary address
is valid.";
reference
"RFC 4941: Privacy Extensions for Statel ess Address
Aut oconfiguration in | Pv6
- TEMP_VALI D_LI FETI ME";
}
| eaf tenporary-preferred-lifetine {
if-feature ipv6-privacy-autoconf;
type uint32;
units "seconds";
def aul t 86400;
description
"The tine period during which the tenporary address is
preferred.”;
ref erence
"RFC 4941: Privacy Extensions for Statel ess Address
Aut oconfiguration in | Pv6
- TEMP_PREFERRED LI FETI MVE'
}
}
}
}

/*
* (perational state data nodes
*/

augnment "/if:interfaces-state/if:interface" {
description
"Data nodes for the operational state of IP on interfaces.";

cont ai ner ipv4d {
presence "Present if IPv4d is enabled on this interface"
config fal se
description
"Interface-specific paraneters for the | Pv4 address famly.";

Bj or kl und St andards Track [ Page 17]



RFC 7277 YANG | P Managenent June 2014

| eaf forwarding {
type bool ean;
description
"I ndi cat es whet her | Pv4 packet forwarding is enabled or
di sabled on this interface.";
}
leaf ntu {
type uintl1l6 {
range "68..mx";
}
units octets;
description
"The size, in octets, of the largest |Pv4 packet that the
interface will send and receive.";
reference
"RFC 791: Internet Protocol"

list address {
key IIi pll ;
description
"The list of |IPv4 addresses on the interface.";

leaf ip {
type inet:ipv4-address-no-zone;
description
"The I Pv4 address on the interface.";
}

choi ce subnet {
description
"The subnet can be specified as a prefix-length, or
if the server supports non-contiguous netnasks, as
a netmask.";
| eaf prefix-length {
type uint8 {
range "0..32";
}

description
"The | ength of the subnet prefix.";

| eaf netmask {
i f-feature ipv4-non-conti guous-net masks;
type yang: dotted- quad;
description
"The subnet specified as a netnmask.";
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| eaf origin {
type i p-address-origin;
description
"The origin of this address.";

}
}
list neighbor {
key "ip";
description
"A list of mappings froml|Pv4 addresses to
i nk-1ayer addresses.
This list represents the ARP Cache.";
reference
"RFC 826: An Ethernet Address Resol ution Protocol"
leaf ip {
type inet:ipv4-address-no-zone;
description
"The | Pv4 address of the nei ghbor node.";
| eaf |ink-1layer-address {
type yang: phys- addr ess;
description
"The |ink-1ayer address of the neighbor node.";
leaf origin {
type nei ghbor-origin;
description
"The origin of this neighbor entry.";
}
}

}

contai ner ipv6 {
presence "Present if IPv6 is enabled on this interface"
config fal se
description
"Parameters for the I Pv6 address famly.";

Bj or kl und St andards Track [ Page 19]



RFC 7277 YANG | P Managenent June 2014

| eaf forwarding {

type bool ean;

default fal se;

description
"I ndi cat es whet her | Pv6 packet forwarding is enabled or
di sabled on this interface.";

reference
"RFC 4861: Nei ghbor Discovery for IP version 6 (IPv6)

Section 6.2.1, IsRouter";

leaf ntu {
type uint32 {
range "1280.. max";
}
units octets;
description
"The size, in octets, of the largest |IPv6 packet that the
interface will send and receive.";
reference
"RFC 2460: Internet Protocol, Version 6 (I1Pv6) Specification
Section 5";

list address {
key lli p|I ’
description
"The list of IPv6 addresses on the interface.";

leaf ip {
type inet:ipv6-address-no-zone;
description
"The | Pv6 address on the interface.";

}
| eaf prefix-length {
type uint8 {
range "0..128";

mandatory true
description
"The | ength of the subnet prefix.";

| eaf origin {
type i p-address-origin;
description
"The origin of this address.";

Bj or kl und St andards Track [ Page 20]



RFC 7277 YANG | P Managenent June 2014

| eaf status {
type enuneration {
enum preferred {
description
"This is a valid address that can appear as the
destination or source address of a packet.";
}
enum depr ecat ed {
description
"This is a valid but deprecated address that should
no | onger be used as a source address in new
conmuni cati ons, but packets addressed to such an
address are processed as expected.";
}
enum i nvalid {
description
"This isn’t a valid address, and it shouldn’t appear
as the destination or source address of a packet.";
}
enum i naccessi bl e {
description
"The address is not accessible because the interface
to which this address is assigned is not
operational .";
}
enum unknown {
description
"The status cannot be determ ned for some reason.";
}

enumtentative {
description
"The uni queness of the address on the link is being
verified. Addresses in this state should not be
used for general communication and should only be
used to determ ne the uni queness of the address.”;

enum duplicate {
description
"The address has been determ ned to be non-uni que on
the link and so must not be used.";
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enumoptimstic {
description
"The address is available for use, subject to
restrictions, while its uniqueness on a link is
being verified.";
}
}
description
"The status of an address. Mst of the states correspond
to states fromthe 1 Pv6 Statel ess Address
Aut oconfi guration protocol.";
ref erence
"RFC 4293: Managenent Information Base for the
I nternet Protocol (IP)
- | pAddressStatusTC
RFC 4862: | Pv6 Statel ess Address Autoconfiguration”;

}
list neighbor {
key "ip";

description
"Alist of mappings fromI|Pv6 addresses to
i nk-1ayer addresses.

This list represents the Nei ghbor Cache.";
ref erence
"RFC 4861: Nei ghbor Di scovery for IP version 6 (IPv6)";

leaf ip {
type inet:ipv6-address-no-zone;
description
"The |1 Pv6 address of the nei ghbor node.";

| eaf |ink-1layer-address {
type yang: phys- addr ess;
description
"The link-1ayer address of the neighbor node.";
}

leaf origin {
type nei ghbor-ori gin;
description
"The origin of this neighbor entry.";
}

| eaf is-router {
type enpty;
description
"I ndi cates that the nei ghbor node acts as a router.";
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| eaf state {
type enuneration {
enum i nconpl ete {
description
"Address resolution is in progress, and the |ink-I|ayer
address of the neighbor has not yet been
determ ned. ";
}
enum r eachabl e {
description
"Roughl y speaki ng, the neighbor is known to have been
reachabl e recently (within tens of seconds ago).";

}

enum stal e {
description
"The nei ghbor is no | onger known to be reachabl e, but
until traffic is sent to the nei ghbor no attenpt
shoul d be nmade to verify its reachability.";

enum del ay {
description
"The nei ghbor is no | onger known to be reachable, and
traffic has recently been sent to the nei ghbor
Rat her than probe the nei ghbor i medi ately, however,
del ay sending probes for a short while in order to
gi ve upper-1layer protocols a chance to provide
reachability confirmation.";

enum probe {
description
"The nei ghbor is no | onger known to be reachable, and
uni cast Nei ghbor Solicitation probes are being sent
to verify reachability.";
}
}

description
"The Nei ghbor Unreachability Detection state of this
entry.";
reference
"RFC 4861: Nei ghbor Di scovery for IP version 6 (IPv6)
Section 7.3.2";
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5.

| ANA Consi derati ons
Thi s docunent registers a URI in the "I ETF XM. Regi stry" [RFC3688].
Foll owing the format in RFC 3688, the follow ng registration has been
made.
URI: urn:ietf:parans:xm:ns:yang:ietf-ip
Regi strant Contact: The NETMOD WG of the | ETF.
XM.: NA; the requested URI is an XML nanespace

Thi s docunent registers a YANG nodul e in the "YANG Mddul e Nanes"
regi stry [ RFC6020] .

Nane: ietf-ip

Nanespace: urn:ietf:paranms: xm:ns:yang:ietf-ip
Prefix: ip

Ref er ence: RFC 7277

Security Consi derations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport layer and the nmandatory-to-inpl enment secure
transport is SSH [ RFC6242]. The NETCONF access control node

[ RFC6536] provides the neans to restrict access for particul ar
NETCONF users to a pre-configured subset of all avail abl e NETCONF
prot ocol operations and content.

There are a nunber of data nodes defined in the YANG nodul e which are
witabl e/creatable/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in sone network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

i pv4/ enabl ed and i pv6/enabl ed: These |leafs are used to enable or
di sabl e 1 Pv4 and I Pv6 on a specific interface. By enabling a
protocol on an interface, an attacker m ght be able to create an
unsecured path into a node (or through it if routing is also
enabl ed). By disabling a protocol on an interface, an attacker
m ght be able to force packets to be routed through sone other
interface or deny access to sonme or all of the network via that
pr ot ocol
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8.

8.

i pv4/ address and ipv6/address: These lists specify the configured IP
addresses on an interface. By nodifying this information, an
attacker can cause a node to either ignore nessages destined to it
or accept (at least at the IP layer) nmessages it woul d ot herw se
ignore. The use of filtering or security associations may reduce
the potential danage in the latter case.

i pv4/forwarding and ipv6/forwarding: These leafs allowa client to
enabl e or disable the forwarding functions on the entity. By
di sabling the forwardi ng functions, an attacker would possibly be
able to deny service to users. By enabling the forwarding
functions, an attacker could open a conduit into an area. This
mght result in the area providing transit for packets it
shouldn’t, or it nmight allow the attacker access to the area,
bypassi ng security safeguards.

i pv6/ autoconf: The leafs in this branch control the
aut oconfiguration of I Pv6 addresses and, in particular, whether or
not tenporary addresses are used. By nodifying the corresponding
| eafs, an attacker might inpact the addresses used by a node and
thus indirectly the privacy of the users using the node.

i pv4/ntu and ipv6/ntu: Setting these leafs to very small val ues can
be used to slow down interfaces.
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Appendi x A,  Exanpl e: NETCONF <get> Reply

This section gives an exanple of a reply to the NETCONF <get > request
for a device that inplements the data nmodel defined in this document.
The example is witten in XM. [ XM].

<rpc-reply

xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0"

nessage-i d="101">
<dat a>

<interfaces
xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces"
xm ns:ianai ft="urn:ietf:parans: xm :ns:yang:iana-if-type">
nt er f ace>
<nane>et h0</ nanme>
<type>i anai ft: et her net Csmacd</type>
<i pv4 xm ns="urn:ietf:paranms:xm:ns:yang:ietf-ip">

<address>

<i p>192.0. 2. 1</i p>
<prefi x-1engt h>24</ prefi x-1engt h>

</ addr ess>
</ipv4>
<i pv6 xm ns="urn:ietf:paranms:xm:ns:yang:ietf-ip">

<mt u>1280</ nt u>

<addr ess>

<i p>2001: db8: : 10</i p>
<prefix-I|ength>32</prefix-I|ength>

</ addr ess>

<dup- addr - det ect -t ransm t s>0</ dup- addr -det ect-transm t s>
</ipv6>

</interface>
</interfaces>

<i

<interfaces-state
xm ns="urn:ietf:paranms: xm:ns:yang:ietf-interfaces”
xm ns:ianaift="urn:ietf:parans: xm :ns:yang:iana-if-type">
<interface>
<nane>et h0</ nane>
<type>i anai ft: et her net Csmacd</type>
<l-- other paraneters fromietf-interfaces onmitted -->
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<ipvd xm ns="urn:ietf:parans: xm:ns:yang:ietf-ip">
<f or war di ng>f al se</ f or war di ng>
<nt u>1500</ nt u>
<addr ess>
<i p>192.0. 2. 1</i p>
<prefi x-1engt h>24</ prefi x-1engt h>
<origin>static</origin>
</ addr ess>
<nei ghbor >
<i p>192.0. 2. 2</i p>

June 2014

<l i nk-1 ayer - addr ess>00: 01: 02: 03: 04: 05</ 1 i nk-| ayer - addr ess>

</ nei ghbor >
</ipva>
<ipv6 xm ns="urn:ietf:parans:xm :ns:yang:ietf-ip">
<f or war di ng>f al se</ f or war di ng>
<nt u>1500</ nt u>
<addr ess>
<i p>2001: db8: : 10</i p>
<prefix-1engt h>32</ prefix-Iength>
<origin>static</origin>
<st at us>pref erred</ st atus>
</ addr ess>
<addr ess>
<i p>2001: db8:: 1: 100</i p>
<prefi x-1engt h>32</ prefix-Iength>
<ori gi n>dhcp</ori gi n>
<st at us>pref erred</ st atus>
</ addr ess>
<nei ghbor >
<i p>2001: db8: : 1</i p>

<li nk-1ayer-address>00: 01: 02: 03: 04: 05</1i nk-| ayer - addr ess>

<ori gi n>dynami c</ ori gi n>
<is-router/>
<st at e>r eachabl e</ st at e>
</ nei ghbor >
<nei ghbor >
<i p>2001: db8: : 4</i p>
<ori gi n>dynami c</ ori gi n>
<st at e>i nconpl et e</ st at e>
</ nei ghbor >
</ipv6>
</interface>
</interfaces-state>
</ dat a>
</rpc-reply>
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