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1. Introduction

Section 4 of [RFC7012] defines the IPFIX Information El ements (I Es)
in the range of 1-127 to be conpatible with the NetFl ow version 9
fields, as specified in "Ci sco Systenms NetFl ow Services Export
Version 9" [RFC3954]. As [RFC3954] was published in 2004, it does
not contain all NetFlow version 9 field types in the range of 1-127.
The question was asked whether | PFI X Devices shoul d excl usively
report the IANA IPFIX IEs [IANA-IPFIX]. |In other words, when
upgrading froma NetFl ow Metering Process to an | PFI X Metering
Process, should the I PFI X Devices stop reporting IEs specific to

Net Fl ow version 9 that were not registered in | ANA [ ANA-I PFI X] ?
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This docunent is intended to fill the gap in this IE range. It
describes some additional IPFIX Information Elenents in the range of
1-127, which is the range conpatible with field types used by NetFl ow
version 9 in [ RFC3954], as specified in the IPFI X Information Mde

[ RFC7012]. Wth this, IPFIX inplenentations could export all the
Information El ements specified in I ANA [ ANA-1PFI X], regardl ess of
the range.

Thi s docunent follows the rules in "Quidelines for Authors and

Revi ewers of I P Flow Export (IPFIX) Information El erents" [RFC7013].
Thi s docunent does not extend [ RFC3954]. The | PFI X Protoco

[ RFC7011] has its own Information Mdel ([RFC7012] and | ANA
[IANA-1PFI X]), which is extensible upon application to | ANA subject
to expert review by | E-DOCTORS [ RFC7013]. This docunent extends the
| PFI X I nformati on Model .

2. Term nol ogy
| PFI X-specific termnology used in this docunment is defined in
Section 2 of [RFC7011]. As in [RFC7011], these |PFI X-specific terms
have the first letter of a word capitalized when used in this
docunent .

3. Information El enents Overvi ew

The following Information El enents are discussed in the sections

bel ow
o e e e e e e e e e a oo - +--m - - T +
| 1D | Nane | D] Name
oo e oo oo +
| 34 | sanplinglnterval | 84 | sanplerNane
| 35 | sanplingAl gorithm | 87 | flagsAndSanplerld |
| 38 | engi neType | 89 | forwardi ngStatus |
| 39 | engineld | 92 | srcTrafficlndex
| 43 | ipv4RouterSc | 93 | dstTrafficlndex |
| 48 | sanplerld | 100 | classNane |
| 49 | sanpl er Mode | 102 | | ayer2packet Secti onOf f set
| 50 | sampl erRandonmi nterval | 103 | | ayer2packet Secti onSi ze
| 51| classld | 104 | | ayer2packet Secti onDat a
o e e e e e e e e e a oo - +--m - - T +

Table 1
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4. Information El ements
4.1. sanplinglnterval
Descri pti on:
Deprecated in favor of 305 sanplingPacketlnterval. Wen using
sanpled NetFlow, the rate at which packets are sanpled -- e.g., a
val ue of 100 indicates that one of every 100 packets is sanpl ed.
Abstract Data Type: unsigned32
El ementld: 34
Semantics: quantity
Status: deprecated
Units: packets
4.2. sanplingAlgorithm
Descri pti on:
Deprecated in favor of 304 selectorAlgorithm The type of
al gorithmused for sanpl ed NetFl ow
1 - Determnistic Sanpling,
2 - Random Sanpl i ng.
The val ues are not conpatible with the selectorAlgorithmIE, where
"Determnistic" has been replaced by "Systenmatic count-based" (1)
or "Systematic tine-based" (2), and "Randonmt is (3). Conversion
is required; see "Packet Sanpling (PSAMP) Paraneters"”
[ 1 ANA- PSAMP] .
Abstract Data Type: unsigned8
El ementld: 35

Semantics: identifier

Status: deprecated
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4.3. engi neType

Descri pti on:
Type of flow switching engine in a router/swtch

RP = 0,
VIP/Line card = 1,
PFC/ DFC = 2.
Reserved for internal use on the Collector.
Abstract Data Type: unsigned8
Elementld: 38
Semantics: identifier
Status: deprecated
4.4. engineld
Descri pti on:
Versatile Interface Processor (VIP) or line card slot nunber of
the flow switching engine in a router/switch. Reserved for
internal use on the Collector.
Abstract Data Type: unsigned8
El emrentld: 39
Semantics: identifier

Status: deprecated

4.5. ipv4Router Sc

Descri pti on:
This is a platformspecific field for the Catal yst 5000/ Cat al yst
6000 famly. It is used to store the address of a router that is

bei ng shortcut when perform ng MiltilLayer Switching.
Abstract Data Type: ipv4Address
El enentld: 43

Semantics: default
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Status: deprecated

Ref er ence:
[ CCO M.S] describes MiltilLayer Sw tching.

4.6. sanplerld
Descri pti on:
Deprecated in favor of 302 selectorld. The unique identifier
associ ated with sanpl er Nane.
Abstract Data Type: unsigned8
El ementld: 48
Semantics: identifier
Status: deprecated
4.7. sanpl er Mode
Descri pti on:
Deprecated in favor of 304 selectorA gorithm The val ues are not
conpatible: selectorAlgorithm=3 is random sanpling. The type of
algorithmused for sanpling data: 1 - Deterministic, 2 - Random
Sanpling. Use with sanpl er Random nterval .
Abstract Data Type: unsigned8
El erentld: 49
Semantics: identifier

Status: deprecated

4.8. sanpl er Random nt er val

Descri pti on:
Deprecated in favor of 305 sanplingPacketlnterval. Packet
interval at which to sanple -- in case of random sanpling. Used

in connection with the sanpl er Mode 0x02 (random sanpling) val ue.
Abstract Data Type: unsigned32

El enentld: 50
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Semantics: quantity
Status: deprecated
4.9. classld
Descri pti on:
Deprecated in favor of 302 selectorld. Characterizes the traffic
class, i.e., QS treatnent.
Abstract Data Type: unsigned8
El ementld: 51
Semantics: identifier
Status: deprecated
4.10. sanpl er Nane
Descri pti on:
Deprecated in favor of 335 selectorNanme. Nane of the flow
sanmpl er.
Abstract Data Type: string
Elementld: 84
Status: deprecated
4.11. flagsAndSanplerld
Descri pti on:
Fl ow flags and the value of the sanpler ID (sanplerld) conbined in
one bitmapped field. Reserved for internal use on the Collector.
Abstract Data Type: unsigned32
El ementld: 87

Semantics: identifier

Status: deprecated
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4.12. forwardingStatus

Descri

ption:

Cisco Informati on El enents

June 2014

This Information El ement describes the forwardi ng status of the

fl ow and any attached reasons.

per

The basic encoding is 8 bits.
coul d add one or three bytes.

[ RFC7011] apply.

encoding is as foll ows:

M5B - 0

1

2 3 4 5 6 7

S g R S S

| Status|
T Tl I g

St at us:

00b = Unknown
01b = Forward
10b = Dropped
11b = Consune

ed
d

Reason code or flags

Reason Code (status = 01b, Forwarded)

01
01
01

000000b
000001b
000010b

(el e))
o o1 h

Unknown
Fragment ed
Not Fragnent ed

Reason Code (status = 10b, Dropped)

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

Your t chen

000000b
000001b
000010b
000011b
000100b
000101b
000110b
000111b
001000b
001001b
001010b
001011b
001100b
001101b
001110b
001111b

ko, et al.

128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143

Unknown

ACL deny

ACL drop

Unr out abl e

Adj acency
Fragmentati on and DF set
Bad header checksum
Bad total Length

Bad header |ength
bad TTL

Pol i cer

WRED

RPF

For us

Bad out put interface
Har dwar e

| nf or mat i ona

The future extensions
The | ayout of the basic

The reduced-size encoding rules as
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Reason Code (status = 11b, Consuned)
11 000000b = 192 = Unknown
11 000001b = 193 = Punt Adj acency
11 000010b = 194 = I nconpl ete Adjacency
11 000011b = 195 = For us
Exanpl es:
value : 0x40 = 64
bi nary: 01000000
decode: 01 -> Forward
000000 -> No further information
val ue : 0x89 = 137
bi nary: 10001001
decode: 10 -> Drop
001001 -> Fragnentation and DF set
Abstract Data Type: unsigned32
El enentld: 89
Semantics: identifier
Status: current
Ref er ence:
See "Net Fl ow Version 9 Fl ow Record Format" [ CCO NFO9FMI] .
4.13. srcTrafficlndex
Descri pti on:
BGP Policy Accounting Source Traffic |ndex.
Abstract Data Type: unsigned32
El ementld: 92
Semantics: identifier
Status: current
Ref erence
BGP policy accounting as described in [ CCO BGPPQOL] .

Your t chenko,

et al.
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4.14. dstTrafficlndex

Descri pti on:
BGP Policy Accounting Destination Traffic |ndex.

Abstract Data Type: unsigned32
El ementld: 93

Semantics: identifier

Status: current

Ref er ence:
BGP policy accounting as described in [ CCO BGPPQOL] .

4.15. classNane
Descri pti on:
Deprecated in favor of 335 selectorName. Traffic C ass Nane,
associated with the classld Information El enent.
Abstract Data Type: string
El ementld: 100
Status: deprecated
4.16. | ayer2packet Secti onO f set
Descri pti on:
Deprecated in favor of 409 sectionOfset. Layer 2 packet section
offset. Potentially a generic packet section offset.
Abstract Data Type: unsignedl6
El ementld: 102
Semantics: quantity
Status: deprecated
4.17. | ayer2packet SectionSi ze
Descri pti on:

Deprecated in favor of 312 datalLi nkFrameSi ze. Layer 2 packet
section size. Potentially a generic packet section size.
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Abstract Data Type: unsignedl6
El ementld: 103
Semantics: quantity
Status: deprecated
4.18. | ayer2packet Secti onDat a
Descri pti on:
Deprecated in favor of 315 datalLi nkFraneSection. Layer 2 packet
section data.
Abstract Data Type: octetArray
El enentld: 104
Status: deprecated
5. Oher Information El enments

5.1. Performance Metrics | Es

El enrentld: 65 .. 69

Performance metrics will need a consolidation in the industry, based
on [RFC6390]. Once this consolidation happens, via a separate
docunent the IEs 65-69 will either be assigned in the | ANA registry
or their status will be deprecated.

5.2. Application Information IEs
El ementlid: 94 .. 96
El ement1d: 101
Pl ease refer to [ RFC6759].
5.3. I Es Assigned for NetFl ow v9 Conpatibility
El enent1d: 105..127

These el enent I Ds are not covered by this docunment and are left "as
is", i.e., for NetFlow v9 conpatibility.
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6.

| ANA Consi der ati ons

Cisco Informati on El enents

Thi s document specifies several new | PFI X I nformati
"I PFI X I nformation El ements" registry [|ANA-
summari zed in Section 3 and detailed in Section 4 above. The
following Informati on El enents have been assi gned:

| ANA' s

o

(0]

Your t chenko,

| E

I E

I E

| E

I E

I E

| E

I E

I E

| E

I E

I E

| E

I E

I E

| E

I E

I E

Nunber
Nurber
Nunber
Nunber
Nurber
Nunber
Nunber
Nurber
Nunber
Nunber
Nurber
Nunber
Nunber
Nurber
Nunber
Nunber
Nurber

Nurber

34

35

38

39

43

48

49

50

51

84

87

89

92

93

for
for
for
for
for
for
for
for
for
for
for
for
for

for

the samplinglnterval IE
the sanplingAl gorithmIE
the engi neType | E

the engineld IE

the i pv4RouterSc | E

the sanplerid IE

the sanpl erMode I E

the sanpl er Randomi nterval |E
the classld IE

the sanpl erNane | E

the flagsAndSanplerlid IE
the forwardingStatus | E
the srcTrafficlndex IE

the dstTrafficlndex |IE

100 for the classNane | E

102 for the |ayer2packet Secti onOf f set

103 for the | ayer2packet Secti onSize | E

104 for the |l ayer2packet SectionData | E

et al.
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on Elements in
| PFI X] as

| E
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7. Security Considerations

Thi s docunent specifies the definitions of several I|nformation

El ements and does not alter the security considerations of the base
protocol. Please refer to the security considerations sections of
[ RFC3954] and [ RFC7012].
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Appendi x A XM Specification of IPFI X Information El enents
<?xm version="1.0" encodi ng="UTF-8""?>

<fieldDefinitions xmns="urn:ietf:parans: xm : ns:ipfix-info"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xxsi : schemaLocati on="urn:ietf: parans: xm :ns:ipfix-info
i pfix-info.xsd">

<field nanme="sanplinglnterval" dataType="unsi gned32"

group=""
dat aTypeSemanti cs="quantity"
el ement 1 d="34" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 305 sanplingPacketlInterval. Wen using
sampl ed NetFl ow, the rate at which packets are sanmpled --
e.g., a value of 100 indicates that one of every 100 packets
is sanpl ed.
</ par agr aph>
</ descri ption>
</field>
<field nanme="sanpl i ngAl gorithm dataType="unsi gned8"
group=""
dat aTypeSemanti cs="identifier"
el ement 1 d="35" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 304 selectorAlgorithm The type of
algorithmused for sanpled NetFlow. 1 - Determnistic Sanpling
2 - Random Sanmpling. The values are not conpatible with the
sel ectorAlgorithmI|E where "Determnistic" has been repl aced
by "Systematic count-based" (1) or "Systematic tine-based" (2),
and "Randonmt is (3). Conversion is required; see
[ 1 ANA- PSAMP] PSAMP par aneters.
</ par agr aph>
</ description>
</field>
<field nane="engi neType" dataType="unsi gned8"
group=""
dat aTypeSemanti cs="identifier"
el enment1d="38" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Type of flow switching engine in a router/switch: RP = O,
VIP/Line card = 1, PFC/ DFC = 2. Reserved for internal use on
the Coll ector.
</ par agr aph>
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</ descri ption>
</field>
<field nane="engi nel d' dataType="unsi gned8"
group=""
dat aTypeSemanti cs="identifier"
el enment 1 d="39" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Versatile Interface Processor (VIP) or line card slot number of
the flow switching engine in a router/switch. Reserved for
i nternal use on the Collector.
</ par agr aph>
</ descri ption>
</field>
<field nane="i pv4Rout er Sc" dat aType="i pv4Addr ess"
group=""
dat aTypeSemanti cs="defaul t"
el ement 1 d="43" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
This is a platformspecific field for the Catal yst 5000/ Cat al yst
6000 famly. It is used to store the address of a router that
i s being shortcut when perform ng MiltilLayer Switching.
</ par agr aph>
</ descri ption>
<reference>
http://ww. ci sco. conf en/ US/ product s/ hw/ swi t ches/ ps700/
products_confi gurati on_exanpl e09186a00800ab513. sht n
descri bes MultiLayer Switching.
</reference>
</field>
<field nane="sanpl erl d" dataType="unsi gned8"
group=""
dat aTypeSemanti cs="identifier"
el ement 1 d="48" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 302 selectorld. The unique identifier
associ ated with sanpl er Nane.
</ par agr aph>
</ descri ption>
</field>
<field nane="sanpl er Mode" dat aType="unsi gned8"
group=""
dat aTypeSemanti cs="identifier"
el ement 1 d="49" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
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Deprecated in favor of 304 selectorAl gorithm The values are
not conpatible: selectorAl gorithnm3 is random sanpling. The
type of algorithmused for sanpled NetFlow. 1 - Deterministic
Sanpling, 2 - Random Sanpling. Use wth sanpl er Random nterval .
</ par agr aph>
</ description>
</field>
<field nane="sanpl er Random nterval " dat aType="unsi gned32"
group=""
dat aTypeSemanti cs="quantity"
el ement 1 d="50" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 305 sanplingPacketlnterval. Packet
interval at which to sanple -- in case of random sanpling. Used
in connection with the sanpl er Mode 0x02 (random sanpli ng) val ue.
</ par agr aph>
</ description>
</field>
<field nane="cl assl d* dataType="unsi gned8"
group=""
dat aTypeSemanti cs="identifier"
el ement 1 d="51" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 302 selectorld. Characterizes the
traffic class, i.e., QS treatnent.
</ par agr aph>
</ descri ption>
</field>
<field nane="sanpl er Nane" dat aType="stri ng"
group=""
dat aTypeSenmanti cs=
el ement 1 d="84" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 335 selectorNanme. Nane of the flow
sanpl er.
</ par agr aph>
</ descri ption>
</field>
<field nanme="fl agsAndSanpl er|1 d" dat aType="unsi gned32"
group=""
dat aTypeSemanti cs="identifier"
el ement |1 d="87" applicability="fl ow' status="deprecated">
<descri pti on>
<par agr aph>
Fl ow fl ags and the value of the sanpler ID (sanplerld) conbined
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in one bitmapped field. Reserved for internal use on the

Col | ector.
</ par agr aph>
</ descri ption>
</field>
<field nanme="forwardi ngSt at us" dataType="unsi gned32"
group=""
dat aTypeSemanti cs="identifier"

el ement |1 d="89" applicability="flow' status="current">

<descri pti on>
<par agr aph>

This Information El enment describes the forwardi ng status of the
fl ow and any attached reasons. The reduced-size encoding rul es

as per [RFC7011] apply.
</ par agr aph>
<art wor k>

The basic encoding is 8 bits. The future extensions

could add one or three bytes. The |layout of the basic

encoding is as foll ows:

MSB - 0 1 2 3 4 5 6 7 - LSB
T D

| Status| Reason code or flags
T S i N S

St at us:

00b = Unknown
01b = Forwar ded
10b = Dropped
11b = Consuned

Reason Code (status = 01lb, Forwarded)

01 000000b = 64 = Unknown
01 000001b = 65 = Fragnented
01 000010b = 66 = Not Fragnented

Reason Code (status = 10b, Dropped)

10 000000b = 128 = Unknown

10 000001b = 129 = ACL deny

10 000010b = 130 = ACL drop

10 000011b = 131 = Unroutable

10 000100b = 132 = Adj acency

10 000101b = 133 = Fragnentati on and DF set

10 000110b = 134 = Bad header checksum

10 000111b = 135 = Bad total Length

10 001000b = 136 = Bad header |ength
Your t chenko, et al. | nf or mat i ona
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10 001001b = 137 = bad TTL

10 001010b = 138 = Policer

10 001011b = 139 = WRED

10 001100b = 140 = RPF

10 001101b = 141 = For us

10 001110b = 142 = Bad output interface
10 001111b = 143 = Hardware

Reason Code (status = 11b, Consuned)

11 000000b = 192 = Unknown

11 000001b = 193 = Punt Adj acency

11 000010b = 194 = I nconpl ete Adjacency
11 000011b = 195 = For us

Exanpl es:

val ue : 0x40 = 64
bi nary: 01000000
decode: 01 -> Forward
000000 -> No further information

val ue : 0x89 = 137
bi nary: 10001001
decode: 10 -> Drop
001001 -> Fragnentation and DF set
</ artwor k>
</ descri ption>
<ref erence>
See http://ww. ci sco.conf en/US/technol ogi es/t k648/tk362/
technol ogi es_white_paper 09186a00800a3dbh9. ht m -
Net Fl ow Version 9 Fl ow Record Format.
</reference>
</field>
<field nanme="srcTrafficl ndex" dataType="unsi gned32"
group=""
dat aTypeSemanti cs="identifier"
el ement 1 d="92" applicability="flow' status="current">
<descri pti on>
<par agr aph>
BGP Policy Accounting Source Traffic Index.
</ par agr aph>
</ description>
<ref erence>
BGP policy accounting as described in
http://ww. ci sco. com en/ US/t ech/tk365/
technol ogi es_t ech_not e09186a0080094e88. sht n
</reference>
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</field>
<field nane="dst Traffi cl ndex" dataType="unsi gned32"
group=""
dat aTypeSemanti cs="identifier"
el ement 1 d="93" applicability="flow' status="current">
<descri pti on>
<par agr aph>
BGP Policy Accounting Destination Traffic |ndex.
</ par agr aph>
</ descri ption>
<r ef erence>
BGP policy accounting as described in
http://ww. ci sco. conf en/ US/tech/tk365/
technol ogi es_tech_not e09186a0080094e88. sht n
</reference>
</field>
<field nane="cl assNane" dat aType="string"
group=""
dat aTypeSenanti cs=""
el ement |1 d="100" applicability="flow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 335 selectorName. Traffic C ass Name,
associated with the classld Information El enent.
</ par agr aph>
</ descri ption>
</field>
<field name="I| ayer2packet Secti onOf f set” dat aType="unsi gned16"
group=""
dat aTypeSemanti cs="quantity"
el ement 1 d="102" applicability="flow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 409 sectionOfset.
Layer 2 packet section offset. Potentially a generic packet
section of fset.
</ par agr aph>
</ descri ption>
</field>
<field nanme="I| ayer 2packet Secti onSi ze" dat aType="unsi gned16"
group=""
dat aTypeSemanti cs="quantity"
el ement 1 d="103" applicability="flow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 312 datalLi nkFraneSi ze.
Layer 2 packet section size. Potentially a generic packet
section size.
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</ par agr aph>
</ descri ption>
</field>
<field nanme="I| ayer 2packet Secti onDat a" dat aType="oct et Array"
group=""
dat aTypeSemanti cs=
el ement 1 d="104" applicability="flow' status="deprecated">
<descri pti on>
<par agr aph>
Deprecated in favor of 315 dataLi nkFrameSecti on.
Layer 2 packet section data.
</ par agr aph>
</ descri ption>
</field>
</fieldDefinitions>
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