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1. Introduction

According to [ RFC6146], NAT64 uses Pref64::/n to construct
| Pv4-converted | Pv6 addresses as defined in [ RFC6052] .

Thi s docunent defines a new Port Control Protocol (PCP) option

[ RFC6887] to inform PCP clients about the Pref64::/n and suffix

[ RFC6052] used by a PCP-controll ed NAT64 device [RFC6146]. It does
so by defining a new PREFI X64 opti on.

This PCP option is a determnistic solution to help establish
conmuni cati ons between | Pv6-only hosts and renote | Pvd-only hosts.
Unli ke [ RFC7050], this option solves all the issues identified in
[ RFC7051] .

Sone illustrative exanples are provided in Section 5. Detail ed
experiments conducted to assess the applicability of the PREFI X64
option for services (e.g., accessing a video server, establishing
S|l P-based sessions, etc.) in NAT64 environnments are available in
[ EXPERI MENTS] .

The use of this PCP option for NAT64 | oad-bal anci ng purposes is out
of scope.
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

3. Probl em Statenent
3.1. | ssues

Thi s docunent proposes a deternministic solution to solve the
foll owi ng issues:

o0 Learn the Pref64::/n used by an upstream NAT64 function. This is
needed to hel p:
* distinguish between | Pv4-converted | Pv6 addresses [ RFC6052] and
native | Pv6 addresses.
* inplenment | Pv6 address synthesis for applications not relying
on DNS (where DNS64 [ RFC6147] woul d provide the synthesis).
o0 Avoid stale Pref64::/n val ues.

o Discover nmultiple Pref64::/n values when nmultiple prefixes exist
in a network.

0 Use DNSSEC ([ RFC4033], [RFC4034], [RFC4035]) in the presence of
NAT64.

o Discover the suffix used by a NAT64 functi on when non- nul
suffixes are in use (e.g., checksumneutral suffix).

0 Support destination-based Pref64::/n (e.g., Section 5.1 of
[ RFC7050]) .

0 Associate a Pref64::/n with a given NAT64 when distinct prefixes
are configured for each NAT64 enabl ed in a network.

A nore extensive discussion can be found at [RFC7051].
3.2. Use Cases

Thi s section provides sone use cases to illustrate the probl em space.
More details can be found at Section 4 of [RFC7051].
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3.2.1. AAAA Synthesis by the DNS St ub- Resol ver

The option defined in this document can be used for hosts wi th DNS64
capability [RFC6147] added to the host’s stub-resol ver.

The stub resolver on the host will try to obtain (native) AAAA
records, and if they are not found, the DNS64 function on the host
will query for A records and then synthesize AAAA records. Using the
PREFI X64 PCP extension, the host’'s stub-resolver can |l earn the prefix
used for I Pv6/1Pv4 transl ati on and synthesi ze AAAA records

accordi ngly.

Because synthetic AAAA records cannot be successfully validated in a
host, learning the Pref64::/n used to construct |Pv4-converted |Pv6
addresses allows the use of DNSSEC. As discussed in Section 5.5 of

[ RFC6147], a security-aware and validating host has to performthe
DNS64 function | ocally.

3.2.2. Application Referrals

As di scussed in [ REF-OBJECT], a frequently occurring situation is
that one entity A connected to a network needs to inform anot her
entity B howto reach either Aitself or sone third-party entity C.
This is known as address referral

In the particular context of NAT64 [RFC6146], applications relying on
address referral will fail because an IPv6-only client won't be able
to nake use of an IPv4 address received in a referral. A non-
exhaustive list of such applications is provided bel ow.

o In SIP environnents [ RFC3261], the SDP part ([ RFC4566]) of
exchanged SI P nessages includes information required for
establ i shing RTP sessions (nanely, |P address and port nunber).
VWhen a NAT64 is involved in the path, an | Pv6-only SIP User Agent
(UA) that receives an SDP of fer/answer containing an | Pv4 address
cannot send nedia streans to the renote endpoint.

0 An IPv6-only WbRTC (Wb Real - Ti ne Conmuni cati on [ WbRTC]) agent
cannot nake use of an | Pv4 address received in referrals to
establish a successful session with a renote | Pv4-only WebRTC
agent .

o BitTorrent is a distributed file-sharing infrastructure that is
based on peer-to-peer (P2P) techni ques for exchanging files
bet ween connected users. To download a given file, a BitTorrent
client needs to obtain the corresponding torrent file. Then, it
connects to a tracker to retrieve a list of "leechers" (clients
that are currently downl oading the file but do not yet possess al
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4.

4.

1

portions of the file) and "seeders" (clients that possess al
portions of the file and are uploading themto other requesting
clients). The client connects to those machi nes and downl oads the
avai |l abl e portions of the requested file. |In the presence of an
address-sharing function (see Appendix A of [RFC6269]), some
encountered issues are solved if PCP is enabled (see

[ PCP-BI TTORRENT]). Neverthel ess, an |IPv6-only client cannot
connect to a renote | Pv4-only machine even if the base PCP
protocol is used.

Learning the Pref64::/n solves the issues |isted above.

PREFI X64 Opti on

For mat

The format of the PREFI X64 option is depicted in Figure 1. This
option follows the guidelines specified in Section 7.3 of
[ RFC6887] .

This option allows the mapping of specific |IPv4 address ranges
(contained in the I1Pv4 Prefix List) to separate Pref64::/n
prefixes as discussed in [ RFC6147].

1 2 3
1234567890123456789012345678901
T T R i e e e e o S e SRR R
| Opti on Code=129| Reserved | Option Length
B s i S i I i S S S i i
| Prefix64 Length |
T e R T T ok S N R |
: Prefix64 (Variabl e) :
T ok R i e e e i s ok i S SR R R S
I I
: Suffix (Variable) :
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
| (optional) |
: | Pv4 Prefix List (Variable) :

(See Figure 2)

0
0

| |
| |
B T S S S T T i S S S R S S

Figure 1: Prefix64 PCP Option
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The description of the fields is as follows:

o

o

Option Code: 129

Reserved: This field is initialized as specified in Section 7.3 of
[ RFC6887] .

Option Length: Indicates in octets the Iength of the encl osed
dat a.

Prefix64 Length: Indicates in octets the |length of the Pref64::/n.
The al | owed val ues are specified in [ RFC6052] (i.e., 4, 5, 6, 7,
8, or 12).

Prefix64: This field identifies the I Pv6 unicast prefix to be used
for constructing an | Pv4-converted | Pv6 address froman | Pv4
address as specified in Section 2.2 of [RFC6052]. This prefix can
be the Well-Known Prefix (i.e., 64:ff9b::/96) or a Network-
Specific Prefix. The address synthesis MJST foll ow the guidelines
documented in [ RFC6052].

Suffix: The length of this field is (12 - Prefix64 Length) octets.
This field identifies the suffix to be used for constructing an

| Pv4-converted | Pv6 address froman | Pv4 address as specified in
Section 2.2 of [RFC6052]. No suffix is included if a /96 Prefix64
is conveyed in the option

| Pv4 Prefix List: This is an optional field. The format of the

I Pv4 Prefix List field is shown in Figure 2. This field may be

i ncluded by a PCP server to solve the destination-dependent

Pref64::/n discovery problemdiscussed in Section 5.1 of

[ RFC7050] .

* | Pv4 Prefix Count: indicates the nunmber of |Pv4 prefixes
included in the option. "IPv4 Prefix Count"” field MJST be set
to 0 in a request and MJST be set to the number of included
| Pv4 subnets in a response.

* An IPv4 prefix is represented as "I Pv4 Address/|IPv4 Prefix
Lengt h" [ RFC4632]. For exanple, to encode 192.0.2.0/24, "IPv4
Prefix Length" field is set to 24 and "IPv4 Address” field is
set to 192.0.2.0. |If a Pref64::/n is configured for all |Pv4
addresses, a wildcard IPv4 prefix (i.e., 0.0.0.0/0) may be
returned in the response together with the configured
Pref64::/n. |If no IPv4 Prefix List is returned in a PREFI X64
option, the PCP client assunes the prefix is valid for any
destination | Pv4 address. Valid IPv4 prefixes are listed in
Section 3.1 of [RFC4632].
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| | Pv4 Prefix Count | | Pv4 Prefix Length |
B s i S i I i S S S i i

| | Pv4 Address (32 bits)
e s S i e e e e o S R S S

T T R i e e e e o S e SRR R
| | Pv4 Prefix Length | | Pv4 Address (32 bits)...
B s i S i I i S S S i i
| ... IPv4d Address (continued)

T e R o ok ok ok e N

Figure 2: Format of I1Pv4 Prefix List field
Option Name: PREFI X64
Val ue: 129
Purpose: Learn the prefix used by the NAT64 to build
| Pv4-converted | Pv6 addresses. This is used by a host for
| ocal address synthesis (e.g., when an | Pv4 address is present
inreferrals).
Valid for Opcodes: MAP, ANNOUNCE
Lengt h: Vari abl e

May appear in: request, response.

Maxi mum occurrences: 1 for a request. As many as fit within the
maxi mum PCP nessage size for a response

4.2. Server’'s Behavi or

The PCP server controlling a NAT64 SHOULD be configured to return to
requesting PCP clients the value of the Pref64::/n and suffix used to
build | Pv4d-converted | Pv6 addresses. Wen enabl ed, the PREFI X64
option conveys the value of the Pref64::/n and configured suffix. |If
no suffix is explicitly configured to the PCP server, the null suffix
is used as the default value (see Section 2.2 of [RFC6052]).

If the PCP server is configured to honor the PREFI X64 option but no

Pref64::/n is explicitly configured, the PCP server MJST NOT incl ude
any PREFI X64 option in its PCP messages.
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The PCP server controlling a NAT64 MAY be configured to include a
PREFI X64 option in all MAP responses even if the PREFI X64 option is
not listed in the associated request. The PCP server controlling a
NAT64 MAY be configured to include a PREFI X64 option in its ANNOUNCE
nmessages.

The PCP server MAY be configured with a |ist of destination |Pv4
prefixes associated with a Pref64::/n. This list is then included by
the PCP server in a PREFI X64 option sent to PCP clients.

The PCP server MAY be configured to return nultiple PREFIX64 options
in the same nessage to the PCP client. |In such case, the server does
the follow ng:

o If no destination IPv4d prefix list is configured, the PCP server
includes in the first PREFI X64 option, which appears in the PCP
nmessage it sends to the PCP client, the prefix and suffix to
performlocal |Pv6 address synthesis [RFC6052]. Additiona
PREFI X64 options convey any other Pref64::/n val ues configured.
Returni ng these prefixes allows an end host to identify al
synt hesi zed | Pv6 addresses in a network; the host can prefer |Pv4
or another network interface instead in order to avoid any NAT64
depl oyed in the network. The PCP server is required to
di sanbi guate prefixes used for | Pv6 address synthesis and ot her
prefixes used to avoid any NAT64 deployed in the network. The PCP
server can be configured with a customi zed IPv6 prefix list (i.e.,
specific to a PCP client or a group of PCP clients) or systemw de
| Pv6 prefix list (i.e., the same list is returned for any PCP
client). Note, it is NOI RECOVWENDED to include PREFI X64 options
i n ANNOUNCE nessages if a custonmized IPv6 prefix list is
configured to the PCP server.

o If IPv4 prefix lists are configured, the PCP server includes in
the first PREFI X64 options the Pref64::/n and suffix that are
associated with an IPv4 prefix list (i.e., each of these PREFI X64
options conveys a distinct Pref64::/n together with an | Pv4d prefix
list). Additional PREFI X64 options convey any other Pref64::/n
val ues configured (i.e., the remaining Pref64::/n val ues not
mapped to any | Pv4 prefix list).

If a distinct Pref64::/n or suffix is configured to the PCP-
control | ed NAT64 device, the PCP server SHOULD i ssue an unsolicited
PCP ANNOUNCE nessage to informthe PCP client about the new
Pref64::/n and/or suffix.
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4.3. dient’s Behavior

The PCP client includes a PREFI X64 option in a MAP or ANNOUNCE
request to learn the IPv6 prefix and suffix used by an upstream PCP-
control | ed NAT64 device. Wen enclosed in a PCP request, the
Prefix64 MJST be set to ::/96. The PREFI X64 option can be inserted
in a MAP request used to learn the external |IP address as detailed in
Section 11.6 of [RFC6887].

The PCP client MJST be prepared to receive nultiple prefixes (e.qg.
if several PCP servers are deployed and each of themis configured
with a distinct Pref64::/n). The PCP client MJST associ ate each
received Pref64::/n and suffix with the PCP server from which the
Pref64::/n and suffix information was retrieved.

If the PCP client fails to contact a given PCP server, the PCP client
SHOULD cl ear the prefix(es) and suffix(es) it learned fromthat PCP
server. For exanple, a PCP client may fail to contact a PCP server
if the host enbedding the PCP client noves to a new network or if
that PCP server is out of service. The use of these stale prefixes
is not recormended to build an | Pv4-converted | Pv6 address because
failures are likely to be encountered (see [RFC7051], Section 3,

| ssue #4).

If the PCP client receives a PREFI X64 option that includes an invalid
| Pv4 prefix, the PCP client ignores that IPv4 prefix. |If one or nore
valid I Pv4 prefixes and/or |1 Pv6 prefixes and suffixes are present,
the PCP client uses them

Upon recei pt of the nessage fromthe PCP server, the PCP client

repl aces any old prefix(es)/suffix(es) received fromthe sane PCP
server with the new one(s) included in the PREFI X64 option(s). |If no
PREFI X64 option includes a destination IPv4 prefix list, the host
enbeddi ng the PCP client uses the prefix/suffix included in the first
PREFI X64 option for |ocal address synthesis. Qher prefixes |earned
can be used by the host to avoid any NAT64 depl oyed in the network.
If one or multiple received PREFI X64 options contain a destination

| Pv4 prefix list, the PCP client MJST associate the included |Pv4
prefixes with the Pref64::/n and the suffix indicated in the sane
PREFI X64 option. In such case, the host enbeddi ng the PCP client
MJST enforce a destination-based prefix Pref64::/n selection for

| ocal address synthesis purposes. How the content of the PREFI X64
option(s) is passed to the OSis inplenentation specific.

Upon recei pt of an unsolicited PCP ANNOUNCE nessage, the PCP client

repl aces the old prefix/suffix received fromthe same PCP server with
the new Pref64::/n and suffix included in the PREFI X64 option
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5. Fl ow Exanpl es

This section provides a non-normative description of use cases
rel ying on the PREFI X64 option.

5.1. TCP Session Initiated froman |IPv6-Only Host

The usage shown in Figure 3 depicts a typical usage of the PREFI X64
option when a DNS64 capability is enbedded in the host.

In the exanple shown in Figure 3, once the IPv6-only client discovers
the 1 Pv4 address of the renote |Pv4-only server (e.g., using DNS), it
retrieves the Pref64::/n (i.e., 2001:db8:122:300::/56) to be used to
build an | Pv4-converted | Pv6 address for that server. This retrieva
i s achi eved using the PREFI X64 option (Steps (a) and (b)). The
client then uses 2001: db8: 122: 300::/56 to construct an | Pv6 address
and then initiates a TCP connection (Steps (1) to (4)).

| I Pv6-only]| | NAT64| | I Pv4-only]|
| Cdient | | | | Server |

| (a) PCP MAP Request

| |
| PREFI X64 | |
::::::::::::::::::::::>| |
| (b) PCP MAP Response |
| PREFI X64 = | |
| 2001: db8: 122: 300: : / 56 | |
| <::::::::::::::::::::::| |
| (1) TCP SYN | (2) TCP SYN |
::::::::::::::::::::::>| ::::::::::::::::::::>|
| (4) TCP SYN ACK | (3) TCP SYNACK |
<::::::::::::::::::::::| <::::::::::::::::::::|
| (5) TCP ACK | (6) TCP ACK |
| ::::::::::::::::::::::>| ::::::::::::::::::::>|

Not e: The DNS exchange to retrieve the | Pv4 address of
the I Pvd4-only Server is not shown in the figure.

Figure 3: Exanple of a TCP Session Initiated froman |Pv6-Only Host
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5.2. SIP Flow Exanpl e

Fi gure 4 shows an exanmple of the use of the option defined in Section
4 in a SIP context. In order for RTP/RTCP flows to be exchanged
between an 1 Pv6-only SIP UA and an | Pv4-only UA w thout requiring any
ALG (Application Level Gateway) at the NAT64 or any particul ar
function at the IPv4-only SIP Proxy Server (e.g., hosted NAT
traversal [LATCHI NG), the PORT_SET option [PORT-SET] is used in
addition to the PREFI X64 option.

In steps (a) and (b), the IPv6-only SIP UA retrieves a pair of ports
to be used for RTP/RTCP sessions, the external |Pv4 address and the
Pref64::/n to build | Pv4-enbedded | Pv6 addresses. This is achieved
by issuing a MAP request that includes a PREFI X64 option and a
PORT_SET option. A pair of ports (i.e., port_X port_X+1) and an
external |Pv4 address (together with a Pref64::/n, i.e.
2001: db8: 122::/48) are then returned by the PCP server to the
requesting PCP client.

The returned external |Pv4 address and external port nunbers are used
by the IPv6-only SIP UAto build its SDP offer, which contains
exclusively | Pv4 addresses. (Especially in the "c=" line, the port
indicated for the nedia port is the external port assigned by the PCP
server.) The INVITE request including the SDP offer is then
forwarded by the NAT64 to the Proxy Server, which will relay it to
the called party, i.e., the IPvd-only SIP UA (Steps (1) to (3)).

The renote I Pv4-only SIP UA accepts the offer and sends back its SDP
answer in a "200 OK' message that is relayed by the SIP Proxy Server
and NAT64 until being delivered to the IPv6-only SIP UA (Steps (4) to

(6)).

The Pref64::/n (2001: db8: 122::/48) is used by the IPv6-only SIP UA to
construct a corresponding | Pv6 address of the |Pv4 address encl osed
in the SDP answer nade by the I Pv4-only SIP UA (Step (6)).

The I Pv6-only SIP UA and IPv4-only SIP UA are then able to exchange

RTP/ RTCP flows without requiring any ALG at the NAT64 or any specia
function at the I Pv4-only SIP Proxy Server.
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R + oo + o + R +
| I Pv6-only]| | NAT64| | IPv4d SIP | | I Pv4-only]|
| SIP UA | | | | Proxy Server| | SIP UA
Fomm oo + Foeeo - + omm e + Fomm oo +

| (a) PCP MAP Request | |

| PORT_SET | | |

| PREFI X64 | | |

::::::::::::::::::::::>| | |

| (b) PCP MAP Response | |

| PORT_SET | | |

| PREFI X64: | | |

| 2001: db8:122::/48 | |

| <======================| | |

| (1) SIP INVITE | (2) SIPINVITE| (3) SIP INVITE |

::::::::::::::::::::::>| :::::::::::::::>| ::::::::::::::::>|

| (6) SIP 200 X | (5) SIP 200 OK| (4) SIP 200 X |

<======================| <===============| <===============|

| (7) SIP ACK | (8) SIP ACK | (9) SIP ACK |

| ======================>| ===============>| s===============>|

| | | |

| src port: dst port:|src port: dst port: |

| port _A port_B| port_X port_ B

| <======| Pv6 RTP:::::::>| <============| Pv4 RTP::::::::::::>|

| <===== | Pv6 RTCP::::::>| <============| Py4 RTCP:::::::::::>|

| src port: dst port:|src port: dst port: |

| port A+1 port B+1| port X+1 port_B+1

| | |
Figure 4: Exanple of IPv6 to IPv4 SIP-Initiated Session

When the session is initiated fromthe IPv4-only SIP UA (see Figure
5), the IPv6-only SIP UA retrieves a pair of ports to be used for the
RTP/ RTCP session, the external |Pv4 address and the Pref64::/n to
build I Pv4-converted | Pv6 addresses (Steps (a) and (b)). These two
steps could instead be delayed until the I NVITE nessage is received

(Step (3)).

The retrieved | Pv4 address and port nunbers are used to build the SDP
answer in Step (4), while the Pref64::/n is used to construct an |Pv6
address corresponding to the I Pv4 address enclosed in the SDP offer
made by the IPv4-only SIP UA (Step (3)). RIP/RTCP flows are then
exchanged between the IPv6-only SIP UA and the | Pv4-only UA wi t hout
requiring any ALG at the NAT64 or any special function at the

| Pvd4-only SIP Proxy Server.
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R + oo + o + R +
| I Pv6-only]| | NAT64| | IPv4d SIP | | I Pv4-only]|
| SIP UA | | | | Proxy Server| | SIP UA
Fomm oo + Foeeo - + omm e + Fomm oo +

| (a) PCP MAP Request | |
| PORT_SET | | |
| PREFI X64 | | |
::::::::::::::::::::::>| | |
| (b) PCP MAP Response | |
| PORT_SET | | |
| PREFI X64: | | |
| 2001: db8:122::/48 | |
| <======================| | |
| (3) SIP INVITE | (2) SIPINVITE| (1) SIP INVITE |
| <::::::::::::::::::::::| <:::::::::::::::| <::::::::::::::::|
| (4) SIP 200 X | (5) SIP 200 OK| (6) SIP 200 X |
======================>| Z==============3| S===============3)|
| (9) SIP ACK | (8) SIP ACK | (7) SIP ACK |
| <======================| <===============| <s==============|
| | | |
| src port: dst port:|src port: dst port: |
| port_a port_b| port_Y port b
| <======| Pv6 RTP:::::::>| <============| Pv4 RTP::::::::::::>|
| <===== | Pv6 RTCP::::::>| <============| Py4 RTCP:::::::::::>|
| src port: dst port:|src port: dst port: |
| port _a+1 port b+1| port Y+1 port b+1
|

Figure 5: Exanple of IPv4 to IPv6 SIP-Initiated Session

5.3. Mapping of IPv4 Address Ranges to |Pv6 Prefixes

Fi gure 6 shows an example of a NAT64 configured with two Pref64::/n
val ues; each of these Pref64::/n values is associated with a distinct

| Pv4 address range:
o 192.0.2.0/24 is mapped to 2001: db8: 122: 300: : / 56.

0o 198.51.100.0/24 is mapped to 2001: db8: 122::/48.

Once the IPv6-only client discovers the | Pv4 address of the renote
| Pv4-only server (i.e., 198.51.100.1), it retrieves two |IPv6 prefixes

to be used to build an | Pv4-converted | Pv6 addresses.
is achi eved using two PREFI X64 options (Step (b)).

Boucadai r St andards Track
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Because 198.51.100.1 nmatches the destination prefix 198.51.100. 0/ 24,
the client uses the associated Pref64::/n (i.e., 2001:db8:122::/48)
to construct an IPv6 address for that |Pv4-only server, and then it
initiates a TCP connection (Steps (1) to (6)).

R + +---- - + R +

| 1 Pv6-only| | NAT64| | I Pv4-only|

| Cient | | | | Server |

N + oo + N +
198.51.100.1

| |
| (a) PCP MAP Request
| PREFI X64

|
| (b) PCP MAP Response
| PREFI X64{ |
| Pref64::/n =2001: db8: 122: 300::/56
| 1Pv4 Prefix=192.0.2.0/24} |
| PREFI X64{ |
| Pref64::/n =2001: db8: 122::/48 |
| 1 Pv4 Prefix=198.51.100.0/24} |
|
|

<:::::::::::::::::::::::::::::::::|
(1) TCP SYN | (2) TCP SYN
| (4) TCP SYN ACK | (3) TCP SYN ACK
| (5) TCP ACK | (6) TCP ACK |

Not e: The DNS exchange to retrieve the | Pv4 address of
the I Pvd-only Server is not shown in the figure.

Figure 6: Mapping of |IPv4 Address Ranges to | Pv6 Prefixes

A simlar behavior is to be experienced if these Pref64::/n val ues
and associated IPv4 prefix lists are configured to distinct NAT64
devi ces.

6. | ANA Consi derations
The foll owing PCP Option Code has been allocated in the optional-to-
process range (the registry is naintained in
http://ww. i ana. or g/ assi gnnent s/ pcp- paraneters):

PREFI X64 set to 129 (see Section 4.1)
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7.

9.

9.

1

Security Considerations
PCP-rel ated security considerations are discussed in [ RFC6887].

As discussed in [ RFC6147], if an attacker can manage to change the
Pref64::/n used by the DNS64 function, the traffic generated by the
host that receives the synthetic reply will be delivered to the
altered Pref64. This can result in either a denial-of-service (DoS)
attack, a flooding attack, or a man-in-the-mddle (MTM attack

This attack coul d be achieved either by altering PCP nessages issued
by a legitimate PCP server or by using a fake PCP server.

Means to defend agai nst attackers who can nodi fy packets between the
PCP server and the PCP client, or who can inject spoofed packets that
appear to cone froma legitimte PCP server, SHOULD be enabled. In
some depl oynents, access control lists (ACLs) can be installed on the
PCP client, PCP server, and the network between them so those ACLs
all ow only conmmunications froma trusted PCP server to the PCP
client.

PCP server discovery is out of scope for this document. It is the
responsi bility of documents about PCP server discovery to el aborate
on the security considerations to discover a legitimte PCP server.

Learning a Pref64::/n via PCP all ows using DNSSEC in the presence of
NAT64. As such, NAT64 with DNSSEC and PCP is better than no DNSSEC
at all, but it is less safe than DNSSEC wi t hout DNS64/ NAT64 and PCP
The best nitigation action against Pref64::/n discovery attacks is
thus to add I Pv6 support in all endpoints and hence reduce the need
to perform | Pv6 address synthesis.
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