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Abst r act

Thi s docunent describes the commonly accepted practice of |istening
on TCP port 6697 for incom ng Internet Relay Chat (I RC) connections
encrypted via TLS/ SSL

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any ot her
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statement about its value for

i mpl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7194.

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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Rati onal e

Al t hough system port assignnents exist for IRCtraffic that is plain
text (TCP/UDP port 194) or TLS/ SSL encrypted (TCP/UDP port 994)

[1 ANALI ST], it is conmon practice anpngst | RC networks not to use
them for reasons of conveni ence and general availability on systens
where no root access is granted or desired.

| RC networks have defaulted to listening on TCP port 6667 for plain
text connections for a considerable time now. This is covered by the
| RCU assi gnment of TCP/ UDP ports 6665-6669.

Sim | ar consensus has been reached within the | RC comunity about
listening on TCP port 6697 for incomng |IRC connections encrypted via
TLS/ SSL [ RFC5246] .

Techni cal Details
1. Connection Establishnment

An IRC client connects to an IRC server. |Imediately after that, a
normal TLS/ SSL handshake takes place. Once the TLS/ SSL connection
has been established, a normal I RC connection is established via the
tunnel. Optionally, the IRC server may set a specific user node
(unode) for the client, marking it as using TLS/ SSL. Again,
optionally, an IRC server mght offer the option to create channels
in such a way that only clients connected via TLS/ SSL may j oin.

For details on how | RC works, see [RFC1459], [RFC2810], [RFC2811],
[ RFC2812], and [RFC2813]. Please note that IRCis extrenely
fragmented, and inplenentation details can vary wildly. Most

i mpl enentations regard the latter RFCs as suggestions, not as

bi ndi ng.
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2.2. Certificate Details
2.2.1. Server Certificate

The I RC server’s certificate should be issued by a conmonly trusted
certification authority (CA).

The Common Nanme shoul d match the Fully Qualified Domain Nane (FQDN)
of the I RC server or have appropriate wildcards, if applicable.

The IRC client should verify the certificate.
2.2.2. dient Certificate

If the client is using a certificate as well, it should be issued by
a commonly trusted CA or a CA designated by the I RC network.

The certificate’s Common Nane should match the nmmin | RC ni cknane.
If the network offers nick registration, this nick should be used.

If the network offers grouped nicks, the main nick or account name
shoul d be used.

If the network offers nick registration, the client certificate
shoul d be used to identify the user against the nick database. See
[ CERTFP] for a possible inplementation

3. Security Considerations

The lack of a comon, well-established listening port for IRCvia
TLS/ SSL could lead to end users being unaware of their |RC network of
choi ce supporting TLS/ SSL. Thus, they might not use encryption even
if they wanted to.

It should be noted that this docunent nerely describes client-to-
server encryption. There are still other attack vectors |ike
mal i ci ous admi ni strators, conpromi sed servers, insecure server-to-
server comuni cation, channels that do not enforce encryption for al
channel menbers, nalicious clients, or conprised client nmachi nes on
whi ch [ ogs are stored.

Those attacks can by their very nature not be addressed by client-to-

server encryption. Additional safeguards are needed if a user fears
any of the threats above.
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Thi s docunent does not address server links as there are no commonly
accepted ports or even back-end protocols. Ports and back-end
protocols are normally established in a bilateral agreenment. Al
operators are encouraged to use strong encryption for back-end
traffic, no matter if they offer IRC via TLS/SSL to end users.

| ANA Consi derati ons
An assi gnnent of TCP port 6697 for | RC via TLS/ SSL has been nade.
The service nane is "ircs-u" and the description "Internet Relay Chat
via TLS/ SSL":
ircs-u 6697/tcp Internet Relay Chat via TLS/ SSL
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Appendi x A.  Supporting Data

As of October 2010, out of the top twenty | RC networks [ TOP100]

[ MAVERI CK], ten support TLS/SSL. Only one of those networks does not
support TLS/ SSL via port 6697 and has no plans to support it. Al

ot hers supported it already or are supporting it since being
contacted by the author. A nore detailed analysis is avail able but
does not fit within the scope of this docunent.
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