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Di stributing Address Sel ection Policy Using DHCPv6
Abst r act

RFC 6724 defines default address sel ection nechanisns for |Pv6 that
al l ow nodes to select an appropriate address when faced with multiple
source and/or destination addresses to choose between. RFC 6724
allows for the future definition of nethods to adninistratively
configure the address selection policy information. This docunent
defines a new DHCPv6 option for such configuration, allowing a site
administrator to distribute address sel ection policy overriding the
default address selection paraneters and policy table, and thus
allowing the adm nistrator to control the address sel ection behavi or
of nodes in their site.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7078

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

1. I nt roducti on

[ RFC6724] describes default algorithns for sel ecting an address when
a node has multiple destination and/or source addresses to choose
fromby using an address selection policy. This specification
defines a new DHCPv6 option for configuring the default policy table.

Sone problens were identified with the default address sel ection
policy as originally defined in [RFC3484]. As a result, RFC 3484 was
updat ed and obsol eted by [RFC6724]. Wile this update corrected a
nunber of issues identified fromoperational experience, it is
unlikely that any default policy will suit all scenarios, and thus
mechani sns to control the source address selection policy will be
necessary. Requirenents for those nechani sns are described in

[ RFC5221], while solutions are discussed in [ ADDR-SEL]. Those
docunents have hel ped shape the inprovenents in the default address
sel ection algorithmin [RFC6724] as well as the requirenments for the
DHCPv6 option defined in this specification.

This option’s concept is to serve as a hint for a node about how to
behave in the network. Utimtely, while the node’'s admi nistrator
can control how to deal with the received policy information, the

i mpl ement ati on SHOULD foll ow the met hod described below uniformy to
ease troubl eshooting and to reduce operational costs.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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1.2. Term nol ogy

Thi s docunent uses the term nol ogy defined in [ RFC2460] and the
DHCPv6 specification defined in [ RFC3315]

2. Address Sel ection Options

The Address Sel ection option provides the address sel ection policy
tabl e and sone other configuration paraneters.

An Address Sel ection option contains zero or nore policy table
options. Miltiple policy table options in an Address Sel ection
option constitute a single policy table. Wen an Address Sel ection
option does not contain a policy table option, it nmay be used to just
convey the A and P flags for Automatic Row Additions and Privacy

Pref erence, respectively.

The format of the Address Sel ection option is given bel ow

0 1 2 3
012345678901234567890123456789¢01
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| OPTI ON_ADDRSEL | option-1len |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
Reserved | Al P

| |
i NI PCLI CY TABLE OPTI ONS |
| (vari abl e | ength)

| |
T T e S s S S i T St NI U S S

Figure 1. Address Sel ection Option Format
option-code: OPTI ON_ADDRSEL (84).

option-len: The total length of the Reserved field, A and P fl ags,
and PCLI CY TABLE OPTIONS in octets.

Reserved: Reserved field. The server MJST set this value to 0, and
the client MJUST ignore its content.

A Automatic Row Addition flag. This flag toggles the Automatic
Row Addition flag at client hosts, which is described in

Section 2.1 of [RFC6724]. |If this flag is set to 1, it does not
change client host behavior; that is, a client MAY automatically
add additional site-specific rows to the policy table. |If set

to 0, the Automatic Row Addition flag is disabled, and a client
SHOULD NOT automatically add rows to the policy table. |If the
option contains a PCOLICY TABLE option, this flag is neaningl ess,
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and automatic row additi on SHOULD NOT be perforned agai nst the
distributed policy table. This flag SHOULD be set to 0 only
when the Automatic Row Addition at client hosts is harnful for
site-specific reasons.

P: Privacy Preference flag. This flag toggles the Privacy
Preference flag on client hosts, which is described in Section 5

of [RFC6724]. If this flag is set to 1, it does not change
client host behavior; that is, a client will prefer tenporary
addresses [RFC4941]. |If set to O, the Privacy Preference flag
is disabled, and a client will prefer public addresses. This

flag SHOULD be set to 0 only when the tenporary addresses should
not be preferred for site-specific reasons.

PCOLI CY TABLE OPTIONS: Zero or nore Address Sel ection Policy
Tabl e options, as described below. This option corresponds to a
row in the policy table defined in Section 2.1 of [RFC6724].

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| OPTI ON_ADDRSEL_TABLE | option-1len

B s i S i I i S S S i i
| | abel | precedence | prefix-len
T S b o s o i e
|
|
|
+-

prefix (vari abl e | ength)

I
I
I
I
I
+

i i S I e i S S e T T T Ik S i S S
Figure 2: Address Selection Policy Table Option Format
option-code: OPTI ON_ADDRSEL_TABLE (85).
option-len: The total length of the |label field, precedence field,
prefix-len field, and prefix field.
| abel: An 8-bit unsigned integer; this value is for correlation of

source address prefixes and destinati on address prefixes. This
field is used to deliver a | abel value in the [RFC6724] policy
tabl e.

precedence: An 8-bit unsigned integer; this value is used for

sorting destination addresses. This field is used to deliver a
precedence value in the [ RFC6724] policy table.
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3.

3.

prefix-len: An 8-bit unsigned integer; the number of leading bits in
the prefix that are valid. The value ranges fromO to 128. |If
an option with a prefix length greater than 128 is included, the
whol e Address Sel ection option MJST be ignored.

prefix: A variable-length field containing an | P address or the
prefix of an I P address. An |Pv4-napped address [ RFC4291] nust
be used to represent an | Pv4 address as a prefix val ue.

This field is padded with zeros up to the nearest octet boundary
when prefix-len is not divisible by 8. This can be expressed
using the followi ng equation: (prefix-len + 7)/8

So, the length of this field should be between 0 and 16 bytes.

For exanple, the prefix 2001:db8::/60 woul d be encoded with a
prefix-len of 60; the prefix would be 8 octets and woul d contain
octets 20 01 0d b8 00 00 00 00.

Processing the Address Sel ection Option

Thi s section describes how to process a received Address Sel ection
option at the DHCPv6 client.

This option’s concept is to serve as a hint for a node about how to
behave in the network. Utimtely, while the node's adnmi nistrator
can control how to deal with the received policy information, the

i mpl enentati on SHOULD fol |l ow t he nmet hod descri bed bel ow uniformy to
ease troubl eshooting and to reduce operational costs.

1. Handling Local Configurations
[ RFC6724] defines two flags (A and P) and the default policy table.
Al so, users are usually able to configure the flags and the policy

table to satisfy their own requirenents.

The client inplenentation SHOULD provide the foll owi ng choices to the
user.

(a) repl ace the existing flags and active policy table with the
DHCPv6 distributed flags and policy table.

(b) preserve the existing flags and active policy table, whether
this be the default policy table or the user configured policy.

Choi ce (a) SHOULD be the default, i.e., that the policy table is not
explicitly configured by the user
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3.2. Handling Stale Distributed Flags and Policy Table

When the information fromthe DHCP server goes stale, the flags and
the policy table received fromthe DHCP server SHOULD be deprecat ed.
The I ocal configuration SHOULD be restored when the DHCP-supplied
configuration has been deprecated. 1In order to inplenent this, a
host can retain the local configuration even after the flags and the
policy table is updated by the distributed flags and policy table.

The received informati on can be considered stale in several cases,
e.g., when the interface goes down, the DHCP server does not respond
for a certain anbunt of time, or the Information Refresh Ti me has
expired.

3.3. Handling Miultiple Interfaces

The policy table, and other paraneters specified in this docunent,

are node-global information by their nature. One reason being that
the outbound interface is usually chosen after destination address

sel ection. So a host cannot nmake use of nultiple address sel ection
policies even if they are stored per interface.

The policy table is defined as a whole, so the slightest addition/
deletion fromthe policy table brings a change in the semantics of
the policy.

It al so should be noted that the absence of a DHCP-distributed policy
froma certain network interface should not infer that the network
adm ni strator does not care about address selection policy at all
because it may nean there is a preference to use the default address
sel ection policy. So, it should be safe to assune that the default
address sel ection policy should be used where no overriding policy is
provi ded.

Under the above assunptions, we can specify how to handl e received
policy as foll ows.

In the absence of distributed policy for a certain network interface,
the default address selection policy SHOULD be used. A node should
use Address Selection options by default in any of the follow ng two
cases:

1: A single-honmed host SHOULD use default address selection options,

where the host bel ongs exclusively to one adm nistrative network
domai n, usually through one active network interface.
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2: Hosts that use advanced heuristics to deal with nultiple received
policies that are defined outside the scope of this docunent
SHOULD use Address Sel ection options.

| mpl ement ati ons MAY provide configuration options to enable this
protocol on a per-interface basis.

| mpl enment ati ons MAY store distributed address sel ection policies per
interface. They can be used effectively on inplenentations that
adopt per-application interface sel ection.

4. I npl enentati on Considerations
o The value 'label’ is passed as an unsigned integer, but there is
no speci al neaning for the value; that is, whether it is a large
or small number. It is used to select a preferred source address

prefix corresponding to a destination address prefix by matching
the sanme | abel value within the DHCP nessage. DHCPv6 clients
SHOULD convert this label to a representation appropriate for the
| ocal inplenmentation (e.g., string).

o The maxi mum nunber of address selection rules that nay be conveyed
in one DHCPv6 nmessage depends on the prefix |length of each rule
and the maxi num DHCPv6 nmessage size defined in [RFC3315]. It is
possible to carry over 3,000 rules in one DHCPv6 nessage (nmaxi mum
UDP nessage size). However, it should not be expected that DHCP
clients, servers, and relay agents can handl e UDP fragnentation
Net wor k adm ni strators SHOULD consider local linmtations to the
maxi mum DHCPv6 nessage size that can be reliably transported via
their specific local infrastructure to end nodes; therefore, they
SHOULD consi der the nunber of options, the total size of the
options, and the resulting DHCPv6 nessage size when defining their
policy table.

5. Security Considerations

A rogue DHCPv6 server could issue bogus address selection policies to
aclient. This might lead to incorrect address selection by the
client, and the affected packets nmight be bl ocked at an outgoing ISP
because of ingress filtering, incur additional network charges, or be
msdirected to an attacker’s machine. Alternatively, an |IPv6
transition nechani sm m ght be preferred over native IPv6, even if it
is available. To guard agai nst such attacks, a |legitimte DHCPv6
server should comuni cate through a secure, trusted channel, such as
a channel protected by |IPsec, Secure Nei ghbor D scovery (SEND), and
DHCP aut hentication, as described in Section 21 of [RFC3315]. A
commonly used alternative mtigation is to enpl oy DHCP snoopi ng at
Layer 2.
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7.

7.

7.

Anot her threat surrounds the potential privacy concern as described
in the security considerations section of [RFC6724], whereby an
attacker can send packets with different source addresses to a
destination to solicit different source addresses in the responses
fromthat destination. This issue will not be nodified by the

i ntroduction of this option, regardl ess of whether or not the host is
mul ti homed.

| ANA Consi der ati ons

I ANA has assigned option codes to OPTI ON_ADDRSEL (84) and
OPTI ON_ADDRSEL_TABLE (85) fromthe "DHCP Option Codes" registry
(http://ww.iana. or g/ assi gnment s/ dhcpv6- paraneters/).

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC3315] Droms, R, Bound, J., Volz, B., Lenmon, T., Perkins, C
and M Carney, "Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6)", RFC 3315, July 2003.

[ RFC6724] Thaler, D., Draves, R, Matsumpbto, A., and T. Chown,
"Default Address Selection for Internet Protocol Version 6
(1Pv6)", RFC 6724, Septenber 2012.

2. Informative References

[ ADDR- SEL] Chown, T., Ed., and A. Matsunoto, Ed., "Considerations for
| Pv6 Address Sel ection Policy Changes", Wrk in Progress,
April 2013.

[ RFC2460] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I Pv6) Specification", RFC 2460, Decemnber 1998.

[ RFC3484] Draves, R, "Default Address Selection for I|nternet
Protocol version 6 (IPv6)", RFC 3484, February 2003.

[ RFC4291] Hinden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, February 2006.

[ RFC4941] Narten, T., Draves, R, and S. Krishnan, "Privacy
Extensi ons for Statel ess Address Autoconfiguration in
| Pv6", RFC 4941, Septenber 2007.

Mat sunot o, et al. St andards Track [ Page 8]



RFC 7078

[ RFC5220]

[ RFC5221]

DHCPv6 Address Sel ection Policy Opt January 2014

Mat sunobto, A., Fujisaki, T., Hrom, R, and K Kanayans,
"Probl em Statenment for Default Address Selection in Milti-
Prefix Environments: Operational |ssues of RFC 3484
Default Rul es", RFC 5220, July 2008.

Mat sunobto, A, Fujisaki, T., Hrom, R, and K Kanayans,
"Requi renents for Address Sel ection Mechani sns", RFC 5221,
July 2008.

Mat sunot o, et al. St andards Track [ Page 9]



RFC 7078 DHCPv6 Address Sel ection Policy Opt January 2014

Appendi x A, Acknow edgenent s

The authors would like to thank to Dave Thal er, Pekka Savol a, Remi
Deni s- Courmont, Francoi s-Xavier Le Bail, Ae Troan, Bob H nden
Dmtry Anipko, Ray Hunter, Rui Paulo, Brian E. Carpenter, Tom Petch,
and the nenbers of 6nan’s address selection design teamfor their

i nval uabl e contributions to this docunent.

Appendi x B. Exanpl es

[ RFC5220] gives several cases where address sel ection probl ens
happen. This section contains sonme exanples for solving those cases
by using the DHCP option defined in this text to update the hosts’
policy table in a network, accordingly. There is also some

di scussi on of exanple policy tables in Sections 10.3 to 10.7 of RFC
6724.

B.1. Ingress Filtering Problem

In the case described in Section 2.1.2 of [RFC5220], the follow ng
policy table shoul d be distributed when the Router perfornms static
routing and directs the default route to | SP1 as per Figure 2. By
putting the same | abel value to all IPv6 addresses (::/0) and the

| ocal subnet (2001:db8:1000:1::/64), a host picks a source address in
this subnet to send a packet via the default route.

Prefix Precedence Labe

::1/128 50 0
210 40 1
2001: db8: 1000: 1:: /64 45 1
2001: db8: 8000: 1::/64 45 14
o ffff:0:0/96 35 4
2002::/ 16 30 2
2001::/32 5 5
fc00::/7 3 13
11196 1 3
fecO0::/10 1 11
3ffe:: /16 1 12

B.2. Half-C osed Network Problem

In the case described in Section 2.1.3 of [RFC5220], the follow ng
policy table should be distributed. By splitting the closed network
prefix (2001: db8:8000::/36) fromall |IPv6 addresses (::/0) and giving
different |abels, the closed network prefix will only be used when
packets are destined for the closed network.
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B. 3.

B. 4.

Mat

Prefix Precedence Labe

::1/128 50 0
/0 40 1
2001: db8: 8000: :/ 36 45 14
o ffff:0:0/96 35 4
2002::/16 30 2
2001::/32 5 5
fc00::/7 3 13
11/ 96 1 3
fecO0::/10 1 11
3ffe::/16 1 12

IPv4 or IPv6 Prioritization

In the case described in Section 2.2.1 of [RFC5220], the follow ng
policy table should be distributed to prioritize IPv6. This case is
al so described in [RFC6724].

Prefix Precedence Labe

::1/128 50 0
/0 40 1
o ffff:0:0/96 100 4
2002::/ 16 30 2
2001::/32 5 5
fc00::/7 3 13
11/ 96 1 3
fec0::/10 1 11
3ffe:: /16 1 12

ULA or Aobal Prioritization

In the case described in Section 2.2.3 of [RFC5220], the follow ng
policy table should be distributed, or the Automati c Row Addition
flag should be set to 1. By splitting the Unique Local Address (ULA)
inthis site (fcl2:3456:789a::/48) fromall |Pv6 addresses (::/0) and
giving it higher precedence, the ULA will be used to connect to
servers in the sane site.
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Prefix Precedence Labe

::1/128 50 0
fcl2: 3456: 789a: : /48 45 14
210 40 1
o ffff:0:0/96 35 4
2002::/16 30 2
2001::/32 5 5
fc00::/7 3 13
::/196 1 3
fecO0::/10 1 11
3ffe::/16 1 12

Aut hors’ Addr esses

Arifum Matsunoto

NTT NT Lab

3-9-11 M dori - Cho

Musashi no-shi, Tokyo 180-8585
Japan

Phone: +81 422 59 3334
EMail: arifum @ttv6. net

Tonmohiro Fuji sak

NTT NT Lab

3-9-11 M dori-Cho

Musashi no-shi, Tokyo 180-8585
Japan

Phone: +81 422 59 7351
EMai | : fujisaki @ttv6. net

Ti m Chown

Uni versity of Sout hanpton

Sout hanmpt on, Hanpshire SOL7 1BJ
United Ki ngdom

EMai |l : tjc@cs. soton. ac. uk

Mat sunot o, et al. St andards Track [ Page 12]






