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P6R s Secure Shell Public Key Subsystem
Abst r act

The Secure Shell (SSH) Public Key Subsystem protocol defines a key
di stribution protocol that is limted to provisioning an SSH server
with a user’s public keys. This docunent describes a new protoco
that builds on the protocol defined in RFC 4819 to allow the
provi si oning of keys and certificates to a server using the SSH
transport.

The new protocol allows the calling client to organi ze keys and
certificates in different nanespaces on a server. These nanespaces
can be used by the server to allow a client to configure any
application running on the server (e.g., SSH, Key Managenent
Interoperability Protocol (KM P), Sinple Network Managenent Protoco
(SNWP) ) .

The new protocol provides a server-independent mechanismfor clients
to add public keys, rempve public keys, add certificates, renove
certificates, and list the current set of keys and certificates known
by the server by nanespace (e.g., list all public keys in the SSH
nanespace) .

Ri ghts to nanage keys and certificates in a particul ar nanespace are
specific and limted to the authorized user and are defined as part
of the server’s inplementation. The described protocol is backward
conpatible to version 2 defined by RFC 4819.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statement about its value for

i mpl enentati on or deployment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.
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1. Introduction

Thi s docunent describes a new protocol that builds on the protoco
defined in RFC 4819 that can be used to configure public keys and
certificates in an inplenentation-independent fashion. The concept
of a nanespace is added to the protocol’s operations; it allows the
client to organize keys and certificates by application or

organi zati onal structure

P6R s Secure Shell Public Key Subsystem has been designed to run on
top of the Secure Shell transport |ayer [3] and user authentication
protocols [4]. It provides a sinple mechanismfor the client to
nmanage the public keys and certificates on the server related to that
client. These keys and certificates are normally used for

aut hentication of the client to a service, but they can be used for
encrypting results back to the client as well. Upl oaded keys and
certificates are neant to be able to configure all protocols running
on a server (e.g., SSH, SSL, KM P [8]) that use keys and
certificates, as well as the applications that run on a server.

Thi s docunent should be read only after readi ng the Secure Shel
Public Key Subsystem [1] document. The new protocol described in
this document builds on and is nmeant to be backwards conpatible with
the protocol described in [1].

2.  Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

3. Overview of Extensions to the Public Key Subsystem

The Public Key Subsystem provi des a server-independent mechani smfor
clients to add public keys, renove public keys, list the current
public keys known by the server, add certificates, renpve
certificates, and list the current set of certificates known by the
server. This secure key distribution nmechanismis inplenented by a
new SSH subsystem w th the name of "publickey@e6r. cont
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3.1. Extended Status Codes

The status code gives the status in a nore nachi ne-readabl e format
(suitable for localization) and can have the foll ow ng val ues:

SSH_PUBLI CKEY_CERTI FI CATE_NOT_FOUND 192
SSH_PUBLI CKEY_CERTI FI CATE_NOT_SUPPORTED 193
SSH_PUBLI CKEY_CERTI FI CATE_ALREADY_PRESENT 194
SSH_PUBLI CKEY_ACTI ON_NOT_AUTHORI ZED 195
SSH_PUBLI CKEY_CANNOT_CREATE_NAVESPACE 196

The neaning of the failure codes is as inplied by their nanes. See
Security Considerations for the use of the failure code:
SSH_PUBLI CKEY_ACTI ON_NOT_AUTHORI ZED

3.2. The Version Packet

Both sides MJUST start a connection by sending a version packet that
i ndi cates the version of the protocol they are using.

string "version"
ui nt 32 protocol -versi on- nunber

Thi s docunent defines version 3 of the new protocol. W are using
version 3 so that it can be backward conpatible with the protoco
defined by RFC 4819 [1].

3.3. The Nanespace Attribute

The "namespace" attribute is added as an extension to what was
described in RFC 4819. The purpose of this attribute is to be able
to organi ze the upl oaded keys and certificates into groups where each
group represents an application or organization structure. This
attribute is a string that should not be | onger than 300 characters
and MUST be specified in UTF-8 format [5].

Thi s new protocol uses the "ssh" nanespace for the nanipul ati on of
public keys in an SSH server and shoul d be considered as the default
nanmespace when none is provided.

As a convention, nanmespaces used for protocols are | owercase strings
of the protocol’s standard abbreviation. For exanple, "ssl" should
be the nanespace used for the Secure Sockets Layer protocol
Nanespaces for applications should contain the product and vendor’s
nane. To hel p determ ne what namespaces already exi st on a server, a
new operation "list-nanmespaces" is defined in Section 4.
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4. New Qperations
P6R s Public Key Subsystem extends the functionality defined in RFC
4819 with the foll owi ng operations: add-certificate,
renove-certificate, list-certificates, and |ist-namespaces.

4.1. Adding a Certificate

If the client wishes to add a certificate, the client sends:

string "add-certificate"
string certificate format nane
string certificate bl ob

bool ean overwite

ui nt 32 attri bute-count

string attrib-nane

string attrib-val ue

bool critica

repeated attribute-count tines

This request MJST include at |east the "nanmespace" attribute so that
the server knows where to save the certificate. Only one nanespace
attribute can be used per an add-certificate request. It is possible
for the sanme user to save the sane certificate into multiple
nanespaces, but this nust be done with several separate
add-certificate requests.

I f the namespace appearing in an add-certificate request does not
al ready exist on a server, then it is created by this operation
However, if the user is not authorized to create a nanmespace, the
server MJST return SSH PUBLI CKEY_CANNOT_CREATE_NAMESPACE

If the overwite field is false and the specified certificate al ready
exi sts in the given nanespace, the server MJST return

SSH_PUBLI CKEY_CERTI FI CATE_ALREADY_PRESENT. |f the server returns
this, the client SHOULD provide an option to the user to overwite
the certificate. |If the overwite field is true and the specified
key already exists in the given nanespace but cannot be overwritten,
the server MJST return SSH PUBLI CKEY_ACCESS DEN ED

However, a user may not be authorized to add a certificate to the
speci fi ed namespace. |If the user does not have perm ssion to add a
certificate, then the server MJST return

SSH_PUBLI CKEY_ACTI ON_NOT_AUTHORI ZED

Exampl es of possible "certificate format names" are: "X509",

"pgp-sign-rsa”, and "pgp-sign-dss". The format of the public key and
certificate bl obs are detailed in Section 6.6, "Public Key
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Al gorithns", of the SSH Transport Protocol docunent [3], where X 509
certificates are to be encoded using a DER format [6] [7] in a
certificate blob

4.2. Renoving a Certificate

If the client wishes to renpve a certificate, the client sends:

string "renove-certificate"
string certificate format name
string certificate blob

ui nt 32 attri bute-count

string attrib-nane

string attrib-val ue

repeated attribute-count tines

Thi s request MJST include at |east the "namespace” attribute so that
the server knows fromwhere to delete the certificate. Only one
nanespace attribute can be used per renpve-certificate request. The
server MJST attenpt to renpve the certificate fromthe appropriate

| ocati on.

However, a user may not be authorized to renove a certificate from
the specified nanespace. |If the user does not have permission to
renmove the certificate, then the server MJST return

SSH_PUBLI CKEY_ACTI ON_NOT_AUTHORI ZED

Exampl es of possible "certificate format names" are: "X509",
"pgp-sign-rsa”, and "pgp-sign-dss".

4.3. Listing Certificates

If the client wishes to list the known certificates, the client

sends:
string "list-certificates"
The server will respond with zero or nore of the follow ng responses:
string "certificate"
string certificate format name
string certificate blob
ui nt 32 attri bute-count
string attrib-nane
string attrib-val ue

repeated attribute-count tinmes

Joseph & Susoy I nf or mati onal [ Page 6]



RFC 7076 P6R s Secure Shell Public Key Subsystem Novenber 2013

There is no requirenent that the responses be in any particul ar
order. Wilst sone server inplenmentations nmay send the responses in
sone order, client inplenmentations should not rely on responses being
in any order.

This response MUST include at |east the "nanespace" attribute so that
a client can tell in which nanespace the certificate resides. Only
one nanespace attribute can be used per list-certificate request.

Following the last "certificate" response, a status packet MJIST be
sent.

4. 4. Listing Nanmespaces

If the client wishes to know exi sting nanespaces on the server, it

sends:
string "list-nanmespaces"
The server will respond with zero or nore of the follow ng responses:
string "namespace"
string nanmespace nane
It is possible that not all nanespaces will be visible to every
authenticated user. |In this case, the responding server will return

a subset of existing nanespaces. See Security Considerations bel ow.

Fol I owi ng the | ast "nanmespace" response, a status packet MJIST be
sent.
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5. Extending Public Key Operations

In addition to addi ng new operations, this docunent describes
extensions to the operations defined in RFC 4819.

5.1. Adding a Public Key
If the client wishes to add a public key, the client sends:
string "add"
string public key al gorithm nane

string public key bl ob
bool ean overwite

ui nt 32 attri bute-count
string attrib-nane
string attrib-val ue
bool critica

repeated attribute-count tines

Thi s request MAY include one "nanmespace" attribute so that a client
can save the public key into a specific namespace. It is possible
for the same user to save the sanme key into nultiple nanespaces, but
this requires nmultiple add requests.

I f the namespace appearing in an add public key request does not
al ready exist on a server, then it is created by this operation
However, if the user is not authorized to create a namespace the
server MJUST return SSH PUBLI CKEY_CANNOT CREATE_NAMESPACE

5.2. Renoving a Public Key

If the client wishes to renove a public key, the client sends:

string "renmove"
string public key al gorithm nane
string public key bl ob

ui nt 32 attri bute-count

string attrib-nane

string attrib-val ue

bool critica

repeated attribute-count tines

This extension allows attributes to be added to a renove request.
Thi s request MAY include one "nanespace" attribute so that a client
can renove the public key froma specific namespace

Joseph & Susoy I nf or mati onal [ Page 8]



RFC 7076 P6R s Secure Shell Public Key Subsystem Novenber 2013

5.3. Listing Public Keys

If the client wishes to |ist the known public keys, the client sends:

string "list"

ui nt 32 attri bute-count
string attrib-nane
string attrib-val ue
bool critica

repeated attribute-count tines

This extension allows attributes to be added to a list request. This
request MAY include one "nanespace" attribute so that a client can
list the public keys froma specific namespace.

The server will respond with zero or nore of the follow ng responses:
string "publ i ckey"
string public key al gorithm nane
string public key bl ob
ui nt 32 attri bute-count
string attrib-nane
string attrib-val ue

repeated attribute-count tines

Thi s response MAY include the "nanespace" attribute so that a client
can tell in which namespace the key resides.

6. Security Considerations

This protocol assunes that it is run over a secure channel and that
the endpoints of the channel have been authenticated. Thus, this
protocol assunes that it is externally protected from network-Ieve
att acks.

This protocol provides a nechanismthat allows key and certificate
material to be uploaded and nmani pul ated into a server application

It is the responsibility of the server inplenentation to enforce
access controls that may be required to linmit any particular user’s
access to the data in a namespace. For exanple, one user may be
allowed to list only the contents of a nanespace but not add or
renove keys or certificates to/fromit. The server MJST return

SSH PUBLI CKEY_ACTI ON_NOT_AUTHORI ZED when a user’s action goes agai nst
its defined access controls.
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8.

8.

8.

1

2.

This protocol requires the client to assunme that the server wll
correctly inplenent and observe attributes applied to keys.

| npl enentation errors in the server could cause clients to authorize
keys and certificates for access they were not intended to have, or
to apply fewer restrictions than were intended.

| ANA Consi der ati ons

Al t hough Section 3.1 defines four new status codes, these are in the
"Private Use’ range of | ANA's Publickey Subsystem Status Codes
registry as defined by Section 6.6.1 ("Conventions”) in [1]. No |IANA
actions are required for this docunent.
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