I nternet Engi neering Task Force (I ETF) T. Tsou

Request for Comments: 7075 Huawei Technol ogi es (USA)
Updates: 6733 R Hao
Cat egory: Standards Track Contast Cabl e
| SSN: 2070- 1721 T. Taylor, Ed.

Huawei Technol ogi es
Noverber 2013
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Abst ract

The Di ameter protocol includes a capability for nessage redirection
controll ed by an application-independent "redirect agent”". |In some
ci rcunst ances, an operator may w sh to redirect nessages to an

al ternate domain without specifying individual hosts. This docunent
specifies an application-specific mechanismby which a D aneter
server or proxy (node) can perform such a redirection when the

Strai ght f orwar d- Nam ng Authority Pointer (S-NAPTR) is not used for
dynam c peer discovery. A node performng this new function is
referred to as a "Real mbased Redirect Server".

This menmo updates Sections 6.13 and 6.14 of RFC 6733 with respect to
the usage of the Redirect-Host-Usage and Redirect-Max- Cache-Ti ne
Attribute-Value Pairs (AVPs).

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7075.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Di anmeter base protocol [RFC6733] specifies a basic redirection
service provided by a redirect agent. The redirect indication
returned by the redirect agent is described in Section 6.1.8 and
Sections 6.12 through 6.14 of [RFC6733]. It provides one or nore
i ndi vidual hosts to the nmessage sender as the destination of the
redi rect ed nessage.

However, consider the case where an operator has offered a specific
service but no | onger wi shes to do so. The operator has arranged for
an alternative domain to provide the service. To aid in the
transition to the new arrangenent, the original operator nmaintains a
redirect server to indicate to the nessage sender the alternative
domain to which the redirect the request should be sent. However,
the original operator should not have to configure the redirect
server with a list of hosts to contact in the alternative operator’s
domain; the original operator should sinply be able to provide
redirect indications to the domain as a whol e.

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Wthin this specification, the term"real mbased redirection” is used
to refer to a node of operation where a realm rather than an
i ndi vi dual host, is returned as the redirect indication

The term "Real m based Redirect Server" denotes the Dianeter node
(Di aneter server or proxy) that returns the real mbased redirection
The behavi or of the Real mbased Redirect Server itself is a slight
nodi fication to the behavior of a basic redirect agent as descri bed
in Section 6.1.8 of [RFC6733].

The use of a number of terns in this docunment is consistent with the
usage in [RFC6733]: "Diameter client", "D anmeter node", "Di aneter
peer", "D ameter server", "proxy", "realm or "domain", "redirect
agent", and "session" as defined in Section 1.2, and "application" as
defined inplicitly by Sections 1.3.4, 2.3, and 2.4.
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2.

Support of Real m Based Redirection Wthin Applications

The DNS-based dynamni c peer di scovery mechani smdefined in the

Di amet er base protocol [RFC6733] provides a sinmple mechanismfor

real mbased redirection using the S-NAPTR DDDS application [ RFC3958].
When S-NAPTR is used for peer discovery, redirection of D aneter
requests fromthe original realmto a new real m may be perforned by
updating the existing NAPTR resource records (RRs) for the origina
realmas follows: the NAPTR RR for the desired application(s) and
supported application protocol (s) provided by the newrealmw |l have
an enpty FLAG field and the REPLACEMENT field will contain the new
realmto use for the next DNS | ookup. The new real mcan be
arbitrary; the restriction in [ RFC6733] that the NAPTR repl acenent
field match the domain of the original query does not apply for
real m based redirect purposes.

However, the use of DNS-based dynam c peer discovery is optional for
Di ameter inplenentations. For deploynments that do not nmake use of
S- NAPTR peer di scovery, support of real mbased redirection needs to
be specified as part of the functionality supported by a Di aneter
application. In this way, support of the considered D aneter
application (discovered during capabilities exchange phase as defined
in D ameter base protocol [RFC6733]) indicates inplicit support of
the real mbased redirection mechanism A new application
specification can incorporate the nmechani smspecified here by nmaking
it mandatory to inplenent for the application and referencing this
specification normatively.

The result of naking real mbased redirection an application-specific
behavior is that it cannot be perforned by a redirect agent as
defined in [RFC6733], but MJST be perfornmed instead by an
application-aware Di aneter node (D aneter server or proxy) (hereafter
called a "Real mbased Redirect Server").

An application can specify that real mbased redirection operates only
on conpl ete sessions beginning with the initial nessage or on every
nessage within the application, even if earlier nessages of the sane
session were not redirected. This distinction matters only when

real mbased redirection is first initiated. 1In the former case,

exi sting sessions will not be disrupted by the depl oynent of realm
based redirection. In the latter case, existing sessions will be
disrupted if they are stateful.
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3.

3.

Real m Based Redirection

This section specifies an extension of the Dianeter base protoco
[ RFC6733] to achieve real mbased redirection. The elenments of this
sol ution are:

o0 a new result code, DI AMETER REALM REDI RECT | NDI CATI ON (3011);
0O a new attribute-value pair (AVP), Redirect-Real m (620); and

0 associ ated behavior at Dianeter nodes inplenenting this
speci fication.

Thi s behavi or includes the optional use of the Redirect-Host-Usage
and Redirect-Mx-Cache-Time AVPs. In this docunent, these AVPs apply
to the peer discovered by a node acting on the redirect server’s
response, an extension to their normal usage as described in Sections
6.13 and 6.14 of [RFC6733].

Section 3.2.2 and Section 3.2.3 describe how a proxy or client may
update its routing table for the application and initial realmas a
result of selecting a peer in the new real mafter real mbased
redirection. Note that as a result, the proxy or client wll
automatically route subsequent requests for that application to the
new real m (with the possible exception of requests within sessions
al ready established with the initial realn) until the cached routing
entry expires. This should be borne in mnd if the rerouting is

i ntended to be tenporary.

1. Configuration of the Real mBased Redirect Server

A Di aneter node (D aneter server or proxy) acting as a Real m based
Redi rect Server MJST be configured as follows to execute real mbased
redirection:

o configured with an application that incorporates real mbased
redirection;

o the Local Action field of the routing table described in
Section 2.7 of [RFC6733] is set to LOCAL;

o an application-specific field is set to indicate that the required
| ocal action is to performreal mbased redirection

0 an associated application-specific field is configured with the
identities of one or nore realnms to which the request shoul d be
redirected.
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3.2. Behavior of Diameter Nodes
3.2.1. Behavior at the Real mBased Redirect Server

As nentioned in Section 2, an application can specify that realm
based redirection operates only on conplete sessions beginning with
the initial nessage (i.e., to prevent disruption of established
sessions) or on every nessage within the application, even if earlier
nmessages of the sane session were not redirected.

If a Real mbased Redirect Server configured as described in

Section 3.1 receives a request to which real mbased redirection
applies, the Real mbased Redirect Server MJST reply with an answer
nessage with the "E bit set, while naintaining the Hop-by-Hop
Identifier in the header. The Real m based Redirect Server MJST

i nclude the Result-Code AVP set to

DI AVETER REALM REDI RECT | NDI CATI ON. The Real m based Redirect Server
MUST al so include the alternate realmidentifier(s) with which it has
been configured, each in a separate Redirect-Real m AVP instance.

The Real m based Redirect Server MAY include a copy of the Redirect-
Host - Usage AVP, which SHOULD be set to REALM AND APPLI CATION. |f
this AVP is added, the Redirect-Mx-Cache-Time AVP MJST al so be

i ncluded. Note that these AVPs apply to the peer discovered by a
node acting on the Real mbased Redirect Server’s response as
described in the next section. This is an extension of their norma
usage as described by Sections 6.13 and 6.14 of [RFC6733].

Real m based redirecti on MAY be applied even if a Destination-Host
AVP is present in the request, depending on the operator-based

pol i cy.
3.2.2. Proxy Behavior

A proxy conformng to this specification that receives an answer
nessage with the Result-Code AVP set to

DI AMETER REALM REDI RECT_| NDI CATI ON MUST attenpt to reroute the
original request to a server in arealmidentified by a Redirect-
Real m AVP instance in the answer nmessage, and if it fails MJST
forward the indication toward the client. To reroute the request, it
MJST take the follow ng actions:

1. Select a specific realmfromanongst those identified in
i nstances of the Redirect-Real mAVP in the answer nessage.

2. If successful, locate and establish a route to a peer in the

real m gi ven by the Redirect-Real m AVP, using normal discovery
procedures as described in Section 5.2 of [RFC6733].
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3. If again successful:

A. update its cache of routing entries for the real mand
application to which the original request was directed,
taking into account the Redirect-Host-Usage and Redirect- Max-
Cache-Tinme AVPs, if present in the answer.

B. Renpve the Destination-Host (if present) and Destination-
Real m AVPs fromthe original request and add a new
Desti nati on- Real m AVP contai ning the real mselected in the
initial step.

C. Forward the nodified request.

4. |f either of the preceding steps 2-3 fail and additional realns
have been identified in the original answer, select another
i nstance of the Redirect-RealmAVP in that answer and repeat
steps 2-3 for the realmthat it identifies.

3.2.3. dient Behavior

A client conforming to this specification MIUST be prepared to receive
ei t her an answer nessage containing a Result-Code AVP set to

DI AMETER REALM REDI RECT | NDI CATION, or, as the result of proxy
action, sonme other result froma realmdiffering fromthe one to
which it sent the original request. In the case where it receives

DI AMETER_REALM REDI RECT_I NDI CATI ON, the client SHOULD foll ow the sane
steps prescribed in the previous section for a proxy, in order to
both update its routing table and obtain service for the origina
request.

3.3. The Redirect-Real m AVP

The Redirect-Real m AVP (620) is of type D aneterldentity. It
specifies a realmto which a node receiving a redirect indication
containing the result code val ue DI AVETER REALM REDI RECT | NDI CATI ON
and the Redirect-Real m AVYP SHOULD route the original request.

3.4. DI AVMETER REALM REDI RECT_I NDI CATI ON Pr ot ocol Error Code

The DI AMETER REALM REDI RECT_| NDI CATI ON (3011) Protocol error code

i ndicates that a server has determ ned that the request within an
application supporting real mbased redirection could not be satisfied
locally, and the initiator of the request SHOULD direct the request
directly to a peer within a real mthat has been identified in the
response. Wen set, the Redirect-Real m AVYP MUST be present.
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4.

Security Considerations

The general reconmendations given in Section 13 of the Dianeter base
protocol [RFC6733] apply. Specific security recomrendations rel ated
to the real mbased redirection defined in this docunent are described
bel ow.

Real m based redirection inplies a change in the business relationship
bet ween organi zations. Before redirecting a request towards a realm
different fromthe initial realm the client or proxy MJST ensure
that the authorization checks have been performed at each connection
along the path toward the realmidentified in the real mbased
redirect indication. Details on Di aneter authorization path set-up
are given in Section 2.9 of [RFC6733]. Section 13 of [RFC6733]

provi des reconmendati ons on how to authenticate and secure each peer-
t o- peer connection (using TLS, DILS, or |Psec) along the way, thus
permtting the necessary hop-by-hop authorization checks.

Al though it is assuned that the adm nistrative domains are secure, a
conprom sed Di aneter node acting as a Real mbased Redirect Server
woul d be able to redirect a | arge nunber of Dianeter requests towards
a victimdonmain that would then be fl ooded with undesired Di anmeter
requests. Such an attack is neverthel ess di scouraged by the use of
secure Di aneter peer-to-peer connections and authorization checks,
since these woul d enable a potential victimdonmain to discover from
where an attack is comng. That in itself, however, does not prevent
such a DoS attack.

Because real mbased redirection defined in this docunent inplies that
the Destination-RealmAVP in a client-initiated request can be
changed by a Dianeter proxy in the path between the client and the
server, any cryptographic algorithmthat woul d use the Destination-
Real m AVP as input to the calcul ation perforned by the client and the
server would be broken by this formof redirection. Application
specifications that would rely on such cryptographic al gorithns
SHOULD NOT incorporate this real mbased redirection

| ANA Consi der ati ons

This specification allocates a new AVP code Redirect-Realm (620) in
the "AVP Codes" registry under "Authentication, Authorization, and
Accounting (AAA) Paraneters".

This specification allocates a new Result-Code val ue

DI AMETER_REALM REDI RECT_| NDI CATI ON (3011) in the "Resul t-Code AVP
Val ues (code 268) - Protocol Errors" registry under "Authentication,
Aut hori zation, and Accounting (AAA) Paraneters”.
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