I nt ernet Engi neering Task Force (1 ETF) N. Borenstein

Request for Comments: 7073 M necast

Cat egory: Standards Track M Kucher awy

| SSN: 2070-1721 Novenber 2013
A Reput ati on Response Set for Email Identifiers

Abst r act
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1. | nt roducti on

Thi s docunent specifies a response set for describing the reputation
of an enmil identifier. A "response set" in this context is defined
in [RFC7070] and is used to describe assertions a reputation service
provi der can nake about email identifiers as well as netadata that

can be included in such a reply beyond the base set specified there.

An atom c reputation response is called a "reputon", defined in
[ RFC7071]. That docunent al so defines a nedia type to contain a
reputon for transport, and creates a registry for reputation
applications and the interesting paranmeters of each

2. Term nol ogy and Definitions
This section defines ternms used in the rest of the docunent.

2.1. Key Wrds
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2.2. Email Definitions

Commonl y used definitions describing entities in the emai
architecture are defined and di scussed in [ EMAI L- ARCH] .
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2.3. Oher Definitions

QO her terns of inmportance in this docunent are defined in [ RFC7070],
the base docunent for the reputation services work.

3. Discussion

The expression of reputation about an enmil identifier requires

ext ensions of the base set defined in [ RFC7070]. This docunent
defines and registers some commpn assertions about an entity found in
a piece of [MAIL].

3.1. Assertions

The "enmail -id" reputation application recognizes the follow ng
assertions:

abusive: The subject identifier is associated with sending or
handl i ng emai|l of a personally abusive, threatening, or otherw se
har assi ng nature

fraud: The subject identifier is associated with the sending or
handl i ng of fraudul ent email, such as "phishing" (sone good
di scussion on this topic can be found in [l ODEF-PH SH NG )

invalid-recipients: The subject identifier is associated with
delivery attenpts to nonexistent recipients

mal ware: The subject identifier is associated with the sending or
handl i ng of malware via enmi

spam The subject identifier is associated with the sending or
handl i ng of unwanted bul k emnai

For all assertions, the "rating" scale is linear: a value of 0.0
neans there is no data to support the assertion, a value of 1.0 neans
al |l accunul ated data support the assertion, and the intervening

val ues have a linear relationship (i.e., a score of "x" is twi ce as
strong of an assertion as a value of "x/2").
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3.2. Response Set Extensions

The "enmmil-id" reputation application recognizes the follow ng
OPTI ONAL extensions to the basic response set defined in [RFC7071]:

emai | -id-identity: A token indicating the source of the identifier
that is, where the subject identifier was found in the nessage.
This MJST be one of:

dki m The signing domain, i.e., the value of the "d=" tag, found
on a valid Domai nKeys Identified Mail [DKIM signature in
the nessage

i pv4d: The | Pv4 address of the client
i pv6: The I Pv6 address of the client

rfc5321. hel o: The RFC5321. HELO val ue used by the client (see
[ SMIP] )

rfc5321. mail from The RFC5321. Mai | From val ue of the envel ope of
the message (see [ SMIP])

rfcb5322.from The RFC5322. Fromfield of the nessage (see [MAIL])

spf: The domain nane portion of the identifier (RFC5321. Mail From
or RFC5321. HELO) verified by [ SPF]

sources: A token relating a count of the nunber of sources of data
that contributed to the reported reputation. This is in contrast
to the "sanpl e-size" paraneter, which indicates the total nunber
of reports across all reporting sources.

A reply that does not contain the "identity" or "sources" extensions
is maki ng a non-specific statenment about how the reputation returned
was developed. A client can use or ignore such areply at its

di scretion.

3. 3. Identifiers

In evaluating an email message on the basis of reputation, there can
be nore than one identifier in the nmessage needing to be validated.
For exanple, a nessage nay have different enmil addresses in the
RFC5321. Mai | From parameter and the RFC5322. From header field. The
RFC5321. Hel o identifier will obviously be different. Consequently,
the software evaluating the email nessage nmay need to query for the
reputation of nore than one identifier
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The purpose of including the identity in the reply is to expose to
the client the context in which the identifier was extracted fromthe
nmessage under evaluation. |In particular, several of the itens listed
are extracted verbatimfromthe message and have not been subjected
to any kind of validation, while a domain nanme present in a valid
DKI M si gnature has sone nore reliable semantics associated with it.
Conputing or using reputation information about unauthenticated
identifiers has substantially reduced val ue, but can sonetines be
useful when conbined. For exanple, a reply that indicates a nessage
cont ai ned one of these lowvalue identifiers with a high "spant
rating m ght not be worthy of notice, but a reply that indicates a
nessage contai ned several of themcould be grounds for suspicion

A client interested in checking these weaker identifiers would issue
a query about each of themusing the sane assertion (e.g., "spani),
and then collate the results to determ ne which ones and how many of
them came back with ratings indicating content of concern, and take
action accordingly. For stronger identifiers, decisions can
typically be nade based on a few or even just one of them

3.4. Query Extensions
A query within this application can include the OPTI ONAL query
paranmeter "identity" to indicate which specific identity is of
interest to the query. Legal values are the sane as those listed in
Section 3.2.

4. | ANA Consi derations

This menpo presents one action for | ANA nanely the registration of
the reputation application "enail-id".

4.1. Registration of "email-id Reputation Application
This section registers the "email-id" reputation application, as per
the | ANA Consi derations section of [RFC7071]. The registration
paranmeters are as foll ows:

o Application synbolic nanme: email-id

o Short description: Evaluates DNS domai n nanmes or | P addresses
found in enmil identifiers

o Defining document: [RFC7073]

o Status: current

Bor enst ei n & Kucher awy St andards Track [ Page 5]



RFC 7073 Emai |l ldentifiers Response Set Noverber 2013

5.

0 Subject: A string appropriate to the identifier of interest (see
Section 3.2 of this document)

o Application-specific query paraneters:
identity: (current) as defined in Section 3.4 of this docunent
o Application-specific assertions:
abusive: (current) as defined in Section 3.1 of this docunent
fraud: (current) as defined in Section 3.1 of this docunment

invalid-recipients: (current) as defined in Section 3.1 of this
document

mal ware: (current) as defined in Section 3.1 of this docunent
spam (current) as defined in Section 3.1 of this docunent
o Application-specific response set extensions:
identity: (current) as defined in Section 3.2 of this docunent
Security Considerations
This docunent is primarily an | ANA action and doesn’t describe any
protocol s or protocol elenments that m ght introduce new security
concerns.
Security considerations relevant to email and enmi| authentication
can be found in nmost of the documents listed in the References

sections below. Information specific to use of reputation services
can be found i n [ CONSI DERATI ONS] .
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Appendi x A, Positive vs. Negative Assertions

[ CONSI DERATI ONS] some current theories about reputation, namely that
it will possibly have nore inpact to devel op positive reputations and
focus on giving preferential treatnent to content or sources that
earn those. However, the assertions defined in this document are all
clearly negative in nature.

In effect, this docunment is recording current use of reputation and
of this framework in particular. It is expected that, in the future,
the application being registered here will be augrmented, and ot her
applications registered, that focus nore on positive assertions

rat her than negative ones.
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