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Abst ract

Thi s docunent provides a pseudo Content Delivery Protocol (CDP) to
protect multiple source flows with one or nore repair flows based on
the Forward Error Correction (FEC) Framework and the Session
Description Protocol (SDP) elenments defined for the framework. The
pur pose of the docunment is not to provide a full-fledged protocol but
to show how the defined framework and SDP el enents can be conbi ned
together to inplement a CDP.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6801.
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1

| ntroducti on

The Forward Error Correction (FEC) Framework (described in [RFC6363])
and SDP El ements for FEC Franmework (described in [RFC6364]) together
defi ne nechani sns sufficient enough to build an actual Content
Delivery Protocol (CDP) with FEC protection. Mthods to convey FEC
Framewor k Configuration Informati on (described in [RFC6695]), on the
ot her hand, provide the signaling protocols that nay be used as part
of CDP to conmuni cate FEC- Schene-Specific Information from FEC sender
to a single as well as multiple FEC receivers. This docunent

provi des a guideline on how the mechani sms defined in [ RFC6363] and

[ RFC6364] can be sufficiently used to design a CDP over a non-trivia
scenario, nanmely, protection of nultiple source flows with one or
nore repair flows.

In particular, we provide clarifications and descriptions on how
o source and repair flows may be uniquely identified,

o source blocks may be generated fromone or nore source fl ows,
o repair flows may be paired with the source fl ows,

o the receiver explicitly and inplicitly identifies individua
flows, and

0 source blocks are regenerated at the receiver and the missing
source synbols in a source block are recovered.

Defi ni ti ons/ Abbrevi ati ons

This docunment uses all the definitions and abbreviati ons from Secti on
2 of [RFC6363] nminus the RFC 2119 requirenents |anguage.

Construction of a Repair Flow from Miltiple Source Flows

At the sender side, CDP constructs the source bl ocks (SBs) by

nmul tiplexing transport payloads frommultiple flows (see Figures 1
and 2). According to the FEC Framework, each source block is FEC
protected separately. Each source block is given to the specific FEC
encoder used within the CDP as input and as the outputs Explicit
Source FEC Payl oad I D, Repair FEC Payl oad I D, and Repair Payl oads
corresponding to that source block are generated. Note that the
Explicit Source FEC Payload IDis optional, and if the CDP has an
inmplicit means of constructing the source block at the sender/
receiver (e.g., by using any existing sequence nunbers in the

payl oad), the Explicit Source FEC Payl oad I D m ght not be output.
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Fom ek +
S 1 -------- > | |
Sour ce | Source | Fomem - S e S e +
FI ows | Bl ock |==> ..|SB (j+1)| | SBj | |SB.(j-1)
SN -------- > | Generation | A S S +
o m oo - - +

Figure 1: Source Block CGeneration for a FEC Schene

Figure 2 shows the structure of a source block. A CDP nust clearly
speci fy whi ch payl oad corresponds to which source flow and the | ength
of each payl oad.

L LR Source Block (SB) ------------------- >
Fomm - cemmmm - Fomm - cemmmm - +- R R cemmmm - +
| Payl oad_1 | Payl oad_2 | | Payl oad_n
Foomm--- cemmmm- Foomm--- cemmmm- +- R SR cemmmm- +
\ | | | |
\/ \/ \/
FID 1,Len_1 FID 2,Len_2 FID n,Len_n

Figure 2: Structure of a Source Bl ock

The Flow ID (FID) value provides a unique shorthand identifier for
the source flows. FID is specified and associated with the possibly
wi | dcarded tuple of {source |IP address, source port, destination IP
address, destination port, transport protocol} in the SDP
description. When wildcarded, certain fields in the tuple are not
needed for distinguishing the source flows. The tuple is carried in
the I P and transport headers of the source packets. Since FIDis
utilized by the CDP and FEC schene to distinguish between the source
packets, the tuple nmust have a one-to-one mapping to a valid FID
This point will be clearer in the specific exanple given later in
this section. The length of FID nust be a priori fixed and known to
both the receiver and sender. Alternatively, it m ght be specified
in the FEC- Schene-Specific Information field in the SDP el enent

[ RFC6364] .

The payl oad I ength (Len) information is needed to figure out how many
bits, bytes, or synbols (depending on the FEC schene) froma
particul ar source flow are included in the source block. If the

payl oad is not an integer nultiple of the specified synbol |ength,
the remaining portion is padded with zeros (see Figures 3 and 4).
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oo +
Fomm e + e mm - + e mm - + | | ------- >r_1
[SB (j+1)] | SBj | |SB(j-1)] .. ==>| FEC | Repair
SR S S + | Schene| Fl ows .

| [EEEEEEE > r_k
S R, +
Figure 3: Repair Flow Generation by a FEC Schene

S LR T Source Block (SB) ------------------- >

| | | | | |

Foomm--- cemmmm- Foomm--- cemmmm- +- R SR cemmmm- +

| Payl oad_1 | Payl oad_2 | | Payl oad_n | O]

T AR R +- SR SRR R +

| | | |

| Symbol _1 | Synbol _2 | Synbol 3 | | Synbol _m

| <-------- S| <-------- S| <-------- >| | <-------- >|

oo +

Synbol _1,..,Synbol _m=>| FEC | => Synbol _u,.., Synbol _1

| Enc. |
[ +

Figure 4. Repair Flow Payl oad Generation

FEC schenes typically expect a source block of certain size, say, m
synmbols. Therefore, the FEC encoder divides each source block into m
synmbols (with some padding if the source block is shorter than the
expected m synbols) and generates u repair synbols, which are
functions of the msynbols in the original source block. The repair
synbol s are grouped by the FEC schene into repair payl oads with each
repai r payl oad assigned a Repair FEC Payload ID in order to associate
each repair payload with a particular source block at the receiver.

If the payloads in a given source bl ock have sequence nunbers t hat
can uni quely specify their location in the source block, an Explicit
Source FEC Payload |ID may not be generated for these payl oads.

O herwi se, Explicit Source FEC Payl oad I Ds are generated for each
payl oad and indicate the order the payl oads appear in the source

bl ock.

Note that FID and length information are not actually transmtted
with the source payl oads since both information can be gat hered by
other nmeans as it will be clear in the next sections.
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3.1. Exanple: Two Source Flows Protected by a Single Repair Flow

In this section, we present an exanple of source flow and repair flow
generation by the CDP. W have two source flows with flow IDs of O
and 1 to be protected by a single repair flow (see Figure 5). The
first source flowis nmulticast to 233.252.0.1, and the second source
flowis nmulticast to 233.252.0.2. Both flows use the port nunber
30000.

SOURCE FLOWS

S1: Source Flow | | 1 NSTANCE #1
[--------- | R3: Repair Flow

S2: Source Flow |

Figure 5: Exanple: Two Source Flows and One Repair Fl ow

The SDP description below states that the source flow defined by the
tuple {*,*,233.252.0.1,30000} is identified with FID=0 and the source
flow defined by the tuple {*,*, 233.252.0.2,30000} is identified with
FID=1 (via the "id paraneter of the "fec-source-flow' attribute).
The SDP description also states that the repair flowis to be
received at the multicast address of 233.252.0.3 and at port 30000.

i 1122334455 1122334466 I N | P4 fec. exanpl e. com
EC Framewor k Exanpl es
0
roup: FEC-FR S1 S2 R3
nmevi deo 30000 RTP/ AVP 100
c=IN | P4 233.252.0.1/127
a=rt pmap: 100 MP2T/ 90000
a=fec-source-flow id=0
a=m d: S1
mevi deo 30000 RTP/ AVP 101
c=I N | P4 233.252.0. 2/ 127
a=rtpmap: 101 MP2T/ 90000
a=fec-source-flow id=1
a=m d: S2
m=appl i cati on 30000 UDP/ FEC
c=IN | P4 233.252. 0. 3/ 127
a=fec-repair-flow encoding-id=0; ss-fssi=n:7,k:5
a=r epai r - wi ndow. 1508
a=m d: R3

Q ~+wmo<
o
QoTmo O

Figure 6 shows the first and the second source bl ocks (SB_1 and SB 2)
generated fromthese two source flows. In this exanple, SB 1 is of
| ength 10000 bytes. Suppose that the FEC schene uses a synbol |ength
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of 512 bytes. Then, SB 1 can be divided into 20 synbols after
paddi ng the source block for 240 bytes. Assune that the FEC schene
is rate-2/3 erasure code; hence, it generates 10 repair symnbols from
20 original symbols for SB 1. On the other hand, SB 2 is 7000 bytes
| ong and can be divided into 14 synbols after padding 168 bytes.
Usi ng the sanme encoder, suppose that seven repair synbols are
generated for SB 2.

<-------- Source Block 1 -------- >

B RS e +

| $1 $2 $3 $4| #1 #2 #3 #4 #5 #6 | 0..00

o m oo - - i +

\ /
\/

a3 &A@ @B® a@o

<---- Source Block 2 ---->

o Fomm o - +

| $5 $6 $7 $8 $9 | #7 #8 |0..00

oo R +

\ /
\/

@l @z @3 @4 @s @6 a7

$: 1000-byte payl oad fromsource flow 1
#: 1000- byte payload from source flow 2
@ Repair synmbo

Figure 6: Source Block with Two Source Fl ows

The information on the unit of payload | ength, FEC schene, synbo
size, and coding rates can be specified in the FEC Schene-Specific
Information (FSSI) field of the SDP elenent. |f the values of the
payl oad | engths from each source flow and the order of appearance of
source flows in every source block are fixed during the session
these values may be also provided in the FSSI field. To carry FSSI
information to the FEC receivers, one may use the signaling nethods
described in [RFC6695]. In our exanple, we will consider the case
where the ordering is fixed and known both at the sender and the
recei ver, but the payload Iengths will be variable from one source
bl ock to another. W assune that the payload of a source flow with
an FID snmaller than another flow s FID precedes other payloads in a
sour ce bl ock.

The FEC schenme gets the source bl ocks as input and generates the

parity bl ocks for each source block to protect the whol e source
bl ock. In the exanple, the repair payloads for SB 1 consist of 512-
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byte synbols, denoted by @ to @0. Simlarly, @1 to @7
constitutes the repair payloads for SB 2. The FEC schene outputs the
repai r payl oads along with the Repair FEC Payl oad IDs. |n our
exanpl e, Repair FEC Payload I D provides information on the source

bl ock sequence nunber and the order the repair synbols are generated.
For instance, @ is the third FEC repair synbol for SB 1, and the
three tuple {@, SB 1, 3} can uniquely deliver this information. In
our exanple, the FEC schene al so provides Explicit Source FEC Payl oad
IDs that carry information to indicate which source synbols
correspond to which source bl ock sequence nunber and the rel ative
position in the source block. For instance, the two tuple {SB_2, 2}
can be attached to $6 as the Explicit Source FEC Payload ID to
indicate that $6 is protected together with packets belonging to
SB 2, and $6 is the second payload in SB 2.

The source packets are generated fromthe source synbols by

concat enati ng consecutive synbols in one packet. There should not be
any fragnentation of a source synbol; e.g., synbols #7 and #8 can be
concatenated in one transport payl oad of 2000 bytes (the

i mpl ement ati on shoul d make sure that the size of the resulting source
packet -- payload plus the overhead -- is not larger than the path
MIU), but one portion of synmbol #7 should not be put in one source
packet and the remrai ning portion in another source packet. The
sinplest inplenentation is to place each source synbol in a different
source packet as shown in Figure 7.

T Y hender (2352520 \
T Traneport header 1300007 1
U Gigina Transport Payioad (861 |
T souree FEC Payioad 10 122 T
oo e e e e e e e e e e e e a oo +

Figure 7. Exanple of a Source Packet for |Pv4

The repair packets are generated fromthe repair synmbols belonging to
the sanme source bl ock by groupi ng consecutive synbols in one packet.
There should not be any fragmentation of a repair synbol; e.g.
synbols @, @, and @ can be concatenated in one transport payl oad
of 1536 bytes, but @ should not be divided into snmaller sub-synbols
and spread over multiple repair packets. The Repair FEC Payl oad |ID
nmust carry sufficient information for the decoding process. |n our
exanpl e, for instance, indicating source bl ock sequence numnber,

| ength of each source payload, and the order that the first parity
synbol in the repair packet anong all the parity synbols generated
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for the same source block is sufficient. The exact header format of
Repair FEC Payload ID nmay be specified in the FSSI field of the SDP
element. In Figure 8, for instance, the repair synbols @, @, and
@ are concatenated together. The Payload ID {SB 1, 4, 4,6} states
that the repair synbols protect SB 1, the first repair synmbol in the
payl oad is generated as the fourth synbol and the source bl ock
consists of two source flows carrying four and six packets from each

oo e oo +
| | P header {233.252.0. 3} |
o e m e e e e e e e e e e e e e e e +
| Transport header {30000} |
oo oo +
| Repair FEC Payload ID {SB 1, 4,4, 6} |
oo e +
| Repair Synbols {@, @, @} |
o e m e e e e e e e e e e e e e e e +

Figure 8. Exanple of a Repair Packet for |Pv4
4. Reconstruction of Source Flows from Repair Fl ow(s)

Here we provide an exanple for reconstructing rmultiple source flows
froma single repair flow

4.1. Exanple: Miltiple Source Flows Protected by a Single Repair Flow

At the receiver, source flows 1 and 2 are received at
{233.252. 0. 1, 30000} and {233.252.0.2,30000}, while the repair flowis
recei ved at {233.252.0.3,30000}. The CDP can map these tuples to the
flow IDs using the SDP el enents. Accordingly, the payl oads received
at {233.252.0.1,30000} and {233.252.0.2,30000} are nmapped to flow I Ds
0 and 1, respectively.

The CDP passes the flow IDs and received payl oads along with the
Explicit Source FEC Payload ID to the FEC schene defined in the SDP
description. The CDP al so passes the received repair packet payl oads
and Repair FEC Payload ID to the FEC scheme. The FEC schene can
construct the original source block with nmissing packets by using the
i nformation given in the FEC Payl oad I Ds. The FEC Repair Payl oad 1D
provides the information that SB 1 has packets fromtwo flows with
four packets fromthe first one and six packets fromthe second one.
Flow I Ds state that the packets fromsource flow O precede the
packets fromsource flow 1. Explicit Source FEC Payload I Ds, on the
ot her hand, provide the information about which source payl oad
appears in what order. Therefore, the FEC scheme can depict a source
bl ock with exact |ocations of the mi ssing packets. Figure 9 depicts
the case for SB 1. Since the original source block with m ssing
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packets can be constructed at the decoder and the FEC schenme knows
the coding rate (e.g., it mght be carried in the FSSI field in the
SDP description), a proper decoding operation can start as soon as
the repair synbols are provided to the FEC schene.

<-------- Source Block 1 -------- >
Fom ek o e e ek +
| $1 $2 X X | #1 X #3 #4 #5 #6 |
T o e e e oo s +

O Synbols received fromthe source flow 1l for SB 1
#: Synbols received fromthe source flow 2 for SB 1
X: Lost source synbols

Fi gure 9: Source Bl ock Regeneration

VWen the FEC scheme can recover any m ssing synbol while nore repair
synbols are arriving, it provides the recovered bl ocks along with the
source flow I Ds of the recovered bl ocks as outputs to the CDP. The
receiver knows how long to wait to repair the remaining m ssing
packets (e.g., specified by the '"repair-window attribute in the SDP
description). After the associated tiner expires, the CDP hands over
what ever could be recovered fromthe source flow to the application

| ayer and continues with processing the next source bl ock

5. Security Considerations
For the general security considerations related to the FEC FraneworKk,
refer to [RFC6363]. For the security considerations related to the
SDP el enents in the FEC Framework, refer to [ RFC6364]. There are no
addi ti onal security considerations that apply to this docunent.
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