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1

| ntroducti on

OpenlD 2.0 [Openl D] is a web-based three-party protocol that provides
a neans for a user to offer identity assertions and other attributes

to a web server (Relying Party) via the help of an identity provider

The purpose of this systemis to provide a way to verify that an end

user controls an identifier

Si npl e Authentication and Security Layer (SASL) [ RFC4422] is used by
application protocols such as | MAP [ RFC3501], Post O fice Protoco
(POP) [RFC1939], and Extensi bl e Messagi ng and Presence Protoco
(XMPP) [ RFC6120], with the goal of nodul arizing authentication and
security layers, so that newer nechani sns can be added as needed.
This meno specifies just such a nechani sm

The Generic Security Service Application Programl|nterface (GSS-API)
[ RFC2743] provides a framework for applications to support multiple
aut henti cation nechani sns through a unified interface. This docunent
defines a pure SASL nechanismfor QpenlD, but it conforns to the new
bri dge between SASL and the GSS- APl called GS2 [ RFC5801]. This neans
that this document defines both a SASL nmechani sm and a GSS- API
mechani sm I npl ementors of the SASL conponent MAY inpl enment the GSS-
APl interface as well.

Thi s mechani sm specifies interworking between SASL and OpenlD in
order to assert identity and other attributes to Relying Parties. As
such, while SASL servers (as Relying Parties) will advertise SASL
mechani sns, clients will select the Openl D mechani sm

The Openl D nechani sm described in this meno ains to reuse the Qpenl D
mechani smto the maxi mum extent and therefore does not establish a
separate authentication, integrity, and confidentiality nechani sm

It is anticipated that existing security layers, such as Transport
Layer Security (TLS) [RFC5246], continue to be used. M nimal changes
are required to non-web applications, as nost of the transaction
occurs through a nornal web browser. Hence, this specification is
only appropriate for use when such a browser is avail abl e.

Figure 1 describes the interworking between Openl D and SASL. This
docunent requires enhancenents to the Relying Party and to the dient
(as the two SASL comuni cation end points), but no changes to the
Qpenl D Provider (OP) are necessary. To acconplish this goal

i ndirect nmessaging required by the Openl D specification is tunneled

t hrough the SASL/ GSS- APl nechani sm
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Figure 1: Interworking Architecture
1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The reader is assuned to be famliar with the terns used in the
Qpenl D 2.0 specification.

1.2. Applicability

Because this nechani smtransports information that should not be
controll ed by an attacker, the Openl D nechani sm MJST only be used
over channels protected by TLS, and the client MJST successfully
validate the server certificate [RFC5280][ RFC6125].

2. Applicability for Application Protocols other than HTTP

Qpenl D was originally envisioned for HTTP- [ RFC2616] and HTM.- based
[ WVBC. REC- ht m 401-19991224] commruni cati ons, and with the associ ated
semantic; the idea being that the user would be redirected by the
Relying Party (RP) to an identity provider (1dP) who authenticates
the user and then sends identity information and other attributes
(either directly or indirectly) to the Relying Party. The identity
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provider in the Openl D specifications is referred to as an OpenlD
Provider (OP). The actual protocol flow can be found in Section 3 of
the Openl D 2.0 specification [QpenlD]. The reader is strongly
encouraged to be famliar with that specification before continuing.

When considering that flowin the context of SASL, we note that while
the RP and the client both need to change their code to inplenent
this SASL nmechanism it is a design constraint that the OP behavi or
remai n untouched, in order for inplenentations to interoperate with
exi sting IdPs. Hence, an analog flow that interfaces the three
parties needs to be created. |In the analog, we note that unlike a
web server, the SASL server already has sone sort of session
(probably a TCP connection) established with the client. However, it
may be necessary for a SASL client to invoke to another application
This will be discussed below. By doing so, we externalize nuch of
the aut hentication from SASL.

The steps are |isted bel ow

1. The SASL server advertises support for the SASL Openl D mechani sm
to the client.

2. The client initiates a SASL authentication and transmts the
User-Supplied ldentifier as its first response. The SASL
nmechanismis client-first, and, as explained in [ RFC4422], the
server will send an enpty challenge if needed.

3. After normalizing the User-Supplied Identifier as discussed in
[Openl D], the Relying Party perforns discovery on it and
establ i shes the OP Endpoint URL that the end user uses for
aut henti cati on.

4. The Relying Party and the OP optionally establish an association
-- a shared secret established using Diffie-Hellmn Key
Exchange. The OP uses an association to validate those nessages
through the use of a Hashed Message Authenticati on Code (HVAC);
this renoves the need for subsequent direct requests to verify
the signature after each authentication request/response.

5. The Relying Party transmits an authentication request to the OP
to obtain an assertion in the formof an indirect request.
These nessages are passed through the client rather than
directly between the RP and the OP. (penlD defines two nethods
for indirect comunication -- nanely, HTTP redirects and HTM.
form subm ssion. Neither nechanismis directly applicable for
usage with SASL. To ensure that an OP that is OpenlD 2.0
capabl e can be used, a new nethod is defined in this docunent
that requires the Openl D nessage content to be encoded using a
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Uni versal Resource ldentifier (URI) [ RFC3986]. Note that any
Internationalized Resource ldentifiers (IR's) nmust be normalized
to URIs by the SASL client, as specified in [RFC3987], prior to
transmtting themto the SASL server.

6. The SASL client now sends a response consisting of "=" to the
server, to indicate that authentication continues via the nornal
Qpenl D f1 ow.

7. At this point, the client application MJST construct a URL
contai ning the content received in the previous nmessage fromthe
RP. This URL is transmitted to the OP by either the SASL client
application or an appropriate handl er, such as a browser.

8. Next, the end user optionally authenticates to the OP and then
dependi ng on the OP, may approve or di sapprove authentication to
the Relying Party. For reasons of its own, the OP has the
option of not authenticating a request. The manner in which the
end user is authenticated to their respective OP and any
pol i ci es surroundi ng such authentication are out of scope of
Openl D and, hence, also out of scope for this specification
Thi s step happens out of band from SASL.

9. The OP will convey information about the success or failure of
the aut hentication phase back to the RP, again using an indirect
response via the client browser or handler. The client
transmts to the RP (over HTTP/TLS) the redirect of the OP
result. This step happens out of band from SASL

10. The RP MAY send an Qpenl D check_aut hentication request directly
to the OP, if no association has been established, and the OP
shoul d respond. Again, this step happens out of band from SASL

11. The SASL server sends an appropriate SASL response to the
client, with optional Open Sinple Registry (SREG attributes.
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SASL Serv. RP/ Cl i ent oP
| >----- (1)----- >| | Advertisement
| | |
| <----- (2)----- <| | I'nitiation
| | |
|>- - (3) - - - - - - - - - -> Discovery
| |
|> - -(4)- - - - - - - - - - > Association
s
| >----- (5)----- >| | I'ndirect Auth Request
| | |
| <----- (6)----- <| | Client "=" Response
| | |
| | > - (7)- - ->] Cdient GET to the OP (ext.)
| | |
| |<- - (8)- - -> dient /| OP Auth. (ext.)
| | |
|<- - -(9)- - - +- - - - - - <| HITPS Indirect id_res
| | |
|<- - -(10)- - - - - - - - - ->| Optiona
| | | check_aut hentication
| | |
| >----- (11)---->| | SASL conpletion with status
----- = SASL
- - - = HITPS

Note the directionality in SASL is such that the client MJST send the
"=" response. Specifically, the SASL client processes the redirect
and then awaits a final SASL decision, while the rest of the OpenlD
aut henti cati on process continues.

2.1. Binding SASL to OpenlD in the Relying Party

penl D is neant to be used in serial within the web, where browser
cookies are easily accessible. As such, there are no transaction |IDs
within the protocol. To ensure that a specific request is bound, and
in particular to ease inter-process comunication, the Relying Party
MJST encode a nonce or transaction IDin the URIs it transmts
through the client for success or failure, as either a base URl or
fragnment conponent to the "return_to" URI. This value is to be used
to uniquely identify each authentication transaction. The nonce
val ue MUST be at |east 2732 bits and | arge enough to handle well i
excess of the nunmber of concurrent transactions a SASL server sha
see.

n
I
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2.2. Discussion

As nentioned above, OpenlDis primarily designed to interact with
web- based applications. Portions of the authentication stream are
only defined in the crudest sense. That is, when one is pronpted to
approve or disapprove an authentication, anything that one mght find
on a browser is allowed, including JavaScript, conplex style-sheets,
etc. Because of this lack of structure, inplenentations will need to
invoke a rich browser in order to ensure that the authentication can
be conpl et ed.

Once there is an outcone, the SASL server needs to know about it.

The astute reader will hopefully by now have noticed an "=" client
SASL response. This is not to say that nothing is happening, but
rather that authentication flow has shifted from SASL and the client
application to OpenID within the browser, and it will return to the
client application when the server has an outcome to hand to the
client. The alternative to this flow would be sonme sort of signa
fromthe HTM. browser to the SASL client of the results that would in
turn be passed to the SASL server. The inter-process comruni cation

issue this raises is substantial. Better, we conclude, to
externalize the authentication to the browser and have an "=" client
response.

3. Openl D SASL Mechani sm Speci fication

This section specifies the details of the Openl D SASL nechani sm
Recall Section 5 of [RFC4422] for what needs to be described here.

The nane of this nechanismis "OPEN D20". The nmechanismis capable
of transferring an authorization identity (via "gs2-header"). The
mechani sm does not offer a security |ayer.

The nmechanismis client-first. The first mechani smmessage is from
the client to the server, and it is the "initial-response" described
bel ow. As described in [RFC4422], if the application protocol does
not support sending a client-response together with the

aut hentication request, the server will send an enpty server-
challenge to let the client begin

The second nechani sm message is fromthe server to the client, and it
is the "authentication_request" described bel ow.

The third mechani smnmessage is fromclient to the server, and it is
the fixed message consisting of "="
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The fourth nechani sm nessage is fromthe server to the client,
descri bed bel ow as "outcone_data" (with SREG attributes), sent as
addi ti onal data when indicating a successful outcone.

3. 1. Initiation

A client initiates an Qpenl D authentication with SASL by sending the
GS2 header followed by the URI, as specified in the OpenlD
speci fication.

The ABNF [ RFC5234] syntax is as foll ows:

initial-response = gs2-header Auth-ldentifier
Auth-ldentifier = Identifier ; authentication identifier
Identifier = UR ; ldentifier is specified in

; Sec. 7.2 of the OpenlD 2.0 spec.

The syntax and semantics of the "gs2-header" are specified in

[ RFC5801], and we use it here with the following limtations: The
"gs2-nonstd-flag" MJST NOT be present. The "gs2-cb-flag" MJST be "n"
because channel binding is not supported by this mechani sm

URI is specified in [RFC3986]. Extensible Resource ldentifiers
(XRI's) [XRI2.0] MJST NOT be used.

3.2. Authentication Request

The SASL server sends the URL resulting fromthe Qpenl D

aut hentication request, containing an "openid. node" of either
"checki d i mredi ate" or "checkid setup", as specified in Section 9.1
of the Openl D 2.0 specification [OpenlD.

aut henti cati on-request = UR

As part of this request, the SASL server MJST append a uni que
transaction IDto the "return_to" portion of the request. The form
of this transaction is left to the RP to decide, but it SHOULD be

| arge enough to be resistant to being guessed or attacked.

The client now sends that request via an HITP GET to the OP, as if
redirected to do so froman HTTP server.

The client MJST handl e both user authentication to the OP and

confirmation or rejection of the authentication by the RP via this
SASL nechani sm
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After all authentication has been conpleted by the OP, and after the
response has been sent to the client, the client will relay the
response to the Relying Party via HITP/ TLS, as specified previously
in the transaction ("return_to").

3.3. Server Response

The Relying Party now validates the response it received fromthe
client via HITP/TLS, as specified in the Openl D specification, using
the "return_to" URI given previously in the transaction.

The response by the Relying Party constitutes a SASL nechani sm
outconme, and it SHALL be used to set state in the server accordingly.
Al so, it SHALL be used by the server to report that state to the SASL
client as described in Section 3.6 of [RFC4422]. |In the additiona
data, the server MAY include OpenlD Sinple Registry (SREG attributes
that are listed in Section 4 of [SREGL.0]. SREG attributes are
encoded as foll ows:

1. Strip "openid.sreg."” fromeach attribute nane.

2. Treat the concatenation of results as URI paraneters that are
separated by an anpersand (& and encode as one would a URI
absent the schene, authority, and the question mark

For exanple: enmil =| ear @xanpl e. con&f ul | nane=El i ot ¥20Lear

More formal ly:

out conme- dat a [ sreg-avp *( "," sreg-avp ) ]

Ssreg-avp = sreg-attr "=" sreg-va
sreg-attr = sreg-word

sreg-val = sreg-word

sreg-word = 1*( unreserved / pct-encoded )

; pct-encoded from Section 2.1 of RFC 3986
; unreserved from Section 2.3 of RFC 3986

A client who does not support SREG MJST ignhore SREG attributes sent
by the server. Simlarly, a client MJST ignore unknown attri butes.

In the case of failures, the response MJST foll ow this syntax:

out come-data = "openid.error" sreg-val *( "," sregp-avp )
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3.4. FError Handling

Section 3.6 of [RFC4422] explicitly prohibits additional information
in an unsuccessful authentication outcone. Therefore, the
openi d. error and openid.error_code are to be sent as an additiona

chall enge in the event of an unsuccessful outconme. 1In this case, as
the protocol is in lockstep, the client will followwith an
addi ti onal exchange containing "=", after which the server wll

respond with an application-Ilevel outcone.
4. Openl D GSS- APl Mechani sm Specification

This section MJST be observed to properly inplenment the GSS-API
mechani smthat is described bel ow.

The Openl D SASL mechanismis actually also a GSS-APlI nechanism The
Openl D user takes the role of the GSS-API Initiator and the Openl D
Relying Party takes the role of the GSS-APlI Acceptor. The OpenlD
Provi der does not have a role in GSS-API and is considered an
internal matter for the Qpenl D nechanism The nessages are the sane,
but a) the GS2 header on the client’s first nessage and channe

bi ndi ng data are excluded when Openl D is used as a GSS- APl nechani sm
and b) the initial context token header (described in Section 3.1 of
RFC 2743) is prefixed to the client’s first authentication nessage
(context token).

The GSS-API O D for the OpenlD 2.0 mechanismis 1.3.6.1.5.5.16 (see
Section 7 for nmore information). The DER encoding of the QD is 0x2b
0x06 0x01 0x05 0x05 0x10.

Qpenl D security contexts MUST have the mutual state flag

(GSS_ C MUTUAL_FLAG set to TRUE. OpenlD does not support credentia
del egation; therefore, OpenlD security contexts MJST have the

del eg_state flag (GSS _C DELEG FLAG set to FALSE

The nmutual authentication property of this nechanismrelies on
successfully conmparing the TLS server identity with the negoti ated
target nane. Since the TLS channel is nmanaged by the application
out si de of the GSS-API nechanism the nechanismitself is unable to
confirmthe name while the application is able to performthis
conparison for the mechanism For this reason, applications MJST
match the TLS server identity with the target nane, as discussed in
[ RFC6125] .

The Openl D nechani sm does not support per-nmessage tokens or
GSS_Pseudo_random
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The [ RFC5587] nechanismattributes for this mechanismare
GSS_C_MA_MECH CONCRETE, GSS _C MA | TOK_FRAMED, and GSS_C MA AUTH INIT.

4.1. GSS-API Principal Nanme Types for OpenlD

Openl D supports standard generic nanme syntaxes for acceptors such as
GSS _C NT_HOSTBASED SERVI CE (see Section 4.1 of [RFC2743]).

Openl D supports only a single name type for initiators:
GSS C NT_USER NAME. GSS C NT_USER NAME is the default name type for
Openl D.

Qpenl D nane nornalization is covered by the Openl D specification; see
Section 7.2 of [OpenlD].

The query, display, and exported nane syntaxes for Openl D principa
nanes are all the same. There are no Openl D-specific name syntaxes
-- applications should use generic GSS-APlI nanme types such as

GSS _C NT_USER NAME and GSS _C NT_HOSTBASED SERVI CE (see Section 4 of
[ RFC2743]). The exported nane token does, of course, conformto
Section 3.2 of [RFC2743], but the "NAME' part of the token should be
treated as a potential input string to the Openl D name nornalization
rules. For exanple, the OpenlD ldentifier "https://openid. exanple/"
will have a GSS C NT_USER NAME val ue of "https://openid. exanple/".

GSS- APl nane attributes may be defined in the future to hold the
normal i zed Openl D Identifier

5. Exanple

Suppose a user has an Openl D of https://openid. exanpl e and w shes to
aut henticate his | MAP connection to mail.exanple (where .exanple is
the top-level donmain specified in [RFC2606]). The user woul d i nput
his OpenlD into his mail user agent when he configures the account.
In this case, no association is attenpted between the Openl D RP and
the OP. The client will nmake use of the "return_to" attribute to
capture results of the authentication to be redirected to the server.
Note the use of [RFC4959] for the initial response. The

aut hentication on the wire would then | ook sonmething |ike the
fol | owi ng:
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(S = I MAP server; C = IMAP client)

C. < connects to | MAP port>

S * XK

C. Cl CAPABILITY

S: * CAPABILITY | MAP4revl SASL-IR SORT [...] AUTH=OPEN D20

S: Cl K Capability Conpleted

C. C2 AUTHENTI CATE OPENI D bi wsaHROcHM5LY9vcGVuaWQuZXhhbXBsZS8=

[ This is the base64 encodi ng of "n,,https://openid. exanple/".
Server performs di scovery on http://openid. exanpl e/ ]

S: + aHROcHMbLY9vcGVuaWuZXhhbXBsZS9vcGVuaWy P29wzZWspZCsucz 1

odHRWG 8vc 3Bl Y3AMub3BI bl kLl dCOhdXRoLz| uMCZvcGVuaWucm
VOdXJuX3RvPWIOdHBz O 8vbWFpbChl eGRt cGxI L2NvbnNLbWYyLzFI Z
j g40Gvimh 3Bl bm kLmNs YW t ZWRf aW@aHROcHMBLY 9vec GVuaWQuzZXxhh
bXBsZS8nmb3Bl b kLm kZWs0aXR5PWhOdHBz O 8vb3BI b kLnv4YWL
W GUv I mOwWZWb pZCoy ZWFsb T1pbWFWG 8vbWFpbChIl e GRt ¢ GxI IJnDBwZW
5pZC5t b2RI PVWNoZWAr aV\Rf ¢ 2VOd XA=

[ This is the base64 encoding of "https://openid.exanpl e/ openid/
?openi d. ns=http://specs. openi d. net/auth/2.0
&openid.return_to=https://mail.exanpl e/ consumner/ lef 888c
&openi d. cl ai med_i d=htt ps:// openi d. exanpl e/

&openi d.identity=https://openid. exanpl e/
&openi d. real mri map: // mai | . exanpl e
&openi d. mode=checki d_set up"
with line breaks and spaces added here for readability.

]

C PQ=

[ The client now sends the URL it received to a browser for
processing. The user logs into https://openid. exanple and
agrees to authenticate imap://mail.exanple. A redirect is
passed back to the client browser that then connects to
https://imap. exanpl e/ consuner via SSL with the results.
From an | MAP perspective, however, the client sends the "=
response, and awaits mail.exanple.
Server nail.exanple woul d now contact openid.exanple with an
openi d. check_aut hentication nessage. After that...

]
S: + ZWhaWwWbGvhckBt YW sLnvV4YWLwb GUs ZnVs b GohbWJORWp

b3Q M BMZWFy
[ Here, the I MAP server has returned an SREG attri bute of
emai | =l ear @rai | . exanpl e, ful | nane=El i ot ¥%20Lear
Line break in response added in this exanple for readability. ]
C
[ In IMAP, client nust send a bl ank response after receiving
the SREG data. ]
S C2 K
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6.

6.

6.

6.

In this exanple, the SASL server / RP has nade use of a transaction
| D 1ef 888c.

Security Consi derations

This section will address only security considerations associated
with the use of OpenlD with SASL and GSS-API. For considerations
relating to OpenlD in general, the reader is referred to the QpenlD
specification [Qpenl D] and to other literature [ OpReview .

Simlarly, for general SASL [ RFC4422] and GSS- APl [ RFC5801] security
consi derations, the reader is referred to those specifications.

1. Binding OpenlDs to Authorization ldentities

As specified in [ RFC4422], the server is responsible for binding
credentials to a specific authorization identity. It is therefore
necessary that a registration process takes place in advance that

bi nds specific OpenlDs to specific authorization identities, or that
only specific trusted Openl D Providers be allowed, where a mapping is
predefi ned. For exanple, it could be prearranged between an | dP and
RP that "https://exanple.comuser” maps to "user" for purposes of

aut hori zati on.

2. RP Redirected by Malicious URL to Take an | nproper Action

In the initial SASL client response, a user or host can transnit a
mal i ci ous response to the RP for purposes of taking advantage of
weaknesses in the RPs OpenlD inmplenentation. It is possible to add
port nunmbers to the URL so that the outcone is that the RP does a
port scan of the site. The URL could contain an unauthorized host or
even the local host. The URL could contain a protocol other than
http or https, such as file or ftp.

One mtigation would be for RPs to have a list of authorized UR
bases. OPs SHOULD only redirect to RPs with the same domain
conponent of the base URI. RPs MJUST NOT automatically retry on
failed attenpts. A log of those sites that fail SHOULD be kept, and
[imtations on queries fromclients SHOULD be inposed, just as with
any other authentication attenpt. Applications SHOULD NOT i nvoke
browsers to communicate with OPs that they are not thensel ves
configured wth.

3. User Privacy

The OP is aware of each RP that a user logs into. There is nothing
in the protocol to hide this information fromthe OP. It is not a
requirement to track the visits, but there is nothing that prohibits
the collection of information. SASL servers should be aware that
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9.

9.

1

Qpenl D Providers will be able to track -- to sonme extent -- user
access to their services and any additional information that OP
provi des.

| ANA Consi derations

| ANA has updated the "SASL Mechani sns" registry using the follow ng
tenmpl ate, as described in [RFC4422].

SASL nechani sm name: OPEN D20
Security Considerations: See this docunent
Publ i shed specification: See this docunent

Person & email address to contact for further information: Authors of
thi s document

I nt ended usage: COVMON
Owner/ Change control ler: |ESG

Not e: None

| ANA has al so assigned an O D for this GSS nmechanismin the "SM
Security for Mechani sm Codes" registry, with the prefix of

i so.org.dod.internet.security.mechanisms (1.3.6.1.5.5) and
referencing this specification in the registry.
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