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Abst r act

Thi s docunent specifies a transport profile for RAD US using
Transport Layer Security (TLS) over TCP as the transport protocol
Thi s enabl es dynanic trust rel ationshi ps between RADI US servers.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmunity. This document is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
conmunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
I nternet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6614.
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1. Introduction

The RADI US protocol [RFC2865] is a wi dely depl oyed authentication and
aut horization protocol. The supplenentary RADI US Accounti ng
specification [ RFC2866] provi des accounting mechani sms, thus
delivering a full Authentication, Authorization, and Accounting (AAA)
solution. However, RADI US is experiencing several shortcom ngs, such
as its dependency on the unreliable transport protocol UDP and the

| ack of security for large parts of its packet payl oad. RADI US
security is based on the MD5 algorithm which has been proven to be

i nsecure.

The main focus of RADIUS over TLS is to provide a neans to secure the
conmuni cati on between RADI US/ TCP peers using TLS. The nost inportant
use of this specification lies in roamnm ng environments where RADI US
packets need to be transferred through different admnistrative
domai ns and untrusted, potentially hostile networks. An exanple for
a worl dwi de roam ng environnent that uses RADIUS over TLS to secure
conmuni cation is "eduroam', see [eduroani.

There are nultiple known attacks on the MD5 algorithmthat is used in
RADI US to provide integrity protection and a linmted confidentiality
protection (see [MD5-attacks]). RADIUS over TLS waps the entire
RADI US packet payload into a TLS streamand thus mtigates the risk
of attacks on MD5.

Because of the static trust establishment between RADI US peers (IP
address and shared secret), the only scal able way of creating a
massi ve depl oyment of RADIUS servers under the control of different
admnistrative entities is to introduce sone formof a proxy chain to
route the access requests to their home server. This creates a |ot
of overhead in ternms of possible points of failure, |onger

transm ssion tinmes, as well as niddl eboxes through which
authentication traffic flows. These m ddl eboxes may | earn privacy-
rel evant data while forwardi ng requests. The new features in RADI US
over TLS obsolete the use of | P addresses and shared MD5 secrets to
identify other peers and thus allow the use of nobre contenporary
trust nodels, e.g., checking a certificate by inspecting the issuer
and other certificate properties.

1.1. Requirenents Language

In this docunent, several words are used to signify the requirenents
of the specification. The key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED", " MAY", and "OPTIONAL" in this docunment are to be
interpreted as described in RFC 2119 [RFC2119].
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1.2. Term nol ogy
RADI US/ TLS node: a RADI US-over-TLS client or server

RADI US/ TLS Client: a RADI US-over-TLS instance that initiates a new
connecti on.

RADI US/ TLS Server: a RADIUS-over-TLS instance that |istens on a
RADI US- over - TLS port and accepts new connecti ons

RADI US/ UDP: a classic RADIUS transport over UDP as defined in
[ RFC2865]

1.3. Docunent Status
Thi s docunent is an Experinmental RFC

It is one out of several approaches to address known cryptographic
weaknesses of the RADI US protocol (see also Section 4). The
specification does not fulfill all recomendati ons on a AAA transport
profile as per [RFC3539]; in particular, by being based on TCP as a
transport layer, it does not prevent head-of-Iine blocking issues.

If this specification is indeed selected for advancenent to Standards
Track, certificate verification options (Section 2.3, point 2) need
to be refined.

Anot her experimental characteristic of this specification is the
guestion of key managenent between RADI US/ TLS peers. RADI US/ UDP only
al l owed for nmanual key nanagenent, i.e., distribution of a shared
secret between a client and a server. RADI US/TLS all ows manua
distribution of |ong-termproofs of peer identity as well (by using
TLS- PSK ci phersuites, or identifying clients by a certificate
fingerprint), but as a new feature enables use of X 509 certificates
ina PKIX infrastructure. It remains to be seen if one of these

nmet hods will prevail or if both will find their place in real-life
depl oynments. The authors can i magi ne pre-shared keys (PSK) to be
popul ar in small-scal e deploynents (Small Ofice, Hone Ofice (SCHO
or isolated enterprise deploynents) where scalability is not an issue
and the deploynment of a Certification Authority (CA) is considered
too much of a hassle; however, the authors can al so i magi ne | arge
roam ng consortia to nake use of PKIX. Readers of this specification
are encouraged to read the discussion of key managenent issues wthin
[ RFC6421] as well as [RFC4107].
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It has yet to be decided whether this approach is to be chosen for
St andards Track. One key aspect to judge whether the approach is
usable on a large scale is by observing the uptake, usability, and
operational behavior of the protocol in large-scale, real-life
depl oynent s.

An exanple for a worldw de roam ng environnent that uses RADIUS over
TLS to secure comuni cation is "eduroani, see [eduroani.

2. Normative: Transport Layer Security for RADI US/ TCP

2.1. TCP port and Packet Types
The default destination port nunmber for RADI US over TLS is TCP/ 2083.
There are no separate ports for authentication, accounting, and
dynam c aut horizati on changes. The source port is arbitrary. See
Section 3.4 for considerations regarding the separation of
aut hentication, accounting, and dynam c authorization traffic.

2.2. TLS Negotiation
RADI US/ TLS has no notion of negotiating TLS in an established
connection. Servers and clients need to be preconfigured to use
RADI US/ TLS for a given endpoint.

2.3. Connection Setup
RADI US/ TLS nodes

1. establish TCP connections as per [RFC6613]. Failure to connect
| eads to continuous retries, with exponentially growing intervals

between every try. |If nultiple servers are defined, the node MAY
attenpt to establish a connection to these other servers in
parallel, in order to inplement quick fail over.

2. after conpleting the TCP handshake, inmedi ately negotiate TLS
sessions according to [ RFC5246] or its predecessor TLS 1.1. The
follow ng restrictions apply:

* Support for TLS v1.1 [RFC4346] or later (e.g., TLS 1.2
[ RFC5246]) is REQU RED. To prevent known attacks on TLS
versions prior to 1.1, inplenmentations MJUST NOT negotiate TLS
versions prior to 1.1.

* Support for certificate-based nmutual authentication is
REQUI RED.

* Negotiation of nutual authentication is REQU RED.
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* Negotiation of a ciphersuite providing for confidentiality as
well as integrity protection is REQURED. Failure to conply
with this requirement can |l ead to severe security problens,

i ke user passwords being recoverable by third parties. See
Section 6 for details.

* Support for and negotiation of conpression is OPTI ONAL

* Support for TLS-PSK mutual authentication [RFC4279] is
OPTI ONAL.

* RADI US/ TLS i npl enentati ons MUST, at a m ni num support
negoti ati on of the TLS RSA W TH 3DES EDE CBC SHA, and SHOULD
support TLS RSA WTH RC4 128 SHA and
TLS_RSA WTH_AES 128 _CBC SHA as well (see Section 3.3

* In addition, RADIUS/TLS i npl enentati ons MJST support
negoti ati on of the mandatory-to-inpl ement ciphersuites
required by the versions of TLS that they support.

3. Peer authentication can be performed in any of the follow ng
three operation nodel s:

* TLS with X 509 certificates using PKIX trust nodels (this
nodel is mandatory to inplenent):

+ Inmplementations MUST all ow the configuration of a list of
trusted Certification Authorities for incom ng connections.

+ Certificate validation MJUST include the verification rules
as per [ RFC5280].

+ Inplementations SHOULD i ndicate their trusted Certification
Authorities (CAs). For TLS 1.2, this is done using
[ RFC5246], Section 7.4.4, "certificate_authorities" (server
side) and [ RFC6066], Section 6 "Trusted CA Indication”
(client side). See also Section 3.2.

+ Peer validation always includes a check on whether the
| ocal ly configured expected DNS nane or | P address of the
server that is contacted matches its presented certificate
DNS names and | P addresses can be contained in the Common
Nane (CN) or subjectAltNanme entries. For verification
only one of these entries is to be considered. The
foll owi ng precedence applies: for DNS nane validation
subj ect Al t Nane: DNS has precedence over CN, for |P address
val i dation, subjectAltNane:i PAddr has precedence over CN
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| mpl ementors of this specification are advised to read
[ RFC6125], Section 6, for nore details on DNS nane
val i dati on.

+ |Inplementations MAY allow the configuration of a set of
addi tional properties of the certificate to check for a
peer’s authorization to conmunicate (e.g., a set of allowed
val ues in subjectAltName: URI or a set of allowed X509v3
Certificate Policies).

+ When the configured trust base changes (e.g., renoval of a
CA fromthe list of trusted CAs; issuance of a new CRL for
a given CA), inplenmentations MAY renegotiate the TLS
session to reassess the connecting peer’s continued
aut hori zati on.

* TLS with X 509 certificates using certificate fingerprints
(this nmodel is optional to inplenment): |nplementations SHOULD
allow the configuration of a list of trusted certificates,
identified via fingerprint of the DER encoded certificate
octets. Inplenmentations MUST support SHA-1 as the hash
algorithmfor the fingerprint. To prevent attacks based on
hash col Iisions, support for a nore contenporary hash function
such as SHA-256 is RECOMVENDED.

* TLS using TLS-PSK (this nodel is optional to inplenent).

4. start exchangi ng RADI US dat agrans (note Section 3.4 (1)). The
shared secret to conpute the (obsolete) MD5 integrity checks and
attribute encryption MJST be "radsec" (see Section 3.4 (2)).

2.4. Connecting Cient ldentity

In RADI US/UDP, clients are uniquely identified by their |IP address.

Since the shared secret is associated with the origin IP address, if

nore than one RADIUS client is associated with the same | P address,

then those clients also nust utilize the sane shared secret, a

practice that is inherently insecure, as noted in [ RFC5247].

RADI US/ TLS supports nultiple operation nodes.

In TLS-PSK operation, a client is uniquely identified by its TLS
identifier.

In TLS- X. 509 node using fingerprints, a client is uniquely identified
by the fingerprint of the presented client certificate.
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In TLS- X. 509 node using PKIX trust nodels, a client is uniquely
identified by the tuple (serial nunber of presented client
certificate;lssuer).

Note well: having identified a connecting entity does not mean the
server necessarily wants to conmunicate with that client. For
exanple, if the Issuer is not in a trusted set of |Issuers, the server
may decline to perform RADI US transactions with this client.

There are nunerous trust nodels in PKIX environments, and it is
beyond the scope of this document to define how a particul ar

depl oyment determ nes whether a client is trustworthy.

| mpl enent ations that want to support a wide variety of trust nopdels
shoul d expose as nany details of the presented certificate to the
admi ni strator as possible so that the trust nodel can be inpl enented
by the administrator. As a suggestion, at least the follow ng
paranmeters of the X 509 client certificate should be exposed:

o Oiginating |IP address

o Certificate Fingerprint

0 |Issuer

0 Subj ect

o all X509v3 Extended Key Usage

o all X509v3 Subject Alternative Nane

o all X509v3 Certificate Policies

In TLS-PSK operation, at least the follow ng paranmeters of the TLS
connection shoul d be exposed:

o Oiginating |IP address
o TLS Identifier
2.5. RADI US Dat agr ans

Aut hentication, Authorization, and Accounting packets are sent
according to the follow ng rul es:

RADI US/ TLS clients transmit the sane packet types on the connection

they initiated as a RADIUS/UDP client would (see Section 3.4 (3) and
(4)). For exanple, they send
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0 Access- Request

o Accounti ng- Request
o Status-Server

o Disconnect - ACK

o Disconnect - NAK

0

and they receive

0 Access-Accept

o0 Accounti ng- Response
o D sconnect - Request
0

RADI US/ TLS servers transmt the sane packet types on connections they
have accepted as a RADI US/ UDP server would. For exanple, they send

0 Access-Chall enge

0 Access-Accept

0 Access- Reject

0o Accounti ng- Response
o Disconnect - Request
0

and they receive

0 Access-Request

o Accounti ng- Request
o Status-Server

o Disconnect - ACK
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3.

3.

1

2.

Due to the use of one single TCP port for all packet types, it is
required that a RADI US/ TLS server signal which types of packets are
supported on a server to a connecting peer. See also Section 3.4 for
a di scussi on of signaling.

o Wien an unwanted packet of type ' CoA-Request’ or 'Disconnect-
Request’ is received, a RAD US/ TLS server needs to respond with a
" CoA- NAK' or 'Disconnect-NAK , respectively. The NAK SHOULD
contain an attribute Error-Cause with the val ue 406 ("Unsupported
Extension"); see [RFC5176] for details.

o Wen an unwanted packet of type ’Accounting-Request’ is received,
the RADI US/ TLS server SHOULD reply with an Accounting- Response
containing an Error-Cause attribute with value 406 "Unsupported
Extensi on" as defined in [RFC5176]. A RADI US/ TLS accounti ng
client receiving such an Accounting- Response SHOULD | og the error
and stop sendi ng Accounti ng- Request packets.

I nformati ve: Design Decisions

This section explains the design decisions that led to the rules
defined in the previous section

I mpli cations of Dynami c Peer Discovery

One nechanismto di scover RADI US-over-TLS peers dynanmically via DNS
is specified in [DYNAMC]. VWile this mechanismis still under
devel opnent and therefore is not a normative dependency of RADI US/
TLS, the use of dynam c discovery has potential future inplications
that are inportant to understand.

Readers of this docunent who are considering the deployment of DNS-
based dynam ¢ di scovery are thus encouraged to read [ DYNAM C] and
followits future devel oprent.

X. 509 Certificate Considerations

(1) If a RADIUS/TLS client is in possession of multiple certificates
fromdifferent CAs (i.e., is part of nultiple roam ng consortia)
and dynam c di scovery is used, the discovery mechani sm possibly
does not yield sufficient information to identify the consortium
uniquely (e.g., DNS discovery). Subsequently, the client may
not know by itself which client certificate to use for the TLS
handshake. Then, it is necessary for the server to signal to
whi ch consortiumit bel ongs and which certificates it expects.

If there is no risk of confusing multiple roanm ng consorti a,
providing this information in the handshake is not cruci al
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3.

3.

(2) If a RADIUS/ TLS server is in possession of multiple certificates

fromdifferent CAs (i.e., is part of nultiple roam ng
consortia), it will need to select one of its certificates to
present to the RADIUS/ TLS client. |If the client sends the

Trusted CA Indication, this hint can nake the server select the
appropriate certificate and prevent a handshake fail ure.
Oritting this indication nakes it inpossible to
determnistically select the right certificate in this case. |If
there is no risk of confusing multiple roanm ng consorti a,
providing this indication in the handshake is not crucial

3. Ciphersuites and Conpressi on Negotiation Considerations

Not all TLS ciphersuites in [ RFC5246] are supported by available TLS
tool kits, and licenses nay be required in sone cases. The existing
i mpl enent ati ons of RADI US/ TLS use OpenSSL as a cryptographi c backend,
whi ch supports all of the ciphersuites listed in the rules in the
normative section

The TLS ci phersuite TLS RSA W TH 3DES EDE CBC SHA i s nandatory to
i mpl enent according to [ RFC4346]; thus, it has to be supported by
RADI US/ TLS nodes.

The two ot her ciphersuites in the normative section are wdely
i mpl enented in TLS tool kits and are consi dered good practice to
i mpl enent .

4. RADI US Dat agram Consi der ati ons

(1) After the TLS session is established, RADI US packet payl oads are
exchanged over the encrypted TLS tunnel. |n RADI US/ UDP, the
packet size can be determined by evaluating the size of the
datagramthat arrived. Due to the streamnature of TCP and TLS
this does not hold true for RADI US/ TLS packet exchange.

I nst ead, packet boundaries of RADH US packets that arrive in the
stream are cal cul ated by evaluating the packet’s Length field.
Speci al care needs to be taken on the packet sender side that
the value of the Length field is indeed correct before sending
it over the TLS tunnel, because incorrect packet |engths can no
| onger be detected by a differing datagram boundary. See
Section 2.6.4 of [RFC6613] for nore details.

(2) Wthin RADI US/ UDP [ RFC2865], a shared secret is used for hiding
attributes such as User-Password, as well as in conmputation of
the Response Authenticator. In RAD US accounting [ RFC2866], the
shared secret is used in conputation of both the Request
Aut henti cator and the Response Authenticator. Since TLS
provides integrity protection and encryption sufficient to
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4.

substitute for RADI US application-layer security, it is not
necessary to configure a RADIUS shared secret. The use of a
fixed string for the obsolete shared secret elininates possible
node m sconfigurati ons.

(3) RADI US/ UDP [ RFC2865] uses different UDP ports for

aut hentication, accounting, and dynam c authorization changes.
RADI US/ TLS al |l ocates a single port for all RAD US packet types.
Nevert hel ess, in RADIUS/ TLS, the notion of a client that sends
aut hentication requests and processes replies associated with
its users’ sessions and the notion of a server that receives
requests, processes them and sends the appropriate replies is
to be preserved. The normative rul es about acceptabl e packet
types for clients and servers mirror the packet flow behavior

f r om RADI US/ UDP

(4) RAD US/ UDP [ RFC2865] uses negative | CMP responses to a newy
al l ocated UDP port to signal that a peer RADI US server does not
support the reception and processing of the packet types in
[ RFC5176]. These packet types are listed as to be received in
RADI US/ TLS i npl enentations. Note well: it is not required for
an inplementation to actually process these packet types; it is
only required that the NAK be sent as defined above.

(5) RADI US/ UDP [ RFC2865] uses negative | CMP responses to a newy
al l ocated UDP port to signal that a peer RADI US server does not
support the reception and processi ng of RADI US Accounti ng
packets. There is no RADIUS datagramto signal an Accounting
NAK. Cdients may be misconfigured for sending Accounting
packets to a RADI US/ TLS server that does not wi sh to process
their Accounting packet. To prevent a regression of
detectability of this situation, the Accounting-Response +
Error-Cause signaling was introduced.

Conpatibility with G her RADI US Transports

The I ETF defines nultiple alternative transports to the classic UDP
transport nodel as defined in [ RFC2865], nanely RADI US over TCP

[ RFC6613] and the present docunment on RADI US over TLS. The |IETF also
proposed RADI US over Datagram Transport Layer Security (DTLS)

[ RADEXT- DTLS] .

RADI US/ TLS does not specify any i nherent backward conpatibility to
RADI US/ UDP or cross conpatibility to the other transports, i.e., an
i mpl ementation that utilizes RADI US/TLS only will not be able to
recei ve or send RADI US packet payl oads over other transports. An

i mpl enent ati on wi shing to be backward or cross conpatible (i.e.

wi shes to serve clients using other transports than RADI US/ TLS) will
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need to inplenent these other transports along with the RADI US/ TLS
transport and be prepared to send and receive on all inplenented
transports, which is called a "nmulti-stack inplenentation".

If a given IP device is able to receive RAD US payl oads on multiple
transports, this may or nay not be the sane instance of software, and
it may or may not serve the same purposes. It is not safe to assune
that both ports are interchangeable. |In particular, it cannot be
assuned that state is maintained for the packet payl oads between the
transports. Two such instances MJST be consi dered separate RADI US
server entities.

5. Dianeter Conpatibility

Since RADIUS/ TLS is only a new transport profile for RADIUS, the
conpatibility of RADI US/ TLS - Di aneter [RFC3588] and RADI US/ UDP
[ RFC2865] - Dianeter [RFC3588] is identical. The considerations
regardi ng payl oad size in [ RFC6613] apply.

6. Security Considerations

The conputational resources to establish a TLS tunnel are
significantly higher than sinmply sending nmostly unencrypted UDP

dat agrans. Therefore, clients connecting to a RADI US/ TLS node wi ||
nore easily create high | oad conditions and a malicious client m ght
create a Denial -of -Service attack nore easily.

Sone TLS ci phersuites only provide integrity validation of their
payl oad, and provide no encryption. This specification forbids the
use of such ciphersuites. Since the RAD US payl oad’ s shared secret
is fixed to the well-known term "radsec" (see Section 2.3 (4)),
failure to conply with this requirement will expose the entire

dat agr am payl oad in plaintext, including User-Password, to

i nternedi ate | P nodes.

By virtue of being based on TCP, there are several generic attack
vectors to sl ow down or prevent the TCP connection from being

est abl i shed; see [ RFC4953] for details. |If a TCP connection is not
up when a packet is to be processed, it gets re-established, so such
attacks in general lead only to a mnor perfornmance degradation (the
time it takes to re-establish the connection). There is one notable
exception where an attacker nmight create a biddi ng-down attack
though. |If peer conmunication between two devices is configured for
both RADI US/ TLS (i.e., TLS security over TCP as a transport, shared
secret fixed to "radsec") and RADI US/UDP (i.e., shared secret
security with a secret manually configured by the adm nistrator), and
the RADI US/UDP transport is the failover option if the TLS session
cannot be established, a bidding-down attack can occur if an
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adversary can maliciously close the TCP connection or prevent it from
bei ng established. Situations where clients are configured in such a
way are likely to occur during a migration phase from RADI US/UDP to
RADI US/ TLS. By preventing the TLS session setup, the attacker can
reduce the security of the packet payload fromthe selected TLS

ci phersuite packet encryption to the classic MD5 per-attribute
encryption. The situation should be avoi ded by disabling the weaker
RADI US/ UDP transport as soon as the new RADI US/ TLS connection is
established and tested. Disabling can happen at either the RADI US
client or server side:

o Cient side: de-configure the failover setup, |eaving RAD US/ TLS
as the only comruni cation option

o Server side: de-configure the RADIUS/UDP client fromthe list of
valid RADIUS clients

RADI US/ TLS provi des authentication and encrypti on between RADI US
peers. In the presence of proxies, the internedi ate proxies can
still inspect the individual RADI US packets, i.e., "end-to-end"
encryption is not provided. Were intermediate proxies are
untrusted, it is desirable to use other RAD US nechani sns to prevent
RADI US packet payload frominspection by such proxies. One conmpn
net hod to protect passwords is the use of the Extensible

Aut hentication Protocol (EAP) and EAP net hods that utilize TLS.

When using certificate fingerprints to identify RAD US/ TLS peers, any
two certificates that produce the same hash value (i.e., that have a
hash collision) will be considered the sane client. Therefore, it is
i nportant to nake sure that the hash function used is
cryptographically unconprom sed so that an attacker is very unlikely
to be able to produce a hash collision with a certificate of his
choice. Wile this specification mandates support for SHA-1, a |ater
revision will likely demand support for nore contenporary hash
functions because as of issuance of this docunent, there are already
attacks on SHA-1.

7. 1 ANA Consi derations
No new RADI US attributes or packet codes are defined. |ANA has
updated the al ready assigned TCP port number 2083 to reflect the
fol | owi ng:

0 Reference: [RFC6614]
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8.

9.

9.

o Assignnent Notes: The TCP port 2083 was al ready previously
assigned by | ANA for "RadSec", an early inplenentation of RADI US/
TLS, prior to issuance of this RFC. This early inplenentation can
be configured to be conpatible to RADI US/ TLS as specified by the
| ETF. See RFC 6614, Appendix A for details.
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Appendi x A. I nplenentation Overview Radiator

Radi ator inplenments the RadSec protocol for proxying requests with
the <Aut hby RADSEC> and <Server RADSEC> cl auses in the Radiator
configuration file.

The <Aut hBy RADSEC> cl ause defines a RadSec client, and causes
Radi ator to send RADIUS requests to the configured RadSec server
usi ng the RadSec protocol

The <Server RADSEC> cl ause defines a RadSec server, and causes

Radi ator to listen on the configured port and address(es) for
connections from <Aut hby RADSEC> clients. Wen an <Aut hby RADSEC>
client connects to a <Server RADSEC> server, the client sends RADIUS
requests through the streamto the server. The server then handles
the request in the sane way as if the request had been received from
a conventional UDP RADIUS client.

Radi ator is conpliant to RADIUS/TLS if the follow ng options are
used:

<Aut hBy RADSEC>

* Protocol tcp

*  UseTLS

* TLS CertificateFile

* Secret radsec

<Ser ver RADSEC>

* Protocol tcp

*  UseTLS

* TLS RequiredientCert

* Secret radsec
As of Radiator 3.15, the default shared secret for RadSec connections
is configurable and defaults to "nysecret” (without quotes). For
conpliance with this docunent, this setting needs to be configured
for the shared secret "radsec". The inplenentation uses TCP
keepal i ve socket options, but does not send Status-Server packets.

Once established, TLS connections are kept open throughout the server
instance lifetine.

Wnter, et al. Experi ment al [ Page 18]



RFC 6614 RADI US over TLS May 2012

Appendi x B. I nplenentation Overview radsecproxy

The RADI US proxy named radsecproxy was written in order to allow use
of RadSec in current RADI US deployments. This is a generic proxy
that supports any nunber and conbi nation of clients and servers,
supporting RADI US over UDP and RadSec. The main idea is that it can
be used on the same host as a non-RadSec client or server to ensure
RadSec is used on the wire; however, as a generic proxy, it can be
used in other circunstances as well.

The configuration file consists of client and server clauses, where
there is one such clause for each client or server. In such a

cl ause, one specifies either "type tls" or "type udp" for TLS or UDP
transport. Versions prior to 1.6 used "mysecret" as a default shared
secret for RADIUS/TLS; version 1.6 and onwards uses "radsec". For
backwards conpatibility with ol der versions, the secret can be
changed (which nmakes the configuration not conpliant with this

speci fication).

In order to use TLS for clients and/or servers, one nust al so specify
where to locate CA certificates, as well as certificate and key for
the client or server. This is done in a TLS clause. There may be
one or several TLS clauses. A client or server clause may reference
a particular TLS clause, or just use a default one. One use for
multiple TLS clauses nay be to present one certificate to clients and
anot her to servers.

I f any RadSec (TLS) clients are configured, the proxy will, at
startup, listen on port 2083, as assigned by I ANA for the OSC RadSec
i npl enentation. An alternative port may be specified. Wen a client
connects, the client certificate will be verified, including checking
that the configured Fully Qualified Domain Name (FQDN) or | P address
mat ches what is in the certificate. Requests coming froma RadSec
client are treated exactly like requests fromUDP clients.

At startup, the proxy will try to establish a TLS connection to each
(if any) of the configured RadSec (TLS) servers. |If it fails to
connect to a server, it will retry regularly. There is sonme back-of f
where it will retry quickly at first, and with longer intervals
later. |If a connection to a server goes down, it will also start
retrying regularly. Wen setting up the TLS connection, the server
certificate will be verified, including checking that the configured
FQDN or | P address matches what is in the certificate. Requests are
sent to a RadSec server, just like they would be to a UDP server.

The proxy supports Status-Server messages. They are only sent to a

server if enabled for that particular server. Status-Server requests
are al ways responded to.
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Thi s RadSec i npl enentati on has been successfully tested together with
Radiator. It is a freely avail able, open-source inplenentation. For
source code and docunentation, see [radsecproxy-inpl].
Appendi x C. Assessnent of Crypto-Agility Requirenents

The RADIUS Crypto-Agility Requirenments docunent [ RFC6421] defines
nunerous classification criteria for protocols that strive to enhance
the security of RADIUS. It contains nandatory (M and recomended
(R) criteria that crypto-agile protocols have to fulfill. The
aut hors believe that the foll owi ng assessnent about the crypto-
agility properties of RADI US/ TLS are true.
By virtue of being a transport profile using TLS over TCP as a
transport protocol, the cryptographically agile properties of TLS are
i nherited, and RADI US/ TLS subsequently neets the foll ow ng points:

(M negotiation of cryptographic algorithns for integrity and auth

(M negotiation of cryptographic algorithns for encryption

(M replay protection

(M define mandatory-to-inplenment cryptographic algorithns

(M generate fresh session keys for use between client and server

(R) support for Perfect Forward Secrecy in session keys

(R) support X. 509 certificate-based operation

(R) support Pre-Shared keys

(R) support for confidentiality of the entire packet

(MR) support Automated Key Managenent

The remai nder of the requirenments is discussed individually belowin
nore detail

(M "...avoid security conprom se, even in situations where the
exi sting cryptographic algorithns utilized by RADI US

i npl enentati ons are shown to be weak enough to provide little or
no security" [RFC6421]. The existing algorithm based on MD5, is
not of any significance in RADIUS/TLS; its conproni se does not
conprom se the outer transport security.
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(R) mandatory-to-inplenent algorithns are to be N ST-Acceptable
with no deprecation date - The mandatory-to-inplenent algorithmis
TLS RSA W TH 3DES EDE CBC SHA. This ci phersuite supports three-
key 3DES operation, which is classified as Acceptable with no
known deprecati on date by NI ST.

(M denpnstrate backward conpatibility with RADIUS - There are
mul tiple inplenmentations supporting both RADI US and RADI US/ TLS,
and the transl ati on between them

(M After |egacy nechani sns have been conprom sed, secure

al gorithnms MJUST be used, so that backward conpatibility is no

| onger possible - In RADIUS, conmmunication between client and
server is always a nmanual configuration; after a conprom se, the
| egacy client in question can be de-configured by the sane manual
confi gurati on.

(M indicate a willingness to cede change control to the IETF -
Change control of this protocol is with the |IETF.

(M be interoperabl e between inplenmentations based purely on the
information in the specification - At |east one inplementation was
created exclusively based on this specification and is

i nteroperable with other RADI US/ TLS i npl enent ati ons.

(M apply to all packet types - RADIUS/ TLS operates on the
transport layer, and can carry all packet types.

(R) nessage data exchanged with Di ameter SHOULD NOT be affected -
The solution is Dianeter-agnostic.

(M discuss any inherent assunptions - The authors are not aware
of any inmplicit assunptions that woul d be yet-unarticulated in the
docunent .

(R) provide recommendations for transition - The Security
Consi derati ons section contains a transition path.

(R) discuss |egacy interoperability and potential for bidding-down
attacks - The Security Considerations section contains a
correspondi ng di scussi on.

Sunmarizing, it is believed that this specification fulfills all the

mandatory and all the recommended requirements for a crypto-agile
solution and should thus be consi dered UNCONDI TI ONALLY COWPLI ANT.
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