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Abst ract

Thi s docunent defines new Dynani ¢ Host Configuration Protocol (DHCPv4
and DHCPv6) options to enable a nobile node to di scover Access

Net wor k Di scovery and Sel ecti on Function (ANDSF) entities in an IP
network. ANDSF is being devel oped in the Third Generation
Partnership Project (3GPP) and provides inter-systemnobility
policies and access-network-specific information to the nobile nodes
(M\s) .
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1. Introduction

Access Network Di scovery and Sel ection Function (ANDSF) is being
defined in 3GPP [3GPPTS23.402] to provide necessary network di scovery
and sel ection assistance data to the nobile nodes for nulti-access
networ k scenari os where 3GPP access-network | evel solutions are not
sufficient for the nobile nodes to perform network di scovery and

sel ection of non-3GPP networks.

The information provi ded by ANDSF contains inter-systemnobility
pol i cies and access-network-specific data to assist the nobile node
with perfornming the inter-system handover. This set of information
can either be provisioned in the nobile node by the hone operator or
provided to the nmobile node (M\) dynamically by the ANDSF over the
S14 reference point as defined in [3GPPTS23.402] and [ 3GPPTS24. 302] .

In 3GPP, the ANDSF is |ocated either in the subscriber’s hone
operator or visited network and needs to be known to the MN or

di scovered by the MN. According to [3GPPTS23. 402] and

[ 3GPPTS24. 302], the ANDSF is discovered through interaction with the
Domai n Nane Service function or the DHCP server function.

Thi s docunent defines new DHCPv4 and DHCPv6 options called the ANDSF
| P Address Options, which allowthe MNto | ocate an ANDSF server.
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1.1. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.2. Termnology and Abbreviations Used in This Docunent

ANDSF (Access Network Discovery and Sel ection Function): An entity
that provides network di scovery and sel ection assistance data to the
user entity (UE) as per operator policy [3GPPTS23.402].

Access Network: A network that is accessed by the UE

3GPP Network: A radio access network specified by Third Generation
Part nershi p Project

Non- 3GPP Network: A radio access network specified outside 3GPP by
ot her projects or standards organizations

2. ANDSF | Pv4 Address Option for DHCPv4

This section describes the ANDSF | Pv4 Address Option for DHCPv4. The
option | ayout is depicted bel ow

01234567890123456789012345678901
bk ok ok o R S R
| Option Code | Length

B s i S i I i S S S i i
| P Address |
e s S i e S e e  t ik ok S R SR S S

Opti on Code
OPTI ON- | Pv4_Addr ess- ANDSF (142)

Lengt h
Length (in bytes) of the option excluding the ' Option Code’ and
the "Length’ fields; 'Length' field is set to 4N, where Nis the
nunber of | Pv4 addresses carried in the option

| P Address
| Pv4 address(es) of ANDSF server(s)

ANDSF servers MJST be listed in order of preference, and the client
SHOULD process themin decreasing order of preference.
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3. ANDSF | Pv6 Address Option for DHCPv6

This section describes the ANDSF | Pv6 Address Option for DHCPv6. Al
values in the option are represented in network byte order. The
option |ayout is depicted bel ow

01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Opti on Code | Lengt h |

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| | P Address |

e e . +
Opti on Code

OPTI ON- | Pv6_Addr ess- ANDSF (143)

Length
Length (in bytes) of the option excluding the 'Option Code’ and
the ’'Length” fields; 'Length’ field is set to 16N, where Nis the
nunber of |Pv6 addresses carried in the option

| P Address
| Pv6 address(es) of ANDSF server(s)

ANDSF servers MJST be listed in order of preference, and the client
SHOULD process themin decreasing order of preference.

4. Option Usage
4.1. Usage of ANDSF Options for DHCPv4

The requesting and sendi ng of the proposed DHCPv4 options follow the
rules for DHCP options in [ RFC2131].

4.1.1. Mobile Node Behavi or

The nobile node MAY request the | P address of an ANDSF server either
during initial association with a network or when the policy and
access network information is required from ANDSF. It MAY al so
request the I P address of an ANDSF server when the network
information is outdated or the nobile node does not have any ANDSF

i nformation.

In order to request an address of a ANDSF server, the nobile node

(DHCP client) MJST include an ANDSF | Pv4 Address Option in the
Par amet er Request List (PRL) in the respective DHCP nessages as
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defined in [RFC2131] and [ RFC2132]. The DHCP client MAY initiate a
new DHCP exchange or piggyback on other DHCP nessage exchanges. DHCP
client-handling PRL options are specified in [RFC2131], Section 4. 4.

4.2. Usage of ANDSF Options for DHCPv6

The requesting and sendi ng of the proposed DHCPv6 options follow the
rules for DHCP options in [ RFC3315].

4.2.1. Mbbile Node Behavi or

The nobile node MAY request the | P address of an ANDSF server
according to the scenarios described in Section 4.1.1.

In order to discover the address of an ANDSF server, the nobile node
(DHCP client) MJST include an ANDSF | Pv6 Address Option in the Option
Request Option (ORO in the respective DHCP nessages as defined in

[ RFC3315]. The DHCP client MAY initiate a new DHCP exchange or

pi ggyback on other DHCP nessage exchanges. DHCP client-handling ORO
options are specified in [ RFC3315], Sections 17.1 and 18. 1.

5. Security Considerations

I f an adversary nanages to nodify the response froma DHCP server or
insert its own response, an MN could be led to contact a rogue ANDSF
server. A nodified response could al so be used to nount an
anplification attack.

The DHCP aut hentication option described in [RFC3118] and [ RFC3315]
MAY be used to mitigate the above attacks. In deploynents where DHCP
aut hentication is not avail able, 3GPP-specific |ower-layer security
services can be used to protect DHCP nessages [3GPPTS33.402]. The
3GPP ANDSF framework al so provides additional nechani sns that can be
used to nmitigate the above attacks and to protect nessage exchanges
bet ween an ANDSF client and server at the higher |ayer

[ 3GPPTS33. 402] .

6. | ANA Consi derations

Thi s docunent defines two new DHCP opti ons as described in Sections 2
and 3:

ANDSF | Pv4 Address Option for DHCPv4 (OPTI ON-1Pv4_Address- ANDSF) 142

ANDSF | Pv6 Address Option for DHCPv6 (OPTI ON-1Pv6_Address- ANDSF) 143
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