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| ntroducti on
.1. Motivation

The visible face of the Internet |argely consists of services that
enploy a client-server architecture in which an interactive or
automated client comunicates with an application service in order to
retrieve or upload information, comrunicate with other entities, or
access a broader network of services. Wen a client conmunicates
with an application service using Transport Layer Security [TLS] or
Dat agram Transport Layer Security [DTLS], it references some notion
of the server's identity (e.g., "the website at exanple.con) while
attenpting to establish secure communi cation. Likew se, during TLS
negoti ati on, the server presents its notion of the service' s identity
inthe formof a public-key certificate that was issued by a
certification authority (CA) in the context of the Internet Public
Key Infrastructure using X.509 [PKIX]. Informally, we can think of
these identities as the client’s "reference identity" and the
server’'s "presented identity" (these rough ideas are defined nore
precisely later in this docunent through the concept of particular
identifiers). |In general, a client needs to verify that the server’s
presented identity matches its reference identity so it can

aut henticate the comunication.

Many application technol ogi es adhere to the pattern just outlined.
Such protocols have traditionally specified their own rules for
representing and verifying application service identity.
Unfortunately, this divergence of approaches has caused some
confusion anong certification authorities, application devel opers,
and protocol designers.
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Therefore, to codify secure procedures for the inplenentation and
depl oyment of PKI X-based authentication, this docunment specifies

reconmended procedures for representing and verifying application
service identity in certificates intended for use in application

prot ocol s enpl oyi ng TLS.

1.2. Audience

The primary audi ence for this docunent consists of application

prot ocol designers, who can reference this docunent instead of
defining their own rules for the representation and verification of
application service identity. Secondarily, the audience consists of
certification authorities, service providers, and client devel opers
fromtechnol ogy comunities that might reuse the reconmendations in
thi s docunent when defining certificate issuance policies, generating
certificate signing requests, or witing software algorithms for
identity matching.

1.3. How to Read This Docunent

Thi s docunent is |longer than the authors would have |iked because it
was necessary to carefully define tern nol ogy, explain the underlying
concepts, define the scope, and specify recomended behavi or for both
certification authorities and application software inplenentations.
The foll owi ng sections are of special interest to various audi ences:

o Protocol designers mght want to first read the checklist in
Section 3.

o Certification authorities mght want to first read the
recomendati ons for representation of server identity in
Section 4.

0 Service providers mght want to first read the reconmendati ons for
requesting of server certificates in Section 5.

o Software inplenenters mght want to first read the recommendati ons
for verification of server identity in Section 6.

The sections on term nol ogy (Section 1.8), nam ng of application
services (Section 2), docunment scope (Section 1.7), and the like
provi de useful background information regarding the recommendati ons
and guidelines that are contained in the above-referenced sections,
but are not absolutely necessary for a first reading of this
document .
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1.4. Applicability

Thi s docunent does not supersede the rules for certificate issuance
or validation provided in [PKIX]. Therefore, [PKIX] is authoritative
on any point that mght also be discussed in this docunent.
Furthernore, [PKIX] also governs any certificate-related topic on
which this docurment is silent, including but not linmted to
certificate syntax, certificate extensions such as name constraints
and extended key usage, and handling of certification paths.

Thi s docunent addresses only nanme forns in the leaf "end entity”
server certificate, not any nane forns in the chain of certificates
used to validate the server certificate. Therefore, in order to
ensure proper authentication, application clients need to verify the
entire certification path per [PKIX]

Thi s docunent al so does not supersede the rules for verifying service
identity provided in specifications for existing application
protocol s published prior to this docurment, such as those excerpted
under Appendi x B. However, the procedures described here can be
referenced by future specifications, including updates to
specifications for existing application protocols if the rel evant
technol ogy conmunities agree to do so.

1.5. Overvi ew of Recomrendati ons

To orient the reader, this section provides an informational overview
of the recomrendations contained in this document.

For the primary audi ence of application protocol designers, this
docunent provi des recomended procedures for the representati on and
verification of application service identity within PKIX certificates
used in the context of TLS.

For the secondary audiences, in essence this docunent encourages
certification authorities, application service providers, and
application client devel opers to coal esce on the foll owi ng practices:

o Myve away fromincludi ng and checking strings that |ook Iike
domai n nanes in the subject’s Commbn Name.

o Move toward including and checki ng DNS domai n nanes via the

subj ect Al t ernati veNanme extensi on desi gned for that purpose:
dNSNarre.
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o Move toward including and checki ng even nore specific
subj ect Al t ernati veNanme extensions where appropriate for using the
protocol (e.g., unifornmResourceldentifier and the otherNane form
SRVNane) .

o Myve away fromthe issuance of so-called wildcard certificates
(e.g., acertificate containing an identifier for
"*_ exanpl e. com').
These suggestions are not entirely consistent with all practices that
are currently followed by certification authorities, client
devel opers, and service providers. However, they reflect the best
aspects of current practices and are expected to becone nore widely
adopted in the conming years.
1.6. GCeneralization from Current Technol ogi es
Thi s docunent attenpts to generalize best practices fromthe nany
application technol ogies that currently use PKI X certificates with
TLS. Such technol ogi es include, but are not limted to:

o The Internet Message Access Protocol [IMAP] and the Post O fice
Prot ocol [POP3]; see also [USINGTLS]

o The Hypertext Transfer Protocol [HITP]; see also [HTTP-TLS]

o The Lightweight Directory Access Protocol [LDAP]; see al so
[ LDAP- AUTH] and its predecessor [LDAP-TLS]

o The Sinple Mail Transfer Protocol [SMIP]; see also [ SMIP-AUTH and
[ SMIP-TLS]

o The Extensible Messaging and Presence Protocol [XMPP]; see also
[ XMPP- OLD)

o The Network News Transfer Protocol [NNTP]; see al so [ NNTP-TLS]

0 The NETCONF Configuration Protocol [NETCONF]; see also
[ NETCONF- SSH] and [ NETCONF- TLS]

o The Syslog Protocol [SYSLOG; see also [SYSLOG TLS] and
[ SYSLOG DTLS]

0 The Session Initiation Protocol [SIP]; see also [S|P-CERTS]
o The Sinple Network Managenent Protocol [SNWP]; see al so [ SNVP-TLS]

o The General Internet Signalling Transport [Q ST]

Sai nt - Andre & Hodges St andards Track [ Page 6]



RFC 6125 Service ldentity March 2011

However, as noted, this docunent does not supersede the rules for
verifying service identity provided in specifications for those
application protocols.

1.7. Scope
1.7.1. In Scope

Thi s docunent applies only to service identities associated with
fully qualified DNS domain nanes, only to TLS and DTLS (or the ol der
Secure Sockets Layer (SSL) technol ogy), and only to PKI X-based
systenms. As a result, the scenarios described in the follow ng
section are out of scope for this specification (although they m ght
be addressed by future specifications).

1.7.2. OQut of Scope
The foll owi ng topics are out of scope for this specification
o Cient or end-user identities.

Certificates representing client or end-user identities (e.g., the
rfc822Nane identifier) can be used for nutual authentication
between a client and server or between two clients, thus enabling
stronger client-server security or end-to-end security. However,
certification authorities, application devel opers, and service
operators have | ess experience with client certificates than with
server certificates, thus giving us fewer nodels fromwhich to
generalize and a |l ess solid basis for defining best practices.

o ldentifiers other than fully qualified DNS domai n nanes.

Sonme certification authorities issue server certificates based on
| P addresses, but prelimnary evidence indicates that such
certificates are a very small percentage (less than 1% of issued
certificates. Furthernore, |P addresses are not necessarily
reliable identifiers for application services because of the

exi stence of private internets [PRIVATE], host mobility, nultiple
interfaces on a given host, Network Address Transl ators (NATS)
resulting in different addresses for a host fromdifferent

| ocations on the network, the practice of grouping many hosts
together behind a single I P address, etc. Modst fundanentally,

nost users find DNS domai n names much easier to work with than IP
addresses, which is why the domai n name system was designed in the
first place. W prefer to define best practices for the much nore
conmon use case and not to conplicate the rules in this

speci fication.
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Furthernore, we focus here on application service identities, not
specific resources |ocated at such services. Therefore this
docunent di scusses Uni form Resource ldentifiers [URI] only as a
way to comruni cate a DNS domain nane (via the URI "host" component
or its equivalent), not as a way to conmuni cate ot her aspects of a
service such as a specific resource (via the URI "path" conponent)
or paraneters (via the URI "query" conponent).

We al so do not discuss attributes unrelated to DNS donmai n nanes,
such as those defined in [ X.520] and ot her such specifications
(e.g., organizational attributes, geographical attributes, conpany
| ogos, and the like).

0 Security protocols other than [TLS], [DTLS], or the ol der Secure
Sockets Layer (SSL) technol ogy.

Al t hough ot her secure, |ower-|ayer protocols exist and even enpl oy
PKI X certificates at tines (e.g., IPsec [IPSEC]), their use cases
can differ fromthose of TLS-based and DTLS-based application
technol ogi es. Furthernore, application technol ogi es have | ess
experience with IPsec than with TLS, thus naking it nmore difficult
to gather feedback on proposed best practices.

o Keys or certificates enployed outside the context of PKIX-based
syst ens.

Sone depl oyed application technol ogi es use a web of trust nodel
based on or simlar to OCpenPGP [ OPENPGP], or use sel f-signed
certificates, or are deployed on networks that are not directly
connected to the public Internet and therefore cannot depend on
Certificate Revocation Lists (CRLs) or the Online Certificate
Status Protocol [OCSP] to check CA-issued certificates. However,
the method for binding a public key to an identifier in QpenPGP
differs essentially fromthe method in X 509, the data in self-
signed certificates has not been certified by a third party in any
way, and checking of CA-issued certificates via CRLs or OCSP is
critically inportant to nmaintaining the security of PKI X-based
systens. Attenpting to define best practices for such
technol ogi es woul d unduly conplicate the rules defined in this
speci fication.

o Certification authority policies, such as:

*  \What types or "classes" of certificates to i ssue and whether to
apply different policies for them (e.g., allow the wldcard
character in certificates issued to individuals who have
provi ded proof of identity but do not allow the wldcard
character in "Extended Validation" certificates [EV-CERTS]).
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* \Whether to issue certificates based on | P addresses (or sone
other form such as relative domain nanmes) in addition to fully
qual i fi ed DNS domai n names.

* \Which identifiers to include (e.g., whether to include SRV-1Ds
or URI-I1Ds as defined in the body of this specification).

* Howto certify or validate fully qualified DNS donmai n nanes and
application service types.

* Howto certify or validate other kinds of information that
m ght be included in a certificate (e.g., organization nane).

0 Resolution of DNS domai n nanes.

Al t hough the process whereby a client resolves the DNS domai n name
of an application service can involve several steps (e.g., this is
true of resolutions that depend on DNS SRV resource records,

Nam ng Authority Pointer (NAPTR) DNS resource records [ NAPTR], and
rel ated technol ogi es such as [ S-NAPTR]), for our purposes we care
only about the fact that the client needs to verify the identity
of the entity with which it communi cates as a result of the

resol ution process. Thus the resolution process itself is out of
scope for this specification.

o User interface issues.

In general, such issues are properly the responsibility of client
sof tware devel opers and standards devel opment organi zati ons

dedi cated to particular application technol ogies (see, for
exanmple, [WSC-U]).

1.8. Termi nol ogy

Because many concepts related to "identity" are often too vague to be
actionable in application protocols, we define a set of nore concrete
terns for use in this specification

application service: A service on the Internet that enables
interactive and automated clients to connect for the purpose of
retrieving or uploading information, conmunicating with other
entities, or connecting to a broader network of services.

application service provider: An organization or individual that
hosts or depl oys an application service.
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application service type: A formal identifier for the application
protocol used to provide a particular kind of application service
at a donmin; the application service type typically takes the form
of a Uniform Resource Identifier scheme [URI] or a DNS SRV Service
[ DNS- SRV] .

attribute-type-and-value pair: A colloquial nanme for the ASN. 1-based
construction conprising a Relative Distinguished Nane (RDN), which
itself is a building-block conponent of Distinguished Nanmes. See
Section 2 of [LDAP-DN].

automated client: A software agent or device that is not directly
controll ed by a human user.

del egated domain: A donmain nane or host nane that is explicitly
configured for conmmunicating with the source domain, by either (a)
the human user controlling an interactive client or (b) a trusted
admnistrator. |In case (a), one exanple of delegation is an
account setup that specifies the domain nanme of a particul ar host
to be used for retrieving information or connecting to a network,
whi ch might be different fromthe server portion of the user’s
account nanme (e.g., a server at mail host.exanple.com for
connecting to an | MAP server hosting an email address of
juliet@xanple.com. |In case (b), one exanple of delegation is an
adm n- confi gured host-to-address/address-to-host | ookup table.

derived donmai n: A domain name or host name that a client has derived
fromthe source domain in an automated fashion (e.g., by nmeans of
a [DNS- SRV] | ookup).

identifier: A particular instance of an identifier type that is
either presented by a server in a certificate or referenced by a
client for matching purposes.

identifier type: A formally defined category of identifier that can
be included in a certificate and therefore that can al so be used
for matchi ng purposes. For conciseness and conveni ence, we define
the following identifier types of interest, which are based on
those found in the PKIX specification [PKIX] and various PKIX
ext ensi ons.

* CN-ID = a Relative Distinguished Name (RDN) in the certificate
subject field that contains one and only one attribute-type-
and-val ue pair of type Conmmon Narme (CN), where the val ue
mat ches the overall formof a domain nane (informally, dot-
separated letter-digit-hyphen | abels); see [PKIX] and al so
[ LDAP- SCHENMA]
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* DNS-1D = a subjectAltNane entry of type dNSNane; see [ PKI X]

* SRV-1D = a subjectAltName entry of type otherNane whose nane
formis SRVNane; see [ SRVNAME]

* URI-1D = a subjectAltNane entry of type
uni for MResourcel denti fier whose val ue includes both (i) a
"scheme" and (ii) a "host" conmponent (or its equivalent) that
mat ches the "reg-name" rule (where the quoted terns represent
the associ ated [ ABNF] productions from[URI]); see [PKI X and
[URI]

interactive client: A software agent or device that is directly
controlled by a human user. (Qther specifications related to
security and application protocols, such as [WoC-Ul], often refer
to this entity as a "user agent".)

pi nning: The act of establishing a cached nanme associ ati on between
the application service's certificate and one of the client’s
reference identifiers, despite the fact that none of the presented
identifiers matches the given reference identifier. Pinning is
acconpl i shed by allowing a human user to positively accept the
m smatch during an attenpt to comrunicate with the application
service. Once a cached nane association is established, the
certificate is said to be pinned to the reference identifier and
in future comuni cation attenpts the client sinply verifies that
the service's presented certificate matches the pinned
certificate, as described under Section 6.6.2. (A simlar
definition of "pinning" is provided in [WoC-U].)

PKIX: PKIX is a short name for the Internet Public Key
Infrastructure using X 509 defined in RFC 5280 [PKI X], which
conprises a profile of the X 509v3 certificate specifications and
X.509v2 certificate revocation list (CRL) specifications for use
in the Internet.

PKI X- based system A software inplenentation or depl oyed service
that makes use of X 509v3 certificates and X 509v2 certificate
revocation lists (CRLS).

PKIX certificate: An X 509v3 certificate generated and enpl oyed in
the context of PKIX

presented identifier: An identifier that is presented by a server to
aclient within a PKIX certificate when the client attenpts to
establ i sh secure comuni cation with the server; the certificate
can include one or nore presented identifiers of different types,
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and if the server hosts nmore than one domain then the certificate
m ght present distinct identifiers for each domain.

reference identifier: An identifier, constructed froma source
domai n and optionally an application service type, used by the
client for matchi ng purposes when exam ning presented identifiers.

source donmain: The fully qualified DNS dormain nanme that a client
expects an application service to present in the certificate
(e.g., "www exanple.com'), typically input by a human user
configured into a client, or provided by reference such as in a
hyperlink. The conbination of a source domain and, optionally, an
application service type enables a client to construct one or nore
reference identifiers.

subj ect Alt Name entry: An identifier placed in a subjectAltNane
ext ensi on.

subj ect Al t Name extension: A standard PKI X certificate extension
[PKIX] enabling identifiers of various types to be bound to the

certificate subject -- in addition to, or in place of, identifiers
that may be enbedded within or provided as a certificate’ s subject
field.

subject field: The subject field of a PKIX certificate identifies
the entity associated with the public key stored in the subject
public key field (see Section 4.1.2.6 of [PKIX]).

subj ect name: In an overall sense, a subject’s nane(s) can be
represented by or in the subject field, the subjectAltNane
extension, or both (see [PKIX] for details). Mre specifically,
the termoften refers to the nane of a PKIX certificate’s subject,
encoded as the X 501 type Nane and conveyed in a certificate’'s
subject field (see Section 4.1.2.6 of [PKIX]).

TLS client: An entity that assunes the role of a client in a
Transport Layer Security [TLS] negotiation. In this specification
we generally assunme that the TLS client is an (interactive or
automat ed) application client; however, in application protocols
that enabl e server-to-server comuni cation, the TLS client could
be a peer application service.

TLS server: An entity that assunes the role of a server in a

Transport Layer Security [TLS] negotiation; in this specification
we assune that the TLS server is an application service.
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Most security-related terms in this docunent are to be understood in
the sense defined in [ SECTERMS]; such terns include, but are not
[imted to, "attack", "authentication", "authorization",
"certification authority", "certification path", "certificate",
"credential", "identity", "self-signed certificate", "trust", "trust
anchor", "trust chain", "validate", and "verify"

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ KEYWORDS] .

2. Naming of Application Services

Thi s section discusses nani ng of application services on the
Internet, followed by a brief tutorial about subject nam ng in PKIX

2.1. Naming Application Services

Thi s specification assunes that the nane of an application service is
based on a DNS domain nane (e.g., "exanple.com') -- supplenmented in
some circumnmstances by an application service type (e.g., "the | VAP
server at exanple.cont).

Fromthe perspective of the application client or user, sonme nanes
are direct because they are provided directly by a human user (e.g.
via runtime input, prior configuration, or explicit acceptance of a
client communi cation attenpt), whereas other names are indirect
because they are automatically resolved by the client based on user

i nput (e.g., a target name resolved froma source nane using DNS SRV
or NAPTR records). This dinmension matters nost for certificate
consunption, specifically verification as discussed in this docunent.

Fromthe perspective of the application service, some nanes are
unrestricted because they can be used in any type of service (e.g., a
certificate m ght be reused for both the HITP service and the | MAP
service at exanple.com, whereas other names are restricted because
they can be used in only one type of service (e.g., a special-purpose
certificate that can be used only for an | MAP service). This

di rension matters nmost for certificate issuance.

Therefore, we can categorize the identifier types of interest as
fol |l ows:

o0 ACNIDIis direct and unrestricted.

0O ADNS-IDis direct and unrestricted.

Sai nt - Andre & Hodges St andards Track [ Page 13]



RFC 6125 Service ldentity March 2011
0 An SRV-ID can be either direct or (nore typically) indirect, and
is restricted.
0 AUR-IDis direct and restricted.

We summari ze this taxonony in the followi ng table.

Fom e Fom e oo +
| | Direct | Restricted
S S Fom e e e e oo - +
| CNID | Yes | No |
SR SR Fom e e e oo oo - +
| DNS-ID | Yes | No |
Fom e Fom e oo +
| SRV-ID | Either | Yes
S S Fom e e e e oo - +
| URI-ID | Yes | Yes |
SR SR Fom e e e oo oo - +

When i npl ementi ng software, deploying services, and issuing
certificates for secure PKIX-based authentication, it is inmportant to
keep these distinctions in mnd. |In particular, best practices

di ffer sonewhat for application server inplementations, application
client inplenentations, application service providers, and
certification authorities. ldeally, protocol specifications that
reference this docunment will specify which identifiers are mandatory-
to-inmplenent by servers and clients, which identifiers ought to be
supported by certificate issuers, and which identifiers ought to be
requested by application service providers. Because these
requirenents differ across applications, it is inmpossible to
categorically stipulate universal rules (e.g., that all software

i mpl ement ations, service providers, and certification authorities for
all application protocols need to use or support DNS-IDs as a
basel i ne for the purpose of interoperability).

However, it is preferable that each application protocol wll at

| east define a baseline that applies to the comunity of software
devel opers, application service providers, and CAs actively using or
supporting that technol ogy (one such comunity, the CA/ Browser Forum
has codi fied such a baseline for "Extended Validation Certificates"
in [ EV-CERTS]).

2.2. DNS Domain Nanes
For the purposes of this specification, the name of an application

service is (or is based on) a DNS domai n nane that confornms to one of
the follow ng fornmns:
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1. A "traditional domain nane", i.e., a fully qualified DNS domain
nane or "FQDN' (see [ DNS- CONCEPTS]) all of whose |abels are "LDH
| abel s" as described in [IDNA-DEFS]. Informally, such |abels are

constrained to [US-ASCII] letters, digits, and the hyphen, with
the hyphen prohibited in the first character position

Additional qualifications apply (please refer to the above-
referenced specifications for details), but they are not rel evant
to this specification.

2. An "internationalized domain nane", i.e., a DNS donain nanme that
conforms to the overall formof a domain nane (informally, dot-
separated letter-digit-hyphen | abels) but includes at |east one
| abel containing appropriately encoded Uni code code points
outside the traditional US-ASCI| range. That is, it contains at
| east one U-label or A-label, but otherw se may contain any
m xture of NR-LDH | abels, A-labels, or U labels, as described in
[ 1 DNA- DEFS] and the associ ated docunents.

2.3. Subject Naming in PKIX Certificates

In theory, the Internet Public Key Infrastructure using X 509 [PKI X]
enpl oys the gl obal directory service nodel defined in [X 500] and

[ X.501]. Under that nodel, information is held in a directory

i nformati on base (DIB) and entries in the DIB are organized in a
hierarchy called the directory information tree (DIT). An object or
alias entry in that hierarchy consists of a set of attributes (each
of which has a defined type and one or nore values) and is uniquely
identified by a Distinguished Name (DN). The DN of an entry is
constructed by conbining the Relative Distinguished Nanes of its
superior entries in the tree (all the way down to the root of the
DIT) with one or nore specially nom nated attributes of the entry
itself (which together comprise the Relative Distingui shed Name (RDN)
of the entry, so-called because it is relative to the Distinguished
Nanes of the superior entries in the tree). The entry closest to the
root is sonetinmes referred to as the "nost significant” entry, and
the entry farthest fromthe root is sonetines referred to as the
"least significant" entry. An RDNis a set (i.e., an unordered
group) of attribute-type-and-value pairs (see also [LDAP-DN]), each
of which asserts some attribute about the entry.

In practice, the certificates used in [ X 509] and [PKI X] borrow key
concepts from X. 500 and X. 501 (e.g., DNs and RDNs) to identify
entities, but such certificates are not necessarily part of a gl oba
directory informati on base. Specifically, the subject field of a
PKI X certificate is an X. 501 type Nane that "identifies the entity
associated with the public key stored in the subject public key
field" (see Section 4.1.2.6 of [PKIX]). However, it is perfectly
acceptable for the subject field to be enpty, as long as the
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certificate contains a subject alternative name ("subjectAl tNanme")
extension that includes at |east one subjectAltNane entry, because
the subject Al t Nane extension allows various identities to be bound to
the subject (see Section 4.2.1.6 of [PKIX]). The subjectAl tNane
extension itself is a sequence of typed entries, where each type is a
di stinct kind of identifier.

For our purposes, an application service can be identified by a nane
or names carried in the subject field (i.e., a CNID) and/or in one
of the following identifier types within subjectAltName entries:

o DNS-ID
o SRV-1D
o URI-ID

Existing certificates often use a CN-ID in the subject field to
represent a fully qualified DNS donai n nane; for exanple, consider
the follow ng three subject nanmes, where the attribute of type Conmmon
Nane contains a string whose form matches that of a fully qualified
DNS domai n nane ("im exanple.org", "nail.exanple.net", and

"www. exanpl e. conf', respectively):

CN=i m exanpl e. or g, O=Exanpl e O g, C=GB

C=CA, O=Exanpl e I nt er net wor ki ng, CN=mmi | . exanpl e. net

O=Exanpl es- R- Us, CN=www. exanpl e. com C=US
However, the Commmon Nanme is not strongly typed because a Commobn Nane
m ght contain a human-friendly string for the service, rather than a
string whose formmatches that of a fully qualified DNS domai n name
(a certificate with such a single Conmon Nane will typically have at
| east one subjectAltNanme entry containing the fully qualified DNS
domai n nane) :

CN=A Free Chat Service, O=Exanple O g, C=GB

O, acertificate' s subject nmight contain both a CN-1D as well as
anot her common nane attribute containing a human-friendly string:

CN=A Free Chat Service, CN=i m exanpl e. or g, O=Exanpl e Org, C=GB
In general, this specification reconmends and prefers use of
subj ect Alt Name entries (DNS-1D, SRV-1D, URI-I1D, etc.) over use of the

subject field (CN-1D) where possible, as nmore conpletely described in
the follow ng sections. However, specifications that reuse this one
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can |legitimtely encourage continued support for the CN-ID identifier
type if they have good reasons to do so, such as backward
conpatibility with deployed infrastructure (see, for exanple,

[ EV- CERTY]).

2.3.1. Inplenmentation Notes

Confusi on sometimes arises fromdifferent renderings or encodi ngs of
the hierarchical information contained in a certificate.

Certificates are binary objects and are encoded using the

Di stingui shed Encodi ng Rul es (DER) specified in [ X 690]. However,
sone inplenentations generate displayable (a.k.a. printable)
renderings of the certificate issuer, subject field, and

subj ect Al t Nane extension, and these renderings convert the DER-
encoded sequences into a "string representation" before being

di spl ayed. Because a certificate subject field (of type Nane

[ X.509], the sane as for a Distinguished Nare (DN) [ X. 501]) is an
ordered sequence, order is typically preserved in subject string
representations, although the two nost preval ent subject (and DN)
string representations differ in enploying left-to-right vs. right-
to-left ordering. However, because a Rel ative Di stingui shed Nane
(RDN) is an unordered group of attribute-type-and-value pairs, the
string representation of an RDN can differ fromthe canoni cal DER
encodi ng (and the order of attribute-type-and-value pairs can differ
in the RDN string representations or display orders provided by
various inplenentations). Furthernore, various specifications refer
to the order of RDNs in DNs or certificate subject fields using
termnology that is inplicitly related to an information hierarchy
(which nay or may not actually exist), such as "npbst specific" vs.

"l east specific", "left-nmost" vs. "right-nost", "first" vs. "last",
or "nost significant" vs. "least significant" (see, for exanple,
[ LDAP-DN]) .

To reduce confusion, in this specification we avoid such terns and

i nstead use the terns provided under Section 1.8; in particular, we
do not use the term"(nost specific) Common Nane field in the subject
field" from[HTTP-TLS] and instead state that a CNNID is a Relative
Di stingui shed Name (RDN) in the certificate subject containing one
and only one attribute-type-and-value pair of type Common Name (thus
renoving the possibility that an RDN m ght contain multiple AVAs
(Attribute Value Assertions) of type CN, one of which could be

consi dered "nobst specific").

Finally, although theoretically some consider the order of RDNs
within a subject field to have nmeaning, in practice that rule is
often not observed. An AVA of type CN is considered to be valid at
any position within the subject field.
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3.

4.

Desi gni ng Application Protocols

Thi s section provides guidelines for designers of application
protocols, in the formof a checklist to foll ow when reusing the
recommendati ons provided in this document.

o

Does your technol ogy use DNS SRV records to resolve the DNS donain
names of application services? If so, consider reconmendi ng or
requiring support for the SRV-ID identifier type in PKIX
certificates issued and used in your technol ogy community. (Note
that many existing application technol ogies use DNS SRV records to
resol ve the DNS donai n nanes of application services, but do not
rely on representations of those records in PKIX certificates by
means of SRV-1Ds as defined in [ SRVYNAME].)

Does your technology use URIs to identify application services?

If so, consider recommendi ng or requiring support for the URI-ID
identifier type. (Note that many existing application

technol ogies use URIs to identify application services, but do not
rely on representation of those URIs in PKIX certificates by means
of URI-1Ds.)

Does your technol ogy need to use DNS domain names in the Common
Nanme of certificates for the sake of backward conpatibility? |If
so, consider reconmendi ng support for the CN-ID identifier type as
a fall back.

Does your technology need to allow the wildcard character in DNS
domai n nanes? |If so, consider recomendi ng support for wildcard
certificates, and specify exactly where the wildcard character is
allowed to occur (e.g., only the conplete |l eft-npst | abel of a DNS
donai n nane).

Sanpl e text is provided under Appendix A

Representing Server ldentity

This section provides rules and guidelines for issuers of
certificates.

Rul es

When a certification authority issues a certificate based on the
fully qualified DNS domai n nane at which the application service
provider will provide the relevant application, the follow ng rules
apply to the representation of application service identities. The
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reader needs to be aware that some of these rules are cumul ati ve and
can interact in inportant ways that are illustrated later in this
docunent .

1. The certificate SHOULD include a "DNS-1D" if possible as a
baseline for interoperability.

2. If the service using the certificate deploys a technol ogy for
whi ch the relevant specification stipulates that certificates
ought to include identifiers of type SRV-1D (e.g., this is true
of [XMPP]), then the certificate SHOULD i ncl ude an SRV-1D.

3. If the service using the certificate deploys a technol ogy for
whi ch the relevant specification stipulates that certificates
ought to include identifiers of type URI-ID (e.g., this is true
of [SIP] as specified by [SIP-CERTS], but not true of [HITP]
since [HITP-TLS] does not describe usage of a URI-ID for HITP
services), then the certificate SHOULD include a URI-ID. The
schene SHALL be that of the protocol associated with the
application service type and the "host" conponent (or its
equi val ent) SHALL be the fully qualified DNS domai n nane of the
service. A specification that reuses this one MJST specify which
URI schenmes are to be considered acceptable in URI -1Ds contained
in PKIX certificates used for the application protocol (e.g.
"sip" but not "sips" or "tel" for SIP as described in [SIP-SIPS],
or perhaps http and https for HTTP as m ght be described in a
future specification).

4. The certificate MAY include other application-specific
identifiers for types that were defined before publication of
[ SRVNAME] (e.g., XnppAddr for [XMPP]) or for which service nanes
or URl schenes do not exist; however, such application-specific
identifiers are not applicable to all application technol ogies
and therefore are out of scope for this specification.

5. Even though nmany deployed clients still check for the CN-ID
within the certificate subject field, certification authorities
are encouraged to mgrate away fromissuing certificates that
represent the server’s fully qualified DNS domain nane in a
CN-ID. Therefore, the certificate SHOULD NOT include a CN-1D
unl ess the certification authority issues the certificate in
accordance with a specification that reuses this one and that
explicitly encourages continued support for the CN-ID identifier
type in the context of a given application technol ogy.

6. The certificate MAY contain nore than one DNS-1D, SRV-ID, or

URI -1 D but SHOULD NOT contain nore than one CN-ID, as further
expl ai ned under Section 7.4.
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7. Unless a specification that reuses this one allows continued
support for the wildcard character '*', the DNS domai n nane
portion of a presented identifier SHOULD NOT contain the wildcard
character, whether as the conplete left-nost label within the
identifier (follow ng the description of |abels and domai n nanes
i n [ DNS- CONCEPTS], e.g., "*.exanple.com') or as a fragnent
thereof (e.g., *oo.exanple.com f*o.exanple.com or
fo*.exanple.com. A nore detailed discussion of so-called
"wildcard certificates" is provided under Section 7.2.

4.2. Exanpl es

Consi der a sinple website at "ww. exanpl e. cont, which is not

di scoverabl e via DNS SRV | ookups. Because HTTP does not specify the
use of URIs in server certificates, a certificate for this service
m ght include only a DNS-1D of "www exanple.com'. It mght also
include a CN-1D of "ww. exanpl e. cont’ for backward conpatibility with
depl oyed i nfrastructure.

Consi der an | MAP-accessi ble email server at the host

"mai | . exanpl e. net" servicing emai| addresses of the form

"user @xanpl e. net" and di scoverable via DNS SRV | ookups on the
application service nane of "exanple.net". A certificate for this
service mght include SRV-1Ds of " _inmap.exanple.net" and

" i maps. exanmpl e.net" (see [EMAIL-SRV]) along with DNS-1Ds of

"exanpl e.net" and "mail.exanple.net". It might also include CN-IDs
of "exanple.net" and "mail.exanple.net" for backward conpatibility
wi th depl oyed infrastructure.

Consi der a Sl P-accessi bl e voice-over-1P (Vol P) server at the host
"voi ce. exanpl e. edu" servicing SIP addresses of the form

"user @oi ce. exanpl e. edu” and identified by a URl of <sip:

voi ce. exanpl e.edu>. A certificate for this service would include a
URI -1 D of "sip:voice.exanmple.edu" (see [SIP-CERTS]) along with a
DNS-1 D of "voice.exanple.edu”. It mght also include a CN-1D of
"voi ce. exanpl e. edu"” for backward conpatibility with depl oyed
infrastructure.

Consi der an XMPP-conpati bl e instant nessaging (IM server at the host
"imexanpl e.org" servicing | M addresses of the form

"user @m exanpl e. org” and di scoverable via DNS SRV | ookups on the
"imexanple.org" domain. Acertificate for this service m ght

i nclude SRV-1Ds of " xmpp-client.imexanple.org" and

" _Xmpp-server.imexanple.org" (see [ XMPP]), a DNS-1D of

"imexanpl e.org", and an XMPP-specific "XnppAddr" of "im exanple.org"
(see [XWPP]). It mght also include a CN-I1D of "imexanple.org" for
backward compatibility wi th deployed infrastructure.
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5.

6.

Requesting Server Certificates

This section provides rules and guidelines for service providers
regarding the information to include in certificate signing requests
(CSRs).

In general, service providers are encouraged to request certificates
that include all of the identifier types that are required or
recommended for the application service type that will be secured
using the certificate to be issued.

If the certificate mght be used for any type of application service,
then the service provider is encouraged to request a certificate that
includes only a DNS-1D

If the certificate will be used for only a single type of application
service, then the service provider is encouraged to request a
certificate that includes a DNS-ID and, if appropriate for the
application service type, an SRV-IDor URI-IDthat limts the

depl oyment scope of the certificate to only the defined application
service type

If a service provider offering multiple application service types
(e.g., a Wrld Wde Wb service, an email service, and an instant
nessagi ng service) wishes to limt the applicability of certificates
using SRV-IDs or URI-1Ds, then the service provider is encouraged to
request nultiple certificates, i.e., one certificate per application
service type. Conversely, the service provider is discouraged from
requesting a single certificate containing multiple SRV-1Ds or URI-
IDs identifying each different application service type. This

gui del i ne does not apply to application service type "bundl es" that
are used to identify manifold distinct access nethods to the sane
underlying application (e.g., an enail application with access

nmet hods denoted by the application service types of "imap", "imps",
"pop3", "pop3s”, and "subm ssion" as described in [EMAIL-SRV]).

Verifying Service ldentity

This section provides rules and guidelines for inplenmenters of
application client software regarding algorithns for verification of
application service identity.
1. Overview

At a high level, the client verifies the application service's

identity by perform ng the actions listed bel ow (which are defined in
the follow ng subsections of this docunent):
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1. The client constructs a list of acceptable reference identifiers
based on the source domain and, optionally, the type of service
to which the client is connecting.

2. The server provides its identifiers in the formof a PKIX
certificate.

3. The client checks each of its reference identifiers against the
presented identifiers for the purpose of finding a natch.

4. \Wen checking a reference identifier against a presented
identifier, the client matches the source donmain of the
identifiers and, optionally, their application service type.

Naturally, in addition to checking identifiers, a client mght

conpl ete further checks to ensure that the server is authorized to
provi de the requested service. However, such checking is not a
matter of verifying the application service identity presented in a
certificate, and therefore nmethods for doing so (e.g., consulting
local policy information) are out of scope for this docunent.

6.2. Constructing a List of Reference ldentifiers
6.2.1. Rules

The client MJUST construct a |list of acceptable reference identifiers,
and MUST do so independently of the identifiers presented by the
servi ce.

The inputs used by the client to construct its list of reference
identifiers mght be a URI that a user has typed into an interface
(e.g., an HTTPS URL for a website), configured account information
(e.g., the domain name of a particular host or URI used for
retrieving informati on or connecting to a network, which m ght be
different fromthe DNS donmain name portion of a usernane), a
hyperlink in a web page that triggers a browser to retrieve a nedia
obj ect or script, or sonme other conbination of information that can
yield a source domain and an application service type.

The client m ght need to extract the source domain and application
service type fromthe input(s) it has received. The extracted data
MUST include only information that can be securely parsed out of the
inputs (e.g., parsing the fully qualified DNS donmai n name out of the
"host" conponent (or its equivalent) of a URI or deriving the
application service type fromthe schene of a URI) or information
that is derived in a manner not subject to subversion by network
attackers (e.g., pulling the data froma del egated domain that is
explicitly established via client or systemconfiguration, resolving
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the data via [ DNSSEC], or obtaining the data froma third-party
donmai n nappi ng service in which a human user has explicitly placed
trust and with which the client comuni cates over a connection or
associ ation that provides both mutual authentication and integrity
checking). These considerations apply only to extraction of the
source donmain fromthe inputs; naturally, if the inputs thenselves
are invalid or corrupt (e.g., a user has clicked a link provided by a
malicious entity in a phishing attack), then the client nmight end up
comuni cating with an unexpected application service.

Exampl e: G ven an input URl of <sips:alice@xanple.net> a client
woul d derive the application service type "sip" fromthe "scheng"
and parse the domai n nanme "exanple.net" fromthe "host" conponent
(or its equivalent).

Each reference identifier in the list SHOULD be based on the source
domai n and SHOULD NOT be based on a derived domain (e.g., a host nane
or dommi n nane di scovered through DNS resol ution of the source
donmain). This rule is inportant because only a match between the
user inputs and a presented identifier enables the client to be sure
that the certificate can legitimtely be used to secure the client’s
conmuni cation with the server. There is only one scenario in which
it is acceptable for an interactive client to override the
recomrendation in this rule and therefore communicate with a domain
nane other than the source domain: because a human user has "pinned"
the application service's certificate to the alternative donmain name
as further discussed under Section 6.6.4 and Section 7.1. In this
case, the inputs used by the client to construct its list of
reference identifiers mght include nore than one fully qualified DNS
domain nane, i.e., both (a) the source donmain and (b) the alternative
donmai n contained in the pinned certificate.

Using the conbi nation of fully qualified DNS donai n name(s) and
application service type, the client constructs a list of reference
identifiers in accordance with the follow ng rules:

o The list SHOULD include a DNS-1D. A reference identifier of type
DNS-I1 D can be directly constructed froma fully qualified DNS
domain nane that is (a) contained in or securely derived fromthe
inputs (i.e., the source domain), or (b) explicitly associated
with the source domain by neans of user configuration (i.e., a
derived domain).

o If a server for the application service type is typically

di scovered by nmeans of DNS SRV records, then the Iist SHOULD
i ncl ude an SRV-1 D.
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6.

2.

o If a server for the application service type is typically
associated with a URI for security purposes (i.e., a form
prot ocol docunent specifies the use of URIs in server
certificates), then the list SHOULD include a URI -1D.

o The list MAY include a CN-ID, mainly for the sake of backward
conpatibility with deployed infrastructure.

Which identifier types a client includes in its list of reference
identifiers is a matter of local policy. For exanple, in certain
depl oyment environments, a client that is built to connect only to a
particul ar kind of service (e.g., only I Mservices) nmight be
configured to accept as valid only certificates that include an
SRV-1D for that application service type; in this case, the client
woul d i nclude only SRV-1Ds matching the application service type in
its list of reference identifiers (not, for exanple, DNS-1Ds). By
contrast, a nore lenient client (even one built to connect only to a
particul ar kind of service) mght include both SRV-I1Ds and DNS-1Ds in
its list of reference identifiers.

| mpl ementation Note: It is highly likely that inplementers of
client software will need to support CN-IDs for the foreseeable
future, because certificates containing CN-1Ds are so w dely

depl oyed. Inplenenters are advised to nonitor the state of the
art with regard to certificate issuance policies and mgrate away
fromsupport CN-IDs in the future if possible.

| mpl ement ati on Note: The client does not need to construct the
foregoing identifiers in the actual formats found in a certificate
(e.g., as ASN. 1 types); it only needs to construct the functiona
equi val ent of such identifiers for matching purposes.

Security Warning: A client MJST NOT construct a reference
identifier corresponding to Relative Distingui shed Names ( RDNs)

ot her than those of type Commobn Name and MJST NOT check for RDNs
ot her than those of type Commbn Nanme in the presented identifiers.

2. Exanpl es

A web browser that is connecting via HITPS to the website at

"www. exanpl e. cont m ght have two reference identifiers: a DNS-1D of
"www, exanpl e. cont’ and, as a fallback, a CN-ID of "ww. exanpl e. cont

A mail user agent that is connecting via IMAPS to the email service
at "exanple.net" (resolved as "numil.exanple.net") mght have five

reference identifiers: an SRV-1D of " _inmaps.exanple.net" (see
[EMAIL-SRV]), DNS-I1Ds of "exanmple.net"” and "mail.exanple.net", and,
as a fallback, CN-1Ds of "exanple.net" and "mail.exanple.net”. (A
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| egacy enmmil user agent would not support [EMAIL-SRV] and therefore
woul d probably be explicitly configured to connect to

"mail . exanpl e. net", whereas an SRV-aware user agent woul d derive
"exanpl e.net"” froman email address of the form "user @xanpl e. net"
but m ght al so accept "numil.exanple.net"” as the DNS domai n name
portion of reference identifiers for the service.)

A voice-over-1P (Vol P) user agent that is connecting via SIP to the
voi ce service at "voice. exanpl e. edu" night have only one reference
identifier: a URI-1D of "sip:voice.exanple.edu" (see [SIP-CERTS]).

An instant nessaging (IM client that is connecting via XMPP to the

I Mservice at "imexanple.org" mght have three reference
identifiers: an SRV-1D of "_xmpp-client.imexanple.org" (see [ XMPP]),
a DNS-I1D of "imexanple.org", and an XMPP-specific "XmppAddr" of
"imexanpl e.org" (see [ XMPP]).

6.3. Preparing to Seek a Match

Once the client has constructed its list of reference identifiers and
has received the server’'s presented identifiers in the formof a PKIX
certificate, the client checks its reference identifiers against the
presented identifiers for the purpose of finding a match. The search
fails if the client exhausts its list of reference identifiers

wi thout finding a match. The search succeeds if any presented
identifier matches one of the reference identifiers, at which point
the client SHOULD stop the search

I mpl ementation Note: A client mght be configured to perform
nmultiple searches, i.e., to match nore than one reference
identifier. Although such behavior is not forbidden by this
specification, rules for matching multiple reference identifiers
are a matter for inplenmentation or future specification

Security Warning: A client MJST NOT seek a match for a reference
identifier of CNNIDif the presented identifiers include a DNS-1D,
SRV-ID, URI-ID, or any application-specific identifier types
supported by the client.

Bef ore applying the conparison rules provided in the foll ow ng
sections, the client mght need to split the reference identifier
into its DNS domain nane portion and its application service type
portion, as follows:

o Areference identifier of type DNS-1D does not include an

application service type portion and thus can be used directly as
the DNS domai n name for conparison purposes. As an exanple, a
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DNS- I D of "www. exanpl e. com’ would result in a DNS donai n nane
portion of "ww. exanple.coni'.

o Areference identifier of type CN-1D al so does not include an
application service type portion and thus can be used directly as
the DNS domai n nane for conparison purposes. As previously
nentioned, this docunent specifies that a CN-1D al ways contains a
string whose formmatches that of a DNS domai n nane (thus
differentiating a CN-I1D froma Conmon Name contai ning a human-
friendly nane).

o For areference identifier of type SRV-1D, the DNS domai n nane
portion is the Name and the application service type portion is
the Service. As an exanmple, an SRV-ID of " _inaps.exanple. net"
woul d be split into a DNS domai n name portion of "exanple.net" and
an application service type portion of "imaps" (mapping to an
application protocol of |IMAP as explained in [ EMAIL-SRV]).

o For areference identifier of type URI-1D, the DNS domai n nane
portion is the "reg-nane" part of the "host" conponent (or its
equi val ent) and the application service type portion is the
application service type associated with the schene nane nmatching
the [ABNF] "schene” rule from[URI] (not including the ':
separator). As previously nentioned, this docunent specifies that
a URI-ID always contains a "host" conponent (or its equivalent)
containing a "reg-name". (Matching only the "reg-name" rule from
[URI] limts verification to DNS donai n nanmes, thereby
differentiating a URI-ID froma uni fornResourceldentifier entry
that contains an I P address or a nmere host nane, or that does not
contain a "host" conmponent at all.) Furthernore, note that
extraction of the "reg-nane" m ght necessitate nornalization of
the URI (as explained in [URI]). As an exanple, a URI-ID of "sip
voi ce. exanpl e. edu” woul d be split into a DNS donai n name portion
of "voi ce. exanpl e. edu” and an application service type of "sip"
(associated with an application protocol of SIP as explained in
[ SI P- CERTS]) .

Detail ed conparison rules for matching the DNS donmai n name portion
and application service type portion of the reference identifier are
provided in the foll ow ng sections.

6.4. Matching the DNS Domain Narme Portion

The client MUST match the DNS donai n name portion of a reference
identifier according to the follow ng rules (and SHOULD al so check
the application service type as described under Section 6.5). The
rul es di ffer depending on whether the domain to be checked is a
“traditional domain nane" or an "internationalized domai n nanme" (as
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defined under Section 2.2). Furthernore, to neet the needs of
clients that support presented identifiers containing the wldcard
character '*', we define a supplenental rule for so-called "w ldcard
certificates". Finally, we also specify the circunstances under
which it is acceptable to check the "CN-1D" identifier type.

6.4.1. Checking of Traditional Donai n Nanmes

If the DNS domain name portion of a reference identifier is a
"traditional domain nane", then matching of the reference identifier
agai nst the presented identifier is performed by conparing the set of
domai n nane | abels using a case-insensitive ASCI| conparison, as
clarified by [DNS-CASE] (e.g., "WWVExanple.Coni woul d be | ower-cased
to "www. exanpl e. com' for conparison purposes). Each |abel MJST natch
in order for the names to be considered to match, except as

suppl enented by the rul e about checking of wildcard |abels

(Section 6.4.3).

6.4.2. Checking of Internationalized Domai n Nanmes

If the DNS domain name portion of a reference identifier is an

i nternationalized domain name, then an inplenentati on MIST convert
any U-labels [IDNA-DEFS] in the domain nane to A-|labels before
checki ng the donmain nane. |In accordance with [IDNA-PROTQ, A-Ilabels
MUST be conpared as case-insensitive ASCII. Each |abel MJST match in
order for the domain nanes to be considered to match, except as

suppl enented by the rul e about checking of wildcard |abels

(Section 6.4.3; but see also Section 7.2 regarding wildcards in

i nternationalized domai n nanes).

6.4.3. Checking of Wldcard Certificates

A client employing this specification's rules MAY match the reference
identifier against a presented identifier whose DNS domai n name
portion contains the wildcard character '*' as part or all of a |abe
(followi ng the description of |abels and domain nanes in

[ DNS- CONCEPTS] ) .

For information regarding the security characteristics of wldcard
certificates, see Section 7.2.

If aclient matches the reference identifier against a presented
identifier whose DNS donmai n nanme portion contains the wildcard
character '*', the follow ng rules apply:

1. The client SHOULD NOT attenpt to match a presented identifier in

whi ch the wildcard character conprises a |abel other than the
| eft-nost | abel (e.g., do not match bar.*.exanple.net).
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6.

2. If the wildcard character is the only character of the |eft-nost
label in the presented identifier, the client SHOULD NOT conpare
agai nst anything but the |eft-nost |abel of the reference
identifier (e.g., *.exanple.comwould match foo.exanpl e.com but
not bar.foo. exanpl e. com or exanpl e.com.

3. The client MAY match a presented identifier in which the wildcard
character is not the only character of the |abel (e.g.
baz*. exanpl e. net and *baz. exanpl e. net and b*z. exanpl e. net woul d
be taken to match bazl. exanpl e. net and foobaz. exanpl e. net and
buzz. exanpl e. net, respectively). However, the client SHOULD NOT
attenpt to match a presented identifier where the wldcard
character is enbedded within an A-l1abel or U1l abel [I|DNA-DEFS] of
an internationalized donain nane [ DNA- PROTQ .

4.4. Checki ng of Common Nanes

As noted, a client MJUST NOT seek a match for a reference identifier
of CN-IDif the presented identifiers include a DNS-1D, SRV-1D,

URI -1 D, or any application-specific identifier types supported by the
client.

Therefore, if and only if the presented identifiers do not include a
DNS-ID, SRV-ID, URI-ID, or any application-specific identifier types
supported by the client, then the client MAY as a |ast resort check
for a string whose formnmatches that of a fully qualified DNS domain
name in a Conmon Nane field of the subject field (i.e., a CNID). |If
the client chooses to conpare a reference identifier of type CN-1D
agai nst that string, it MJST follow the comparison rules for the DNS
domai n nane portion of an identifier of type DNS-I1D, SRV-1D, or

URI -1 D, as described under Section 6.4.1, Section 6.4.2, and

Section 6.4.3.

5. Matching the Application Service Type Portion

When a client checks identifiers of type SRV-ID and URI-ID, it MJST
check not only the DNS donmain name portion of the identifier but also
the application service type portion. The client does this by
splitting the identifier into the DNS domain name portion and the
application service type portion (as described under Section 6.3),
then checki ng both the DNS domai n name portion (as descri bed under
Section 6.4) and the application service type portion as described in
the follow ng subsections.

| npl enentation Note: An identifier of type SRV-ID or URI-1D

provi des an application service type portion to be checked, but
that portion is conbined only with the DNS domai n nane portion of
the SRV-ID or URI-IDitself. For exanple, if a client’s list of
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reference identifiers includes an SRV-1D of "_ xnpp-
client.imexanple.org" and a DNS-1D of "apps.exanple.net", the
client would check (a) the conbination of an application service
type of "xmpp-client"” and a DNS domai n nanme of "im exanple.org"
and (b) a DNS domai n nane of "apps.exanple.net". However, the
client would not check (c) the conbination of an application
service type of "xnpp-client"” and a DNS domai n name of

"apps. exanpl e. net" because it does not have an SRV-ID of " _ xnpp-
client.apps.exanple.net" in its list of reference identifiers.

6.5.1. SRV-ID

The application service nane portion of an SRV-I1D (e.g., "inaps")
MJUST be matched in a case-insensitive manner, in accordance wth
[DNS-SRV]. Note that the "_" character is prepended to the service

identifier in DNS SRV records and in SRV-IDs (per [SRVNAME]), and
thus does not need to be included in any comparison

6.5.2. URI-ID

The scherme name portion of a URI-ID (e.g., "sip") MJST be nmatched in
a case-insensitive manner, in accordance with [URI]. Note that the
":" character is a separator between the schenme nane and the rest of
the URI, and thus does not need to be included in any conparison

6.6. CQutcone
The outcone of the matching procedure is one of the follow ng cases.
6.6.1. Case #1: Match Found

If the client has found a presented identifier that matches a
reference identifier, then the service identity check has succeeded.
In this case, the client MJUST use the matched reference identifier as
the validated identity of the application service.

6.6.2. Case #2: No Match Found, Pinned Certificate

If the client does not find a presented identifier matching any of
the reference identifiers but the client has previously pinned the
application service's certificate to one of the reference identifiers
inthe list it constructed for this comunication attenpt (as

“pi nning" is explained under Section 1.8), and the presented
certificate matches the pinned certificate (including the context as
described under Section 7.1), then the service identity check has
succeeded.
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6.3. Case #3: No Match Found, No Pinned Certificate

If the client does not find a presented identifier matching any of
the reference identifiers and the client has not previously pinned
the certificate to one of the reference identifiers in the list it
constructed for this conmunication attenpt, then the client MJST
proceed as descri bed under Section 6.6. 4.

6.4. Fall back

If the client is an interactive client that is directly controlled by
a hurman user, then it SHOULD i nformthe user of the identity m smatch
and automatically term nate the communication attenpt with a bad
certificate error; this behavior is preferable because it prevents
users frominadvertently bypassing security protections in hostile
situations.

Security Warning: Sone interactive clients give advanced users the
option of proceeding with acceptance despite the identity

m smat ch, thereby "pinning" the certificate to one of the
reference identifiers in the list constructed by the client for
this comunication attenpt. Although this behavior can be
appropriate in certain specialized circunstances, in general it
ought to be exposed only to advanced users. Even then it needs to
be handl ed with extrenme caution, for exanple by first encouraging
even an advanced user to ternm nate the conmunication attenpt and,

i f the advanced user chooses to proceed anyway, by forcing the
user to viewthe entire certification path and only then all ow ng
the user to pin the certificate (on a tenporary or permanent

basis, at the user’s option).

O herwise, if the client is an automated application not directly
controll ed by a human user, then it SHOULD term nate the

conmuni cation attenpt with a bad certificate error and log the error
appropriately. An automated application MAY provide a configuration
setting that disables this behavior, but MJST enabl e the behavi or by
defaul t.

Security Consi derations
1. Pinned Certificates

As defined under Section 1.8, a certificate is said to be "pinned" to
a DNS donmmi n nane when a user has explicitly chosen to associate a
service's certificate with that DNS domai n nane despite the fact that
the certificate contains sonme other DNS donain nanme (e.g., the user
has explicitly approved "apps.exanple.net” as a dommi n associ at ed
with a source domain of "exanple.conm). The cached nane association
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MUST take account of both the certificate presented and the context
in which it was accepted or configured (where the "context" includes
the chain of certificates fromthe presented certificate to the trust
anchor, the source dommin, the application service type, the
service's derived domain and port number, and any other rel evant

i nformation provided by the user or associated by the client).

7.2. Wldcard Certificates

Thi s docunent states that the wildcard character '*’ SHOULD NOT be
included in presented identifiers but MAY be checked by application
clients (mainly for the sake of backward conpatibility with depl oyed
infrastructure). As a result, the rules provided in this docunent
are nmore restrictive than the rules for many existing application
technol ogi es (such as those excerpted under Appendix B). Severa
security considerations justify tightening the rules:

o WIldcard certificates automatically vouch for any and all host
names within their domain. This can be convenient for
admi ni strators but also poses the risk of vouching for rogue or
buggy hosts. See for exanple [Defeating-SSL] (beginning at slide
91) and [HTTPSbytes] (slides 38-40).

o Specifications for existing application technol ogies are not clear
or consistent about the allowable | ocation of the wldcard
character, such as whether it can be:

* only the conplete left-nost |abel (e.g., *.exanple.con

* sone fragment of the left-nost |abel (e.g., fo*.exanple.com
f*o0. exanpl e.com or *oo.exanpl e.con

* all or part of a |abel other than the left-nost |abel (e.g.
www. *. exanpl e. com or www. f 0o*. exanpl e. com

* all or part of a |label that identifies a so-called "public
suffix" (e.g., *.co.uk or *.con)

* included nore than once in a given | abel (e.g.
f*b*r. exanmpl e. com

* included as all or part of nore than one |abel (e.g.
* *. exanpl e. con

These ambi guities might introduce exploitable differences in
identity checki ng behavior anong client inplenmentations and
necessitate overly conplex and inefficient identity checking
al gorithns.
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o There is no specification that defines how the wildcard character
may be enbedded within the A-1abels or Ul abels [|DNA-DEFS] of an
i nternationalized domain name [|I DNA-PROTQ; as a result,

i mpl enentati ons are strongly di scouraged from i ncl uding or
attenpting to check for the wildcard character enbedded within the
A-labels or U-labels of an internationalized domain nane (e.g.
"xn--kcry6tj ko*. exanple.org"). Note, however, that a presented
domai n nanme identifier MAY contain the wildcard character as |ong
as that character occupies the entire |left-nost |abel position
where all of the remaining | abels are valid NRLDH | abel s,
A-labels, or Ulabels (e.g., "*.xn--kcry6tjko.exanple.org").

Not wi t hst andi ng the foregoing security considerations, specifications
that reuse this one can legitimtely encourage continued support for
the wildcard character if they have good reasons to do so, such as
backward compatibility with deployed infrastructure (see, for
exanpl e, [ EV-CERTS]).

7.3. Internationalized Domai n Names

Al'l owi ng internationalized domain names can | ead to the inclusion of
visually simlar (so-called "confusable") characters in certificates;
for discussion, see for exanple [I|DNA-DEFS].

7.4. Miltiple ldentifiers

A given application service mght be addressed by nultiple DNS donain
nanes for a variety of reasons, and a given depl oynment m ght service
multiple domains (e.g., in so-called "virtual hosting"” environnents).
In the default TLS handshake exchange, the client is not able to

indi cate the DNS domain nane with which it wants to conmuni cate, and
the TLS server returns only one certificate for itself. Absent an
extension to TLS, a typical workaround used to facilitate nmapping an
application service to multiple DNS donmain names is to enbed all of
the domain nanes into a single certificate

A nmore recent approach, formally specified in [TLS-EXT], is for the
client to use the TLS "Server Name Indication" (SNI) extension when
sending the client_hello nmessage, stipulating the DNS donmain nane it
desires or expects of the service. The service can then return the
appropriate certificate inits Certificate nessage, and that
certificate can represent a single DNS donai n nane.

To accommpdat e the workaround that was needed before the devel opnent
of the SNI extension, this specification allows rmultiple DNS-IDs,
SRV-IDs, or URI-IDs in a certificate; however, it explicitly

di scourages nultiple CN-1Ds. Although it would be preferable to
forbid multiple CN-1Ds entirely, there are several reasons at this
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time why this specification states that they SHOULD NOT (instead of
MUST NOT) be incl uded:

o At least one significant technol ogy conmunity of interest
explicitly allows multiple CN-IDs [EV-CERTS]

0o At least one significant certification authority is known to issue
certificates containing multiple CN-1Ds.

o Many service providers often deeminclusion of multiple CN1Ds
necessary in virtual hosting environnents because at |east one
wi del y depl oyed operating system does not yet support the SN
ext ensi on.

It is hoped that the recommendation regarding multiple CN-1Ds can be
further tightened in the future.
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Appendi x A.  Sanpl e Text

At the time of this witing, two application technol ogies reuse the
recomendations in this specification: email [EMAIL-SRV] and XWPP

[ XMPP]. Here we include the text from[XMPP] to illustrate the

t hought process that m ght be foll owed by protocol designers for

ot her application technologies. Specifically, because XMPP uses DNS
SRV records for resolution of the DNS domai n nanes for application
services, the XMPP specification recomends the use of SRV-1Ds.

The text regarding certificate issuance is as foll ows:
Hit#H#HH

In a PKIX certificate to be presented by an XMPP server (i.e., a
"server certificate"), the certificate MJST include one or nore XMPP
addresses (i.e., domainparts) associated with XMPP services hosted at
the server. The rules and guidelines defined in [this specification]
apply to XMPP server certificates, with the foll owi ng XMPP-specific
consi derati ons:

0 Support for the DNS-ID identifier type [PKIX] is REQJU RED i n XMPP
client and server software inplenmentations. Certification
authorities that issue XMPP-specific certificates MJST support the
DNS-ID identifier type. XWPP service providers SHOULD i nclude the
DNS-1D identifier type in certificate requests.

0 Support for the SRvV-ID identifier type [ SRYNAME] is REQUI RED for
XMPP client and server software inplenentations (for verification
pur poses XMPP client inplenentations need to support only the
" xnmpp-client"” application service type, whereas XMPP server
i mpl enentati ons need to support both the " xnpp-client" and
" _Xmpp-server" application service types). Certification
authorities that issue XMPP-specific certificates SHOULD support
the SRV-ID identifier type. XMPP service providers SHOULD i ncl ude
the SRV-ID identifier type in certificate requests.

0 Support for the XnppAddr identifier type is encouraged in XWPP
client and server software inplenmentations for the sake of
backwar d- compatibility, but is no | onger encouraged in
certificates issued by certification authorities or requested by
XMPP service providers.

o DNS domain nanes in server certificates MAY contain the wldcard
character '*' as the conplete |left-nost label within the
identifier.

HHHBHH
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The text regarding certificate verification is as foll ows:
HE#HTH

For server certificates, the rules and guidelines defined in [this
specification] apply, with the proviso that the XnppAddr identifier
is allowed as a reference identifier.

The identities to be checked are set as foll ows:

o The initiating entity sets its reference identifier to the 'to’
address it communicates in the initial streamheader; i.e., this
is the identity it expects the receiving entity to provide in a
PKI X certificate.

o The receiving entity sets its reference identifier to the ’fron
address communi cated by the initiating entity in the initia
stream header; i.e., this is the identity that the initiating
entity is trying to assert.

BHBHAH
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Appendi x B. Prior Art
(This section is non-normative.)

The recomendations in this docunent are an abstraction from
recomendations in specifications for a wi de range of application
protocols. For the purpose of conparison and to delineate the

hi story of thinking about application service identity verification
within the IETF, this informative section gathers together prior art
by including the exact text fromvarious RFCs (the only nodifications
are changes to the names of several references to maintain coherence
with the main body of this docunent, and the elision of irrelevant
text as nmarked by the characters "[...]").

B.1. |MAP, POP3, and ACAP (1999)

In 1999, [USINGILS] specified the followi ng text regarding
application service identity verification in | MAP, POP3, and ACAP

HitHHH
2.4. Server ldentity Check

During the TLS negotiation, the client MJUST check its understandi ng
of the server hostnane against the server’'s identity as presented in
the server Certificate nmessage, in order to prevent man-in-the-mddle
attacks. Matching is perforned according to these rules:

o The client MJIST use the server hostnanme it used to open the
connection as the value to conpare against the server nane as
expressed in the server certificate. The client MJUST NOT use any
formof the server hostnane derived froman insecure renote source
(e.g., insecure DNS | ookup). CNAME canonicalization is not done.

o |If a subjectAltNane extension of type dNSNane is present in the
certificate, it SHOULD be used as the source of the server’s
identity.

o Mtching is case-insensitive

o A"*" wildcard character MAY be used as the |left-nmpst nane
conponent in the certificate. For exanple, *.exanple.comwould
mat ch a. exanpl e.com foo.exanple.com etc. but would not natch
exanpl e. com

o If the certificate contains nmultiple names (e.g. nore than one

dNSName field), then a match with any one of the fields is
consi dered accept abl e.
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If the match fails, the client SHOULD either ask for explicit user
confirmation, or term nate the connection and indicate the server’s
identity is suspect.

BB
B.2. HTTP (2000)

In 2000, [HTTP-TLS] specified the follow ng text regarding
application service identity verification in HTTP:

Hit#HHH
3.1. Server ldentity

In general, HITP/TLS requests are generated by dereferencing a URl.
As a consequence, the hostnanme for the server is known to the client.
If the hostnane is available, the client MJUST check it against the
server’'s identity as presented in the server's Certificate nessage,
in order to prevent nan-in-the-mddle attacks.

If the client has external information as to the expected identity of
the server, the hostname check MAY be omitted. (For instance, a
client nay be connecting to a nmachi ne whose address and hostname are
dynam ¢ but the client knows the certificate that the server will
present.) In such cases, it is inmportant to narrow the scope of
acceptable certificates as much as possible in order to prevent nan
in the mddle attacks. |In special cases, it may be appropriate for
the client to sinply ignore the server’s identity, but it nust be
understood that this | eaves the connection open to active attack

If a subject AltNanme extension of type dNSName is present, that MJST
be used as the identity. Oherw se, the (nost specific) Conmon Nane
field in the Subject field of the certificate MJST be used. Although
the use of the Commpn Nane is existing practice, it is deprecated and
Certification Authorities are encouraged to use the dNSNanme i nstead.

Mat ching is perforned using the matching rules specified by
[PKIX-OLD]. If nore than one identity of a given type is present in
the certificate (e.g., nore than one dNSNane nane, a match in any one
of the set is considered acceptable.) Nanes may contain the wildcard
character * which is considered to match any single donai n nane
conponent or conponent fragment. E.g., *.a.com matches foo0.a.com but
not bar.foo.a.com f*.com matches foo.com but not bar.com

In some cases, the URI is specified as an | P address rather than a

hostname. In this case, the i PAddress subjectAltName nmust be present
in the certificate and nust exactly match the IPin the URI.
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If the hostnane does not match the identity in the certificate, user
oriented clients MUST either notify the user (clients MAY give the
user the opportunity to continue with the connection in any case) or
term nate the connection with a bad certificate error. Autonmated
clients MIST log the error to an appropriate audit log (if avail able)
and SHOULD term nate the connection (with a bad certificate error).
Automated clients MAY provide a configuration setting that disables
this check, but MJST provide a setting which enables it.

Note that in many cases the URl itself comes from an untrusted
source. The above-described check provides no protection against
attacks where this source is conprom sed. For exanple, if the UR
was obtai ned by clicking on an HTM. page which was itself obtained

wi t hout using HTTP/TLS, a man in the mddle could have replaced the
URI. In order to prevent this formof attack, users should carefully
exam ne the certificate presented by the server to determne if it
neets their expectations.

HHHBHH
B.3. LDAP (2000/2006)

In 2000, [LDAP-TLS] specified the followi ng text regarding
application service identity verification in LDAP

HE#HHH

3.6. Server ldentity Check

The client MUST check its understandi ng of the server’s hostnane

agai nst the server’'s identity as presented in the server’'s

Certificate nessage, in order to prevent man-in-the-niddle attacks.

Mat ching is perforned according to these rules:

o The client MJST use the server hostnane it used to open the LDAP
connection as the value to conpare against the server nane as
expressed in the server’s certificate. The client MJUST NOT use
the server’s canonical DNS nane or any other derived form of nane.

o |If a subjectAltNane extension of type dNSNane is present in the
certificate, it SHOULD be used as the source of the server’s
identity.

o Matching is case-insensitive

o The "*" wldcard character is allowed. |If present, it applies
only to the | eft-npst nanme conponent.
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E.g. *.bar.comwould nmatch a.bar.com b.bar.com etc. but not

bar.com |If more than one identity of a given type is present in the
certificate (e.g. nmore than one dNSNanme nane), a match in any one of
the set is considered acceptable.

I f the hostnane does not nmatch the dNSName-based identity in the
certificate per the above check, user-oriented clients SHOULD eit her
notify the user (clients MAY give the user the opportunity to
continue with the connection in any case) or termnate the connection
and indicate that the server’s identity is suspect. Autonmated
clients SHOULD cl ose the connection, returning and/or |ogging an
error indicating that the server’'s identity is suspect.

Beyond the server identity checks described in this section, clients
SHOULD be prepared to do further checking to ensure that the server
is authorized to provide the service it is observed to provide. The
client MAY need to make use of local policy information

HHHBHH

In 2006, [LDAP-AUTH] specified the follow ng text regarding
application service identity verification in LDAP

Hit#HHH
3.1.3. Server ldentity Check

In order to prevent man-in-the-mddl e attacks, the client MJST verify
the server’s identity (as presented in the server’s Certificate
nessage). |In this section, the client’s understandi ng of the
server’'s identity (typically the identity used to establish the
transport connection) is called the "reference identity".

The client determines the type (e.g., DNS name or |P address) of the
reference identity and performs a conparison between the reference
identity and each subject AltNane val ue of the correspondi ng type
until a match is produced. Once a match is produced, the server’'s
identity has been verified, and the server identity check is
conplete. Different subjectAltNane types are natched in different
ways. Sections 3.1.3.1 - 3.1.3.3 explain how to conpare val ues of
various subject Al t Name types.

The client may map the reference identity to a different type prior
to performng a conparison. Mappings nmay be perforned for al
avai | abl e subj ect Alt Nane types to which the reference identity can be
mapped; however, the reference identity should only be mapped to
types for which the mapping is either inherently secure (e.g.
extracting the DNS nane froma URI to conpare with a subject Al tNane
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of type dNSNanme) or for which the mapping is perforned in a secure
manner (e.g., using [DNSSEC], or using user- or adm n-configured
host -t 0- addr ess/ addr ess-t 0- host | ookup tabl es).

The server’s identity may al so be verified by conparing the reference
identity to the Conmon Nanme (CN) [ LDAP-SCHEMA] value in the | ast

Rel ative Distinguished Name (RDN) of the subject field of the
server’'s certificate (where "last" refers to the DER encoded order
not the order of presentation in a string representati on of DER-
encoded data). This conparison is perforned using the rules for
conparison of DNS nanes in Section 3.1.3.1, below, with the exception
that no wildcard matching is allowed. Al though the use of the Common
Nane value is existing practice, it is deprecated, and Certification
Aut horities are encouraged to provide subject AltNane val ues i nstead.
Note that the TLS inplenentation may represent DNs in certificates
according to X. 500 or other conventions. For exanple, sone X 500

i mpl enentations order the RDNs in a DN using a left-to-right (nost
significant to |l east significant) convention instead of LDAP' s right-
to-left convention.

If the server identity check fails, user-oriented clients SHOULD
either notify the user (clients may give the user the opportunity to
continue with the LDAP session in this case) or close the transport
connection and indicate that the server’'s identity is suspect.

Aut omat ed clients SHOULD cl ose the transport connection and then
return or log an error indicating that the server’'s identity is
suspect or bot h.

Beyond the server identity check described in this section, clients
shoul d be prepared to do further checking to ensure that the server
is authorized to provide the service it is requested to provide. The
client my need to nake use of local policy information in making
this determ nation.

3.1.3.1. Conparison of DNS Nanes

If the reference identity is an internationalized domai n nane,
conform ng inpl ementati ons MUST convert it to the ASCII Conpati bl e
Encodi ng (ACE) format as specified in Section 4 of RFC 3490

[ 1 DNA2003] before conparison with subject Al'tName val ues of type
dNSName. Specifically, conform ng inplenentations MJST performthe
conversion operation specified in Section 4 of RFC 3490 as foll ows:
o in step 1, the donmain name SHALL be considered a "stored string"
o in step 3, set the flag called "UseSTD3ASCI | Rul es";

O in step 4, process each label with the "ToASCI 1" operation; and
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o in step 5, change all |abel separators to W+002E (full stop).

After performing the "to-ASCI 1" conversion, the DNS | abel s and nanes
MJUST be conpared for equality according to the rules specified in
Section 3 of RFC3490.

The '*' (ASCI| 42) wildcard character is allowed in subjectAltNane
val ues of type dNSName, and then only as the |eft-nost (I east
significant) DNS | abel in that value. This wildcard natches any

| eft-npbst DNS | abel in the server nane. That is, the subject

*_ exanpl e.com mat ches the server nanes a.exanpl e.com and

b. exanpl e. com but does not match exanpl e.com or a.b. exanpl e.com

3.1.3.2. Conparison of |P Addresses

VWhen the reference identity is an I P address, the identity MJST be
converted to the "network byte order" octet string representation
[IP] [IPv6]. For IP Version 4, as specified in RFC 791, the octet
string will contain exactly four octets. For |IP Version 6, as
specified in RFC 2460, the octet string will contain exactly sixteen
octets. This octet string is then conpared agai nst subject Al t Nanme
val ues of type i PAddress. A match occurs if the reference identity
octet string and value octet strings are identical

3.1.3.3. Conparison of O her subjectNanme Types

Client inplenentations MAY support matchi ng agai nst subject Al t Nanme
val ues of other types as described in other docunents.

B
B.4. SMIP (2002/2007)

In 2002, [SMIP-TLS] specified the followi ng text regarding
application service identity verification in SMIP

HHBHBH

4.1 Processing After the STARTTLS Comrand

[...]

The deci sion of whether or not to believe the authenticity of the

other party in a TLS negotiation is a local matter. However, some
general rules for the decisions are:
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o A SMIP client would probably only want to authenticate an SMIP
server whose server certificate has a donmain nane that is the
domai n nanme that the client thought it was connecting to.

[...]
B

In 2006, [SMIP-AUTH] specified the follow ng text regarding
application service identity verification in SMIP

HHHBHH

14. Additional Requirenents When Using SASL PLAIN over TLS

[...]

After a successful [TLS] negotiation, the client MJST check its
under st andi ng of the server hostnanme against the server’'s identity as
presented in the server Certificate nessage, in order to prevent nan-
in-the-mddle attacks. |If the match fails, the client MJST NOT
attenpt to authenticate using the SASL PLAI N mechanism Matching is
performed according to the follow ng rules:

The client MJUST use the server hostnane it used to open the
connection as the value to conpare against the server nane as
expressed in the server certificate. The client MJST NOT use any
formof the server hostname derived froman insecure renote source
(e.g., insecure DNS | ookup). CNAME canonicalization is not done.

If a subject AltName extension of type dNSName is present in the
certificate, it SHOULD be used as the source of the server’s
identity.

Mat ching is case-insensitive

A "*" wildcard character MAY be used as the | eftnost name
conponent in the certificate. For exanple, *.exanple.com would
mat ch a. exanpl e.com foo.exanple.com etc., but would not match
exanpl e. com

If the certificate contains multiple names (e.g., nore than one
dNSNanme field), then a match with any one of the fields is
consi dered accept abl e.

HHHBHH
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B.5. XVPP (2004)

In 2004, [ XMPP-OLD] specified the follow ng text regarding
application service identity verification in XWPP

HHHHBH
14.2. Certificate Validation

VWhen an XMPP peer communi cates with anot her peer securely, it MJST
validate the peer’s certificate. There are three possible cases:

Case #1: The peer contains an End Entity certificate which appears
to be certified by a certification path termnating in a trust
anchor (as described in Section 6.1 of [PKIX]).

Case #2: The peer certificate is certified by a Certificate
Aut hority not known to the validating peer

Case #3: The peer certificate is self-signed.
In Case #1, the validating peer MJUST do one of two things:

1. Verify the peer certificate according to the rules of [PKIX]
The certificate SHOULD then be checked agai nst the expected
identity of the peer followi ng the rules described in [HITP-TLS],
except that a subjectAltName extension of type "xnmpp" MJIST be
used as the identity if present. |If one of these checks fails,
user-oriented clients MIST either notify the user (clients MAY
give the user the opportunity to continue with the connection in
any case) or terminate the connection with a bad certificate
error. Automated clients SHOULD term nate the connection (with a
bad certificate error) and log the error to an appropriate audit
log. Autonmated clients MAY provide a configuration setting that
di sabl es this check, but MJST provide a setting that enables it.

2. The peer SHOULD show the certificate to a user for approval,
including the entire certification path. The peer MJST cache the
certificate (or some non-forgeable representation such as a

hash). 1In future connections, the peer MJST verify that the sane
certificate was presented and MUST notify the user if it has
changed.

In Case #2 and Case #3, inplenentations SHOULD act as in (2) above.

HHHBHH
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Al t hough [ XMPP-COLD] defined its own rules, [XMPP] reuses the rules in
this docunment regarding application service identity verification in
XMVPP.,

B.6. NNTP (2006)

In 2006, [NNTP-TLS] specified the followi ng text regarding
application service identity verification in NNTP

HHHAHH

5. Security Considerations

... ]

During the TLS negotiation, the client MJST check its understandi ng
of the server hostnane against the server’s identity as presented in
the server Certificate nmessage, in order to prevent man-in-the-mddle
attacks. Matching is perforned according to these rules:

o The client MJST use the server hostnanme it used to open the
connection (or the hostnane specified in TLS "server_name"
extension [TLS]) as the value to conpare against the server nane
as expressed in the server certificate. The client MJST NOT use
any form of the server hostnane derived froman insecure renote
source (e.g., insecure DNS | ookup). CNAME canonicalization is not
done.

o |If a subjectAltNane extension of type dNSNane is present in the
certificate, it SHOULD be used as the source of the server’s
identity.

o Mtching is case-insensitive

o A"*" wildcard character MAY be used as the |left-nmpst nane
conponent in the certificate. For exanple, *.exanple.comwould
mat ch a. exanpl e.com foo.exanple.com etc., but would not match
exanpl e. com

o If the certificate contains nmultiple names (e.g., nore than one
dNSName field), then a match with any one of the fields is
consi dered accept abl e.

If the match fails, the client SHOULD either ask for explicit user

confirmation or terminate the connection with a QU T command and
indicate the server’s identity is suspect.
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Additionally, clients MJST verify the binding between the identity of
the servers to which they connect and the public keys presented by
those servers. Cients SHOULD i nplement the algorithmin Section 6
of [PKIX] for general certificate validation, but MAY suppl ement that
algorithmw th other validation nmethods that achi eve equi val ent

| evel s of verification (such as conparing the server certificate
against a local store of already-verified certificates and identity
bi ndi ngs) .

HHHAHH
B. 7. NETCONF (2006/2009)

In 2006, [ NETCONF-SSH] specified the follow ng text regarding
application service identity verification in NETCONF:

HtHHH
6. Security Considerations

The identity of the server MJUST be verified and authenticated by the
client according to |ocal policy before password-based authentication
data or any configuration or state data is sent to or received from
the server. The identity of the client MJST al so be verified and

aut henticated by the server according to local policy to ensure that
the incomng client request is legitinate before any configuration or
state data is sent to or received fromthe client. Neither side
shoul d establish a NETCONF over SSH connection with an unknown,
unexpected, or incorrect identity on the opposite side.

HHHBHH

In 2009, [NETCONF-TLS] specified the follow ng text regarding
application service identity verification in NETCONF:

Hit#HHH
3.1. Server ldentity

During the TLS negotiation, the client MJST carefully exam ne the
certificate presented by the server to determne if it meets the
client’s expectations. Particularly, the client MJUST check its
under st andi ng of the server hostnanme against the server’'s identity as
presented in the server Certificate nessage, in order to prevent nan-
i n-the-mddl e attacks.
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Mat ching is perforned according to the rules below (follow ng the
exanpl e of [ NNTP-TLS]):

o The client MJST use the server hostname it used to open the
connection (or the hostnane specified in the TLS "server_nane"
extension [TLS]) as the value to conpare agai nst the server nane
as expressed in the server certificate. The client MJST NOT use
any formof the server hostnanme derived froman insecure renote
source (e.g., insecure DNS | ookup). CNAME canonicalization is not
done.

o |If a subjectAltNane extension of type dNSNane is present in the
certificate, it MJST be used as the source of the server’s
identity.

o Mtching is case-insensitive.

o A"*" wldcard character MAY be used as the | eftnpst nane
conponent in the certificate. For exanple, *.exanple.comwould
mat ch a. exanpl e.com foo.exanple.com etc., but would not match
exanpl e. com

o If the certificate contains nmultiple names (e.g., nore than one
dNSNanme field), then a match with any one of the fields is
consi dered accept abl e.

If the match fails, the client MJST either ask for explicit user
confirmation or termnate the connection and indicate the server’'s
identity is suspect.

Additionally, clients MJST verify the binding between the identity of
the servers to which they connect and the public keys presented by
those servers. Cients SHOULD i npl ement the algorithmin Section 6
of [PKIX] for general certificate validation, but MAY suppl ement that
algorithmw th other validation nmethods that achi eve equi val ent

| evel s of verification (such as conparing the server certificate
against a local store of already-verified certificates and identity
bi ndi ngs) .

If the client has external information as to the expected identity of
the server, the hostname check MAY be omitted.

Ht
B.8. Syslog (2009)

In 2009, [SYSLOG TLS] specified the follow ng text regarding
application service identity verification in Syslog:
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HHHBHH

5.

Subj ect Name Aut hori zation

| mpl ement ati ons MUST support certification path validation [PKIX]

In addition, they MJUST support specifying the authorized peers using
| ocal ly configured host nanes and natching the nane agai nst the
certificate as foll ows.

(0]

| mpl ement ati ons MUST support matching the |ocally configured host
nane agai nst a dNSNane in the subject Al tName extension field and
SHOULD support checking the nane agai nst the conmmon nane portion
of the subject distinguished nane.

The "** (ASCI|I 42) wildcard character is allowed in the dNSNanme of
the subj ect Al t Nane extension (and in commn nane, if used to store
the host nane), but only as the left-nost (least significant) DNS
label in that value. This wildcard nmatches any |eft-nobst DNS

| abel in the server nanme. That is, the subject *.exanple.com

mat ches the server nanes a.exanpl e.com and b. exanpl e.com but does
not match exanpl e.comor a.b.exanple.com |nplenmentations MJST
support wildcards in certificates as specified above, but MAY
provide a configuration option to disable them

Local |y configured nanes MAY contain the wildcard character to
match a range of values. The types of wildcards supported MAY be
nore flexible than those allowed in subject names, making it
possi bl e to support various policies for different environnments.
For exanple, a policy could allow for a trust-root-based

aut hori zation where all credentials issued by a particular CA
trust root are authorized.

If the locally configured name is an internationalized domain
nanme, conformng inplenmentati ons MJIST convert it to the ASCl
Conpati bl e Encoding (ACE) format for perform ng conparisons, as
specified in Section 7 of [PKIX]

| mpl enment ati ons MAY support matching a locally configured IP
address agai nst an i PAddress stored in the subjectAltName
extension. In this case, the locally configured |IP address is
converted to an octet string as specified in [PKIX], Section
4.2.1.6. A match occurs if this octet string is equal to the
val ue of i PAddress in the subjectA tNane extension

BHBHAH
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B.9. SIP (2010)

In 2010, [SIP-CERTS] specified the follow ng text regarding
application service identity verification in SIP:

Hit#H#H#HH
7.2. Comparing SIP ldentities

VWhen an i nmpl enentation (either client or server) conpares two val ues
as SIP domain identities:

| mpl enent ati ons MUST conpare only the DNS nane conmponent of each
SIP dormain identifier; an inplenmentati on MUST NOT use any schene
or paraneters in the conparison

| mpl ement ati ons MUST conpare the val ues as DNS nanes, which neans
that the conparison is case insensitive as specified by

[ DNS- CASE]. | npl enentati ons MJUST handl e Internationalized Domain
Narmes (IDNs) in accordance with Section 7.2 of [PKIX]

| mpl ement ati ons MUST match the values in their entirety:

| mpl enment ati ons MUST NOT nmat ch suffixes. For exanple,
"foo. exanpl e. cont’ does not match "exanpl e. conf

| npl enent ati ons MJUST NOT match any form of w ldcard, such as a
leading "." or "*." with any other DNS | abel or sequence of

| abel s. For exanple, "*.exanple.com matches only

"* exanpl e.cont but not "foo.exanple.cont. Sinilarly,

".exanmpl e.conf’ natches only ".exanple.com', and does not match
"foo. exanpl e.com"

[HTTP-TLS] all ows the dNSName component to contain a

wi |l dcard; e.g., "DNS:*.exanple.com. [PKIX, while not
disallowing this explicitly, |leaves the interpretation of
wi | dcards to the individual specification. [SIP] does not
provi de any guidelines on the presence of wildcards in
certificates. Through the rule above, this docunent

prohi bits such wildcards in certificates for SIP domains.

HHHBHH
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B.10. SNMVP (2010)

In 2010, [SNMP-TLS] specified the foll owi ng text regarding
application service identity verification in SNW

HHHBHH

If the server’s presented certificate has passed certification path
validation [PKIX] to a configured trust anchor, and an active row
exists with a zero-length snnpTl st mAddr Ser ver Fi ngerprint val ue, then
the snnpTl st mAddr Serverldentity colum contains the expected host
nane. This expected host nane is then conpared against the server’s
certificate as foll ows:

o |Inplementations MJST support matching the expected host nane
agai nst a dNSNane in the subjectAltName extension field and MAY
support checki ng the name agai nst the ConmonName portion of the
subj ect distingui shed nane.

o The '*' (ASCI| 0Ox2a) wildcard character is allowed in the dNSNane
of the subjectAltNane extension (and in common nane, if used to
store the host nane), but only as the left-npst (Ieast
significant) DNS [ abel in that value. This wldcard nmatches any
| eft-nbst DNS |l abel in the server nane. That is, the subject
*_ exanpl e.com nat ches the server nanes a.exanpl e.com and
b. exanpl e. com but does not match exanpl e.com or a.b.exanpl e.com
| mpl ement ati ons MUST support wildcards in certificates as
speci fi ed above, but MAY provide a configuration option to disable
them

o If the locally configured name is an internationalized domain
nane, conform ng inplenmentati ons MJIST convert it to the ASCl
Conpati bl e Encoding (ACE) format for perform ng conparisons, as
specified in Section 7 of [PKIX]

If the expected host nanme fails these conditions then the connection
MUST be cl osed.

HE#HTH
B.11. d ST (2010)
In 2010, [A ST] specified the follow ng text regardi ng application

service identity verification in the General Internet Signalling
Transport:
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Hit#H#HH
5.7.3.1. ldentity Checking in TLS

After TLS authentication, a node MJST check the identity presented by
the peer in order to avoid man-in-the-mddle attacks, and verify that
the peer is authorised to take part in signalling at the G ST |ayer.
The aut horisation check is carried out by conparing the presented
identity with each Authorised Peer Database (APD) entry in turn, as
di scussed in Section 4.4.2. This section defines the identity
conparison algorithmfor a single APD entry.

For TLS authentication with X. 509 certificates, an identity fromthe
DNS nanmespace MJST be checked agai nst each subj ect Al t Nane ext ension
of type dNSName present in the certificate. |f no such extension is
present, then the identity MJST be compared to the (nobst specific)
Common Nane in the Subject field of the certificate. Wen nmatching
DNS nanes agai nst dNSNane or Conmon Nane fields, matching is case-
insensitive. Al so, a "*" wldcard character MAY be used as the left-
nost nane conponent in the certificate or identity in the APD. For
exanpl e, *.exanple.comin the APD would match certificates for

a. exanmpl e. com foo. exanple.com *.exanple.com etc., but would not
mat ch exanple.com Simlarly, a certificate for *.exanple.com would
be valid for APD identities of a.exanple.com foo.exanple.com

* exanpl e.com etc., but not exanple.com

Addi tionally, a node MUST verify the binding between the identity of
the peer to which it connects and the public key presented by that
peer. Nodes SHOULD i npl ement the algorithmin Section 6 of [PKIX]

for general certificate validation, but MAY supplenent that algorithm
with other validation nmethods that achi eve equival ent |evels of
verification (such as conparing the server certificate against a

| ocal store of already-verified certificates and identity bindings).

For TLS authentication with pre-shared keys, the identity in the

psk _identity hint (for the server identity, i.e. the Respondi ng node)
or psk identity (for the client identity, i.e. the Querying node)
MJUST be conpared to the identities in the APD.

HHHAHH
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