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1

| ntroducti on

Fi nanci al organi zations and nerchants that offer online access to
their services frequently encounter fraud perpetrated against their
customers’ accounts. In their attenpts to conbat these frauds, the
organi zations and their |aw enforcenent agencies could benefit
greatly by sharing intelligence about fraud incidents and patterns
with simlar organizations and agencies. This specification
standardi zes a docunment format by which they can share such
information. It is intended to facilitate multi-vendor

i nteroperability between confornmant conponents of an open fraud
reporting franmeworKk.

Information sharing can take place directly between financia

organi zati ons and nerchants. However, the power of shared
intelligence is multiplied many tines if the information is gathered
frommultiple sources by a shared network, consolidated, and
redistributed to participants.

In this arrangenent, incident reports subnmitted to the network are
call ed "inbound reports", and reports issued by the network are
cal l ed "out bound reports”.

| nbound reports will be submtted using a push-style protocol (such
as email or the Sinple Object Access Protocol (SQAP)). CQutbound
reports will be distributed using either a push-style protocol or a
request/response protocol (such as HITP)

I nbound reports identify the contributor of the report, as this
information is essential in evaluating the quality of the information
it contains and in contacting the source for the purpose of
clarification. However, outbound reports comonly do not identify
the original sources, as those sources may not w sh to be identified
to other subscribers. Such reports should, instead, identify the
consol i dator as the source

A report may describe a particular transaction that is known to be,

or believed to be, fraudulent, or it may describe a pattern of
behavior that is believed to be indicative of fraud. The former type
of report is called an "activity report” and the latter a "signature
report".

The schema defined herein extends the | ODEF XM incident reporting
schema [ RFC5070] .

In Section 3, we introduce the actors in a typical transaction fraud.
Fraud reporting by means of an | ODEF- Docunent is described in
Section 4. W define the elenents of a Thraud Report in Section 5.
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In Section 6, we describe the Activity Thraud Report profile of the

| ODEF specification. 1In Section 7, the profile for a Signature
Thraud Report is described. In Section 8, we define new attribute
val ues for the | ODEF Incident class. Security considerations are
described in Section 9. Section 10 contains | ANA consi derations
regarding the registration of the associated nedia sub-type and XM
nanespace identifier. The Appendices contain the conplete XM. schenma
and a sanmple Thraud Report.

Data elenments in this docunent are expressed in Unified Mdeling
Language (UML) syntax [UM].

XM. nanespace prefixes are used throughout this docunent to stand for
their respective XM. nanespaces, as foll ows.

i odef : urn:ietf:paranms: xm:ns:iodef-1.0
thraud: wurn:ietf:params:xm:ns:thraud-1.0
XS: http://ww. w3. or g/ 2001/ XM_Scherma
XSi : http://ww. w3. or g/ 2001/ XM_Schema- i nst ance

2. Requirements Termnm nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3. Anatony of a Transaction Fraud
The actors in a typical transaction fraud are shown in Figure 1
Fraudsters

| (collect & verify victimcredentials
| vi a phishing, malware, etc.) |

v |
S + Fomm oo o - + S +
| | | | | Fraud |
| | -- Open Dest Acct-->| Financial | ---->| Dest.
| | | Organization | | Account |
| Fraud | R + Fome o - +
| Executors | N funds
| | | transfer
| | R + E +
| | |  Victimis | | |
| | ---1nit Transfer-->| Financial | <-o--|Victim|
| | | Organization | | |Account]
e + e + - +

%
TSR +
| Fraud |
| Detection
| Sensors |
| (real tine/
| offline) |
TSR +

Figure 1. Transaction Fraud El enents
Transaction fraud activities normally involve the follow ng actors:

1. Fraudsters: individuals or organizations that collect victins’
login credentials using a variety of means, including phishing
and malware, and verify them (usually by attenpting to log in to
the victim s account). Then, the Fraudsters nay either recruit
Fraud Executors thensel ves or whol esale the victins’ credentials
to other Fraudsters, who will, in turn, recruit Fraud Executors.
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2. Fraud Executors: individuals who attenpt the fraudul ent funds
transfer or payment. |In the case of fraudulent funds transfers,
an account at either the sane financial organization as that of
the victimor a different one is opened as the destination
account for the fraudulent transfer. Alternatively, a fraudul ent
paynment is nmade using a check or electronic transfer.

3. Victinse of both credential theft and transacti on fraud.

4. Financial organizations that hold the victims and the Fraud
Executor’s accounts.

5. Sensors at the financial organization that detect fraudul ent
transaction attenpts, either in real-tine or after the fact.

The intention of Thraud reporting is to enable any organi zation that
has detected fraud to share this information, either internally or
with other potential victimorganizations. The receiving

organi zation can use this information, for exanple, to institute
manual review of transactions initiated from suspicious |IP addresses.

4. | ODEF- Docunent | nci dent C ass

A Thraud Report SHALL be an instance of the | ODEF-Docurent cl ass, as
defined in [RFC5070]. The report SHALL contain at |east one I|ncident
object, as defined in [RFC5070]. Each Incident object SHOULD contain
i nformati on about a single fraud strategy. One |Incident object MAY
contain information about multiple fraudul ent transactions that are
consistent with the sane fraud strategy. Each fraudul ent transaction
SHALL be described in a separate EventData object. The data nodel

for the Incident class is defined in [ RFC5070] and is repeated here,
as Figure 2, for the reader’s convenience.
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U +
| I'ncident |

R +

| ENUM | <>---------- [ I'ncidentID ]

| purpose | <>--{0..1}--[ AlternativelD ]

| STRI NG | <>--{0..1}--[ RelatedActivity ]

| ext-purpose | <>--{0..1}--[ DetectTine ]

| ENUM | <>--{0..1}--[ StartTine ]

| 1ang | <>--{0..1}--[ EndTinme ]

| ENUM | <>---------- [ ReportTinme ]

| restriction |<>--{0..*}--[ Description ]

| | <>--{1..*}--[ Assessnent ]

| | <>--{0..*}--[ Method ]

| | <>--{1..*}--[ Contact ]

| | <>--{1..*}--[ EventData ]<>--[ Additional Data ]
| | <>--{0..1}--[ History ]

| | <>--{1..*}--[ Additional Data ]

S +

Figure 2. Data Mdel of the Incident C ass

The Additional Data abstract class is an extension point in the schema
of the EventData class. Inplenenters SHALL include exactly one of
the follow ng objects in Additional Data: FraudEvent Paynent,

FraudEvent Transfer, FraudEventldentity, or FraudEvent O her.

Col l ectively, these are known as Thraud Records. The correspondi ng
cl asses are defined by this specification in Section 5, bel ow.

The Thraud profile of the Incident class is defined in Sections 6 and
7, bel ow.

5. Thraud Record Class Definitions

Thraud Records are expressed in XM.. Therefore, the dtype attribute
of the Additional Data el enent SHALL be assigned the value "xm".

A paynent Thraud Record SHALL be structured as shown in Figure 3.
See al so Section 5.1.

Fom e oo - +
| Additional Dat a |
o e e e e e oo oo - +
| ENUM dtype (xm) |<>----- [ FraudEvent Paynent ]
o e e e oo +

Figure 3. The FraudEvent Paynent Extension
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A funds-transfer Thraud Record SHALL be structured as shown in
Figure 4. See also Section 5. 2.

Fom e oo - +

| Additional Dat a

o e e e e e oo oo - +

| ENUM dtype (xm) |<>----- [ FraudEvent Transfer ]
o e e e oo +

Figure 4. The FraudEvent Transfer Extension

An identity Thraud Record SHALL be structured as shown in Figure 5.
See al so Section 5. 3.

oo +

| Additional Dat a

o e e e e e oo - +

| ENUM dtype (xm) |<>----- [ FraudEventlidentity ]
oo +

Figure 5. The FraudEventldentity Extension

O her Thraud Records SHALL be structured as shown in Figure 6. See
al so Section 5.4. The FraudEvent Gt her cl ass has an open definition
to act as a placeholder for event types that energe in the future.

oo +

| Additional Dat a

o e e e e e oo - +

| ENUM dtype (xm) |<>----[ FraudBEvent O her ]
oo +

Figure 6. The FraudEvent O her Extension

5.1. FraudEvent Paynment Type Cl ass

The FraudEvent Paynent Type class is used to report payee instructions
for a fraudul ent paynment or fraudul ent paynent attenpt. Fraudsters
someti nes use the same payee instructions (including the amunt) for
mul tiple fraudul ent paynent attenpts. By reporting the payment
instructions used in the fraud, other organizations may be able to
detect simlar fraudul ent paynent attenpts to the sane payee.

The structure of the FraudEvent Payment Type class SHALL be as shown in
Fi gure 7.
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| FraudEvent -
| Paynent Type |

| | <>--{0..1}--[ PayeeName ]

| | <>--{0..1}--[ Postal Address ]
| | <>--{0..1}--[ PayeeAmpunt ]

Figure 7. The FraudEvent Payment Type C ass

The contents of the FraudEvent Paynment Type cl ass are described bel ow.
At | east one component MJUST be present.

5.1.1. PayeeNane
Zero or one value of type iodef: M.String. The name of the payee.
5.1.2. Postal Address

Zero or one value of type iodef: MString. The format SHALL be as
docunented in Section 2.23 of [RFC4519], which defines a posta
address as a free-formnulti-line string separated by the "$"
character.

5.1.3. PayeeAnmount
Zero or one value of type thraud: Amount Type. See Section 5.5.
5.2. FraudEvent Transfer Type C ass

The FraudEvent Transfer Type class is used to report the payee
instructions for a fraudul ent funds transfer or fraudul ent funds
transfer attenpt. Fraudsters sonetinmes use the sane payee
instructions (including the amobunt) for multiple fraudul ent funds
transfer attenpts. By reporting the funds transfer instructions used
in the fraud, other organizations nay be able to detect simlar
fraudul ent funds transfer attenpts to the sane payee.

The structure of the FraudEvent TransferType class SHALL be as shown
in Figure 8.
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| FraudEvent- |
| TransferType |

Fomm oo o - +

| | <>--{0..1}--[ BanklD ]

| | <>--{0..1}--[ AccountlID ]

| | <>--{0..1}--[ AccountType ]

| | <>--{0..1}--[ TransferAnount ]
o e o +

Figure 8. The FraudEvent Transfer Type O ass

The contents of the FraudEvent Transfer Type cl ass are descri bed bel ow.
At | east one component MJST be present.

5.2.1. BanklD

Zero or one value of type thraud: Bankl DType. The structure of the
Bankl DType cl ass SHALL be as shown in Figure 9. The contents SHALL
be of type xs:string. The nanespace attribute SHALL be of type
xs:anyURl and SHALL identify the numbering systemused to identify
the bank or account.

Figure 9. The Bankl DType C ass
A list of registered namespace identifiers is maintained at:

htt p: //ww. openaut henti cati on. org/thraud/ resources/ bank-i d-
nanespace. ht m

The foll owi ng nanespace attribute values and their semantics are
regi stered.

One of the nine-digit Routing Numbers registered to the financia
organi zation that holds the account, as adninistered by The Anerican
Bankers Associ ati on.

htt p: // www. openaut henti cati on. org/t hraud/ resour ces/ bank-i d-
nanespace. ht mtaneri can_bankers_associ ati on
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The three-digit Institution Nunber registered to the financia
organi zation that holds the account, as administered by The Canadi an
Payment s Associ ation.

htt p: // ww. openaut henti cati on. or g/t hraud/ r esour ces/ bank-i d-
nanespace. ht mtcanadi an_paynent s_associ ati on

The correspondi ng AccountI D represents the |1 SO 13616 Internationa
Bank Account Nunber [1SOL3616-1:2007] in the "electronic forni (i.e.
cont ai ni ng no spaces) that is assigned to the account, as
adm ni stered by the Society for Wrldw de | nterbank Financia

Tel ecommuni cation (SWFT). The correspondi ng Bankl D xs: string val ue
SHOULD be set to the null string. Receiving organizations SHOULD

i gnore the correspondi ng Bankl D val ue.

htt p: // www. openaut henti cati on. org/t hraud/ resour ces/ bank-i d-
nanespace. ht m#i s013616_1 2007

The ei ght-character Bank ldentifier Code [|S(00362:1994] registered to
the financial organization that hol ds the account, as administered by
SW FT.

htt p: // www. openaut henti cati on. or g/t hraud/ r esour ces/ bank-i d-
nanespace. ht m#i s09362_ 1994

O her nanespace val ues MJST be agreed upon anmpbng partici pants.
Requests to regi ster new val ues SHOULD be nade at:

htt p: // ww. openaut hent i cati on. or g/t hraud/ f or nl bank-i d- namespace

Note that a single organization nmay be identified by nore than one
val ue for any one or nore of these nanespaces. Therefore, receiving
organi zati ons SHOULD take this into account in their matching

pr ocedure.

5.2.2. AccountlD

Zero or one value of type xs:string. The destination primary account
nunber, as administered by the financial organization identified in
the Bankl D elenment. In the case where the Bankl D namespace attribute
value is "iso0l13616_1 2007", this elenent SHALL contain the

I nternational Bank Account Nunber in the "electronic fornm' (i.e.
contai ning no spaces) that is assigned to the account. In all other
cases, the elenent SHALL contain only the account nunber, as

admini stered by the financial organization that holds the account.
The reporting organi zati on SHALL renove all prefixes that identify
the country, bank, or branch
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5.2.3. Account Type
Zero or one value of type thraud: Account TypeType. See Section 5.6.
5.2.4. Transfer Anount
Zero or one value of type thraud: Ambunt Type. See Section 5.5.
5.3. FraudEventldentityType C ass
The FraudEventldentityType class is used to report a fraudul ent
i npersonation or fraudul ent inpersonation attenpt. By reporting the
i nper sonation event, other potential victins may be able to detect
simlar fraudul ent inpersonation attenpts.
The structure of the FraudEventldentityType class SHALL be as shown
in Figure 10.
| FraudEvent- |
| ldentityType

| | <>--{1..*}--[ ldentityConmponent ]

Figure 10. The FraudEventldentityType C ass
The contents of the FraudEventldentityType class are described bel ow.
5.3.1. ldentityConponent

One or nore val ues of type iodef:Extensi onType. This specification
defines two extensions: Enail Address and Userl D

5.3.1.1. Emil Address

In reporting an identity fraud event, the reporting institution MAY
include the victims enail address. This SHALL be achi eved by

pl aci ng an object of type iodef:Email in the IdentityConponent
object. It SHALL contain the email address of the intended fraud
victim

The I dentityConponent.dtype attribute SHALL be set to the val ue
"string".

The I dentityConponent.neaning attribute SHALL be set to the val ue
"victimenail address".
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5.3.1.2. UserlD

In reporting an identity fraud event, the reporting institution MAY
include the victims user identifier. This SHALL be achi eved by

pl aci ng an object of type iodef:ExtensionType in the

| dentit yConmponent object. The data type of the extension contents
SHALL be xs:string. It SHALL contain the user identifier of the

i ntended fraud victim

The ldentityConponent.type attribute SHALL be set to the val ue
"string".

The IdentityConponent.neaning attribute SHALL be set to the value
"victimuser id".

5.4. FraudEvent O her Type d ass

The FraudEvent Ot her Type class SHALL be used to report fraudul ent
events other than those detail ed above, such as new event types that
nmay energe at sonme tine in the future. This class enables such
events to be reported, using this specification, even though the
specific characteristics of such events have not yet been formally
identified. By reporting the details of these unspecified event
types, other institutions may be able to detect simlar fraudul ent
activity.

The structure of the FraudEvent O her Type cl ass SHALL be as shown in
Figure 11.

S +

| FraudEvent- |

| O herType |

oo +

| | <>-----m---- [ O herEvent Type ]
| | <>--{0..1}--[ PayeeNane ]

| | <>--{0..1}--[ Postal Address ]
| | <>--{0..1}--[ BanklD ]

| | <>--{0..1}--[ AccountlD ]

| | <>--{0..1}--[ AccountType ]

| | <>--{0..1}--[ PayeeAnmpunt ]

| | <>--{0..1}--[ O herEventDescription ]
S +

Figure 11. The FraudEvent Ot her Type d ass
Many of the components of the FraudEvent O her Type class are al so

conponents of the FraudEvent Paynment Type or FraudEvent Tr ansfer Type
classes. Their use in the FraudEvent O her Type class is identical to
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their use in those classes. Therefore, their descriptions are not
duplicated here. Only conponents that are unique to the
FraudEvent Ot her Type cl ass are descri bed bel ow

5.4.1. OherEvent Type
One val ue of type xs:anyURI. A nane that classifies the event.

A list of registered "other event type" identifiers is maintained at:

htt p: / / www. openaut hent i cati on. or g/t hraud/ r esour ces/ ot her - event -
type. htm

Requests to regi ster new val ues SHOULD be nade at:
htt p: // ww. openaut hent i cati on. org/t hraud/ f orni ot her -event -t ype
5.4.2. OherEventDescription

Zero or one value of type iodef: MString. A free-formtextual
description of the event.

5.5. Anount Type d ass

The Anmount Type cl ass SHALL be as shown in Figure 12. It SHALL be
used to report the ampbunt of a paynent or transfer fraud.

Figure 12. The Amount Type d ass
The contents of the Amount Type cl ass are descri bed bel ow.

5.5.1. ddass Contents

REQUI RED DECI MAL. The ampunt of the paynent or transfer.

5.5.2. Currency

REQUI RED STRING The three-letter currency code [|S04217:2008] .
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5.6. Account TypeType d ass

The Account TypeType cl ass SHALL be as shown in Figure 13. It SHALL
be used to report the type of the destination account.

o e e e e e oo +
| Account TypeType

o e e oo +
| STRI NG |
| STRING | ang |
o e e e e e oo +

Figure 13. The Account TypeType d ass

Recei vi ng organi zati ons MJST be capabl e of processing contents
cont ai ning spelling variations.

6. | ODEF Profile for an Activity Thraud Report

This section describes the profile of the | ODEF Incident class for a
conpliant Activity Thraud Report.

6.1. Mandatory Conponents

A Thraud Report SHALL conformto the data nodel specified for an

| ODEF- Document in [ RFC5070]. The follow ng conmponents of that data
nodel , while optional in | ODEF, are REQU RED in a conformant Thraud
Report.

Recei vi ng organi zati ons MAY reject docunents that do not contain al
of these conmponents. Therefore, reporting organi zati ons MJST
popul ate them al |

Except where noted, these conponents SHALL be interpreted as
descri bed in [ RFC5070].

I nci dent . Cont act. Cont act Name - The nane of the reporting
organi zation. In case the reporting organization acts as a
consol i dator of reports from other organizations, elenments of this
cl ass SHALL contain the name of the consolidator.

Incident.Contact.Email - An enmil address at which the reporting
organi zati on may be contact ed.

I nci dent . Cont act . Tel ephone

I nci dent . Event Dat a

I nci dent . Event Dat a. Addi ti onal Data - SHALL contain exactly one Thraud
Recor d.
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6.2. Recommended Conponents

Recei vi ng organi zati ons SHOULD be capabl e of processing the follow ng
conponents. However, they MJUST NOT reject documents because they are
ei ther present or absent.

I f available, reporting organizations SHOULD i ncl ude these conponents
in Thraud Reports. Except where noted, these conponents SHALL be
interpreted as described in [ RFC5070] .

I nci dent . Cont act . Cont act

I nci dent . Cont act. Cont act. Cont act Nane - The nane of the reporting
fraud anal yst.

I nci dent . Contact. Contact. Email - The emmil address of the reporting
fraud anal yst.

I nci dent . Cont act . Cont act . Tel ephone - The tel ephone numnber of the
reporting fraud anal yst.

I nci dent . Event Dat a. Met hod

I nci dent . Event Dat a. Met hod. Descri pti on

I nci dent . Assessnent . Confi dence

I nci dent . Assessment . | npact

I nci dent . Assessnent . Monet ar yl npact

I nci dent . Event Dat a. Det ect Ti ne

I nci dent . Event Data. Start Ti me

I nci dent . Event Dat a. EndTi ne

I nci dent . Event Dat a. Fl ow

I nci dent . Event Dat a. Fl ow. Syst em

I nci dent . Event Dat a. Fl ow. Syst em Ser vi ce

I nci dent . Event Dat a. Fl ow. Syst em Node. NodeNane

I nci dent . Event Dat a. Fl ow. Syst em Node. Addr ess

6.3. Deprecated Components

This profile provides no guidance to receiving organi zati ons on the
proper processing of the follow ng components. Therefore, the
reporting organi zati on has no assurance that the receiving
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7. |1 ODEF Profile for a Signature Thraud Report

A Signature Thraud Report SHALL convey infornmati on about the behavior
associ ated with fraudul ent events, rather than reporting the details
of the specific events thensel ves.

Sharing Signature Thraud Reports hel ps receiving organizations to
det ect suspicious behavior in their own systens.

A Signature Thraud Report SHALL conformto the profile described in
Section 6.

8. | ODEF Additional Attribute Val ues
Additional | ODEF attribute standard val ues are defined here.
8.1. Purpose Attribute

The foll owi ng additional values are defined for the |Incident. purpose
attribute.

Add - The encl osed Thraud Record val ues SHOULD be added to the corpus
by the receiving organi zati on

Del ete - The encl osed Thraud Record types SHOULD be del eted fromthe
corpus by the receiving organization.

Modi fy - The encl osed Thraud Record val ues SHOULD repl ace the
correspondi ng values in the corpus. Where no corresponding types
currently exist in the corpus, the enclosed val ues SHOULD be added to
the corpus by the receiving organi zation

9. Security Considerations

Thi s docunent describes a docunent format for exchanging information
about successful or attenpted transaction and authentication fraud
incidents. The infornmation is intended to be used to inprove the

ef fectiveness of participants’ fraud detection and prevention
programs. The effectiveness of such progranms depends critically on
the accuracy, reliability, confidentiality, and tineliness of both
the information and the participants in its exchange. Threats to
accuracy, reliability, and confidentiality include (but are not
limted to) those described here.

Fraudsters may attenpt to introduce reports that delete or nodify
incident information in the corpus. Therefore, origin authentication
MJST be enpl oyed. Human revi ew SHOULD be performed prior to

i mpl enenting nodifications to the corpus.
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Fraudsters may attenpt to interrupt or redirect subm ssions, thereby
preventing the sharing of intelligence concerning their fraud
strategies. Therefore, authenticated receipts SHOULD be enpl oyed.

Fraudsters may attenpt to inpersonate legitimate submtters, thereby
poi soning their reputations and rendering ineffective their future
submi ssions. Oigin authentication MJST be used to ensure that the
sources of reports are properly identified.

Fraudsters that can view incident reports may adapt their fraud
strategies to avoid detection. Therefore, reports MJST be protected
by confidentiality services including transport encryption and access
control

In order to prevent inadvertent disclosure of incident data, incident
reports SHOULD be encrypted while in storage.

The submtter of an incident report may incorrectly identify
legitimate activity as a fraud incident. This nay |lead to denial of
service by a receiving organi zation that relies on the report or

i nformation derived fromthe report. Receiving organi zati ons SHOULD
operate a reputation service, in which the reliability of the
information from particul ar sources is assessed and tracked and
subsequent reports are weighted accordingly. The source of reports
MUST be authenticated. Receiving organizations SHOULD use reports to
step up authentication assurance, rather than sinply denying service.

A receiving organi zati on may m suse a Thraud Report to deny service,
resulting in a loss for a legitimate user. |If such a user were to
learn the identity of the source of the information that led to the
deni al of service, then that source nay becone inplicated in any
resulting claimfor conpensation. This, in turn, may discourage
reporting organi zations fromparticipating in intelligence sharing.
Therefore, original sources SHOULD NOT be identified in consolidated
reports.

Any origin authentication and data integrity nmechanismthat is
acceptable to both parties MAY be used

Any transport confidentiality mechanismthat is acceptable to both
parties MAY be used.

Thi s specification does not include a data conpression technique.

Therefore, it does not introduce any denial of service
vul nerabilities related to deconpression
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10.

10.

| ANA Consi derati ons
This specification registers two identifiers:

o The nedi a sub-type name "thraud+xm " in the standard registration
tree.

o The xm nanespace identifier - urn:ietf:parans:xm:ns:thraud-1.0.
1. Media Sub-Type

Type nane: application

Subt ype nane: thraud+xm

Requi red paraneters: none

Optional paranmeters: "charset": same as the charset paraneter of
application/xm, as specified in [ RFC3023].

Encodi ng consi derations: same as encodi ng consi derations of
application/xm, as specified in [ RFC3023].

Security considerations: in addition to the security considerations
described in Section 9, this registration has all of the security
consi derations described in [ RFC3023].

Interoperability considerations: None beyond the interoperability
consi derations described in [ RFC3023].

Publ i shed specification: the nedia type data format is defined in RFC
5941.

Applications that use this media type: transaction and authentication
fraud anal ysis and reporting applications, and risk-based
transaction and authentication eval uati on applications.

Addi tional infornmation
Magi ¢ nunber (s): none
File extension: .tfi
Maci ntosh file type codes: none

Person and enmmi|l address to contact for further information:
"D M Rai hi <davidi etf @nuail . com"

I nt ended usage: LI M TED USE
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10.

11.

12.

12.

Restrictions on usage: thraud nedia are intended for no usage other
than the exchange of fraud intelligence data.

Author: D M Rai h
Change controller: the I ESG
2.  XM. Nanespace
| ANA has registered the xml namespace identifier
URI: urn:ietf:parans:xm:ns:thraud-1.0
Regi strant Cont act:
Si ddhart h Baj aj
Veri Sign, Inc.
487 E. M ddl efield Road
Mountain View, CA 94043
USA
Emei | : sbaj aj @erisign.com
XM.: None. Nanespace URIs do not represent an XM. specification
Concl usi on
This specification introduces a transaction fraud (Thraud) reporting
docunent structure that enables the sharing of fraud data. Based on
the | ODEF- Docunment format, the proposed extension facilitates
interoperability to increase the security of online applications.
Ref er ences
1. Normative References
[1S0O13616-1: 2007] Fi nancial services - International bank account
nunber (I1BAN) -- Part 1: Structure of the |BAN,
| SO 13616- 1: 2007.

[1SO4217: 2008] Fi nanci al services - Codes for the representation
of currencies and funds, |SO 4217:2008.

[1S09362: 1994] Banki ng -- Banking tel ecormmuni cati on nmessages --
Bank identifier codes, |SO 9362: 1994.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.
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[ RFC3023] Murata, M, St. Laurent, S., and D. Kohn, "XM
Medi a Types", RFC 3023, January 2001.
[ RFC4519] Sci berras, A, Ed., "Lightweight Directory Access
Prot ocol (LDAP): Schema for User Applications”,
RFC 4519, June 2006.
[ RFC5070] Danyliw, R, Mijer, J., and Y. Denthenko, "The
I nci dent bj ect Description Exchange Format",
RFC 5070, Decenber 2007.
12.2. Informative References
[ UM] Information technol ogy -- Open Distributed
Processing -- Unified Mdeling Language (UMW)
Version 1.4.2, 1SO | EC 19501: 2005.
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Appendi x A, Thraud Record XM. Schema

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema t arget Namespace="urn:ietf:parans: xm :ns:thraud-1.0"
xm ns: thraud="urn:ietf:parans: xm : ns:thraud-1. 0"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns:iodef="urn:ietf:parans: xnl :ns:iodef-1.0"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">
<xs:import namespace="urn:ietf:parans: xm :ns:iodef-1.0"
schemaLocat i on="
http://ww. cert.org/ietf/inch/schena/rfc5070.xsd"/>
<xs: el enent nane="FraudEvent Paynent"
type="t hr aud: Fr audEvent Paynent Type"/ >
<xs: el enent name="FraudEvent Transfer"
type="t hr aud: Fr audEvent Tr ansf er Type"/ >
<xs: el enent nanme="FraudEventldentity"
type="t hraud: FraudEvent | denti tyType"/ >
<xs: el enent nanme="FraudEvent O her"
type="t hraud: Fr audEvent O her Type"/ >
<xs: conpl exType nanme="Fr audEvent Paynent Type" >
<XS:sequence>
<xs: el enent name="PayeeNane" type="iodef: MLStringType"
m nCccurs="0"/ >
<xs: el enent nane="Post al Address" type="i odef: M.StringType"
m nCccur s="0"/ >
<xs: el enent nanme="PayeeAnmount" type="t hraud: Amount Type"
m nOccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conmpl exType name="FraudEvent Tr ansf er Type" >
<XS:sequence>
<xs:el enent nanme="Bankl D' type="t hraud: Bankl DType"
m nOccur s="0"/ >
<xs: el enent name="Account| D' type="xs:string" m nCccurs="0"/>
<xs: el enent nanme="Account Type" type="iodef: M.StringType"
m nCccur s="0"/ >
<xs: el enent nanme="Transfer Amount" type="t hraud: Anmount Type"
m nCccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="FraudEvent|dentityType">
<xs: sequence nmaxCccurs="unbounded" >
<xs: el enent nane="ldentityConponent"
type="i odef : Ext ensi onType"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="FraudEvent O her Type" >
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<XS:sequence>
<xs: el enent name="Q her Event Type" type="xs:anyURl "/ >
<xs: el enent name="PayeeNane" type="iodef: M.StringType"
m nOccur s="0"/ >
<xs: el enent nanme="Post al Address" type="i odef: M.StringType"
m nCccur s="0"/ >
<xs: el enent nanme="Bankl D' type="t hraud: Bankl DType"
m nCccur s="0"/ >
<xs: el enent name="Account| D' type="xs:string" m nCccurs="0"/>
<xs: el enent name="Account Type" type="iodef: M.StringType"
m nOccur s="0"/ >
<xs: el enent nane="PayeeAnmount" type="t hraud: Amount Type"
m nCccur s="0"/ >
<xs: el enent name="Q her Event Descri pti on"
type="i odef: M.Stri ngType" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nanme="Anount Type" >
<xs: si nmpl eCont ent >
<xs:extension base="xs:deci mal ">
<xs:attribute name="currency" type="xs:string"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="Bankl DType" >
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute name="namespace" type="xs:anyURl"
use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: el enent name="User| D' type="xs:string"/>
</ xs: schema>
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Appendi x B. Exanple of a Thraud Report

<?xm version="1.0" encodi ng="UTF-8""?>
<| ODEF- Docurent xm ns="urn:ietf:parans: xm :ns:iodef-1.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm :ns:iodef-1.0"
| ang="en" >
<l nci dent purpose="reporting">
<I nci dent| D nanme="fraud. openaut henti cati on. org">908711
</ 1 ncident| D>
<Report Ti ne>2006- 10- 12T00: 00: 00- 07: 00</ Report Ti me>
<Assessnent >
<l npact severity="high" conpletion="failed"/>
<Confidence rating="high"/>
</ Assessment >
<Cont act type="organization" role="creator">
<Cont act Nane>Exanpl e Cor p. </ Cont act Name>
<Emai | >cont act @xanpl e. conx/ Emai | >
<Tel ephone>+1. 972. 555. 0150</ Tel ephone>
</ Cont act >
<Event Dat a>
<Det ect Ti mne>2006- 10- 12T07: 42: 21- 08: 00</ Det ect Ti ne>
<FI ow>
<Syst em cat egory="source">
<Node>
<Addr ess cat egory="i pv4-addr">192. 0. 2. 53</ Addr ess>
</ Node>
<Descri pti on>Source of nunerous attacks</Description>
</ Syst en®
</ Fl ow>
<Addi tional Data dtype="xm ">
<FraudEvent Transfer xm ns="urn:ietf:paranms: xn :ns:thraud-
1.0" xm ns:iodef="urn:ietf:paranms:xm :ns:iodef-1.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemalLocati on="urn:ietf:parans: xm :ns:thraud-1.0">
<Bankl D
nanespace="htt p://ww. openaut henti cati on. org/thraud/resources/

2010

bank-i d- nanespace. ht mtaneri can_bankers_associ ati on">123456789</ Bank| D>

<Account | D>3456789</ Account | D>
<Account Type | ang="en">savi ng</ Account Type>
<Tr ansf er Ampunt currency="USD'>10000</ Tr ansf er Amount >
</ FraudEvent Tr ansf er >
</ Addi ti onal Dat a>
</ Event Dat a>
</ I nci dent >
</ | ODEF- Docunent >
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Aut hors’ Addr esses

Davi d M Rai hi

Veri Sign, Inc.

685 E. Mddlefield Road
Mountain View, CA 94043
USA

Phone: 1-650-426-3832

EMai | : davidietf @nail.com

Shar on Boeyen
Entrust, Inc.

1000 I nnovation Drive
O tawa, ON, K2K 3E7

Canada
Phone: 1-613-270-3181
EMai | : sharon. boeyen@ntrust.com

M chael G andcol as

Grandcol as Consulting, LLC
247 Ccean Park Bl vd.

Santa Mnica, CA 90405

USA
Phone: 1-310-399-1747
EMai | : michael . grandcol as@ot mai | . com

Si ddhart h Baj aj

Veri Sign, Inc.

487 E. M ddl efield Road
Mountai n View, CA 94043
USA

Phone: 1-650-426-3458

EMai | : sbaj aj @erisign.com
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