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Layer Security (TLS). For this reason, we only consider connection
reuse for TLS over TCP and TLS over Stream Control Transm ssion
Protocol (SCTP). This docunent al so provides guidelines on
connection reuse and virtual SIP servers and the interaction of
connection reuse and DNS SRV | ookups in SIP
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1. Introduction

SIP entities can comuni cate using either unreliabl e/ connectionless
(e.g., UDP) or reliable/connection-oriented (e.g., TCP, SCITP

[ RFC4960]) transport protocols. When SIP entities use a connection-
oriented protocol (such as TCP or SCTP) to send a request, they
typically originate their connections froman epheneral port.

In the foll owing exanple, Alistens for SIP requests over TLS on TCP
port 5061 (the default port for SIP over TLS over TCP), but uses an
epheneral port (port 49160) for a new connection to B. These
entities could be SIP user agents or SIP proxy servers.

| 5061 (UAS) |

Figure 1: Uni-directional connection for requests fromA to B

The SI P protocol includes the notion of a persistent connection
(defined in Section 2), which is a nechanisns to insure that
responses to a request reuse the existing connection that is
typically still available, as well as reusing the existing
connections for other requests sent by the originator of the
connection. However, new requests sent in the backwards direction --
in the exanpl e above, requests fromB destined to A -- are unlikely
to reuse the existing connection. This frequently causes a pair of
SIP entities to use one connection for requests sent in each
direction, as shown bel ow

Figure 2: Two connections for requests between A and B

Unli ke TCP, TLS connections can be reused to send requests in the
backwar ds direction since each end can be authenticated when the
connection is initially set up. Once the authentication step has
been performed, the situation can thought to resenble the picture in
Figure 1 except that A and B both use a single shared connection, for
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exanpl e, between port 49160 on A and port 5061 on B. Wen A wants to
send a request to B, it will reuse this connection, and when B wants
to send a request to A, it will reuse the sane connection

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

Addi tional term nology used in this document:

Advertised address: The address that occurs in the Via header
field s sent-by production rule, including the port numnber and
transport.

Alias: Reusing an existing connection to send requests in the
backwards direction; i.e., A opens a connection to Bto send a
request, and B uses that connection to send requests in the
backwards direction to A

Connection reuse: See "Alias".

Persi stent connection: The process of sending nultiple, possibly
unrel ated requests on the sane connection, and receiving responses
on that connection as well. More succinctly, A opens a connection
to Bto send a request, and later reuses the sanme connection to
send ot her requests, possibly unrelated to the dial og established
by the first request. Responses will arrive over the same
connection. Persistent connection behavior is specified in
Section 18 of RFC 3261 [ RFC3261]. Persistent connections do not
i mply connection reuse.

Resol ved address: The network identifiers (IP address, port,
transport) associated with a user agent as a result of executing
RFC 3263 [ RFC3263] on a Uniform Resource Identifier (URI).

Shared connection: See "Persistent connection".
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3. Applicability Statenent

The applicability of the mechani smdescribed in this document is for
two adjacent SIP entities to reuse connections when they are agnostic

about the direction of the connection, i.e., either end can initiate
the connection. SIP entities that can only open a connection in a
specific direction -- perhaps because of Network Address Translation
(NAT) and firewalls -- reuse their connections using the nechani sm

described in the outbound docunent [RFC5626].

Thi s menp concerns connection reuse, not persistent connections (see
definitions of these in Section 2). Behavior for persistent
connections is specified in Section 18 of RFC 3261 [ RFC3261] and is
not altered by this neno.

Thi s menmo docunents that it is good practice to only reuse those
connections where the identity of the sender can be verified by the
receiver. Thus, TLS (RFC 5246 [ RFC5246]) connections (over any
connection-oriented transport) fornmed by exchangi ng X 509
certificates can be reused because they authoritatively establish
identities of the conmunicating parties (see Section 5).

4. Benefits of TLS Connecti on Reuse

Opening an extra connection where an existing one is sufficient can
result in potential scaling and performance problens. Each new
connection using TLS requires a TCP t hree-way handshake, a handful of
round trips to establish TLS, typically expensive asymretric

aut hentication and key generation algorithnms, and certificate
verification. This can lead to a build up of considerabl e queues as
the server CPU saturates by the TLS handshakes it is already
perform ng (Section 6.19 of Rescorla [Book-Rescorla-TLS]).

Consi der the call flow shown bel ow where Proxy A and Proxy B use the

Recor d- Route nechanismto stay involved in a dialog. Proxy B wll
establish a new TLS connection just to send a BYE request.
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Proxy A Proxy B
| |

Create connection 1 +---1NV--->

| <---200---+ Response over connection 1

Reuse connection 1 +---ACK--->

|
| .
| <---BYE---+ Create connection 2
| |

Response over +---200--->

connection 2
Figure 3: Miltiple connections for requests

Setting up a second connection (fromB to A above) for subsequent
requests, even requests in the context of an existing dialog (e.g.
re-1 NVI TE request or BYE request after an initial |INVITE request, or
a NOTI FY request after a SUBSCRI BE request or a REFER request), can
al so cause excessive delay (especially in networks with | ong round-
trip times). Thus, it is advantageous to reuse connecti ons whenever
possi bl e.

Fromthe user expectation point of view, it is advantageous if the
re-1NVI TE requests or UPDATE requests are handl ed automatically and
rapidly in order to avoid nedia and session state from being out of
step. If a re-1NVITE request requires a new TLS connection, the re-
I NVI TE request coul d be del ayed by several extra round-trip tinmes.
Dependi ng on the round-trip time, this conbined delay could be
percepti ble or even annoying to a human user. This is especially
probl ematic for some common SIP call flows (for exanple, the
recommended exanple flowin Figure 4 in RFC 3725 [ RFC3725] uses many
re-1NVI TE requests).

The nechani sm described in this docunent can mitigate the del ays
associ ated with subsequent requests.

5. Overview of Qperation

This section is tutorial in nature, and does not specify any
normative behavi or
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We now explain this working in nore detail in the context of
conmuni cati on between two adjacent proxies. Wthout any | oss of
generality, the sane techni que can be used for connection reuse
between a User Agent Client (UAC) and an edge proxy, or between an
edge proxy and a UAS, or between an UAC and an UAS

P1 and P2 are proxies responsible for routing SIP requests to user
agents that use them as edge proxies (see Figure 4).

Pl <===================> P2
pl. exampl e. com p2. exampl e. net
(192.0.2.1) (192.0.2.128)
+-- -+ +-- -+
| | 0---0 0---0 |
| ] /-\ /-\ | ]
/ / +---+ oo -+ / /
+----+ +----+
User Agents User Agents
exanpl e. com domai n exanpl e. net domai n

Figure 4: Proxy setup

For illustration purpose the discussion below uses TCP as a transport
for TLS operations. Another stream ng transport -- such as SCTP --
can be used as well.

The act of reusing a connection is initiated by P1 when it adds an
"alias" header field paraneter (defined later) to the Via header
field. Wen P2 receives the request, it exam nes the topnost Via

header field. |If the Via header contained an "alias" header field
paraneter, P2 establishes a binding such that subsequent requests
going to P1 will reuse the connection; i.e., requests are sent over

t he established connecti on.

Wth reference to Figure 4, in order for P2 to reuse a connection for
requests in the backwards direction, it is inportant that the

val i dation nodel for requests sent in this direction (i.e., P2 to P1)
is equivalent to the nornmal "connection in each direction" nodel,
wherein P2 acting as client would open up a new connection in the
backwards direction and validate the connection by exam ning the
X.509 certificate presented. The act of reusing a connection needs
the desired property that requests get delivered in the backwards
direction only if they would have been delivered to the sane
destinati on had connection reuse not been enployed. To guarantee
this property, the X 509 certificate presented by P1 to P2 when a TLS
connection is first authenticated are cached for |ater use.
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To aid the discussion of connection reuse, this docunment defines a
data structure called the connection alias table (or sinply, alias
table), which is used to store aliased addresses and is used by user
agents to search for an existing connection before a new one is
opened up to a destination. It is not the intent of this menmpo to
standardi ze the inplenentation of an alias table; rather, we use it
as a convenience to aid subsequent discussions.

P1 gets a request fromone of its upstreamuser agents, and after
perform ng RFC3263 [ RFC3263] server selection, arrives at a resol ved
address of P2. Pl maintains an alias table, and it popul ates the
alias table with the I P address, port nunber, and transport of P2 as
det erm ned through RFC3263 server selection. Pl adds an "alias"
header field paraneter to the topnost Via header field (inserted by
it) before sending the request to P2. The value in the sent-by
production rule of the Via header field (including the port nunber),
and the transport over which the request was sent becones the
advertised address of P1:

Via: SIP/2.0/TLS pl. exanpl e. com branch=z9hG4bKa7c8dze; al i as

Assumi ng that P1 does not already have an existing aliased connection
with P2, P1 now opens a connection with P2. P2 presents its X 509
certificate to P1 for validation (see Section 9.1). Upon connection
aut hentication and acceptance, Pl adds P2 to its alias table. Pl's
alias table now | ooks like:

Destination Destination Destination Destination Alias
| P Address Por t Transport I dentity Descri pt or
192.0.2.128 5061 TLS si p: exanpl e. net 25

si p: p2. exanpl e. net
Subsequent requests that traverse fromP1l to P2 will reuse this
connection; i.e., the requests will be sent over the descriptor 25.

The following colums in the alias table created at the client
warrant an expl anati on:

1. The IP address, port, and transport are a result of executing the
RFC3263 server resolution process on a next-hop URI

2. The entries in the fourth colum consists of the identities of
the server as asserted in the X. 509 certificate presented by the
server. These identities are cached by the client after the
server has been duly authenticated (see Section 9.1).
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3. The entry in the last colum is the socket descriptor over which
P1, acting as a client, actively opened a TLS connection. At
some later time, when P1 gets a request fromone of the user
agents in its domain, it will reuse the aliased connection
accessi bl e through socket descriptor 25 if and only if all of the
foll owi ng conditions hol d:

A. Pl determines through the RFC3263 server resol ution process
that the {transport, |P-address, port} tuple of P2 to be
{TLS, 192.0.2.128, 5061}, and

B. The URI used for the RFC3263 server resolution matches one of
the identities stored in the cached certificate (fourth
col um) .

VWhen P2 receives the request, it exam nes the topnost Via header
field to determ ne whether P1 is willing to use this connection as an
al i ased connection (i.e., accept requests fromP2 towards Pl). The
Via header field at P2 now | ooks like the following (the "received"
header field paranmeter is added by P2):

Via: SIP/2.0/TLS pl. exanpl e. com branch=z9hG4bKa7c8dze; al i as;
received=192.0.2.1

The presence of the "alias" Via header field paraneter indicates that
Pl supports aliasing on this connection. P2 now authenticates the
connection (see Section 9.2) and if the authentication was
successful, P2 creates an alias to P1 using the advertised address in
the topnost Via header field. P2's alias table |ooks like the

fol | owi ng:

Destination Destination Destination Destination Ali as

| P Address Por t Transport I dentity Descri ptor
192.0.2.1 5061 TLS si p: exampl e. com 18

si p: pl. exanpl e. com
There are a fewitens of interest here:

1. The IP address field is populated with the source address of the
client.

2. The port field is populated fromthe adverti sed address (topnost

Via header field), if a port is present init, or 5061 if it is
not .
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6.

The transport field is populated fromthe advertised address
(topnost Via header field).

The entries in the fourth columm consist of the identities of the
client as asserted in the X 509 certificate presented by the
client. These identities are cached by the server after the
client has been duly authenticated (see Section 9.2).

The entry in the last colum is the socket descriptor over which
the connection was passively accepted. At sone later time, when
P2 gets a request fromone of the user agents in its domain, it
will reuse the aliased connection accessible through socket
descriptor 18 if and only if all of the follow ng conditions

hol d:

A. P2 determ nes through RFC3263 server resolution process that
the {transport, |P-address, port} tuple of Pl to be {TLS,
192.0.2.1, 5061}, and

B. The URI used for RFC3263 server resolution natches one of the
identities stored in the cached certificate (fourth colum).

The network address inserted in the "Destination |P Address"
colum is the source address as seen by P2 (i.e., the "received"
header field paranmeter). It could be the case that the host nane
of Pl resolves to different | P addresses due to round-robin DNS
However, the aliased connection is to be established with the
original sender of the request.

Requi renent s

The following are the requirenents that notivated this specification

1

A connection sharing nechani smshould allow SIP entities to reuse
exi sting connections for requests and responses origi nated from
ei ther peer in the connection

A connection sharing nechani smnust not require clients to send
all traffic fromwell-know SIP ports.

A connection sharing nechani smnmust not require configuring
epheneral port nunbers in DNS

A connection sharing nechani smnust prevent unauthorized
hi j acki ng of other connecti ons.

Connection sharing should persist across SIP transactions and
di al ogs.
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7.

8.

8.

6. Connection sharing nust work across nane-based virtual SIP
servers.

7. There is no requirenent to share a conplete path for ordinary
connection reuse. Hop-by-hop connection sharing is nore
appropri ate.

Formal Synt ax

The foll owi ng syntax specification uses the augmented Backus- Naur
Form (BNF) as described in RFC 5234 [ RFC5234]. This docunent extends
the via-parans to include a new via-alias defined bel ow.

via-parans =/ via-alias
via-alias = "alias"

Nor mat i ve Behavi or
1. dient Behavior

Clients SHOULD keep connections up as |long as they are needed.
Connection reuse works best when the client and the server maintain
their connections for long periods of time. Cients, therefore,
SHOULD NOT autonatically drop connections on conpletion of a
transaction or term nation of a dial og.

The nmechani sm for connection reuse uses a new Via header field
paranmeter. The "alias" header field paranmeter is included in a Via
header field value to indicate that the client wants to create a
transport layer alias. The client places its advertised address in
the Via header field value (in the sent-by production).

If the client places an "alias" header field paranmeter in the topnost
Vi a header of the request, the client SHOULD keep the connecti on open
for as long as the resources on the host operating systemallow it
to, and that the client MJUST accept requests over this connection --
in addition to the default listening port -- fromits downstream
peer. And furthernore, the client SHOULD reuse the connection when
subsequent requests in the same or different transactions are
destined to the sanme resol ved address.

Note that RFC 3261 states that a response arrives over the sane
connection that was opened for a request.
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Whet her or not to allow an aliased connection ultinmately depends on
the recipient of the request; i.e., the client does not get any
confirmation that its downstream peer created the alias, or indeed
that it even supports this specification. Thus, clients MJST NOT
assune that the acceptance of a request by a server automatically
enabl es connection aliasing. Cdients MJUST continue receiving
requests on their default port.

Clients MJST authenticate the connection before form ng an ali as;
Section 9.1 discusses the authentication steps in nore detail. Once
the server has been authenticated, the client MJST cache, in the
alias table, the identity (or identities) of the server as determ ned
in Section 7.1 of RFC 5922 [RFC5922]. The client MJST al so popul ate
the destination |IP address, port, and transport of the server in the
alias table; these fields are retrieved from executing RFC3263 server
resol uti on process on the next-hop URI. And finally, the client MJST
popul ate the alias descriptor field with the connection handl e (or
identifier) used to connect to the server.

Once the alias table has been updated with a resol ved address, and
the client wants to send a new request in the direction of the
server, the client reuses the connection only if all of the foll ow ng
condi tions hol d:

1. The client uses the RFC3263 resolution on a URI and arrives at a
resol ved address contained in the alias table, and

2. The URI used for RFC3263 server resolution natches one of the
identities stored in the alias table row corresponding to that
resol ved addr ess.

Clients MJST be prepared for the case that the connection no | onger
exi sts when they are ready to send a subsequent request over it. In
such a case, a new connection MJST be opened to the resol ved address
and the alias table updated accordingly.

Thi s behavi or has an adverse side effect when a CANCEL request or an
ACK request for a non-2xx response is sent downstream Nornmally,
these woul d be sent over the sanme connection over which the INVITE
request was sent. However, if between the sending of the INVITE
request and subsequent sending of the CANCEL request or ACK request
to a non-2xx response, the connection was cl osed, then the client
SHOULD open a new connection to the resol ved address and send the
CANCEL request or ACK request there instead. The client MAY insert
the newy opened connection into the alias table.
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8.2. Server Behavi or

Servers SHOULD keep connections up unless they need to reclaim
resources. Connection reuse works best when the client and the
server mmintain their connections for |ong periods of tinme. Servers,
therefore, SHOULD NOT automatically drop connections on conpletion of
a transaction or ternination of a dialog.

When a server receives a request over TLS whose topnost Via header
field contains an "alias" header field parameter, it signifies that
the upstreamclient will |eave the connection open beyond the
transaction and dialog lifetine, and that subsequent transactions and
di al ogs that are destined to a resolved address that matches the
identifiers in the advertised address in the topnost Via header field
can reuse this connection.

VWet her or not to use in the reverse direction a connection marked
with the "alias" Via header field paraneter ultimately depends on the
policies of the server. It can choose to honor it, and thereby send
subsequent requests over the aliased connection. |If the server
chooses not to honor an aliased connection, the server MJST allow t he
request to proceed as though the "alias" header field parameter was
not present in the topnost Via header

This assures interoperability with RFC3261 server behavi or
Clients can include the "alias" header field paraneter w thout
fear that the server will reject the SIP request because of its
presence.

Servers MJST be prepared to deal with the case that the aliased
connection no | onger exist when they are ready to send a subsequent
request over it. This can happen if the peer ran out of operating
systemresources and had to close the connection. In such a case,
the server MJST open a new connection to the resol ved address and the
alias table updated accordingly.

If the sent-by production of the Via header field contains a port,
the server MUST use it as a destination port. Qherw se, the default
port is the destination port.

Servers MJST follow the authentication steps outlined in Section 9.2
to authenticate the connection before formng an ali as.

The server, if it decides to reuse the connection, MJST cache in the
alias table the identity (or identities) of the client as they appear
in the X.509 certificate subjectAlternati veName extension field. The
server also popul ates the destination |IP address, port, and transport
inthe alias table fromthe topnost Via header field (using the
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";received" paraneter for the destination |P address). |If the port
nunber is omtted, a default port nunber of 5061 is to be used. And
finally, the server popul ates the alias descriptor field with the
connection handle (or identifier) used to accept the connection from
the client (see Section 5 for the contents of the alias table).

Once the alias table has been updated, and the server wants to send a
request in the direction of the client, it reuses the connection only
if all of the follow ng conditions hold:

1. The server, which acts as a client for this transacti on, uses the
RFC3263 resol ution process on a URI and arrives at a resol ved
address contained in the alias table, and

2. The URI used for RFC3263 server resolution nmatches one of the
identities stored in the alias table row corresponding to that
resol ved addr ess.

8.3. Cosing a TLS connection

Either the client or the server may term nate a TLS session by
sending a TLS closure alert. Before closing a TLS connection, the
initiator of the closure MIST either wait for any outstanding SIP
transactions to conplete, or explicitly abandon them

After the initiator of the close has sent a closure alert, it MJST
di scard any TLS nessages until it has received a simlar alert from
its peer. The receiver of the closure alert MJST NOT start any new
SIP transactions after the receipt of the closure alert.

9. Security Considerations

Thi s docunent presents requirenents and a mechani smfor reusing

exi sting connections easily. Unauthenticated connection reuse would
present many opportunities for ranpant abuse and hij acki ng.

Aut henticating connection aliases is essential to prevent connection
hi jacki ng. For exanple, a programrun by a nalicious user of a

mul tiuser systemcould attenpt to hijack SIP requests destined for
the well-known SIP port froma large relay proxy.

9.1. Authenticating TLS Connections: dient View
When a TLS client establishes a connection with a server, it is
presented with the server’s X. 509 certificate. Authentication

proceeds as described in Section 7.3 ("Cient behavior") of RFC 5922
[ RFC5922] .
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9.2. Authenticating TLS Connections: Server View

A TLS server conformant to this specification MJST ask for a client
certificate; if the client possesses a certificate, it will be
presented to the server for nutual authentication, and authentication
proceeds as described in Section 7.4 ("Server behavior") of RFC 5922
[ RFC5922] .

If the client does not present a certificate, the server MJST proceed
as if the "alias" header field paraneter was not present in the
topnost Via header. In this case, the server MJST NOT update the
alias table.

9.3. Connection Reuse and Virtual Servers

Virtual servers present special considerations for connection reuse.
Under the name-based virtual server scheme, one SIP proxy can host
many virtual domains using one | P address and port nunber. |If
adequat e defenses are not put in place, a connection opened to a
downstream server on behal f of one domain can be reused to send
requests in the backwards direction to a different domain. The
"Destination ldentity" colum in the alias table has been added to
aid in such defenses.

Virtual servers MJST only perform connection reuse for TLS
connections; virtual servers MJST NOT perform connection reuse for

ot her connection-oriented transports. To understand why this is the
case, note that the alias table caches not only which connections go
to which destination addresses, but al so which connections have

aut henti cated thensel ves as responsi ble for which domains. |If a
nessage is to be sent in the backwards direction to a new SIP domai n
that resolves to an address with a cached connection, the cached
connection cannot be used because it is not authenticated for the new
domai n.

As an exanple, consider a proxy P1 that hosts two virtual domains --
exanpl e. com and exanpl e.net -- on the sane | P address and port.
RFC3263 server resolution is set up such that a DNS | ookup of
exanpl e. com and exanpl e. net both resolve to an {I|P-address, port,
transport} tuple of {192.0.2.1, 5061, TLS}. A user agent in the
exanpl e. com domai n sends a request to Pl causing it to make a
downstream connection to its peering proxy, P2, and authenticating
itself as a proxy in the exanple.comdonmain by sending it a X 509
certificate asserting such an identity. P2's alias table now | ooks
i ke the follow ng:
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Destination Destination Destination Destination Ali as
| P Address Por t Transport I dentity Descri ptor
192.0.2.1 5061 TLS si p: exanpl e. com 18

At sone later point intinme, a user agent in P2's domain wants to
send a request to a user agent in the exanple.net domain. P2
perfornms an RFC3263 server resolution process on sips:exanple.net to
derive a resol ved address tuple {192.0.2.1, 5061, TLS}. It appears
that a connection to this network address is already cached in the
alias table; however, P2 cannot reuse this connection because the
destination identity (sip:exanple.con) does not match the server
identity used for RFC3261 resol ution (sips:exanple.net). Hence, P2
will open up a new connection to the exanple.net virtual domain

hosted on P1. P2's alias table will now | ook |ike:

Destination Destination Destination Destination Alias

| P Address Por t Transport I dentity Descri pt or
iéé.o.z.l 5061 TLS si p: exanpl e. com 18
192.0.2.1 5061 TLS si p: exanpl e. net 54

The identities conveyed in an X 509 certificate are associated with a
specific TLS connection. Absent such a guarantee of an identity tied
to a specific connection, a normal TCP or SCTP connection cannot be
used to send requests in the backwards direction without a
significant risk of inadvertent (or otherw se) connection hijacking.

The above di scussion details the inmpact on P2 when connection reuse
is desired for virtual servers. There is a subtle, but inportant
i npact on Pl as well.

P1 shoul d keep separate alias tables for the requests served fromthe
UAs in the exanpl e.comdomain fromthose served by the UAs in the
exanpl e.net domain. This is so that the boundary between the two
domains is preserved; Pl MUST NOT open a connection on behalf of one
donmain and reuse it to send a new request on behal f of another

donmai n.
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10.

11.

12.

Connecti on Reuse and SRV Interaction

Connection reuse has an interaction with the DNS SRV | oad bal anci ng
mechani sm To understand the interaction, consider the follow ng
figure:

[+---- S1
S - +/
| Proxy |------- S2
B +\

\+---- S3

Figure 5. Load bal anci ng

Here, the proxy uses the DNS SRV to | oad bal ance across the three
servers, S1, S2, and S3. Using the connect reuse nechani sm specified
in this docurment, over time the proxy will maintain a distinct

al i ased connection to each of the servers. However, once this is
done, subsequent traffic is | oad bal anced across the three downstream
servers in the normal nanner.

| ANA Consi derations
Thi s specification defines a new Via header field parameter called
"alias" in the "Header Field Paraneters and Paraneter Val ues" sub-
registry as per the registry created by RFC 3968 [ RFC3968]. The
required information is:

Header Field Paraneter Name Predefined Val ues Reference

Vi a alias No RFC5923
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