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Abst r act

The Public Key Infrastructure using X 509 (PKIX) certificate fornmat,
and many associ ated formats, are expressed using ASN.1. The current
ASN. 1 nodul es conformto the 1988 version of ASN. 1. This docunent
updates those ASN. 1 nodul es to conformto the 2002 version of ASN. 1.
There are no bits-on-the-wire changes to any of the formats; this is
sinmply a change to the syntax.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5912
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1

| ntroducti on

Sone devel opers would like the IETF to use the | atest version of
ASN.1 in its standards. Modst of the RFCs that relate to security
protocols still use ASN.1 fromthe 1988 standard, which has been
deprecated. This is particularly true for the standards that relate
to PKI X, Cryptographic Message Syntax (CWVS), and S/M Me

Thi s docunment updates the following RFCs to use ASN. 1 nodul es that
conformto the 2002 version of ASN. 1 [ASNl-2002]. Note that not al
the nmodul es are updated; sonme are included to sinmply nmake the set
conpl et e.

o0 RFC 2560, PKIX Online Certificate Status Protocol (OCSP) [RFC2560]
o RFC 2986, PKCS #10 certificate request [RFC2986]
o RFC 3279, PKIX algorithns and identifier [RFC3279]

o RFC 3852, contains PKIX attribute certificates, version 1
[ RFC3852]

o RFC 4055, Additional Algorithms and ldentifiers for RSA
Crypt ography [ RFC4055]

o RFC 4210, PKIX CWP (Certificate Managenment Protocol) [RFC4210]
o RFC 4211, PKI X CRMF (Certificate Request Message Format) [RFC4211]

o RFC 5055, PKIX SCVP (Server-based Certificate Validation Protocol)
[ RFC5055]

o RFC 5272, Certificate Managenent over CM5 (CMC) [ RFC5272]

o RFC 5280, PKIX certificate and Certificate Revocation List (CRL)
profile [RFC5280] (both the inplicit and explicit nodul es)

o RFC 5755, PKIX attribute certificates, version 2 [ RFC5755]

Note that some of the nodules in this docunent get some of their
definitions fromplaces different than the nodules in the origina
RFCs. The idea is that these nodul es, when conbined with the nodul es
in [ RFC5911] can stand on their own and do not need to inport
definitions fromanywhere else. Also note that the ASN. 1 nodules in
thi s docunent have references in their text comments that need to be
| ooked up in original RFCs, and that sone of those references nay
have al ready been superseded by | ater RFCs.
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The docunent al so includes a nodul e of common definitions called

"PKI X- CoomonTypes". These definitions are used here and in

[ RFC5911] .

The docunent al so includes a nodul e of comron definitions called
"Algorithm nformation". These definitions are used here and in
[ RFC5911] .

1.1. Design Notes

The nodul es in this docunent use the object nodel available in the
2002 ASN. 1 docunents to a great extent. Objects for each of the
different algorithmtypes are defined. Also, all of the places where
the 1988 ASN. 1 syntax had ANY holes to allow for variable syntax now
use obj ects.

Much i ke the way that the PKI X and S/M ME wor ki ng groups use the
prefix of id- for object identifiers, this docunent has al so adopted
a set of two-, three-, and four-letter prefixes to allow for quick
identification of the type of an object based on its name. This

all ows, for exanple, the sane back half of the nanme to be used for
the different objects. Thus, "id-shal" is the object identifier
whi |l e "nda-shal" is the nessage di gest object for "shal".

One or nore object sets for the different types of algorithns are
defined. A single consistent name for each different algorithmtype
is used. For exanple, an object set naned PublicKeys contains the
public keys defined in that nodule. |If no public keys are defined,
then the object set is not created. Wen inmporting these object sets
into an ASN. 1 nodul e, one needs to be able to distinguish between the
di fferent object sets with the sane nane. This is done by using both
the nodul e nane (as specified in the | MPORT statenent) and the object
set nane. For exanple, in the nodule for RFC 5280:

Publ i cKeys FROM PKI XAl gs-2008 { 1 36 1 55 7 0 995}
Publ i cKeys FROM PKI X1- PSS- OAEP- Al gorithms { 1 3 6 1 557 33}
Publ i cKeyAl gorithms PUBLI C-KEY ::= { PKI XAl gs-2008. PublicKeys, ...,

PKI X1- PSS- QAEP- Al gori t hns. Publ i cKeys }
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2. ASN. 1 Modul e PKI X- CormonTypes

This section contains a nodule that is inported by many other nodul es
in this document and in [RFC5911]. This nodul e does not come from
any existing RFC

PKI X- CommonTypes- 2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xComron-02(57)}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

-- ATTRI BUTE
-- Describe the set of data associated with an attribute of sonme type

-- & dis an ODidentifying the attribute

-- &Type is the ASN.1 type structure for the attribute; not all

-- attributes have a data structure, so this field is optional
-- &m nCount contains the mni mum nunber of tinmes the attribute can
- - occur in an Attri buteSet

--  &maxCount contains the maxi mum nunber of times the attribute can
-- appear in an Attri buteSet

-- Note: this cannot be automatically enforced as the field

-- cannot be defaulted to MAX

-- &equality-match contains information about how matching shoul d be
- - done

-- Currently we are using two different prefixes for attributes.

-- at- for certificate attributes
-- aa- for CMS attributes

ATTRI BUTE :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL,
&equal i ty-mat ch MATCH NG RULE OPTI ONAL,
&m nCount | NTEGER DEFAULT 1,
&maxCount | NTEGER OPTI ONAL

} WTH SYNTAX {
[ TYPE &Type]
[ EQUALI TY MATCHI NG RULE &equal ity-match]
[ COUNTS [ M N &mi nCount] [ MAX &maxCount]]
| DENTI FI ED BY &i d
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-- Specification of MATCHI NG RULE i nformation object class

MATCHI NG RULE :: = CLASS {
&Par ent Mat chi ngRul es MATCHI NG RULE OPTI ONAL,
&AssertionType OPTI ONAL,
&uni queMat chl ndi cator ATTRI BUTE OPTI ONAL,
& d OBJECT | DENTI FI ER UNI QUE

}
W TH SYNTAX {
[ PARENT &Par ent Mat chi ngRul es]
[ SYNTAX &AssertionType]
[ UNI QUE- MATCH- | NDI CATOR &uni queat chl ndi cat or ]
ID &d

-- AttributeSet

-- Used when a set of attributes is to occur.

-- type contains the identifier of the attribute

-- values contains a set of values where the structure of the ASN. 1
-- is defined by the attribute

-- The paraneter contains the set of objects describing

- - those attributes that can occur in this |ocation.

AttributeSet {ATTRI BUTE: AttrSet} ::= SEQUENCE {
type ATTRI BUTE. & d({AttrSet}),
val ues SET SI ZE (1..MAX) OF ATTRI BUTE.
&Type({AttrSet}{@ype})

-- SingleAttribute
-- Used for a single valued attribute
-- The paraneter contains the set of objects describing the

- - attributes that can occur in this | ocation

Singl eAttri but e{ ATTRI BUTE: AttrSet} ::= SEQUENCE {
type ATTRI BUTE. & d({AttrSet}),
val ue ATTRI BUTE. &Type({AttrSet}{@ype})

}
-~ EXTENSI ON
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-- This class definition is used to describe the associ ati on of
-- object identifier and ASN.1 type structure for extensions

-- Al extensions are prefixed with ext-

-- & d contains the object identifier for the extension

--  &ExtnType specifies the ASN. 1 type structure for the extension

-- &Critical contains the set of |egal values for the critical field.
-- This is normally {TRUE| FALSE} but in some instances may be

-- restricted to just one of these val ues.

EXTENSI ON :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE
&Ext nType,
&Critical BOCLEAN DEFAULT {TRUE | FALSE }

} W TH SYNTAX {
SYNTAX &Ext nType | DENTI FI ED BY & d
[CRITICALITY &Critical]
-- Extensions
-- Used for a sequence of extensions.
-- The parameter contains the set of |egal extensions that can
-- occur in this sequence.
Ext ensi ons{ EXTENSI ON: Ext ensi onSet} ::=
SEQUENCE SI ZE (1..MAX) OF Extension{{ExtensionSet}}
-- Extension

-- Used for a single extension

-- The parameter contains the set of |egal extensions that can
-- occur in this extension

-- The restriction on the critical field has been commented out
-- the authors are not conpletely sure it is correct.

-- The restriction could be done using custom code rather than
-- conpil er-generated code, however.

Ext ensi on{ EXTENSI ON: Ext ensi onSet} ::= SEQUENCE ({
extnl D EXTENSI ON. & d( { Ext ensi onSet}),
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critical BOCOLEAN
-- (EXTENSI ON. &Criti cal ({ Ext ensi onSet }{ @xtnl D}))
DEFAULT FALSE
ext nVal ue OCTET STRI NG ( CONTAI NI NG
EXTENSI ON. &Ext nType({ Ext ensi onSet } { @xt nl D}))
-- contains the DER encodi ng of the ASN. 1 val ue
-- corresponding to the extension type identified

-- by extnlD
}
-- Security Category
-- Security categories are used both for specifying clearances and
-- for labeling objects. W nove this here from RFC 3281 so that
-- they will use a comopn single object class to express this
-- information.
SECURI TY- CATEGORY :: = TYPE- | DENTI FI ER
Securi t yCat egor y{ SECURI TY- CATEGORY: Supported} ::= SEQUENCE {
type [0] IMPLICIT SECURI TY- CATEGORY.
& d({Supported}),
val ue [1] EXPLICIT SECURI TY- CATEGORY.
&Type({ Supported}{ @ype})
}
END

3. ASN. 1 Module Al gorithm nformation

This section contains a nodule that is inported by nmany other nodul es
in this document. Note that this nodule is also given in [RFC5911].
Thi s nodul e does not come from any existing RFC

Al gorithm nformation-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformati on-02(58)}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

EXPORTS ALL;

| MPORTS

KeyUsage

FROM PKI X11 mpl i ci t - 2009
{iso(1) identified-organization(3) dod(6) internet(1)
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security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- pki x1-inplicit-02(59)} ;

-- Suggested prefixes for algorithmobjects are:

--  nda- Message Digest Al gorithns

--  sa- Si gnature Al gorithns

--  kta- Key Transport Al gorithms (Asymmetric)

--  kaa- Key Agreement Al gorithnms (Asymmetric)

--  kwa- Key Wap Al gorithms (Synmetric)

-- kda- Key Derivation Al gorithns

-- maca- Message Authentication Code Al gorithns

--  pk- Publ i c Key

-- cea- Content (synmmetric) Encryption Al gorithns
-- cap- S/'M ME Capabilities

Par amOpt i ons :: = ENUMERATED ({
required, -- Paraneters MJST be encoded in structure
preferredPresent, -- Paranmeters SHOULD be encoded in structure
preferredAbsent, -- Paraneters SHOULD NOT be encoded in structure
absent, -- Paraneters MJUST NOT be encoded in structure
i nheritable, -- Paraneters are inherited if not present
optional , -- Paraneters MAY be encoded in the structure

}

-- DI GEST- ALGORI THM

-- Describes the basic information for ASN.1 and a di gest
-- al gorithm

-- & d - contains the O D identifying the digest algorithm
-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inmplies no paraneters
-- &paranPresence - paraneter presence requirenent

-- Additional infornmation such as the |Iength of the hash coul d have

-- been encoded. W thout a clear understandi ng of what information
-- i s needed by applications, such extraneous information was not
-- consi dered to be of sufficent inportance.

--  Exanpl e:

-- nda-shal DI GEST- ALGORI THM :: = {

- - | DENTI FI ER i d-shal

-- PARAMS TYPE NULL ARE preferredAbsent

-}
DI GEST- ALGORI THM : : = CLASS {
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& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent

} W TH SYNTAX {
| DENTIFIER &i d
[ PARAMS [ TYPE &Par ans] ARE &par anPresence |

-- S| GNATURE- ALGORI THM
-- Describes the basic properties of a signature algorithm

-- & d - contains the AODidentifying the signature algorithm
-- &Value - contains a type definition for the value structure of
-- the signature; if absent, inplies that no ASN. 1
-- encoding is performed on the val ue

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent

-- &HashSet - The set of hash algorithnms used with this

-- signature al gorithm

--  &PublicKeySet - the set of public key algorithnms for this
-- signature al gorithm

--  &sm neCaps - contains the object describing howthe S/M M
-- capabilities are presented.

-- Exanpl e:

-- sig-RSA-PSS S| GNATURE- ALGORI THM : : = {

-- | DENTI FI ER i d- RSASSA- PSS

-- PARAMS TYPE RSASSA- PSS- parans ARE required
-- HASHES { nda-shal | nda-nd5, ... }

-- PUBLI C- KEYS { pk-rsa | pk-rsa-pss }

S| GNATURE- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Val ue OPTI ONAL,
&Par ans OPTI ONAL,
&par anPr esence ParamOpti ons DEFAULT absent,
&HashSet Dl GEST- ALGORI THM OPTI ONAL,
&Publ i cKey Set PUBLI C- KEY OPTI ONAL,
&sm nmeCaps SM ME- CAPS OPTI ONAL

} W TH SYNTAX {
| DENTI FI ER &i d
[ VALUE &Val ue]
[ PARAMS [ TYPE &Par ams] ARE &par anPresence |
[ HASHES &HashSet ]
[ PUBLI C- KEYS &Publ i cKeySet ]
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[ SM ME- CAPS &smi nmeCaps]

}
--  PUBLI C KEY
-- Describes the basic properties of a public key
-- & d - contains the ODidentifying the public key
-- &KeyValue - contains the type for the key val ue
-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - parameter presence requirenent
-- &keyUsage - contains the set of bits that are legal for this
-- key type. Note that is does not nake any statenent
-- about how bits may be paired.
-- &PrivateKey - contains a type structure for encoding the private
-- key information.
--  Exanpl e:
--  pk-rsa-pss PUBLIC-KEY ::= {
-- | DENTI FI ER i d- RSASSA- PSS
-- KEY RSAPubl i cKey
-- PARAMS TYPE RSASSA- PSS- par ans ARE opti onal
-- CERT-KEY-USACE { .... }
- )
PUBLI C- KEY ::= CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&KeyVal ue OPTI ONAL,
&Par ans OPTI ONAL,
&par anPr esence ParanmOpti ons DEFAULT absent,
&keyUsage KeyUsage OPTI ONAL,
&Pri vat eKey OPTI ONAL

} W TH SYNTAX {
| DENTIFIER &i d
[ KEY &KeyVal ue]
[ PARAMS [ TYPE &Parans] ARE &par anPresence]
[ CERT- KEY- USAGE &keyUsage]
[ PRI VATE- KEY &Pri vat eKey]

--  KEY- TRANSPORT
-- Describes the basic properties of a key transport al gorithm
-- & d - contains the ODidentifying the key transport algorithm

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
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-- &paranPresence - parameter presence requirenent

--  &PublicKeySet - specifies which public keys are used with
-- this algorithm

-- &smimeCaps - contains the object describing howthe S/M M
-- capabilities are presented.

--  Exanpl e:

-- kta-rsaTransport KEY- TRANSPORT :: = {

-- | DENTI FI ER & d

-- PARAMS TYPE NULL ARE required

-- PUBLI G- KEYS { pk-rsa | pk-rsa-pss }

-}
KEY- TRANSPORT ::= CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par anms OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&Publ i cKey Set PUBLI C- KEY OPTI ONAL,
&smi neCaps SM ME- CAPS OPTI ONAL

} W TH SYNTAX {
| DENTI FI ER & d
[ PARAMS [ TYPE &Par anms] ARE &par anPresence]
[ PUBLI G- KEYS &Publ i cKeySet ]
[ SM ME- CAPS &smi neCaps]

--  KEY- AGREE
-- Describes the basic properties of a key agreenent al gorithm

-- & d - contains the ODidentifying the key agreenment al gorithm

-- &Parans - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- &paranPresence - paraneter presence requirenent

--  &PublicKeySet - specifies which public keys are used with

-- this algorithm

--  &UKkm - type of user keying material used

--  &uknPresence - specifies the requirenments to define the UKMfield
--  &sminmeCaps - contains the object describing howthe S/M M

-- capabilities are presented.

--  Exanpl e:

-- kaa-dh-static-epheneral KEY-AGREE ::= {

- - | DENTI FI ER i d- al g- ESDH

-- PARAMVS TYPE KeyW apAl gorithm ARE required

-- PUBLI C- KEYS {

-- {1 DENTI FI ER dh- publ i c- nunber KEY DHPubl i cKey

-- PARAMS TYPE DHDomai nParaneters ARE inheritable }
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-- - - UKM shoul d be present but is not separately ASN. 1-encoded
-- UKM ARE pref erredPresent

-}
KEY- AGREE :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTI ONAL,

&par anPr esence ParamOpti ons DEFAULT absent,
&Publ i cKeySet PUBLI C- KEY OPTI ONAL,

&Ukm OPTI ONAL,
&uknPr esence Par amOpt i ons DEFAULT absent,
&sm neCaps SM ME- CAPS OPTI ONAL

} W TH SYNTAX {
| DENTI FI ER & d
[ PARAMS [ TYPE &Par anms] ARE &par anPresence]
[ PUBLI G- KEYS &Publ i cKeySet ]
[ UKM [ TYPE &Uknl ARE &uknPresence]
[ SM ME- CAPS &smi nmeCaps]

}
--  KEY- WRAP
-- Describes the basic properties of a key wap algorithm
-- & d - contains the ODidentifying the key wap algorithm
-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inmplies no paraneters
-- &paranPresence - paraneter presence requirenent
--  &sm neCaps - contains the object describing howthe S/M M
-- capabilities are presented.
-- Exanpl e:
--  kwa-cnms3DESWr ap KEY-WRAP :: = {
-- | DENTI FI ER i d- al g- CMS3DESwr ap
-- PARAMS TYPE NULL ARE required
- )
KEY- WRAP :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER & d
[ PARAMS [ TYPE &Par anms] ARE &par anPresence]
[ SM ME- CAPS &smi neCaps]
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--  KEY- DERI VATI ON
-- Describes the basic properties of a key derivation algorithm

-- & d - contains the ODidentifying the key derivation algorithm
-- &Parans - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- @&paranPresence - paraneter presence requirenent

-- &sminmeCaps - contains the object describing howthe S/M M

-- capabilities are presented.

--  Exanpl e:

-- kda- pbkdf 2 KEY- DERI VATI ON :: = {

-- | DENTI FI ER i d- PBKDF2

-- PARAMS TYPE PBKDF2- parans ARE required

-}
KEY- DERI VATI ON : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&sm nmeCaps SM ME- CAPS OPTI ONAL

} W TH SYNTAX {
| DENTI FIER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPresence]
[ SM ME- CAPS &smi neCaps]

-- MAC- ALGORI THM

-- Describes the basic properties of a nessage
-- aut hentication code (MAC) algorithm

-- & d - contains the ODidentifying the MAC al gorithm

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters

-- &paranPresence - paraneter presence requirenent

-- &keyed - MAC algorithmis a keyed MAC al gorithm

--  &sminmeCaps - contains the object describing howthe S/M M
-- capabilities are presented.

-- Sone paraneters that perhaps should have been added woul d be
-- fields with the m ni mum and maxi mum MAC | engt hs for
-- those MAC algorithns that allow truncations.

--  Exanpl e:

-- maca- hmac-shal MAC- ALGORI THM :: = {
-- | DENTI FI ER hMAC- SHAL
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-- PARAMS TYPE NULL ARE preferredAbsent
-- I S KEYED MAC TRUE
-- SM ME- CAPS {| DENTI FI ED BY hMAC- SHAL}

- )
MAC- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&keyed BOOLEAN,
&sm nmeCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FIER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPresence]
| S- KEYED- MAC &keyed
[ SM ME- CAPS &smi neCaps]

}
- - CONTENT- ENCRYPTI ON
-- Describes the basic properties of a content encryption
-- al gorithm
-- & d - contains the ADidentifying the content
-- encryption algorithm
-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent
--  &sm meCaps - contains the object describing howthe S/M M
-- capabilities are presented.
--  Exanpl e:
-- cea-3DES-cbc CONTENT- ENCRYPTI ON :: = {
-- | DENTI FI ER des- ede3-cbc
-- PARAMS TYPE |V ARE required
-- SM ME- CAPS { | DENTI FI ED BY des- ede3-chc }
-}
CONTENT- ENCRYPTI ON :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER & d
[ PARAMS [ TYPE &Par anms] ARE &par anPresence]
[ SM ME- CAPS &smi neCaps]
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-- ALGORI THM
-- Describes a generic algorithmidentifier

-- & d - contains the ODidentifying the algorithm

-- &Parans - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- @&paranPresence - paraneter presence requirenent

-- &sminmeCaps - contains the object describing howthe S/M M
-- capabilities are presented.

-- This would be used for cases where an al gorithm of an unknown
-- type is used. In general however, one should either define
-- a nore conplete algorithmstructure (such as the one above)
-- or use the TYPE-IDENTI FI ER cl ass.

ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE
&Par ans OPTI ONAL

&par anPr esence Par anpti ons DEFAULT absent,
&sm neCaps SM ME- CAPS OPTI ONAL

} W TH SYNTAX {
| DENTIFIER &i d
[ PARAMS [ TYPE &Par ans] ARE &par anPresence]
[ SM ME- CAPS &smi nmeCaps]

-- Algorithmdentifier

-- Provides the generic structure that is used to encode al gorithm
-- identification and the paraneters associated with the
-- al gorithm

-- The first paraneter represents the type of the al gorithm being
-- used.

-- The second parameter represents an object set containing the
-- algorithnms that may occur in this situation

-- The initial list of required algorithns should occur to the
-- left of an extension marker; all other algorithns should
-- occur to the right of an extension nmarker

-- The object class ALGORI THM can be used for generic unspecified
-- itens.

-- | f new ALGORI THM cl asses are defined, the fields & d and &Parans
-- need to be present as fields in the object in order to use
-- this parameterized type.

-- Exanpl e:
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-- SignatureAl gorithmdentifier ::=
-- Al gorithm dentifier{SI GNATURE- ALGORI THM {Si gnat ureAl gSet}}

Al gorithm dentifier{ ALGCORI THV TYPE, ALGORI THM TYPE: Al gorithntet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithntet}),
paranmeters ALGORI THW TYPE.
&Par anms({Al gorithnBet}{ @l gorithn}) OPTI ONAL
}

-- S/IMME Capabilities

--  We have nmoved the SM ME-CAPS fromthe nmodule for RFC 3851 to here
-- because it is used in RFC 4262 (X. 509 Certificate Extension for
-- S/IMME Capabilities)

-- This class is used to represent an S/M ME capability. S/ MM

-- capabilities are used to represent what algorithm capabilities

-- an individual has. The classic exanple was the content encryption
-- algorithm RC2 where the algorithmid and the RC2 key | engths

-- supported needed to be advertised, but the IV used is not fixed.
-- Thus, for RC2 we used

-- cap- RC2CBC SM ME-CAPS :: = {
- - TYPE | NTEGER ( 40 | 128 ) | DENTIFIED BY rc2-chc }

-- where 40 and 128 represent the RC2 key length in nunber of bits.

-- Anot her exanple where informati on needs to be shown is for

--  RSA- QAEP where only specific hash functions or nask generation
-- functions are supported, but the saltLength is specified by the
-- sender and not the recipient. In this case, one can either

-- generate a nunber of capability itens,

-- or anew S/MME capability type could be generated where

-- multiple hash functions coul d be specified.

--  SM ME- CAP

-- This class is used to associate the type that describes the
-- capabilities with the object identifier.

SM ME- CAPS :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL
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W TH SYNTAX { [TYPE &Type] | DENTIFIED BY & d }

CGeneric type - this is used for defining val ues.

Define a single S/MME capability encoding

SM MECapabi | i t y{ SM ME- CAPS: CapabilitySet} ::= SEQUENCE {
capabilityl D SM ME- CAPS. & d({CapabilitySet}),
par amet er s SM ME- CAPS. &Type({Capabi litySet}

}

{@apabi | i tyl D}) OPTI ONAL

Defi ne a sequence of S/M ME capability val ues

SM MECapabi lities { SM Me- CAPS: Capabi litySet } ::=

SEQUENCE S| ZE (1..MAX) OF SM MECapability{{ CapabilitySet} }

END

4.

ASN. 1 Modul e for RFC 2560

OCSP- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-mod(0) id-nod-ocsp-02(48)}

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS

Ext ensi ons{}, EXTENSI ON, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xComron-02(57)}

Al gorithm dentifier{}, DI GEST-ALGORI THM S| GNATURE- ALGORI THM

FROM Al gorithm nformati on-2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmd(0)
i d- mod- al gorithm nformati on-02(58)}

Aut hori tyl nfoAccessSynt ax, General Nanme, Crl EntryExtensions

FROM PKI X11 mpl i ci t-2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-mod(0) id-nod-pkix1l-inplicit-02(59)}

Nane, CertificateSerial Number, id-kp, id-ad-ocsp, Certificate
FROM PKI X1Expl i cit-2009
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{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-pkixl-explicit-02(51)}

sa-dsaWt hSHAl, sa-rsaWthMD2, sa-rsaWthMD5, sa-rsaWthSHAL

FROM PKI XAl gs- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-al gorithns2008-02(56)};

OCSPRequest S SEQUENCE {

t bsRequest TBSRequest ,

optional Si gnature [ 0] EXPLICI T Signature OPTI ONAL }
TBSRequest ii= SEQUENCE {

versi on [0] EXPLICIT Version DEFAULT v1,

request or Name [1] EXPLICIT General Name OPTI ONAL,

request Li st SEQUENCE OF Request,

request Ext ensi ons [2] EXPLICI T Extensions {{re-ocsp-nonce |

re-ocsp-response, ...}} OPTIONAL }

Si ghature M SEQUENCE {

signatureAIgo.rithm Al gorithm dentifier
{ SI GNATURE- ALGORI THM {...}},

signature BI T STRI NG

certs [0] EXPLICIT SEQUENCE OF Certificate OPTI ONAL }
Version ::= |INTEGER { v1(0) }
Request ::= SEQUENCE {

reqCert Certl D,

si ngl eRequest Ext ensi ons [0] EXPLICIT Extensions
{ {re-ocsp-service-Ilocator,
...}} OPTIONAL }

Cert| D ::= SEQUENCE ({
hashAl gorithm Al gorithm dentifier
{Dl GEST- ALGORI THM {...}},
i ssuer NaneHash OCTET STRING, -- Hash of Issuer’s DN
i ssuer KeyHash OCTET STRING -- Hash of Issuer’s public key
seri al Nurmber CertificateSerial Number }
OCSPResponse ::= SEQUENCE ({
responsesSt at us OCSPResponseSt at us,
responseByt es [0] EXPLICIT ResponseBytes OPTI ONAL }
OCSPResponseSt at us :: = ENUMERATED {
successf ul (0), --Response has valid confirmations
mal f or redRequest (1), --1llegal confirmation request
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i nternal Error (2), --Internal error in issuer
tryLater (3), --Try again |ater
-- (4) is not used
si gRequi red (5), --Must sign the request
unaut hori zed (6) --Request unauthorized
}
RESPONSE : : = TYPE-| DENTI FI ER
ResponseSet RESPONSE :: = {basi cResponse, ...}
ResponseBytes ::= SEQUENCE {
responseType RESPONSE.
& d ({ResponseSet}),
response OCTET STRI NG ( CONTAI NI NG RESPONSE.

&Type({ ResponseSet } { @ esponseType}))}

basi cResponse RESPONSE : : =
{ Basi cOCSPResponse | DENTI FI ED BY i d- pki x- ocsp-basic }

Basi cOCSPResponse 1= SEQUENCE ({
t bsResponseDat a ResponseDat a,
signatureAl gorithm Al gorithmdentifier{SI GNATURE- ALGORI THM
{sa-dsaWthSHAl | sa-rsaWthSHAl |

sa-rsaWthMD5 | sa-rsaWthvD2, ...}},
sighature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF Certificate OPTI ONAL }
ResponseDat a :: = SEQUENCE ({
version [0] EXPLICIT Version DEFAULT v1,
responder| D Responder | D,
pr oducedAt Gener al i zedTi ne,
responses SEQUENCE OF Si ngl eResponse,
r esponseExt ensi ons [1] EXPLICIT Extensions
{{re-ocsp-nonce, ...}} OPTIONAL }
Responder | D :: = CHO CE {
byNarme [1] Nane,
byKey [2] KeyHash }
KeyHash ::= OCTET STRING --SHA-1 hash of responder’s public key
-- (excluding the tag and length fields)
Si ngl eResponse :: = SEQUENCE ({
certlD Cert1 D,
cert Status Cert St at us,
t hi sUpdat e Gener al i zedTi e,
next Updat e [ 0] EXPLICI T GeneralizedTi me OPTI ONAL,
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si ngl eExt ensi ons [ 1] EXPLI CI T Extensions{{re-ocsp-crl |
re-ocsp-archive-cutoff |
Crl EntryExtensions, ...}
} OPTI ONAL }
CertStatus ::= CHO CE {
good [ 0] | MPLI CI' T NULL,
revoked [ 1] | MPLI CI' T Revokedl nf o,
unknown [ 2] | MPLICI T Unknownl nfo }
Revokedl nfo ::= SEQUENCE {
revocati onTi ne General i zedTi e,
revocati onReason [ 0] EXPLI CI T CRLReason OPTI ONAL }
Unknownl nfo ::= NULL
CRLReason ::= | NTEGER
ArchiveCutoff ::= GeneralizedTi me
Accept abl eResponses ::= SEQUENCE OF RESPONSE. & d({ResponseSet})
Servi ceLocator ::= SEQUENCE ({
i ssuer Narre,

| ocat or Aut hori tyl nfoAccessSynt ax }

CrlI D ::= SEQUENCE {

crlUrl [0] EXPLICI T 1 A5String OPTI ONAL,
crl Num [1] EXPLI CI T | NTEGER OPTI ONAL,
crlTinme [ 2] EXPLICI T GeneralizedTi me OPTI ONAL }

-- Request Extensions

re-ocsp-nonce EXTENSION ::= { SYNTAX OCTET STRI NG | DENTI FI ED
BY i d- pki x- ocsp-nonce }
re-ocsp-response EXTENSION ::= { SYNTAX Accept abl eResponses | DENTI FI ED
BY i d- pki x-ocsp-response }
re-ocsp-service-locator EXTENSION ::= { SYNTAX Servi celLocat or

| DENTI FI ED BY
i d- pki x- ocsp-service-locator }

-- Response Extensions

re-ocsp-crl EXTENSION ::= { SYNTAX Crl| D | DENTI FI ED BY
i d- pki x-ocsp-crl }
re-ocsp-archive-cutof f EXTENSION ::= { SYNTAX Archi veCut of f
| DENTI FI ED BY

i d- pki x-ocsp-archive-cutoff }
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-- (bject ldentifiers

i d- kp- OCSPSi gni ng OBJECT IDENTIFIER ::= { id-kp 9}

i d- pki x-ocsp OBJECT | DENTI FIER :: = id-ad-ocsp

i d- pki x- ocsp-basic OBJECT IDENTIFIER ::= { id-pkix-ocsp 1}
i d- pki x- ocsp-nonce OBJECT IDENTIFIER ::= { id-pkix-ocsp 2}
i d- pki x-ocsp-crl OBJECT IDENTIFIER ::= { id-pkix-ocsp 3}
i d- pki x- ocsp-response OBJECT IDENTIFIER ::= { id-pkix-ocsp 4}
i d- pki x- ocsp- nocheck OBJECT IDENTIFIER ::= { id-pkix-ocsp 5}
i d- pki x-ocsp-archive-cutoff OBJECT IDENTIFIER ::= { id-pkix-ocsp 6 }
i d- pki x-ocsp-service-locator OBJECT IDENTIFIER ::= { id-pkix-ocsp 7}

END
5. ASN. 1 Modul e for RFC 2986

PKCS- 10
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nechani sns(5) pkix(7) id-nmd(0) id-nod-pkcsl0-2009(69)}
DEFINITIONS IMPLICI T TAGS :: =
BEG N
| MPORTS

Al gorithmdentifier{}, DI GEST-ALGORI THM S| GNATURE- ALGORI THM
PUBLI C- KEY

FROM Al gorithm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformati on-02(58)}

ATTRI BUTE, Nane

FROM PKI X1Expl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0) id-nod-pkix1l-explicit-02(51)};

-- Certificate requests

CertificationRequestinfo ::= SEQUENCE {
version I NTEGER { v1(0) } (vi, ... ),
subj ect Nane,

subj ect PKI nf o Subj ect Publ i cKeyl nf o{{ PKI nf oAl gorithns }},
attributes [0] Attributes{{ CRIAttributes }}

}

Subj ect Publ i cKeyl nfo {PUBLI C-KEY: |0Set} ::= SEQUENCE ({
al gorithm Al gorithm dentifier {PUBLIC KEY, {IOSet}},
subj ect Publ i cKey BI T STRI NG

}
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PKI nf oAl gorithnms PUBLI C-KEY ::= {

-- add any locally defined algorithms here -- }
Attributes { ATTRIBUTE: I CSet } ::= SET OF Attribute{{ |1CSet }}
CRIAttributes ATTRIBUTE ::= {

-- add any locally defined attributes here -- }
Attribute { ATTRIBUTE: | OSet } ::= SEQUENCE ({

type  ATTRI BUTE. & d({I CSet}),
val ues SET SIZE(1..MAX) OF ATTRI BUTE. &Type({| OSet}{@ype})

}
Certificati onRequest ::= SEQUENCE {

certificationRequestinfo CertificationRequestlnfo,

si gnat ur eAl gorithm Al gorithm dentifier{SI GNATURE- ALGORI THV

{ SignatureAlgorithnms }},

signature BI T STRI NG
}
Si gnat ureAl gorithms S| GNATURE- ALGORI THM : : = {

-- add any locally defined algorithms here -- }

END

6. ASN. 1 Modul e for RFC 3279

Note that this nodul e al so contains infornation from RFC 5480
[ RFC5480] .

PKI XAl gs-2009 { iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-al gorithns2008-02(56) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
| MPORTS

PUBLI C- KEY, S| GNATURE- ALGORI THM DI GEST- ALGORI THM SM ME- CAPS

FROM Al gorit hm nf ormati on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformati on-02(58)}

nda- sha224, nda-sha256, nda-sha384, nda-sha512

FROM PKI X1- PSS- QAEP- Al gori t hns- 2009
{iso(1) identified-organization(3) dod(6) internet(1l)
security(5) mechani sns(5) pkix(7) id-nod(0)
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i d- mod- pki x1-rsa-pkal gs-02(54)} ;

-- Public Key (pk-) Al gorithns

Publ i cKeys PUBLI C-KEY ::= {

pk-rsa |
pk-dsa |
pk- dh |
pk- kea,

pk-ec |
pk-ecDH |
pk- ecMN

-- Signature Algorithnms (sa-)

Si gnat ur eAl gs SI GNATURE- ALGORI THM : : = {
sa-rsaWt hvD2 |

sa-rsawWt hwvDs |

sa-rsaWt hSHA1 |

sa- dsaWt hSHA1 |

sa- ecdsaW t hSHA1,
..., -- Extensible
sa- dsaW t hSHA224
sa- dsaW t hSHA256
sa- ecdsaW t hSHA224
sa- ecdsaW t hSHA256
sa- ecdsaW t hSHA384
sa- ecdsaW t hSHA512

}

-- SIMME CAPS for algorithnms in this docunent

-- For all of the algorithms laid out in this document, the

-- paraneters field for the SSMME capabilities is defined as
-- ABSENT as there are no specific values that need to be known
-- by the receiver for negotiation.

SM neCaps SM ME- CAPS :: = {

sa-rsaWt hMD2. &mi neCaps
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sa-rsaWt hMD5. &smi neCaps |
sa-rsaWt hSHA1. &mi neCaps |
sa- dsaWt hSHA1. &mi nmeCaps |
sa- dsaWt hSHA224. & m nmeCaps

sa- dsaW t hSHA256. & m nmeCaps |
sa- ecdsaWt hSHAL. &m neCaps |
sa- ecdsaW t hSHA224. &sm neCaps |
sa- ecdsaW t hSHA256. &sm nmeCaps |
sa- ecdsaW t hSHA384. &smi nmeCaps |
sa- ecdsaWt hSHA512. &sm nmeCaps,

}
-- RSA PK Al gorithm Paraneters, and Keys

pk-rsa PUBLI G- KEY ::= {
| DENTI FI ER rsaEncryption
KEY RSAPubl i cKey
PARAMS TYPE NULL ARE absent
-- Private key format not in this nodule --
CERT- KEY- USAGE {di gital Si gnature, nonRepudiation,
keyEnci pherment, dat aEnci phernment, keyCertSign, cRLSi gn}

}

rsakEncryption OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 1}

RSAPubl i cKey ::= SEQUENCE ({
nmodul us I NTEGER, -- n
publ i cExponent |INTEGER -- e

-- DSA PK Al gorithm Paraneters, and Keys

pk-dsa PUBLI C-KEY ::= {
| DENTI FI ER i d- dsa
KEY DSAPubl i cKey
PARAMS TYPE DSA- Parans ARE inheritable
-- Private key format not in this nmodule --
CERT- KEY- USAGE { digital Signature, nonRepudi ation, keyCert Sign,
cRLSi gn }
}

i d-dsa OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) us(840) x9-57(10040) x9al gorithm(4) 1}

DSA- Par ans :: = SEQUENCE ({
p | NTECER
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g | NTEGER,
g | NTEGER
}
DSAPubl i cKey ::= INTEGER -- public key, y
-- Diffie-Hellman PK Al gorithm Paranmeters, and Keys
pk-dh PUBLI C-KEY :: = {

| DENTI FI ER dhpubl i cnunber

KEY DHPubl i cKey

PARAMS TYPE Donmi nPar anmet ers ARE i nheritable

-- Private key format not in this nodule --

CERT- KEY- USAGE { keyAgr eenent, enci pherOnly, deci pherOnly }

}

dhpubl i cnunber OBJECT I DENTIFIER :: = {
i so(1) nenber-body(2) us(840) ansi-x942(10046)
nunber-type(2) 1 }

Domai nPar aneters ::= SEQUENCE {
p | NTEGER, -- odd prime, p=jq +1
g | NTEGER, -- generator, g
q | NTEGER, -- factor of p-1
] | NTEGER OPTI ONAL, -- subgroup factor, j>= 2
val i dati onParans Validati onParans OPTI ONAL
}
Val i dati onParams ::= SEQUENCE {
seed BI T STRI NG,
pgenCount er | NTEGER
}
DHPubl i cKey ::= INTEGER -- public key, y = g"x nod p

-- KEA PK Al gorithm and Paraneters

pk- kea PUBLI C-KEY ::= {
| DENTI FI ER i d- keyExchangeAl gorithm
-- key is not encoded --
PARAMS TYPE KEA- Par ans-1d ARE required
-- Private key format not in this nodule --
CERT- KEY- USAGE { keyAgr eenent, enci pherOnly, decipherOnly }

}
i d- keyExchangeAl gorithm OBJECT | DENTI FIER ::= {

joint-iso-itu-t(2) country(16) us(840) organization(l)
gov(101) dod(2) infosec(1l) algorithms(1l) 22}
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KEA- Par anms-1d ::= OCTET STRI NG

-- Elliptic Curve (EC) Signatures: Unrestricted Al gorithns
-- (Section 2.1.1 of RFC 5480)

-- EC Unrestricted AlgorithmID -- -- this is used for ECDSA

pk-ec PUBLI C-KEY ::= {
| DENTI FI ER i d- ecPubl i cKey
KEY ECPoi nt
PARAMS TYPE ECPar aneters ARE required
-- Private key format not in this nodule --
CERT- KEY- USAGE { digital Signature, nonRepudi ation, keyAgreenent,
keyCert Sign, cRLSign }
}

ECPoint ::= OCTET STRING -- see RFC 5480 for syntax and restrictions

i d-ecPublicKey OBJECT | DENTIFIER ::= {
i so(1l) menber-body(2) us(840) ansi-X9-62(10045) keyType(2) 1}

-- Elliptic Curve (EC) Signatures: Restricted Al gorithns
-- (Section 2.1.2 of RFC 5480)

-- EC Diffie-Hellman AlgorithmID

pk-ecDH PUBLI C-KEY ::= {

| DENTI FI ER i d- ecDH

KEY ECPoi nt

PARAMS TYPE ECPar aneters ARE required

-- Private key format not in this nodule --

CERT- KEY- USAGE { keyAgreenent, enci pherOnly, decipherOnly }

}

i d-ecDH OBJECT IDENTIFIER ::= {
iso(1l) identified-organization(3) certicon(132) schenes(1)
ecdh(12) }

-- EC Menezes- Qu-Vanstone Al gorithmID

pk-ecMV PUBLI G- KEY :: = {
| DENTI FI ER i d- ecMQV
KEY ECPoi nt

PARAMS TYPE ECPar aneters ARE required
-- Private key format not in this nmodule --
CERT- KEY- USAGE { keyAgreenent, enci pherOnly, decipherOnly }
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i d-ecMQVv OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) schenes(1)
ecngv(13) }

-- Paraneters and Keys for both Restricted and Unrestricted EC

ECParaneters ::= CHO CE {
nanedCur ve CURVE. & d({ NamedCurve})
-- implicitCurve NULL
-- inplicitCurve MJUST NOT be used in PKIX
-- specifiedCurve SpecifiedCurve
-- specifiedCurve MJUST NOT be used in PKI X
-- Details for specifiedCurve can be found in [ X9.62]
-- Any future additions to this CHO CE shoul d be coordi nated
-- with ANSI X. 9.

-- If you need to be able to decode ANSI X 9 paraneter structures,
-- unconmment the inplicitCurve and specifiedCurve above, and al so
-- unconment the follow ng:

--(WTH COVWONENTS {nanmedCurve PRESENT})

-- Sec 2.1.1.1 Named Curve

CURVE ::= CLASS { & d OBJECT | DENTI FI ER UNI QUE }

WTH SYNTAX { ID & d }

NanmedCurve CURVE ::= {

{ IDsecpl92r1 } | { ID sect163kl } | { ID sectl1l63r2 } |
{ IDsecp224r1 } | { IDsect233kl } | { ID sect233r1 } |
{ IDsecp256rl } | { IDsect283kl } | { ID sect283r1 } |
{ IDsecp384rl1 } | { ID sectd409k1l } | { I D sectd409rl1 } |
{ ID secp521r1 } | { ID sect571kl } | { ID sect571r1 },
. -- Extensible

}

-- Note in [X9.62] the curves are referred to as 'ansi X9' as
-- opposed to 'sec’. For exanple, secpl92rl is the sane curve as
-- ansi x9p192r1.

-- Note that in [PKI-ALG the secpl92rl1l curve was referred to as
-- primel92vl and the secp256rl curve was referred to as

-- prinme256vl.

-- Note that [FIPS186-3] refers to secpl92rl as P-192,

-- secp224r1l as P-224, secp256r1 as P-256, secp384rl as P-384,
-- and secp521rl as P-521.

secpl92r1 OBJECT | DENTIFIER ::= {
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i so(1) nenber-body(2) us(840) ansi-X9-62(10045) curves(3)

prime(l) 1}
sect 163kl OBJECT I DENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 1}
sect 163r2 OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 15}
secp224r1 OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 33}
sect 233kl OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 26 }
sect 233r1 OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 27 }
secp256r1 OBJECT IDENTIFIER ::= {

i so(1) nenber-body(2) us(840) ansi-X9-62(10045) curves(3)

prime(l) 7}
sect 283kl OBJECT I DENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 16 }
sect 283r1 OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 17 }
secp384r1 OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 34 }
sect 409k1 OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 36 }
sect409r1 OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 37 }

secp521r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 35 }

sect 571kl OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 38 }

sect571r1 OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 39 }

-- RSAwith M>2
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sa-rsaWthMD2 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER nd2W t hRSAENncr ypti on
PARAMS TYPE NULL ARE required
HASHES { nda-nd2 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY nd2W t hRSAEncryption }

}

nmd2W t hRSAEncrypti on OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 2 }

-- RSAwith M>5

sa-rsaWthwvbs Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER nd5W t hRSAEncr ypti on
PARAMS TYPE NULL ARE required
HASHES { nda- nd5 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY nd5W t hRSAEncryption }

}

md5W t hRSAEncr ypti on OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 4}

-- RSAwith SHA-1

sa-rsaWthSHAL S| GNATURE- ALGORI THM : : = {
| DENTI FI ER shalW t hRSAEncrypti on
PARAMS TYPE NULL ARE required
HASHES { nda-shal }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS {| DENTI FI ED BY shalW t hRSAEncryption }

}

shalW t hRSAEncryption OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 5}

-- DSA with SHA-1

sa-dsaWt hSHA1 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER dsa-wi t h-shal
VALUE DSA- Si g- Val ue
PARAMS TYPE NULL ARE absent
HASHES { nda-shal }
PUBLI C- KEYS { pk-dsa }

Hof f man & Schaad I nf or mati onal [ Page 30]



RFC 5912 New ASN. 1 for PKI X June 2010

SM ME- CAPS { | DENTI FI ED BY dsa-with-shal }
}

dsa-wi t h-shal OBJECT | DENTIFIER :: =
i so(1) nenber-body(2) us(840) x9-57(10040) x9al gorithm(4) 3}

-- DSA with SHA-224

sa-dsaW t hSHA224 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER dsa-wi t h-sha224

VALUE DSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda- sha224 }

PUBLI C- KEYS { pk-dsa }

SM ME- CAPS { | DENTI FI ED BY dsa-wi t h-sha224 }
}

dsa-wi t h-sha224 OBJECT IDENTIFIER ::=
joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)
csor(3) algorithns(4) id-dsa-with-sha2(3) 1}

-- DSA with SHA-256

sa-dsaW t hSHA256 Sl GNATURE- ALGORI THM : : = {

| DENTI FI ER dsa-wi t h-sha256

VALUE DSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda- sha256 }

PUBLI C- KEYS { pk-dsa }

SM ME- CAPS { | DENTI FI ED BY dsa-wi t h-sha256 }
}

dsa-wi t h- sha256 OBJECT IDENTIFIER ::=
joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)
csor(3) algorithnms(4) id-dsa-wth-sha2(3) 2}

-- ECDSA with SHA-1

sa-ecdsaWt hSHAL SI GNATURE- ALGORI THM : : = {

| DENTI FI ER ecdsa-w t h- SHA1

VALUE ECDSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda-shal }

PUBLI C- KEYS { pk-ec }

SM ME- CAPS {| DENTI FI ED BY ecdsa-wit h- SHAL }
}

ecdsa-wi th- SHA1 OBJECT | DENTIFIER :: = {

Hof f man & Schaad I nf or mati onal [ Page 31]



RFC 5912 New ASN. 1 for PKI X June 2010

i so(1) nenber-body(2) us(840) ansi-X9-62(10045)
signatures(4) 1}

-- ECDSA with SHA-224

sa- ecdsaWt hSHA224 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER ecdsa-wi t h- SHA224

VALUE ECDSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda-sha224 }

PUBLI C- KEYS { pk-ec }

SM ME- CAPS { | DENTI FI ED BY ecdsa-w t h- SHA224 }
}

ecdsa-wi t h- SHA224 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi th- SHA2(3) 1 }

-- ECDSA with SHA-256

sa- ecdsaWt hSHA256 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER ecdsa-wi t h- SHA256

VALUE ECDSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda- sha256 }

PUBLI C- KEYS { pk-ec }

SM ME- CAPS { | DENTI FI ED BY ecdsa-wi t h- SHA256 }
}

ecdsa-wi t h- SHA256 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-with-SHA2(3) 2 }

-- ECDSA with SHA-384

sa- ecdsaW t hSHA384 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER ecdsa-wi t h- SHA384
VALUE ECDSA- Si g- Val ue
PARAMS TYPE NULL ARE absent
HASHES { nda-sha384 }
PUBLI C- KEYS { pk-ec }
SM ME- CAPS { | DENTI FI ED BY ecdsa-wi t h- SHA384 }

}

ecdsa-wi t h- SHA384 OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi t h- SHA2(3) 3 }

-- ECDSA with SHA-512
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sa- ecdsaWt hSHA512 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER ecdsa-wi t h- SHA512
VALUE ECDSA- Si g- Val ue
PARAMS TYPE NULL ARE absent
HASHES { nda-sha512 }
PUBLI C- KEYS { pk-ec }
SM ME- CAPS { | DENTI FI ED BY ecdsa-wi t h- SHA512 }

}

ecdsa-wi th- SHA512 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi th- SHA2(3) 4 }

-- Signature Val ues

-- DSA

DSA- Si g- Val ue :: = SEQUENCE ({
r | NTEGER,
s | NTEGER

}
-- ECDSA

ECDSA- Si g- Val ue :: = SEQUENCE ({
r | NTECGER,
s | NTEGER

-- Message Digest Algorithnms (nda-)

HashAl gs DI GEST- ALGORI THM : : = {
nda- nd2 |
nda- nd5 |
nda- shal,
-- Extensible

}
-- MD-2
mda- m2 DI GEST- ALGORI THM : : = {

| DENTI FI ER i d- nmd2
PARAMS TYPE NULL ARE preferredAbsent

}
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7.

id-md2 OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549)
di gestAlgorithm(2) 2}

-- Mb-5

nda- nd5 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- nd5
PARAMS TYPE NULL ARE preferredAbsent

}

id-md5 OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549)
di gestAlgorithm(2) 5}

-- SHA-1

nda- shal DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- shal
PARAMS TYPE NULL ARE preferredAbsent

}

i d-shal OBJECT I DENTIFIER ::= {

iso(1l) identified-organization(3) oiw14) secsig(3)
algorithm(2) 26 }
END

ASN. 1 Modul e for RFC 3852 (Attribute Certificate vl)

AttributeCertificateVersionl-2009

June 2010

{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)

sm me(16) nodul es(0) id-nod-v1AttrCert-02(49)}
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
| MPORTS

SI GNATURE- ALGORI THM  ALGORI THM Al gorithm dentifier{}
FROM Al gorit hm nf ormati on- 2009

{iso(1) identified-organization(3) dod(6) internet(1l) security(5)

mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformation-02(58)}

AttributeSet{}, Extensions{}, EXTENSION, ATTRI BUTE
FROM PKI X- CommonTypes- 2009

{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xComron-02(57) }
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CertificateSerial Number, Uniqueldentifier, SIGNED{}

FROM PKI X1Expl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-mod(0) id-nod-pkixl-explicit-02(51) }

Gener al Nanes

FROM PKI X11 mpl i ci t - 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-pkix1l-inplicit-02(59) }

AttCertValidityPeriod, |ssuerSerial

FROM PKI XAt tributeCertificate-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0) id-nod-attribute-cert-02(47) } ;

-- Definition extracted from X. 509-1997 [ X 509-97], but
-- different type nanes are used to avoid collisions.

AttributeCertificateVl ::= SIGNED{ AttributeCertificatelnfoVi}

AttributeCertificatelnfoVl ::= SEQUENCE ({
version AttCertVersi onvVl DEFAULT v1,
subj ect CHO CE {
baseCertificatel D [0] |ssuerSerial,
-- associated with a Public Key Certificate
subj ect Nane [1] GCeneral Nanes },
-- associated with a nane
i ssuer General Nares,
signature Al gorithmdentifier{SI GNATURE-ALGORI THM {...}},
seri al Nunber CertificateSerial Nunber,
attCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF AttributeSet{{AttrList}},
i ssuer Uni quel D Uni quel denti fier OPTI ONAL,
ext ensi ons Ext ensi ons{{Attri buteCertExtensi onsV1l}} OPTI ONAL }

AttCertVersionVl ::= INTEGER { v1(0) }
AttrList ATTRIBUTE ::= {...}
AttributeCertExtensionsVl EXTENSION ::= {...}
END
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8.

ASN. 1 Modul e for RFC 4055

PKI X1- PSS- QAEP- Al gori t hims- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pkix1-rsa-pkal gs-02(54)}
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
| MPORTS

Al gorithmdentifier{}, ALGORI THM DI GEST- ALGORI THM KEY- TRANSPORT,
S| GNATURE- ALGORI THM  PUBLI C- KEY, SM ME- CAPS
FROM Al gorithm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformation-02(58)}

i d-shal, nda-shal, pk-rsa, RSAPubli cKey

FROM PKI XAl gs- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-al gorithns2008-02(56)};

-- Define top-level synbols with all of the objects defined for
-- export to other nodules. These objects would be included as part
-- of an Object Set to restrict the set of |egal val ues.

Publ i cKeys PUBLI C-KEY ::= { pk-rsaSSA-PSS | pk-rsaES-OQAEP, ... }

Si gnat ureAl gs SI GNATURE- ALGORI THM : : = { sa-rsaSSA-PSS, ...}

KeyTransport Al gs KEY- TRANSPORT ::= { kta-rsaES-QAEP, ... }

HashAl gs DI GEST- ALGORI THM :: = { nda-sha224 | nda-sha256 | nda-sha384
| mda-sha512, ... }

SM neCaps SM Me- CAPS :: = {

sa-r saSSA- PSS. &smi nmeCaps |
kt a- r saES- QAEP. &smi nmeCaps,

-- Public key object for PSS signatures
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pk-rsaSSA- PSS PUBLI C-KEY ::= {
| DENTI FI ER i d- RSASSA- PSS
KEY RSAPubl i cKey
PARAMS TYPE RSASSA- PSS- parans ARE opti onal
-- Private key format not in this nodule --
CERT- KEY- USAGE { nonRepudi ati on, digital Signature,
keyCert Sign, cRLSign }

-- Signhature algorithmdefinition for PSS signatures

sa- rsaSSA- PSS S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- RSASSA- PSS
PARAMS TYPE RSASSA- PSS- parans ARE required
HASHES { nda-shal | nda-sha224 | nda-sha256 | nda-sha384
| nda-sha512 }
PUBLI C- KEYS { pk-rsa | pk-rsaSSA-PSS }
SM ME- CAPS { | DENTI FI ED BY i d- RSASSA- PSS }

-- Signhature algorithmdefinitions for PKCS v1.5 signatures

sa- sha224W t hRSAEncrypti on SI GNATURE- ALGORI THM : : = {
| DENTI FI ER sha224W t hRSAEncrypti on
PARAMS TYPE NULL ARE required
HASHES { nda- sha224 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY sha224W t hRSAEncryption }

}
sha224Wt hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 14 }

sa- sha256W t hRSAEncrypti on SI GNATURE- ALGORI THM : : = {
| DENTI FI ER sha256W t hRSAEncr ypti on
PARAMS TYPE NULL ARE required
HASHES { nda- sha256 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY sha256W t hRSAEncrypti on }

}
sha256W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 11}

sa- sha384W t hRSAEncrypti on SI GNATURE- ALGORI THM : : = {
| DENTI FI ER sha384W t hRSAEncrypti on

Hof f man & Schaad I nf or mati onal [ Page 37]



RFC 5912 New ASN. 1 for PKI X June 2010

PARAMS TYPE NULL ARE required

HASHES { nda- sha384 }

PUBLI C- KEYS { pk-rsa }

SM ME- CAPS { | DENTI FI ED BY sha384W t hRSAEncryption }

}
sha384Wt hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 12 }

sa- sha512W t hRSAEncrypti on SI GNATURE- ALGORI THM : : = {
| DENTI FI ER sha512W t hRSAEncr ypti on
PARAMS TYPE NULL ARE required
HASHES { nda-sha512 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY sha512W t hRSAEncrypti on }

}
sha512W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 13}

-- Public key definition for QAEP encryption

pk-rsaES- OAEP PUBLI G- KEY :: = {
| DENTI FI ER i d- RSAES- OAEP
KEY RSAPubl i cKey
PARAMS TYPE RSAES- OAEP- par ans ARE opti onal
-- Private key format not in this nodule --
CERT- KEY- USAGE { keyEnci phernment, dataEnci phernment}

}
-- Key transport key lock definition for QAEP encryption
kt a- r saES- OAEP KEY- TRANSPORT :: = {
| DENTI FI ER i d- RSAES- CAEP
PARAMS TYPE RSAES- QAEP- paranms ARE required
PUBLI C- KEYS { pk-rsa | pk-rsaES- QAEP }
SM ME- CAPS { TYPE RSAES- OAEP- par ans | DENTI FI ED BY i d- RSAES- OAEP}
}

-- Basi c object identifiers

pkcs-1 OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) 1}

-- Wien rsaEncryption is used in an Algorithm dentifier, the
-- paraneters MJST be present and MJST be NULL.
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rsakEncryption OBJECT IDENTIFIER ::= { pkecs-1 1}

-- When id-RSAES- QAEP is used in an Algorithmdentifier

and the paraneters field is present, it MJST be
RSAES- QAEP- par ans.

i d- RSAES- OAEP  OBJECT IDENTIFIER ::= { pkcs-1 7 }

-- Wien id-ngfl is used in an Algorithm dentifier, the paraneters

MJST be present and MJUST be a HashAl gorithm

id-myf 1 OBJECT IDENTIFIER ::= { pkcs-1 8}

-- Wien id-pSpecified is used in an Algorithm dentifier, the

par amet ers MJST be an OCTET STRI NG

i d-pSpecified OBJECT IDENTIFIER ::= { pkcs-1 9}

-- Wien i d-RSASSA-PSS is used in an Algorithm dentifier, and the

paraneters field is present, it MJST be RSASSA- PSS- par ans.

i d- RSASSA- PSS OBJECT IDENTIFIER ::= { pkcs-1 10 }

-- Wien the following O Ds are used in an Algorithmdentifier, the

par amet ers SHOULD be absent, but if the paraneters are present,

-- they MJST be NULL.

id-shal is inmported fromRFC 3279. Additionally, the v1.5

-- signature algorithns (i.e., rsaWthSHA256) are now sol ely placed

in that nodul e.

i d-sha224 OBJECT IDENTIFIER ::=

{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistAlgorithns(4) hashal gs(2) 4 }

nda- sha224 DI GEST- ALGORI THM : : = {

}

| DENTI FI ER i d-sha224
PARAMS TYPE NULL ARE preferredAbsent

i d-sha256 OBJECT IDENTIFIER ::=

{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistAl gorithms(4) hashalgs(2) 1}

nda- sha256 DI GEST- ALGORI THM : : = {

| DENTI FI ER i d- sha256
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PARAMS TYPE NULL ARE preferredAbsent

}

i d-sha384 OBJECT IDENTIFIER ::=
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistAlgorithns(4) hashalgs(2) 2 }

nda- sha384 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- sha384
PARAMS TYPE NULL ARE preferredAbsent

}

i d-sha512 OBJECT IDENTIFIER ::=
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistAlgorithns(4) hashal gs(2) 3}

nda- sha512 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- sha512
PARAMS TYPE NULL ARE preferredAbsent

}

- - Const ant s

Encodi ngParaneters ::= OCTET STRI NG SI ZE( 0. . MAX))
null CctetString Encodi ngParanmeters ::= ''H

nul | Parameters NULL ::= NULL

HashAl gorithm

1= Algorithmdentifier{Dl GEST- ALGORI THM

{HashAl gorithns}}

HashAl gorithms DI GEST- ALGORI THM :: = {

{ 1 DENTI FI ER
{ 1 DENTI FI ER
{ 1 DENTI FI ER
{ 1 DENTI FI ER
{ I DENTI FI ER

}

i d-shal PARAMS TYPE NULL ARE preferredPresent } |
i d-sha224 PARAMS TYPE NULL ARE preferredPresent } |
i d-sha256 PARAMS TYPE NULL ARE preferredPresent } |
i d-sha384 PARAMS TYPE NULL ARE preferredPresent } |
i d-shab512 PARAMS TYPE NULL ARE preferredPresent }

shall dentifier HashAl gorithm::= {
al gorithmid-shal,
parameters NULL : NULL
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-- W have a default algorithm- create the value here

MaskGenAl gorithm ::= Al gorithm dentifier{ALGORI THV
{ PKCS1MGFAl gorit hns}}

ngf 1SHA1 MaskGenAl gorithm::= {
al gorithmid-ngf1,
par amet ers HashAl gorithm: shalldentifier

-- Define the set of mask generation functions

-- If the identifier is id-ngfl, any of the listed hash
-- al gorithms may be used.

PKCS1MGFAI gorithns ALGORI THM :: = {
{ I'DENTI FI ER id-ngf1 PARAMS TYPE HashAl gorithm ARE required },

-- Define the set of known source algorithnms for PSS

PSourceAl gorithm::= Al gorithm dentifier{ALGORI THV
{ PSS- Sour ceAl gorithns}}

PSS- Sour ceAl gorithms ALGORI THM :: = {
{ I DENTI FI ER i d- pSpeci fi ed PARAMS TYPE Encodi ngPar anet er s
ARE required },

}
pSpeci fi edEnpty PSourceAl gorithm::= {
al gorithm i d-pSpecified,
par amet ers Encodi ngParaneters : null CctetString

-- Algorithmdentifier parameters for id-RSASSA-PSS.
-- Note that the tags in this Sequence are explicit.
-- Note: The hash algorithmin hashAl gorithmand in
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-- maskGenAl gorithm shoul d be the sane.

RSASSA- PSS-parans  ::= SEQUENCE ({
hashAl gorithm [ 0] HashAl gorithm DEFAULT shalldentifier,
maskGenAl gorithm [1] MaskGenAl gorithm DEFAULT ngf 1SHA1,
sal tLength [2] | NTEGER DEFAULT 20,
trailerField [3] I NTEGER DEFAULT 1

}

-- Algorithmdentifier parameters for id-RSAES- QAEP.
-- Note that the tags in this Sequence are explicit.
-- Note: The hash algorithmin hashFunc and in

-- maskGenFunc shoul d be the sane.

RSAES- QAEP- parans ::= SEQUENCE {
hashFunc [ 0] HashAl gorithm DEFAULT shalldentifier,
maskCGenFunc [1] MaskGenAl gorithm DEFAULT ngf 1SHA1,
pSour ceFunc [ 2] PSourceAl gorithm DEFAULT
pSpeci fi edEnpt y
}
END

9. ASN. 1 Mdule for RFC 4210

PKI XCMP- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-cnmp2000-02(50) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS

AttributeSet{}, Extensions{}, EXTENSION, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0) id-nod-pki xCommon-02(57)}

Al gorithmdentifier{}, SIGNATURE-ALGORI THM ALGORI THV
Dl GEST- ALGORI THM MAC- ALGORI THM
FROM Al gorit hm nf ormati on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformati on-02(58)}

Certificate, Certificatelist

FROM PKI X1Expl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmd(0) id-nod-pkixl-explicit-02(51)}
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Gener al Nane, Keyldentifier

FROM PKI X1I npl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-pkix1l-inplicit-02(59)}

Cert Tenpl ate, PKIPublicationlnfo, Encryptedvalue, Certld,
Cert RegMessages

FROM PKI XCRMF- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani snms(5) pkix(7) id-mod(0) id-nod-crnf2005-02(55) }

-- see also the behavioral clarifications to CRMF codified in

-- Appendi x C of this specification

Certificati onRequest

FROM PKCS- 10
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmd(0) id-nod-pkcsl0-2009(69)}

-- (specified in RFC 2986 with 1993 ASN. 1 syntax and IMPLICIT

-- tags). Alternatively, inmplenmenters may directly include

-- the [PKCS10] syntax in this nodul e

-- the rest of the nodule contains locally defined O Ds and
-- constructs

CMPCertificate ::= CHO CE { x509v3PKCert Certificate, ... }

-- This syntax, while bits-on-the-wire conpatible with the

-- standard X 509 definition of "Certificate", allows the

-- possibility of future certificate types (such as X 509

-- attribute certificates, WAP WILS certificates, or other Kkinds
-- of certificates) within this certificate nanagenent protocol
-- should a need ever arise to support such generality. Those
-- inplementations that do not foresee a need to ever support

-- other certificate types MAY, if they wi sh, coment out the

-- above structure and "uncomment" the follow ng one prior to

-- conpiling this ASN. 1 nodule. (Note that interoperability

-- with inplementations that don't do this will be unaffected by
-- this change.)

-- CWPCertificate ::= Certificate
PKI Message ::= SEQUENCE ({
header PKI Header
body PKI Body,

protection [0] PKIProtecti on OPTI ONAL
extraCerts [1] SEQUENCE SI ZE (1..MAX) OF CMWPCertificate
OPTI ONAL }
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PKI Messages ::= SEQUENCE SI ZE (1..MAX) OF PKI Message
PKI Header ::= SEQUENCE {

pvno | NTEGER { cnp1999(1), cnmp2000(2) },

sender Gener al Nane,

-- identifies the sender

reci pi ent Gener al Nane,

-- identifies the intended recipient

nessageTi me [0] CeneralizedTine OPTI ONAL

-- time of production of this nessage (used when sender

-- believes that the transport will be "suitable"; i.e.

-- that the time will still be meani ngful upon receipt)

protectionAl g [1] Algorithmdentifier{ ALGCORITHM {...}}
OPTI ONAL,

-- algorithmused for calculation of protection bits

sender KI D [2] Keyldentifier OPTI ONAL

reci pKi D [3] Keyldentifier OPTI ONAL

-- toidentify specific keys used for protection

transactionlD [4] OCTET STRI NG OPTI ONAL

-- identifies the transaction; i.e., this will be the sane in

-- correspondi ng request, response, certConf, and PKI Conf

-- nessages

sender Nonce [5] OCTET STRI NG OPTI ONAL

reci pNonce [6] OCTET STRI NG OPTI ONAL

-- nonces used to provide replay protection, senderNonce
-- is inserted by the creator of this nessage; recipNonce
-- is a nonce previously inserted in a rel ated nmessage by
-- the intended recipient of this nmessage
freeText [ 7] PKIFreeText OPTI ONAL
-- this may be used to indicate context-specific instructions
-- (this field is intended for human consunpti on)
general Info [8] SEQUENCE SI ZE (1..MAX) OF
I nf oTypeAndVal ue OPTIl ONAL
-- this may be used to convey context-specific information
-- (this field not primarily intended for human consunpti on)

}

PKI FreeText ::= SEQUENCE S| ZE (1..MAX) OF UTF8Stri ng
-- text encoded as UTF-8 String [RFC3629] (note: each
-- UTF8String MAY include an [ RFC3066] | anguage tag
-- to indicate the | anguage of the contained text;
-- see [RFC2482] for details)

PKI Body ::= CHO CE { -- message-specific body el enents
ir [0] CertRegMessages, --Initialization Request
ip [1] CertRepMessage, --Initializati on Response
cr [2] CertRegMessages, --Certification Request
cp [3] CertRepMessage, --Certification Response
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plOcr [4] CertificationRequest, --inmported from [ PKCS10]
popdecc [5] POPODecKeyChall Content, --pop Challenge
popdecr [6] POPODecKeyRespContent, --pop Response
kur [7] CertRegMessages, - -Key Updat e Request
kup [8] CertRepMessage, --Key Updat e Response
krr [9] CertRegMessages, --Key Recovery Request
krp [ 10] KeyRecRepContent, --Key Recovery Response
rr [11] RevRegContent, --Revocati on Request
rp [12] RevRepContent, --Revocati on Response
ccr [13] Cert RegMessages, --Cross-Cert. Request
cecp [14] Cert RepMessage, --Cross-Cert. Response
ckuann [ 15] CAKeyUpdAnnCont ent, --CA Key Update Ann.
cann [16] Cert AnnContent, --Certificate Ann.
rann [17] RevAnnContent, --Revocati on Ann.
crlann [ 18] CRLAnnContent, --CRL Announcenent
pki conf [19] PKI ConfirnContent, --Confirmation
nest ed [ 20] Nest edMessageCont ent, --Nested Message
genm [21] GenMsgContent, --General Message
genp [ 22] GenRepContent, --General Response
error [23] ErrorMsgContent, --Error Message
cert Conf [24] CertConfirmContent, --Certificate confirm
pol | Req [25] Poll ReqContent, --Pol I'i ng request
pol | Rep [26] Poll RepContent --Poll'ing response

}

PKI Protection ::= BIT STRING

ProtectedPart ::= SEQUENCE {
header PKI Header ,
body PKI Body }

i d- Passwor dBasedMac OBJECT | DENTIFIER ::= { iso(1) nenber-body(2)
usa(840) nt(113533) nsn(7) algorithnms(66) 13 }

PBMPar anet er ::= SEQUENCE ({
sal t OCTET STRI NG,
-- note: inplenentations MAY wish to |limt acceptable sizes

-- of this string to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks

owf Al gorithm dentifier{D GEST-ALGORITHM {...}},
-- Algld for a One-Way Function (SHA-1 recomended)

i terati onCount | NTEGER,

-- nunber of tines the ONF is applied

-- note: inplenentations MAY wish to |limt acceptable sizes

-- of this integer to values appropriate for their environnment
-- in order to reduce the risk of denial-of-service attacks
mac Al gorithm dentifier{ MAC-ALGORI THM {...}}
-- the MAC Algld (e.g., DES-MAC, Triple-DES MAC [ PKCS11],

-- or HVAC [ RFC2104, RFC2202])
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}

i d- DHBasedMac OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
usa(840) nt(113533) nsn(7) algorithms(66) 30 }

DHBMPar anet er :: = SEQUENCE {
owf Al gorithm dentifier{D GEST-ALGORITHM {...}},
-- Algld for a One-Way Function (SHA-1 recomended)
mac Al gorithm dentifier{MAC-ALGORI THM {...}}
-- the MAC Algld (e.g., DES-MAC, Triple-DES-MAC [ PKCS11],
-- or HWVAC [ RFC2104, RFC2202])

}

PKI Status ::= | NTEGER {
accept ed (0),
-- you got exactly what you asked for
gr ant edW t hMbds (1),
-- you got something |ike what you asked for; the
-- requester is responsible for ascertaining the differences
rejection (2),
-- you don't get it, nore information el sewhere in the nessage
wai ting (3),
-- the request body part has not yet been processed; expect to
-- hear nore later (note: proper handling of this status
-- response MAY use the polling reg/rep PKIMessages specified
-- in Section 5.3.22; alternatively, polling in the underlying
-- transport |ayer MAY have sone utility in this regard)
revocati onVar ni ng (4),
-- this message contains a warning that a revocation is
-- 1 nm nent
revocationNotification (5),
-- notification that a revocation has occurred
keyUpdat eWar ni ng (6)
-- update already done for the oldCertld specified in
-- Cert RegMsg

}

PKI Fai lurelnfo ::= BIT STRI NG {

-- since we can fail in nmore than one way!

-- More codes may be added in the future if/when required.
badAl g (0),
-- unrecogni zed or unsupported Al gorithmldentifier
badMessageCheck (1),
-- integrity check failed (e.g., signature did not verify)
badRequest (2),
-- transaction not permtted or supported
badTi ne (3),

-- nmessageTi ne was not sufficiently close to the systemti ne,
-- as defined by local policy
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badCertl|d (4),

-- no certificate could be found matching the provided criteria
badDat aFor mat (95),

-- the data subnitted has the wong format

wr ongAut hority (6),

-- the authority indicated in the request is different fromthe
-- one creating the response token

i ncorrectDat a (7),

-- the requester’s data is incorrect (for notary services)

m ssi ngTi meSt anp (8),

-- when the timestanp is m ssing but should be there

-- (by policy)

badPOP (9),

-- the proof-of-possession fail ed

cert Revoked (10),

-- the certificate has already been revoked
cert Confirmed (11),

-- the certificate has already been confirned
wonglntegrity (12),

-- invalid integrity, password based instead of signature or
-- vice versa

badReci pi ent Nonce (13),

-- invalid recipient nonce, either mssing or wong val ue
ti meNot Avai | abl e (14),

-- the TSA's tine source is not avail able

unaccept edPol i cy (15),

-- the requested TSA policy is not supported by the TSA
unaccept edExt ensi on (16),

-- the requested extension is not supported by the TSA
addl nf oNot Avai |l abl e (17),

-- the additional information requested could not be

-- understood or is not available

badSender Nonce (18),
-- invalid sender nonce, either mssing or wong size
badCert Tenpl at e (19),

-- invalid cert. tenplate or mssing nmandatory information
si gner Not Tr ust ed (20),

-- signer of the nessage unknown or not trusted
transactionldlnUse (21),

-- the transaction identifier is already in use
unsupportedVersion (22),

-- the version of the nessage is not supported

not Aut hori zed (23),

-- the sender was not authorized to make the preceding

-- request or performthe preceding action

syst emnavai | (24),
-- the request cannot be handl ed due to systemunavailability
systenfail ure (25),
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-- the request cannot be handl ed due to systemfailure
dupl i cat eCert Req (26)

-- certificate cannot be issued because a duplicate

-- certificate already exists

}

PKI St atusl nfo ::= SEQUENCE {
st at us PKI St at us,
statusString PKIFreeText OPTI ONAL,
faillnfo PKI Fai l urel nfo OPTI ONAL }

OOBCert ::= CMPCertificate

OOBCert Hash :: = SEQUENCE {
hashAl g [0] Algorithm dentifier{D GEST-ALGORI THM {...}}
OPTI ONAL,
certld [1] Certld OPTI ONAL,
hashVal BI T STRI NG
-- hashVval is calculated over the DER encodi ng of the
-- self-signed certificate with the identifier certlD.

}

POPQODecKeyChal | Content ::= SEQUENCE OF Chal | enge
-- One Challenge per encryption key certification request (in the
-- same order as these requests appear in CertRegMessages).

Chal | enge ::= SEQUENCE ({

owf Al gorithm dentifier{Dl GEST-ALGORI THM {...}}
OPTI ONAL,

-- MJST be present in the first Challenge; MAY be omtted in

-- any subsequent Chall enge in POPQCDecKeyChal | Content (if

-- omtted, then the owf used in the imedi ately preceding

-- Challenge is to be used).

Wi t ness OCTET STRI NG

-- the result of applying the one-way function (owf) to a

-- random y-generated INTEGER, A [Note that a different

-- | NTEGER MJUST be used for each Chall enge.]

chal | enge OCTET STRI NG

-- the encryption (under the public key for which the cert.

-- request is being nade) of Rand, where Rand is specified as

-- Rand ::= SEQUENCE {

-- i nt | NTECER,

-- - the random y-generated | NTEGER A (above)

-- sender Gener al Nane

-- - the sender’s nane (as included in PKI Header)
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POPODecKeyRespCont ent :: = SEQUENCE OF | NTEGER

-- One | NTECGER per encryption key certification request (in the
-- same order as these requests appear in CertRegMessages). The
-- retrieved | NTEGER A (above) is returned to the sender of the
-- correspondi ng Chal | enge.

Cert RepMessage ::= SEQUENCE ({
caPubs [1] SEQUENCE SI ZE (1..MAX) OF CWPCertificate
OPTI ONAL,
response SEQUENCE OF Cert Response }
Cert Response ::= SEQUENCE ({
certReqld | NTEGER,

-- to match this response with the correspondi ng request (a val ue
-- of -1is to be used if certRegld is not specified in the
-- correspondi ng request)

st at us PKI St at usl nf o,
certifiedKeyPair CertifiedKeyPair OPTI ONAL,
rsplnfo OCTET STRI NG OPTI ONAL

-- analogous to the id-reglnfo-utf8Pairs string defined
-- for reglnfo in CertRegMsg [ RFC4211]

}
CertifiedKeyPair ::= SEQUENCE {
cert Or EncCert Cert Or EncCert,
pri vat eKey [0] EncryptedVval ue OPTI ONAL,
-- see [RFC4211] for comrent on encodi ng
publicationlnfo [1] PKIPublicationlnfo OPTIONAL }
Cert OrEncCert ::= CHO CE {
certificate [0] CWwPCertificate,
encrypt edCert [1] EncryptedVal ue }
KeyRecRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
newSi gCert [0] CWPCertificate OPTI ONAL,
caCerts [ 1] SEQUENCE SI ZE (1..MAX) OF
CMPCertificate OPTI ONAL,
keyPai r Hi st [2] SEQUENCE Sl ZE (1..MAX) OF
CertifiedKeyPair OPTI ONAL }
RevReqContent ::= SEQUENCE OF RevDetails
RevDet ai | s ::= SEQUENCE ({

certDetails Cert Tenpl at e,

-- allows requester to specify as much as they can about

-- the cert. for which revocation is requested

-- (e.g., for cases in which serial Nunmber is not avail abl e)
crlEntryDetails Extensions{{...}} OPTI ONAL
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-- requested crl EntryExtensi ons

}
RevRepCont ent ::= SEQUENCE {
status SEQUENCE SI ZE (1..MAX) OF PKI Stat usl nfo,
-- in sanme order as was sent in RevReqContent
revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld OPTI ONAL,
-- I Ds for which revocation was requested
-- (sane order as status)
crls [1] SEQUENCE SI ZE (1..MAX) OF CertificatelLi st OPTI ONAL
-- the resulting CRLs (there may be nore than one)
}
CAKeyUpdAnnCont ent :: = SEQUENCE {
ol dWthNew CMPCertificate, -- old pub signed with new priv
newW t hd d CWMPCertificate, -- new pub signed with old priv
newWthNew CMPCertificate -- new pub signed with new priv
}
Cert AnnContent ::= CMPCertificate
RevAnnCont ent ::= SEQUENCE {
st at us PKI St at us,
certld Certld,
wi | | BeRevokedAt General i zedTi e,
badSi nceDat e General i zedTi ne,
crlDetails Extensions{{...}} OPTI ONAL
-- extra CRL details (e.g., crl number, reason, location, etc.)
}
CRLAnnContent ::= SEQUENCE OF CertificatelList
PKI ConfirmContent ::= NULL
Nest edMessageCont ent ::= PKI Messages
| NFO TYPE- AND- VALUE : : = TYPE- | DENTI FI ER
I nf oTypeAndVal ue :: = SEQUENCE ({
i nfoType | NFO- TYPE- AND- VAL UE.
& d({Supportedl nfoSet}),
i nf oVal ue | NFO- TYPE- AND- VALUE
&Type({ Support edl nf oSet }{ @ nf oType}) }
Suppor t edl nfoSet | NFO TYPE- AND-VALUE ::= { ... }

-- Exampl e I nfoTypeAndVal ue contents include, but are not linmted
-- to, the follow ng (uncomrent in this ASN. 1 nodul e and use as
-- appropriate for a given environnent):
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-- id-it-caProtEncCert OBJECT IDENTIFIER ::= {id-it 1}

-- CAPr ot EncCert Val ue ::= CWPCertificate

-- id-it-signKeyPairTypes OBJECT IDENTIFIER ::= {id-it 2}

-- Si gnKeyPai r TypesVal ue .1 = SEQUENCE OF

-- Al gorithmdentifier{{...}}
-- id-it-encKeyPairTypes OBJECT IDENTIFIER ::= {id-it 3}

-- EncKeyPai r TypesVal ue : 1 = SEQUENCE OF

-- Algorithmdentifier{{...}}
-- id-it-preferredSymmAl g OBJECT IDENTIFIER ::= {id-it 4}

-- Pr ef erredSymmAl gVal ue c:= Algorithmdentifier{{...}}
-- id-it-caKeyUpdatelnfo OBJECT IDENTIFIER ::= {id-it 5}

-- CAKeyUpdat el nf oVal ue ;. = CAKeyUpdAnnCont ent

-- id-it-currentCRL OBJECT IDENTIFIER ::= {id-it 6}

-- Current CRLVal ue ::= Certificatelist

-- id-it-unsupportedO Ds OBJECT IDENTIFIER ::= {id-it 7}

-- Unsupport edO DsVal ue ;.= SEQUENCE OF OBJECT | DENTI FI ER
-- id-it-keyPairParamReq OBJECT IDENTIFIER ::= {id-it 10}
-- KeyPai r Par anmReqgVal ue :: = OBJECT | DENTI FI ER

-- id-it-keyPairParanmRep OBJECT IDENTIFIER ::= {id-it 11}

- - KeyPai r Par amRepVal ue ::= Algorithmdentifer

-- id-it-revPassphrase OBJECT IDENTIFIER ::= {id-it 12}
-- RevPassphr aseVal ue : 1= Encrypt edVal ue

-- id-it-inplicitConfirm OBJECT IDENTIFIER ::= {id-it 13}
-- I mpli cit ConfirnVal ue ;o= NULL

-- id-it-confirmMitTime OBJECT IDENTIFIER ::= {id-it 14}
-- Confi r mAai t Ti meVal ue 1= CeneralizedTi ne

-- id-it-origPKI Message OBJECT IDENTIFIER ::= {id-it 15}
-- Oi gPKI MessageVal ue .1 = PKI Messages

-- i d-it-suppLangTags OBJECT IDENTIFIER ::={id-it 16}
-- SuppLangTagsVal ue .= SEQUENCE OF UTF8String

-- where

-- i d- pki x OBJECT I DENTIFIER ::= {

-- iso(1l) identified-organization(3)

-- dod(6) internet(1) security(5) nmechani sns(5) pkix(7)}
-- and

-- id-it OBJECT | DENTI FI ER :: = {id-pkix 4}

-- This construct MAY al so be used to define new PKI X Certificate
-- Managenent Protocol request and response nessages, or general -
-- purpose (e.g., announcenent) nessages for future needs or for
-- specific environments.

GenMsgCont ent ::= SEQUENCE OF | nfoTypeAndVval ue
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-- May be sent by EE, RA, or CA (depending on nessage content).

-- The OPTIONAL infoVal ue paranmeter of InfoTypeAndVal ue wil |

-- typically be omtted for sone of the exanples given above.

-- The receiver is free to ignore any contained OBJECT IDs that it
-- does not recognize. |If sent fromEE to CA the enpty set

-- indicates that the CA nay send

-- any/all information that it w shes.

GenRepContent ::= SEQUENCE OF | nfoTypeAndVal ue
-- Receiver MAY ignore any contained O Ds that it does not
-- recogni ze.

Error MsgContent ::= SEQUENCE ({
pKI St at usl nfo PKI St at usl nf o,
error Code | NTEGER OPTI ONAL,
-- inplementation-specific error codes
errorDetails PKI Fr eeText OPTI ONAL
-- inplenentation-specific error details

}
Cert ConfirmContent ::= SEQUENCE OF Cert St atus

Cert Status ::= SEQUENCE ({
cert Hash OCTET STRI NG,
-- the hash of the certificate, using the same hash al gorithm
-- as is used to create and verify the certificate signature
certReqld | NTECGER,
-- to match this confirmation with the corresponding reg/rep
statusinfo PKIStatuslnfo OPTI ONAL }

Pol | ReqCont ent SEQUENCE OF SEQUENCE {

certReqld ' | NTEGER }
Pol | RepContent ::= SEQUENCE OF SEQUENCE ({
certReqld | NTEGER,
checkAfter I NTEGER, -- time in seconds
reason PKI FreeText OPTI ONAL }
END
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10. ASN. 1 Mbdule for RFC 4211

PKI XCRWVF- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-crnf2005-02(55)}
DEFINITIONS | MPLICI T TAGS :: =
BEG N
| MPORTS

AttributeSet{}, Extensions{}, EXTENSION, ATTRI BUTE
Singl eAttribute{}
FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) }

Al gorithm dentifier{}, SIGNATURE-ALGORI THM ALGORI THM
Dl GEST- ALGORI THM MAC- ALGORI THM  PUBLI G KEY
FROM Al gorithm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformati on-02(58)}

Versi on, Nane, Tinme, SubjectPublicKeylnfo, Uniqueldentifier, id-pkix,
Si gnatureAl gorithns

FROM PKI X1Expl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-mod(0) id-nod-pkixl-explicit-02(51)}

Gener al Nanme, Cert Extensions

FROM PKI X11 mpl i ci t-2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-pkix1l-inplicit-02(59)}

Envel opedDat a, CONTENT- TYPE

FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-2004-02(41)}

maca- hMAC- SHAL

FROM Cr ypt ogr aphi cMessageSynt axAl gorit hns- 2009
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cnsal g-2001-02(37) }

nda- shal

FROM PKI XAl gs- 2009
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki x1-al gorithns2008-02(56) } ;
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-- arc for Internet X 509 PKI protocols and their conponents
id-pkip OBJECT IDENTIFIER ::= { id-pkix 5}

id-smime OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) 16 }

i d-ct OBJECT IDENTIFIER ::={ id-smine 1} -- content types

-- Core definitions for this nodul e

Cert RegMessages ::= SEQUENCE SIZE (1..MAX) OF Cert RegMsg
Cert ReqMsg ::= SEQUENCE {

cert Req Cert Request,

popo Pr oof O Possessi on  OPTI ONAL,

-- content depends upon key type
reglnfo  SEQUENCE Sl ZE(1..MAX) OF
Singl eAttribute{{ReglnfoSet}} OPTI ONAL }

Cert Request ::= SEQUENCE {
certReqld | NTEGER,
-- I D for matching request and reply
certTenplate CertTenpl ate,
-- Selected fields of cert to be issued
control s Control s OPTI ONAL }
-- Attributes affecting issuance

Cert Tenpl ate ::= SEQUENCE ({
version [0] Version OPTI ONAL,
serial Number [1] | NTEGER OPTI ONAL,

si gni ngAl g [2] Algorithmdentifier{SI GNATURE- ALGORI THM
{ Si gnat ureAl gorithms}} OPTI ONAL,

i ssuer [3] Name OPTI ONAL,

validity [4] Optional Validity OPTI ONAL,

subj ect [5] Nane OPTI ONAL,

publ i cKey [ 6] SubjectPublicKeylnfo OPTI ONAL,

i ssuer Ul D [7] Uniqueldentifier OPTI ONAL,

subjectU D [8] Uniqueldentifier OPTI ONAL,

ext ensi ons [9] Extensions{{CertExtensions}} OPTIONAL }
Optional Validity ::= SEQUENCE {

not Before [O0] Tinme OPTI ONAL,

not Af t er [1] Time OPTIONAL } -- at |east one MJST be present
Controls ::= SEQUENCE S| ZE(1..MAX) OF SingleAttribute

{{RegControl Set}}
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Pr oof OF Possessi on ::= CHO CE {
raVerified [0] NULL,
-- used if the RA has already verified that the requester is in
-- possession of the private key

signature [1] POPGCSI gni ngKey,
keyEnci pher ment [2] POPOPri vKey,
keyAgr eenent [3] POPOPrivKey }
POPCSI gni ngKey :: = SEQUENCE ({
poposkl nput [ 0] POPGCSI gni ngKeyl nput OPTI ONAL,

al gorithm dentifier Al gorithm dentifier{SI GNATURE- ALGORI THM

{Si gnat ureAl gorithns}},
sighature BI T STRI NG }
-- The signature (using "algorithm dentifier") is on the
-- DER-encoded val ue of poposklnput. NOTE: If the CertRegMsg
-- certReq CertTenpl ate contains the subject and publicKey val ues,
-- then poposklnput MJST be omtted and the signature MJIST be
-- conputed over the DER-encoded val ue of CertReqMsg certReq. If
-- the CertRegMsg certReq Cert Tenpl ate does not contain both the
-- public key and subject values (i.e., if it contains only one
-- of these, or neither), then poposkl nput MJST be present and
-- MJST be signed.

POPQSI gni ngKeyl nput :: = SEQUENCE {
aut hinfo CHA CE {
sender [ 0] Ceneral Nane,

-- used only if an authenticated identity has been

-- established for the sender (e.g., a DN froma

-- previously-issued and currently-valid certificate)

publ i cKeyMAC PKMACVal ue },

-- used if no authenticated General Nane currently exists for

-- the sender; publicKeyMAC contains a password-based MAC

-- on the DER-encoded val ue of publicKey

publ i cKey Subj ect Publ i cKeylnfo } -- from CertTenpl ate

PKMACVal ue ::= SEQUENCE ({
algld Algorithmdentifier{MAC ALGORI THM
{ Passwor d- MACAI gorit hns}},
value BIT STRING }

-- Define the currently only acceptable MAC algorithmto be used
-- for the PKMACVal ue structure

i d- Passwor dBasedMac OBJECT | DENTIFIER ::= { iso(1) menber-body(2)
usa(840) nt(113533) nsn(7) algorithms(66) 13 }
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Passwor d- MACAI gorit hms MAC- ALGORI THM :: = {
{1 DENTI FI ER i d- Passwor dBasedMac
PARAMS TYPE PBMPar aneter ARE required
| S- KEYED- MAC TRUE

H
}
PBMPar anet er ::= SEQUENCE ({

sal t OCTET STRI NG

owf Al gorithm dentifier{D GEST- ALGORI THM

{Di gest Al gorithns}},

-- Algld for a One-Way Function (SHA-1 recomended)

i terationCount | NTECER,

-- nunber of tines the ONF is applied

mac Al gorithm dentifier{ MAC- ALGORI THM

{ MACAI gorithms}}

-- the MAC Algld (e.g., DES-MAC, Triple-DES-MAC, or HVAC
}
Di gest Al gorithnms DI GEST- ALGORI THM : : = {

nda- shal,
}
MACAI gorithnms MAC- ALGORI THM :: = {

-- The nodul es containing the ASN.1 for the DES and 3DES MAC

-- algorithms have not been updated at the tinme that this is

-- being published. Users of this nodul e should define the

-- appropriate MAC ALGORI THM obj ects and uncoment the

-- following lines if they support these MAC al gorithms.

-- nmaca-des-mac | maca- 3des-mac - -

maca- hMAC- SHAL,
}
POPOPri vKey ::= CHO CE {

t hi sMessage [0] BIT STRI NG, -- Deprecated
-- possession is proven in this nmessage (which contains
-- the private key itself (encrypted for the CA))
subsequent Message [1] Subsequent Message,

-- possession will be proven in a subsequent nessage
dhMAC [2] BIT STRI NG -- Deprecated
agr eeMAC [ 3] PKMACVal ue,

encr ypt edKey [4] Envel opedData }

-- for keyAgreenent (only), possession is proven in this nessage
-- (which contains a MAC (over the DER-encoded val ue of the

-- certReq paraneter in CertReqMsg, which MJST include both

-- subject and publicKey) based on a key derived fromthe end

-- entity’'s private DH key and the CA' s public DH key);
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Subsequent Message ::= | NTEGER {
encrCert (0),
-- requests that resulting certificate be encrypted for the
-- end entity (followi ng which, POP will be proven in a
-- confirmati on nmessage)
chal | engeResp (1) }
-- requests that CA engage in chall enge-response exchange with
-- end entity in order to prove private key possession

-- id-ct-encKeyWthlD content type used as the content type for the
-- Envel opedData i n POPOPri vKey.

-- It contains both a private key and an identifier for key escrow
-- agents to check agai nst recovery requestors.

ct-encKeyWthl D CONTENT- TYPE :: =
{ EncKeyWthl D | DENTI FI ED BY id-ct-encKeyWthlD }

i d-ct-encKeyWthl D OBJECT I DENTIFIER ::= {id-ct 21}
EncKeyWthl D :: = SEQUENCE ({
pri vat eKey Pri vat eKeyl nf o,
identifier CHO CE {
string UTF8Stri ng,
gener al Nane Cener al Namre
1} OPTI ONAL
}
Privat eKeyl nfo ::= SEQUENCE {
version | NTEGER,
privat eKeyAl gorithm Al gorithm dentifier{PUBLIC KEY, {...}},
privat eKey OCTET STRI NG,
-- Structure of public key is in PUBLIC KEY. &Pri vat eKey
attributes [0] IMPLICIT Attributes OPTI ONAL
}
Attributes ::= SET OF AttributeSet{{PrivateKeyAttributes}}
PrivateKeyAttributes ATTRIBUTE ::= {...}

-- 6. Registration Controls in CRVF

id-regCtrl OBJECT IDENTIFIER ::= { id-pkip 1}

RegCont rol Set ATTRI BUTE :: = {
regCrl-regToken | regCrl-authenticator |
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regCrl - pki Publicationlnfo | regCrl-pkiArchiveOptions |
regCrl-oldCertID| regCrl-protocol EncrKey, ... }

-- 6.1. Registration Token Control

regCtrl-regToken ATTRI BUTE :: =
{ TYPE RegToken | DENTI FIED BY id-regCrl-regToken }

id-regCtrl-regToken OBJECT IDENTIFIER ::= { id-regCrl 1}

RegToken ::= UTF8String

-- 6.2. Authenticator Control

regCrl-authenticator ATTRI BUTE :: =
{ TYPE Authenticator |DENTIFIED BY id-regCtrl-authenticator }

id-regCtrl-authenticator OBJECT IDENTIFIER ::= { id-regCrl 2}

Aut henticator ::= UTF8String

-- 6.3. Publication Informati on Control

regCrl - pki Publicationlnfo ATTRI BUTE :: =
{ TYPE PKI Publicationlnfo | DENTI FI ED BY
id-regCtrl-pkiPublicationlnfo }

id-regCtrl-pkiPublicationlnfo OBJECT IDENTIFIER ::= { id-regCrl 3}
PKI Publ i cati onl nfo ::= SEQUENCE {
action | NTEGER {

dont Publ i sh (0),

pl easePublish (1) },
publ nfos SEQUENCE SIZE (1..MAX) OF Singl ePubl nfo OPTI ONAL }
-- publnfos MJUST NOT be present if action is "dontPublish"
-- (if action is "pleasePublish" and publnfos is omtted,
-- "dontCare" is assuned)

Si ngl ePubl nfo ::= SEQUENCE ({
pubMet hod | NTEGER {
dont Car e (0),
x500 (1),
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web (2),

| dap (3) },
pubLocation General Name OPTI ONAL }

-- 6.4. Archive Options Control

regCtrl - pki Archi veOpti ons ATTRI BUTE :: =
{ TYPE PKI Archi veOpti ons | DENTI FI ED BY
id-regCtrl-pki ArchiveOptions }

id-regCtrl-pkiArchiveOptions OBJECT IDENTIFIER ::={ id-regCrl 4}

PKI Ar chi veOptions ::= CHO CE {
encrypt edPri vKey [0] EncryptedKey,
-- the actual value of the private key
keyGenPar anet er s [1] KeyGenParaneters,
-- paraneters that allow the private key to be re-generated
ar chi veRentGenPri vKey [2] BOCLEAN }
-- set to TRUE if sender wi shes receiver to archive the private
-- key of a key pair that the receiver generates in response to
-- this request; set to FALSE if no archive is desired.

Encrypt edKey ::= CHO CE {
encrypt edVval ue Encrypt edVal ue, -- Deprecated
envel opedDat a [0] Envel opedData }

-- The encrypted private key MJST be placed in the envel opedDat a
-- encryptedContentlnfo encryptedContent OCTET STRI NG

-- W skipped doing the full constraints here since this structure
-- has been deprecated in favor of Envel opedData

Encrypt edVal ue :: = SEQUENCE {
i nt endedAl g [0] Algorithmdentifier{ ALGORITHM {...}} OPTI ONAL,
-- the intended algorithmfor which the value will be used
synmAl g [1] Algorithmdentifier{ALGORI THM {...}} OPTI ONAL,
-- the symmetric algorithmused to encrypt the val ue
encSynmKey [2] BIT STRING OPTI ONAL,
-- the (encrypted) symmetric key used to encrypt the val ue
keyAl g [3] Algorithmdentifier{ ALGORITHM {...}} OPTI ONAL,
-- algorithmused to encrypt the symretric key
val ueHi nt [4] OCTET STRI NG OPTI ONAL,

-- a brief description or identifier of the encVal ue content
-- (may be neaningful only to the sending entity, and used only
-- if EncryptedVal ue m ght be re-exanm ned by the sending entity
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-- in the future)

encVal ue BIT STRI NG }

-- the encrypted val ue itself
-- Wien EncryptedValue is used to carry a private key (as opposed to
-- acertificate), inplenmentations MIST support the encValue field
-- containing an encrypted PrivateKeylnfo as defined in [ PKCS11],
-- section 12.11. |If encVal ue contains sone other format/encoding
-- for the private key, the first octet of valueH nt MAY be used
-- to indicate the format/encodi ng (but note that the possible val ues
-- of this octet are not specified at this time). |In all cases, the
-- intendedAl g field MIST be used to indicate at |east the O D of
-- the intended algorithmof the private key, unless this infornmation
-- is known a priori to both sender and receiver by sone other neans.

KeyGenPar aneters ::= OCTET STRI NG

-- 6.5. ddCert ID Contro

regCtrl-oldCertl D ATTRI BUTE :: =
{ TYPE O dCertld IDENTIFIED BY id-regCtrl-oldCertlID}

id-regCrl-oldCertlD OBJECT IDENTIFIER ::= { id-regCrl 5}
A dCertld ::= Certld
Certld ::= SEQUENCE ({

i ssuer Cener al Nane,

seri al Nurber | NTEGER }

-- 6.6. Protocol Encryption Key Contro

regCrl - protocol EncrKey ATTRI BUTE :: =
{ TYPE Protocol EncrKey | DENTIFIED BY id-regCrl-protocol EncrKey }
id-regCtrl-protocol Encr Key OBJECT IDENTIFIER ::= { id-regCrl 6 }

Pr ot ocol EncrKey ::= Subj ect PublicKeyl nfo

-- 7. Registration Info in CRW

id-reglnfo OBJECT IDENTIFIER ::= { id-pkip 2}

Regl nfoSet ATTRI BUTE :: =
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{ reglnfo-utf8Pairs | reglnfo-certReq }

-- 7.1. utf8Pairs Reglnfo Contro

regl nfo-utf8Pairs ATTRI BUTE :: =
{ TYPE UTF8Pairs | DENTIFI ED BY id-reglnfo-utf8Pairs }

id-reglnfo-utf8Pairs OBJECT IDENTIFIER ::={ id-reglnfo 1 }
--with syntax
UTF8Pairs ::= UTF8String

-- 7.2. certReq Reglnfo Contro

regl nfo-certReq ATTRI BUTE :: =
{ TYPE CertReq | DENTI FI ED BY id-reglnfo-certReq }

i d-regl nfo-certReq OBJECT IDENTIFIER ::= { id-reglnfo 2 }
--with syntax
CertReq :: = CertRequest

END
11. ASN. 1 Modul e for RFC 5055

SCVP- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nechani sns(5) pkix(7) id-nmod(0) id-nod-scvp-02(52) }

DEFINITIONS IMPLICI T TAGS :: =

BEG N

| MPORTS

Ext ensi ons{}, EXTENSI QON, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xComron-02(57) }

Algorithm dentifier{}, SIGNATURE-ALGORI THM PUBLI C-KEY, KEY- AGREE
Dl GEST- ALGORI THM  KEY- DERI VATI ON, MAC- ALGORI THM
FROM Al gorithm nformati on-2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmd(0)
i d- mod- al gorithm nformati on-02(58)}

Certificate, CertificateList, CertificateSerial Nunber,
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Si gnat ureAl gorithns, SubjectPublicKeylnfo

FROM PKI X1Expl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-mod(0) id-nod-pkixl-explicit-02(51) }

Gener al Nanes, GCeneral Nane, KeyUsage, KeyPurposeld

FROM PKI X11 mpl i ci t - 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-pkix1l-inplicit-02(59) }

AttributeCertificate

FROM PKI XAt tributeCertificate-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-attribute-cert-02(47) }

OCSPResponse

FROM OCSP- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nechani sns(5) pkix(7) id-nmod(0) id-nod-ocsp-02(48) }

Cont ent | nf o, CONTENT- TYPE

FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cns-2004-02(41) }

nda- shal

FROM PKI XAl gs- 2009
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-al gorithns2008-02(56) } ;

Cont ent Types CONTENT-TYPE ::= {ct-scvp-certVal Request |
ct-scvp-cert Val Response | ct-scvp-val Pol Request |
ct - scvp-val Pol Response,

id-ct OBJECT | DENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
id-sminme(16) 1}

ct-scvp-cert Val Request CONTENT-TYPE :: =
{ CVRequest | DENTI FI ED BY id-ct-scvp-certVal Request }

i d-ct-scvp-certVal Request OBJECT IDENTIFIER ::={ id-ct 10 }
-- SCVP Certificate Validation Request

CVRequest ::= SEQUENCE ({
cvRequest Ver si on | NTEGER DEFAULT 1,
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query Query,

request or Ref [ 0] Ceneral Nanes OPTI ONAL,

request Nonce [1] OCTET STRI NG OPTI ONAL,

request or Name [ 2] Ceneral Nane OPTI ONAL,

r esponder Name [ 3] Ceneral Nanme OPTI ONAL,

request Ext ensi ons [ 4] Extensions{{Request Extensions}}
OPTI ONAL,

si gnatureAl g [5] Algorithmdentifier

{ SI GNATURE- ALGORI THM
{ Si gnat ur eAl gorithms}}

OPTI ONAL,
hashAl g [ 6] OBJECT | DENTI FI ER OPTI ONAL,
request or Text [7] UTF8String (SIZE (1..256)) OPTI ONAL
}
-- Set of signature algorithnms is comng from RFC 5280
-- SignatureAl gorithns S| GNATURE-ALGORI THM :: = {...}
-- Add supported request extensions here; all new itenms shoul d
-- be added after the extension marker
Request Ext ensi ons EXTENSION ::= {...}
Query ::= SEQUENCE {
gueriedCerts Cert Ref er ences,
checks Cert Checks,
want Back [ 1] Want Back OPTI ONAL,
val i dati onPol i cy Val i dati onPol i cy,
responseF! ags ResponseFl ags OPTI ONAL,
server Contextlnfo [2] OCTET STRI NG OPTI ONAL,
val i dati onTi ne [3] CeneralizedTi me OPTI ONAL,
i nternedi ateCerts [4] CertBundl e OPTI ONAL,
revl nf os [5] Revocationl nfos OPTI ONAL,
pr oducedAt [6] CeneralizedTi me OPTI ONAL,
guer yExt ensi ons [ 7] Extensions{{QueryExtensions}} OPTI ONAL
}
-- Add supported query extensions here; all new itens should be added
-- after the extension marker
QueryExtensions EXTENSION ::= {...}
Cert References ::= CHO CE {
pkcRef s [0] SEQUENCE Sl ZE (1..MAX) OF PKCReference,
acRefs [1] SEQUENCE SI ZE (1..MAX) OF ACReference
}

Cert Ref erence: : = CHO CE {
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pkc PKCRef er ence,
ac ACRef er ence
}
PKCRef erence ::= CHO CE {
cert [0] Certificate,
pkcRef [1] SCvPCertID
}
ACRef erence ::= CHO CE {
attrCert [2] AttributeCertificate,
acRef [3] SCvPCertlID
}
HashAl gorithm::= Al gorithmldentifier{Dl GEST- ALGORl THM
{mda-shal, ...}}
SCVPCert I D :: = SEQUENCE ({
cert Hash OCTET STRI NG,
i ssuer Seri al SCVPI ssuer Seri al ,
hashAl gorithm  HashAl gorithm
DEFAULT { al gorithm nda-shal. & d }
}
SCVPI ssuer Seri al ::= SEQUENCE {
i ssuer Gener al Nanes,
seri al Nurmber CertificateSerial Number
}
Val idationPolicy ::= SEQUENCE {
val i dat i onPol Ref Val i dat i onPol Ref ,
val i dati onAl g [0] ValidationAl g OPTI ONAL,
user Pol i cySet [1] SEQUENCE Sl ZE (1..MAX) OF OBJECT
| DENTI FI ER OPTI ONAL,
i nhi bi t Pol i cyMappi ng [ 2] BOOLEAN OPTI ONAL,
requireExplicitPolicy [3] BOOLEAN OPTI ONAL,
i nhi bi t AnyPol i cy [4] BOOLEAN OPTI ONAL,
trust Anchors [5] TrustAnchors OPTI ONAL,
keyUsages [ 6] SEQUENCE OF KeyUsage OPTI ONAL,
ext endedKeyUsages [ 7] SEQUENCE OF KeyPurposeld OPTI ONAL,
speci fi edKeyUsages [ 8] SEQUENCE OF KeyPurposeld OPTI ONAL
}
Cert Checks ::= SEQUENCE SIZE (1..MAX) OF
OBJECT | DENTI FI ER (Cert CheckSet | ACertCheckSet, ... )
Want Back ::= SEQUENCE SI ZE (1..MAX) OF

WANT- BACK. & d ({Al | Want Backs})
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POLICY ::= ATTRI BUTE
Val i dati onPol Ref Set POLICY ::= {
svp- def aul t Val Pol i cy,
}
Val i dat i onPol Ref ::= SEQUENCE {
val Pol I d PCQLI CY. &i d,
val Pol Par ans POLI CY. &Type OPTI ONAL
}
Val i dati onAl gSet POLICY ::= {
svp- basi cVal Al g,
}
Val i dationAl g ::= SEQUENCE ({
val Al gl d POLI CV. &i d,
paraneters POLI CY. &Type OPTI ONAL
}
NaneVal i dati onAl gSet PCOLICY ::= {
svp- naneVal Al g,
}
NaneVal i dati onAl gParans ::= SEQUENCE ({
nameConpAl gl d OBJECT | DENTI FI ER ( NameConpAl gSet, ... ),
val i dat i onNanes Gener al Nanes
}
Trust Anchors ::= SEQUENCE SI ZE (1..MAX) OF PKCReference
KeyAgr eePubl i cKey ::= SEQUENCE {
al gorithm Al gorithm dentifier{KEY- AGREE,
{ Support edKeyAgr eePubl i cKeys}},
publ i cKey BI T STRI NG
macAl gorithm Al gorithmdentifier{ MAC- ALGORI THM
{ Support edVACAl gorit hns}},
k DF Al gorithm dentifier{KEY- DERI VATI ON,
{ Support edKeyDeri vati onFunctions}}
OPTI ONAL
}
Support edKeyAgreePubI i cKeys KEY- AGREE ={...}
Suppor t edMACAI gorit hms MAC- ALGORI THM : {. .}
Support edKeyDeri vati onFuncti ons KEY- DERI VATI O\I ={...}
ResponseFl ags ::= SEQUENCE {
ful | Request | nResponse [ 0] BOOLEAN DEFAULT FALSE,

responseVal i dati onPol ByRef [1] BOOLEAN DEFAULT TRUE,
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pr ot ect Response [ 2] BOOLEAN DEFAULT TRUE,
cachedResponse [ 3] BOOLEAN DEFAULT TRUE
}
CertBundle ::= SEQUENCE SIZE (1..MAX) OF Certificate
Revocationlnfos ::= SEQUENCE S| ZE (1..MAX) OF Revocationlnfo
Revocationlnfo ::= CHO CE {
crl [0] Certificatelist,
delta-crl [1] CertificatelList,
ocsp [ 2] OCSPResponse,
ot her [3] O herRevinfo
}
REV- 1 NFO :: = TYPE- | DENTI FI ER
O herRevl nfo ::= SEQUENCE ({
ri Type REV- | NFQ. &i d,
ri Val ue REV- | NFO. &Type
}

-- SCVP Certificate Validation Response

ct-scvp-cert Val Response CONTENT- TYPE :: =
{ CVResponse | DENTI FI ED BY i d-ct-scvp-cert Val Response }

i d-ct-scvp-certVal Response OBJECT IDENTIFIER ::= { id-ct 11 }
CVResponse ::= SEQUENCE {
cvResponseVer si on | NTEGER,
server ConfigurationlD | NTECER,
pr oducedAt Gener al i zedTi e,
responsesSt at us ResponseSt at us,
respVal i dati onPol i cy [0] RespValidationPolicy OPTI ONAL,
request Ref [1] Request Ref erence OPTI ONAL,
request or Ref [ 2] General Nanes OPTI ONAL,
request or Name [ 3] Ceneral Nanes OPTI ONAL,
repl yQbj ects [4] Repl yQbj ects OPTI ONAL,
respNonce [5] OCTET STRI NG OPTI ONAL,
server Contextlnfo [6] OCTET STRI NG OPTI ONAL,
cvResponseExt ensi ons [ 7] Extensions{{CVResponseExt ensi ons}}
OPTI ONAL,
request or Text [8] UTF8String (SIZE (1..256)) OPTI ONAL
}
-- This document defines no extensions
CVResponseExt ensi ons EXTENSION ::= {...}
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ResponseSt atus :: = SEQUENCE {
st at usCode Cvst at usCode DEFAULT okay,
error Message UTF8St ri ng OPTI ONAL

}

CVSt at usCode :: = ENUMERATED ({
okay (0),
ski pUnr ecogni zedl t ens (1),
t ooBusy (10),
i nval i dRequest (11),
i nternal Error (12),
badStructure (20),
unsupport edVer si on (21),
abort Unrecogni zedl t ens (22),
unr ecogni zedSi gKey (23),
badSi gnat ur eOr MAC (24),
unabl eToDecode (25),
not Aut hori zed (26),
unsupport edChecks (27),
unsupport edWant Backs (28),
unsupport edSi gnat ur eOr MAC (29),
i nval i dSi gnat ureOr MAC (30),
pr ot ect edResponseUnsupport ed (31),
unr ecogni zedResponder Nane (32),
rel ayi ngLoop (40),
unr ecogni zedVal Pol (50),
unr ecogni zedVal Al g (51),
ful | Request | nResponseUnsupported (52),
ful | Pol ResponseUnsupported (53),
i nhi bi t Pol i cyMappi ngUnsupport ed (54),
requi reExplicitPolicyUnsupported (55),
i nhi bi t AnyPol i cyUnsupported (56),
val i dat i onTi meUnsupport ed (57),
unr ecogni zedCri t Quer yExt (63),

(64),

}

RespVal i dati onPolicy :

unr ecogni zedCri t Request Ext

Request Ref erence ::= CHO CE {

request Hash [0] HashVval ue, --
ful | Request [1] CVRequest }

DEFAULT { al gorithm nda-shal. & d },

HashVal ue ::= SEQUENCE {
al gorithm HashAl gorithm
val ue OCTET STRI NG }
Hof f man & Schaad I nf or mat
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Repl yObj ects ::= SEQUENCE S| ZE (1..MAX) OF CertReply
CertReply ::= SEQUENCE ({

cert Cert Ref er ence,

repl ySt at us Repl ySt at us DEFAULT success,

repl yval Ti ne Gener al i zedTi ne,

repl yChecks Repl yChecks,

repl yWant Backs Repl yWant Backs,

val i dati onErrors [0] SEQUENCE SI ZE (1..MAX) OF

OBJECT | DENTI FI ER ( Basi cVal i dati onError Set |
NaneVal i dati onErr or Set,

... ) OPTI ONAL,
next Updat e [1] CeneralizedTi me OPTI ONAL,
cert Repl yExt ensi ons [2] Extensions{{...}} OPTI ONAL
}
Repl ySt at us :: = ENUMERATED {
success (0),
mal f or mredPKC (1),
mal f or mredAC (2),
unavai |l abl eval i dationTine (3),
ref erenceCert HashFai | (4),
cert Pat hConst ruct Fai | (95),
certPat hNot Val i d (6),
cert Pat hNot Val i dNow (7),
want BackUnsat i sfi ed (8)
}
Repl yChecks ::= SEQUENCE OF Repl yCheck
Repl yCheck ::= SEQUENCE ({
check OBJECT | DENTI FI ER (Cert CheckSet | ACertCheckSet, ... ),
st atus | NTEGER DEFAULT O
}
Repl yWant Backs ::= SEQUENCE OF Repl yWant Back

Repl yWant Back: : = SEQUENCE {
wb WANT- BACK. & d({Al | Vant Backs}),
val ue COCTET STRI NG
( CONTAI NI NG WANT- BACK. &Type({ Al | want Backs}{@b}))

}
WANT- BACK :: = TYPE-| DENTI FI ER

Al l Vant Backs WANT- BACK :: = {
Want BackSet | ACertWant BackSet | AnyWant BackSet ,
}
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CertBundl es ::= SEQUENCE SI ZE (1..MAX) OF CertBundl e
Revl nf oWant Back ::= SEQUENCE ({
revocationlnfo Revocati onl nf 0s,
extraCerts Cert Bundl e OPTI ONAL
}
SCVPResponses ::= SEQUENCE OF Contentlnfo

-- SCVP Validation Policies Request

ct - scvp-val Pol Request CONTENT- TYPE :: =
{ Val Pol Request | DENTI FI ED BY i d-ct-scvp-val Pol Request }

i d-ct-scvp-val Pol Request OBJECT IDENTIFIER ::= { id-ct 12 }
Val Pol Request ::= SEQUENCE ({

vpRequest Ver si on | NTEGER DEFAULT 1,

request Nonce OCTET STRI NG
}

-- SCVP Validation Policies Response

ct - scvp-val Pol Response CONTENT-TYPE :: =
{ Val Pol Response | DENTI FI ED BY i d-ct-scvp-val Pol Response }

i d- ct-scvp-val Pol Response OBJECT IDENTIFIER ::= { id-ct 13}
Val Pol Response ::= SEQUENCE {
vpResponseVer si on | NTEGER,
max CVRequest Ver si on | NTEGER,
maxVPRequest Ver si on | NTEGER,
server ConfigurationlD | NTECER,
t hi sUpdat e General i zedTi ne,
next Updat e General i zedTi me OPTI ONAL,
suppor t edChecks Cert Checks,
suppor t edWant Backs Want Back,
val i dationPol i ci es SEQUENCE OF OBJECT | DENTI FI ER,
val i dati onAl gs SEQUENCE OF OBJECT | DENTI FI ER,
aut hPol i ci es SEQUENCE OF Aut hPol i cy,
responseTypes ResponseTypes,
def aul t Pol i cyVal ues RespVal i dati onPol i cy,
revocati onl nf oTypes Revocati onl nf oTypes,
si gnat ureGeneration SEQUENCE OF Al gorithm dentifier

{ SI GNATURE- ALGORI THM

{Si gnat ureAl gorithns}},

si gnatureVerification SEQUENCE OF Al gorithm dentifier
{ SI GNATURE- ALGORI THM

{Si gnat ureAl gorithns}},
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hashAl gorit hrs

server Publ i cKeys
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PKI X

SEQUENCE Sl ZE (1..MAX) OF
OBJECT | DENTI FI ER

SEQUENCE OF KeyAgr eePubl i cKey
OPTI ONAL,

cl ockSkew | NTEGER DEFAULT 10,
request Nonce OCTET STRI NG OPTI ONAL
}
ResponseTypes ::= ENUMERATED {
cached-only (0),
non- cached-only (1),
cached- and- non- cached (2)
}
Revocationl nfoTypes ::= BI T STRI NG {
full CRLs (0),
del t aCRLs (1),
i ndi rect CRLs (2),
0CSPResponses (3)
}
Aut hPol i cy ::= OBJECT | DENTI FI ER

-- SCVP Check ldentifiers

i d-stc OBJECT IDENTIFIER ::=

June 2010

Hof f man & Schaad

{ iso(1l) identified-organization(3) dod(6)
mechani sns(5) pkix(7) 17 }

Cert CheckSet OBJECT IDENTIFIER ::= {
i d-stc-buil d-pkc-path | id-stc-build-valid-pkc-path
i d-stc-buil d-status-checked-pkc-path, ... }

i d-stc-buil d-pkc-path OBJECT | DENTI FI ER :
i d-stc-build-valid-pkc-path OBJECT | DENTI FI ER :
i d-stc-buil d-status-checked- pkc-path

OBJECT | DENTIFIER :: = {

{ id-stc 1}
{ id-stc 2}

id-stc 3}

ACert CheckSet OBJECT | DENTIFIER :: = {
i d-stc-build-aa-path | id-stc-build-valid-aa-path
i d-stc-buil d-status-checked-aa-path
i d- st c-status-check-ac-and-bui |l d-st at us-checked- aa-path

}
i d-stc-buil d-aa-path OBJECT IDENTIFIER ::= { id-stc 4}
i d-stc-buil d-valid-aa-path OBJECT IDENTIFIER ::={ id-stc 5}
i d-stc-buil d-status-checked-aa-path

OBJECT IDENTIFIER ::= { id-stc 6 }

| nf or mat i ona
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i d-stc-status-check-ac-and-bui |l d- st at us-checked-aa-path
OBJECT IDENTIFIER ::= { id-stc 7 }

-- SCVP WantBack ldentifiers

i d-swb OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) 18 }

Want BackSet WANT- BACK :: = {
swh- pkc-cert | swb-pkc-best-cert-path
swb- pkc-revocation-info | swb-pkc-public-key-info |
swh- pkc-al |l -cert-paths | swb-pkc-ee-revocation-info
swh- pkc- CAs-revocati on-info

}
ACer t WANt BackSet WANT- BACK :: = {
swb-ac-cert | swh-aa-cert-path
swh- aa-revocation-info | swb-ac-revocation-info
}
AnyWant BackSet WANT-BACK ::= { swb-rel ayed-responses }

swh- pkc- best-cert-path WANT- BACK :: =
{ CertBundl e | DENTI FI ED BY i d-swb- pkc-best-cert-path }
i d- swb- pkc-best-cert-path OBJECT IDENTIFIER ::={ id-swb 1}
swb- pkc-revocati on-i nfo WANT- BACK :: =
{ Revl nf oWant Back | DENTI FI ED BY i d- swb- pkc-revocation-info }
i d- swb- pkc-revocation-info OBJECT IDENTIFIER ::={ id-swb 2 }

swh- pkc- publ i c- key-i nfo WANT- BACK :: =
{ Subj ect Publ i cKeyl nf o | DENTI FI ED BY i d- swb- pkc- public-key-info }
i d- swb- pkc- public-key-info OBJECT IDENTIFIER ::= { id-swb 4 }

Swh- aa-cert-path WANT- BACK :: =
{CertBundl e | DENTI FI ED BY i d-swb-aa-cert-path }
i d-swb-aa-cert-path OBJECT IDENTIFIER ::={ id-swb 5}

swb- aa-revocation-info WANT-BACK :: =
{ Revl nf oVant Back | DENTI FI ED BY i d- swb-aa-revocation-info }
i d- swb-aa-revocation-info OBJECT IDENTIFIER ::={ id-swb 6 }

sSwh- ac-revocation-i nfo WANT- BACK :: =
{ Revl nf oWant Back | DENTI FI ED BY i d- swb-ac-revocation-info }
i d- swb-ac-revocation-info OBJECT IDENTIFIER ::= { id-swb 7 }

swb-rel ayed-responses WANT- BACK :: =
{ SCVPResponses | DENTI FI ED BY i d- swb-rel ayed-responses }
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i d- swb-rel ayed-responses OBJECT IDENTIFIER ::={ id-swb 9 }

swh- pkc-al | -cert-paths WANT- BACK :: =
{CertBundl es | DENTI FI ED BY i d-swb- pkc-all-cert-paths }
i d- swb- pkc-all-cert-paths OBJECT IDENTIFIER ::={ id-swb 12}

swh- pkc- ee-revocation-i nfo WANT- BACK :: =
{ Revl nf ovant Back | DENTI FI ED BY i d- swb- pkc-ee-revocation-info }
i d- swb- pkc-ee-revocation-info OBJECT IDENTIFIER ::={ id-swb 13}
Swh- pkc- CAs-revocati on-i nfo WANT- BACK :: =
{ Revl nfoWant Back | DENTI FI ED BY i d- swb- pkc- CAs-revocation-info }
i d- swb- pkc-CAs-revocation-info OBJECT IDENTIFIER ::= { id-swb 14}
swb- pkc-cert WANT-BACK :: =
{ Certificate |IDENTIFIED BY id-swb-pkc-cert }
i d- swb- pkc-cert OBJECT IDENTIFIER ::= { id-swb 10}
swb-ac-cert WANT-BACK :: =
{ AttributeCertificate |DENTIFIED BY id-swb-ac-cert }
i d-swb-ac-cert OBJECT IDENTIFIER ::= { id-swb 11}
-- SCVP Validation Policy and AlgorithmIdentifiers
i d-svp OBJECT | DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) 19 }

svp-defaul tVval Policy POLICY ::=
{ I DENTI FI ED BY id-svp-defaultVal Policy }

i d-svp-defaul tVal Policy OBJECT IDENTIFIER ::= { id-svp 1}
-- SCVP Basic Validation Algorithmldentifier
svp-basicval Alg POLICY ::= {IDENTIFI ED BY id-svp-basicVval Alg }
i d-svp-basicVal Alg OBJECT IDENTIFIER ::= { id-svp 3}
-- SCVP Basic Validation AlgorithmErrors
i d-bvae OBJECT I DENTIFIER ::= id-svp-basicVal Al g
Basi cVal i dati onErrorSet OBJECT | DENTIFIER ::= {
i d- bvae-expired | id-bvae-not-yet-valid
i d- bvae-wr ongTrust Anchor | id-bvae-noVali dCert Path

i d- bvae-revoked | id-bvae-invali dKeyPurpose
i d- bvae-inval i dkeyUsage | id-bvae-invalidCertPolicy
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}

i d- bvae- expired OBJECT | DENTI FI ER ::
i d- bvae-not-yet-valid OBJECT | DENTI FI ER ::
i d- bvae-wr ongTr ust Anchor OBJECT | DENTI FI ER ::
i d- bvae- noVal i dCert Pat h OBJECT | DENTI FI ER : :
i d- bvae-revoked OBJECT | DENTI FI ER : :
i d- bvae-i nval i dKeyPur pose OBJECT | DENTI FI ER ::
i d- bvae-inval i dkeyUsage OBJECT | DENTI FI ER : :

i d- bvae-invalidCertPolicy OBJECT | DENTI FI ER ::

-- SCVP Nanme Validation Algorithmldentifier

svp-naneVal Alg POLICY :: =

i d-bvae
i d- bvae
i d- bvae
i d-bvae
i d-bvae
i d-bvae
i d-bvae
i d- bvae

L1 T A 1 I O
e A A A A A A A

June 2010
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{TYPE NaneVal i dati onAl gPar ans | DENTI FI ED BY i d-svp-naneVal Al g }

i d-svp-nanmeVal Al g OBJECT I DENTIFIER :: = {

id-svp 2}

-- SCVP Nanme Validation Al gorithm DN conparison algorithm

NanmeConpAl gSet OBJECT | DENTI FI ER :: = {
i d- nva- dnConpAl g
}
i d- nva- dnConpAl g OBJECT I DENTIFIER ::= {

-- SCVP Nane Validation AlgorithmErrors

i d-nvae OBJECT | DENTI FIER :: =

i d-svp-nanmeVal Al g

id-svp 4 }

NaneVal i dati onError Set OBJECT | DENTIFIER ::= {
i d- nvae- name-m smatch | id-nvae-no-name | id-nvae-unknown-alg
i d- nvae- bad- nane | id-nvae-bad-name-type | id-nvae-ni xed-nanes

}

i d- nvae- nane- m smat ch OBJECT IDENTIFIER ::= { id-nvae 1 }

i d- nvae- no- nane OBJECT IDENTIFIER ::={ id-nvae 2 }

i d- nvae- unknown-al g OBJECT IDENTIFIER ::={ id-nvae 3}

i d- nvae- bad- nane OBJECT IDENTIFIER ::={ id-nvae 4 }

i d- nvae- bad- nane-type OBJECT IDENTIFIER ::= { id-nvae 5 }

i d- nvae- n xed- nanes OBJECT IDENTIFIER ::= { id-nvae 6 }

-- SCVP Extended Key Usage Key

i d-kp OBJECT | DENTIFIER :: =

Pur pose ldentifiers

{ iso(1l) identified-organization(3) dod(6)

mechani sns(5) pkix(7) 3}

SvcpExt KeyUsageSet OBJECT | DENTIFIER ::= {

Hof f man & Schaad | nf or mat i ona
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i d-kp-scvpServer | id-kp-scvpdient

}

i d-kp-scvpServer OBJECT IDENTIFIER ::={ id-kp 15}
i d-kp-scvpdient OBJECT IDENTIFIER ::={ id-kp 16 }
END

12. ASN. 1 Modul e for RFC 5272

Enr ol | mrent MessageSynt ax- 2009
{iso(1) identified-organization(3) dod(6) internet(1l)
security(5) mechani snms(5) pkix(7) id-nmd(0) id-nmod-cnc2002-02(53)}
DEFINITIONS I MPLICI T TAGS :: =
BEG N
EXPORTS ALL;
| MPORTS

AttributeSet{}, Extension{}, EXTENSION, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xComron-02(57)}

Al gorithmdentifier{}, DICGEST-ALGORI THM KEY-WRAP, KEY-DERI VATI ON,
MAC- ALGORI THM  SI GNATURE- ALGORI THM  PUBLI G- KEY

FROM Al gorithm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformati on-02(58)}

CertificateSerial Number, General Nane, CRLReason, ReasonFl ags,
Cert Ext ensi ons

FROM PKI X11 npl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani snms(5) pkix(7) id-md(0) id-nod-pkix1l-inplicit-02(59)}

Nane, id-pkix, PublicKeyAl gorithns, SignatureAl gorithns

FROM PKI X1Expl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani snms(5) pkix(7) id-md(0) id-nod-pkixl-explicit-02(51)}

ContentInfo, |ssuerAndSerial Number, CONTENT-TYPE

FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-2004-02(41)}

Cert ReqMsg, PKIPublicationlnfo, CertTenplate
FROM PKI XCRMF- 2009
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{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-crnf2005-02(55)}

nda- shal

FROM PKI XAl gs- 2009
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- pki x1-al gorit hnms2008- 02(56) }

kda- PBKDF2, maca- hMAC- SHA1

FROM Cr ypt ogr aphi cMessageSynt axAl gorit hns- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cnsal g-2001-02(37) }

nda- sha256
FROM PKI X1- PSS- QAEP- Al gori t hns- 2009
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- pki x1-rsa-pkal gs-02(54) } ;

-- CMs Content types defined in this docunent
CMC- Cont ent Types CONTENT-TYPE ::= { ct-PKlData | ct-PKlIResponse, ... }

-- Signature Algorithns defined in this docunent
Si gnat ureAl gs SI GNATURE- ALGORI THM : : = { sa-noSighature }
-- CMs Unsigned Attributes

CMC- Unsi gnedAtts ATTRIBUTE ::= { aa-cnt-unsi gnedData }

i d-cnc OBJECT | DENTI FI ER ::
i d-cct OBJECT | DENTIFIER ::

d- pki x 7} -- CMC controls

=A{
= {id-pkix 12} -- CMC content types

-- This is the content type for a request nessage in the protocol

ct - PKl Dat a CONTENT- TYPE :: =
{ PKI Data | DENTIFI ED BY id-cct-PKlData }

id-cct-PKlData OBJECT IDENTIFIER ::= { id-cct 2}

PKI Dat a ::= SEQUENCE ({
cont r ol Sequence SEQUENCE SI ZE( 0. . MAX) OF TaggedAttri bute,
reqSequence SEQUENCE SI ZE(0.. MAX) OF TaggedRequest,
cneSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedCont ent | nf o,

ot her MsgSequence SEQUENCE SI ZE(0.. MAX) OF O her Msg
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}
BodyPart |1 D :: = | NTEGER(O. . 4294967295)

TaggedAttribute ::= SEQUENCE {
bodyPart | D BodyPart | D,
attrType CMC- CONTROL. & d({Cnc-Control -Set}),
attrVal ues SET OF CMC- CONTROL.
&Type({Cnc-Control -Set}{@ttrType})

}

Cnt-Control - Set CMC- CONTROL :: = {
cnc-identityProof | cnc-dataReturn | cnt-reglnfo |
cnc-responselnfo | cnt-queryPending | cnc-popli nkRandom |
cnec- popLi nkWtness | cnec-identification | cnc-transactionld |
cnc- sender Nonce | cnt-recipi ent Nonce | cntc-statuslnfo |
cnc- addExt ensi ons | cnc-encrypt edPOP | cnt-decrypt edPOP |
cne-1raPOPWtness | cnc-getCert | cnc-get CRL |
cnt-revokeRequest | cnt-confirnCert Acceptance |
cnec-statuslinfovV2 | cnc-trustedAnchors | cnt-aut hData |
cnt- bat chRequests | cnt-bat chResponses | cnc-publishCert |
cnc- nodCert Tenpl ate | cnt-control Processed |
cnc-identityProofV2 | cnc-poplLi nkWtnessv2, ... }

OTHER- REQUEST : : = TYPE- | DENTI FI ER

-- W do not define any other requests in this docunent;
-- exanpl es m ght be attribute certification requests

O her Requests OTHER- REQUEST ::= {...}

TaggedRequest ::= CHO CE {

ter [0] TaggedCertificati onRequest,

crm [1] CertRegMsg,

orm [ 2] SEQUENCE ({
bodyPart | D BodyPart | D,
request MessageType OTHER- REQUEST. & d({ O her Request s}),
request MessageVal ue OTHER- REQUEST. &Type({ O her Request s}

{@request MessageType})

}

TaggedCertificati onRequest ::= SEQUENCE {
bodyPart |1 D BodyPart | D,
certificati onRequest CertificationRequest

}
AttributelList ATTRIBUTE ::= {at-extension-req, ...}
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Certificati onRequest ::= SEQUENCE {
certificati onRequestinfo SEQUENCE {
version | NTECGER,
subj ect Nane,
subj ect Publ i cKeyl nf o SEQUENCE {
al gorithm Al gorithm dentifier{PUBLIC KEY,
{Publ i cKeyAl gorithns}},
subj ect Publ i cKey BI T STRI NG
}1
attributes [0] IMPLICIT SET OF
AttributeSet {{AttributeList}}
}1
si gnatureAl gorithm Al gorithm dentifier
{ SI GNATURE- ALGORI THM
{Si gnat ureAl gorithns}},
si gnature BI T STRI NG
}
TaggedContentInfo ::= SEQUENCE {
bodyPart | D BodyPart | D,
contentlnfo ContentlInfo
}
OTHER- M5G : : = TYPE- | DENTI FI ER
--  No other nessages currently defined
O her MsgSet  OTHER-MSG ::= {...}
O her Msg :: = SEQUENCE {
bodyPart | D BodyPart | D,
ot her MsgType OTHER- M5G. & d({ Ot her MsgSet }),
ot her MsgVal ue OTHER- M5G. &Type({ O her MsgSet } { @t her MsgType}) }

-- This defines the response nessage in the protocol

ct - PKI Response CONTENT-TYPE :: =
{ PKI Response | DENTI FI ED BY i d-cct - PKI Response }
i d-cct - PKI Response OBJECT IDENTIFIER ::= { id-cct 3}

ResponseBody :: = PKI Response
PKI Response ::= SEQUENCE {
cont r ol Sequence SEQUENCE SI ZE(0.. MAX) OF TaggedAttri bute,

cnsSequence SEQUENCE SI ZE( 0. . MAX) OF TaggedContent | nf o,
ot her MsgSequence SEQUENCE SI ZE(O0..MAX) OF O her Msg
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CMC- CONTROL :: = TYPE- | DENTI FI ER
-- The followi ng controls have the type OCTET STRI NG

cnec-identityProof CMC- CONTRCL :: =
{ OCTET STRI NG | DENTI FI ED BY i d-cnt-identityProof }
id-cnc-identityProof OBJECT IDENTIFIER ::= {id-cnt 3}

cnc-dataReturn CMC- CONTRCL :: =
{ OCTET STRI NG | DENTI FI ED BY
F

nc- dat aReturn }
i d-cnt-dat aRet urn OBJECT | DENTI {

id-c
|ER ::= {id-cnt 4}

cnec-reglnfo CMC-CONTROL :: =
{ OCTET STRI NG | DENTI FI ED BY id-cnc-reglnfo }
id-cnc-reglnfo OBJECT IDENTIFIER ::= {id-cnt 18}

cnc-responsel nfo CMC- CONTROL :: =
{ OCTET STRI NG | DENTI FI ED BY id-cnt-responselnfo }
i d-cnc-responselnfo OBJECT I DENTIFIER ::= {id-cnc 19}

cnt- quer yPendi ng CMC- CONTROL : : =
{ OCTET STRI NG | DENTI FI ED BY i d- cnt- queryPendi ng }
i d-cnt- queryPendi ng OBJECT | DENTIFIER :: = {id-cnt 21}

cnt- popLi nkRandom CMC- CONTRCL : : =

{ OCTET STRI NG | DENTI FI ED BY i d- cnt- popLi nkRandom }
i d- cnt- popLi nkRandom OBJECT | DENTI FIER :: = {id-cnt 22}
cnc- popLi nkWt ness CMC- CONTROL :: =

{ OCTET STRI NG | DENTI FI ED BY i d-cnt- popLi nkWtness }
i d-cnc- popLi nkWtness OBJECT I DENTIFIER ::= {id-cnt 23}
-- The followi ng controls have the type UTF8Stri ng
cnec-identification CMC-CONTROL :: =

{ UTF8String |DENTIFIED BY id-cnt-identification }
id-cnc-identification OBJECT IDENTIFIER ::= {id-cnt 2}
-- The following controls have the type | NTEGER

cnec-transactionld CMC- CONTRCL : : =

{ INTEGER | DENTI FI ED BY id-cnt-transactionld }
id-cnc-transactionld OBJECT IDENTIFIER ::= {id-cnt 5}
-- The followi ng controls have the type OCTET STRI NG

cntc-sender Nonce CMC- CONTROL :: =
{ OCTET STRI NG | DENTI FI ED BY i d-cnt-sender Nonce }
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i d-cnc-sender Nonce OBJECT I DENTIFIER ::= {id-cnt 6}
cnc-reci pi ent Nonce CMC- CONTROL :: =

{ OCTET STRI NG | DENTI FI ED BY i d-cnt-recipi ent Nonce }
i d-cnt-reci pi ent Nonce OBJECT IDENTIFIER ::= {id-cnt 7}
-- Used to return status in a response

cnec-statuslnfo CMC- CONTROL @ =
{ CMCSt atuslnfo | DENTI FI ED BY id-cntc-statuslnfo }

i d-cnc-statuslnfo OBJECT IDENTIFIER ::= {id-cnc 1}
CMCSt at usli nfo :: = SEQUENCE {
cMCSt at us CMCSt at us,
bodylLi st SEQUENCE SI ZE (1..MAX) OF BodyPart| D,
statusString UTF8St ri ng OPTI ONAL,
ot herlnfo CHO CE {
faillnfo CMCFai | I nf o,
pendl nf o Pendl nf o
} OPTI ONAL
}
Pendl nfo ::= SEQUENCE {
pendToken OCTET STRI NG,
pendTi me General i zedTi e
}
CMCSt atus ::= | NTEGER {
success (0),
failed (2),
pendi ng (3),
noSupport (4),
confirmRequired (5),
popRequi r ed (6),
parti al (7)
}
-- Note:
-- The spelling of unsupportedExt is corrected in this version.
-- In RFC 2797, it was unsuportedExt.
CMCFail Info ::= | NTEGER {
badAl g (0),
badMessageCheck (1),
badRequest (2),
badTi ne (3),
badCertld (4),

unsuport edExt (95),
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nust Ar chi veKeys (6),

badl dentity (7),
popRequi r ed (8),
popFai | ed (9),
noKeyReuse (10),
i nternal CAError (11),
tryLater (12),
aut hDat aFai | (13)

}

-- Used for RAs to add extensions to certification requests

cnec- addExt ensi ons CMC- CONTROL @ @ =
{ AddExt ensi ons | DENTI FI ED BY i d- cnc- addExt ensi ons }
i d- cnc- addExt ensi ons OBJECT I DENTIFIER ::= {id-cnt 8}

AddExt ensi ons ::= SEQUENCE ({
pki Dat aRef er ence BodyPart | D,
cert Ref erences SEQUENCE OF BodyPart| D,
ext ensi ons SEQUENCE OF Ext ensi on{{Cert Ext ensi ons}}

}

cntc- encrypt edPOP CMC- CONTROL @ : =

{ Encrypt edPOP | DENTI FI ED BY i d-cnt-encrypt edPOP }
cnt-decrypt edPOP CMC- CONTROL :: =

{ Decrypt edPOP | DENTI FI ED BY i d-cnt-decrypt edPOP }

i d-cnt-encrypt edPOP OBJECT I DENTIFIER ::= {id-cnt 9}
i d-cnc-decrypt edPOP OBJECT | DENTI FIER :: = {id-cnt 10}
Encrypt edPOP :: = SEQUENCE ({
request TaggedRequest ,
cns Cont ent | nf o,
t hePOPAI gl D Al gorithm dentifier{MAC ALGORI THM {POPAl gs}},

wi t nessAl gl D Al gorithm dentifier{D GEST- ALGORI THM
{WtnessAl gs}},

Wi t ness OCTET STRI NG
}
POPAI gs MAC- ALGORI THM : : = {maca- hMAC- SHAL, ...}
Wt nessAl gs DI GEST-ALGORI THM : : = {nda-shal, ...}
Decrypt edPOP :: = SEQUENCE ({
bodyPart | D BodyPart | D,
t hePOPAI gl D Al gorithm dentifier{ MAC-ALGORI THM {POPAl gs}},
t hePOP OCTET STRI NG
}

cnc- | raPOPW t ness CMC- CONTRCL :: =
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{ LraPopWtness | DENTIFIED BY id-cntc-IraPOPWtness }
i d-cnc-1raPOPW t ness OBJECT | DENTIFIER ::= {id-cnt 11}

LraPopWt ness ::= SEQUENCE {
pki Dat aBodyi d BodyPart | D,
bodyl ds SEQUENCE OF BodyPart| D

}

cnc-getCert CMC- CONTRCL :: =
{ GetCert |IDENTIFIED BY id-cnc-getCert }
id-cnc-getCert OBJECT IDENTIFIER ::= {id-cnt 15}

Get Cert ::= SEQUENCE {
i ssuer Nane Cener al Nane,
seri al Nurber | NTEGER }

cnc-get CRL CMC- CONTROL @ : =
{ GetCRL | DENTIFI ED BY id-cnt-get CRL }

i d-cnc-get CRL OBJECT IDENTIFIER ::= {id-cnt 16}
Get CRL ::= SEQUENCE {
i ssuer Nane Narre,
cRLNarme Gener al Name OPTI ONAL,
tinme Ceneral i zedTi ne OPTI ONAL,
reasons ReasonFl ags OPTI ONAL }

cntc-revokeRequest CMC- CONTRCL : : =
{ RevokeRequest | DENTI FI ED BY i d-cnt-revokeRequest}

i d-cnc-revokeRequest OBJECT IDENTIFIER ::= {id-cnt 17}
RevokeRequest ::= SEQUENCE {
i ssuer Nane Nane,
seri al Nurmber | NTEGER,
reason CRLReason,
i nvalidityDate General i zedTi me OPTI ONAL,
passphrase OCTET STRI NG OPTI ONAL,
coment UTF8St ri ng OPTI ONAL }

cntc- confirnCert Accept ance CMC- CONTRCL : : =

{ CMCCertld | DENTIFIED BY id-cnt-confirnCertAcceptance }
i d-cnc-confirnCert Acceptance OBJECT I DENTIFIER ::= {id-cnt 24}
CMCCertld ::= IssuerAndSeri al Nunmber

-- The following is used to request v3 extensions be added
-- to a certificate
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at - extensi on-req ATTRIBUTE :: =
{ TYPE ExtensionReq | DENTI FI ED BY i d- Ext ensi onReq }

i d- Ext ensi onReq OBJECT | DENTIFIER :: = {iso(1) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9) 14}

Ext ensi onReq ::= SEQUENCE SI ZE (1..MAX) OF
Ext ensi on{{ Cert Ext ensi ons}}

-- The following allows Diffie-Hellnman Certification Request
-- Messages to be wel |l -forned

sa-noSi gnature SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- noSi gnat ure
VALUE NoSi gnat ur eVal ue
PARAMS TYPE NULL ARE required
HASHES { nda-shal }

}
i d-al g-noSi gnature OBJECT IDENTIFIER ::= {id-pkix id-alg(6) 2}

NoSi ghat ureVal ue ::= OCTET STRI NG
-- Unauthenticated attribute to carry renovabl e data.

i d-aa OBJECT IDENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9) smine(16) id-aa(2)}

aa- cnt- unsi gnedDat a ATTRI BUTE :: =
{ TYPE CMCUnsi gnedDat a | DENTI FI ED BY i d- aa- cnt-unsi gnedDat a }

i d- aa-cnt-unsi gnedDat a OBJECT | DENTI FIER :: = {id-aa 34}
CMCUnsi gnedDat a :: = SEQUENCE {

bodyPart Pat h BodyPart Pat h,

identifier TYPE- | DENTI FI ER. &i d,

cont ent TYPE- | DENTI FI ER &Type
}

-- Replaces CMC Status Info

cne-statusl nfov2 CMC- CONTRCL @ : =

{ COMCSt at usl nf oV2 | DENTI FI ED BY i d-cnt- st atusl nfoVv2 }
i d-cnt-statuslnfov2 OBJECT | DENTIFIER :: = {id-cnt 25}
EXTENDED- FAI LURE- | NFO : : = TYPE- | DENTI FI ER
Ext endedFai | ures EXTENDED- FAI LURE-INFO ::= {...}

CMCSt at usl nf oV2 :: = SEQUENCE {
cMCSt at us CMCSt at us,

Hof f man & Schaad I nf or mati onal [ Page 82]



RFC 5912 New ASN. 1 for PKI X June 2010

bodyLi st SEQUENCE SI ZE (1.. MAX) OF
BodyPart Ref er ence,
statusString UTF8St ri ng OPTI ONAL,
ot herlnfo CHO CE {
faillnfo CMCFai | I nf o,
pendl nf o Pendl nf o,
ext endedFai |l I nfo [1] SEQUENCE ({
faillnfod D TYPE- | DENTI FI ER. & d
({Ext endedFai | ures}),
faillnfoVval ue TYPE- | DENTI FI ER. &Type

({Ext endedFai | ures}
{@faillnfod D})

}
} OPTI ONAL

}
BodyPart Ref erence ::= CHO CE {

bodyPart | D BodyPart | D,

bodyPart Pat h BodyPart Pat h
}
BodyPartPath ::= SEQUENCE S| ZE (1..MAX) OF BodyPartl D

-- Alow for distribution of trust anchors

cnec-trustedAnchors CMC- CONTROL :: =
{ PublishTrust Anchors | DENTI FI ED BY id-cnt-trustedAnchors }
i d-cnc-trustedAnchors OBJECT I DENTIFIER ::= {id-cnt 26}

Publ i shTrust Anchors ::= SEQUENCE {
segNumber | NTEGER,
hashAl gorithm Al gorithmdentifier{D GEST- ALGORI THV
{HashAl gorithns}},
anchor Hashes SEQUENCE OF OCTET STRI NG

}

HashAl gorithns DI GEST- ALGORI THM : : = {
nda- shal | nda- sha256,

}

cnc-aut hData CMC- CONTRCL : : =

{ Aut hPubl i sh | DENTI FI ED BY id-cnt-aut hData }
i d-cnt-aut hData OBJECT I DENTIFIER ::= {id-cnt 27}
Aut hPubl i sh ::= BodyPartl| D

-- These two itens use BodyPartlLi st
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cnt- bat chRequest s CMC- CONTRCL : : =
{ BodyPart Li st |DENTIFIED BY id-cnt-batchRequests }
i d- cnec- bat chRequests OBJECT | DENTIFIER ::= {id-cnt 28}

cnt- bat chResponses CMC- CONTROL :: =

{ BodyPartList |DENTIFIED BY id-cnt-batchResponses }
i d- cnc- bat chResponses OBJECT I DENTIFIER ::= {id-cnt 29}
BodyPartList ::= SEQUENCE SIZE (1.. MAX) OF BodyPartl|D

cnec- publ i shCert CMC- CONTROL :: =
{ CMCPubl i cationlnfo | DENTIFIED BY id-cnt-publishCert }

i d-cnec-publishCert OBJECT | DENTIFIER ::= {id-cnt 30}
CMCPubl i cationlnfo ::= SEQUENCE {
hashAl g Al gorithm dentifier{D GEST- ALGORI THM
{HashAl gorithns}},
cert Hashes SEQUENCE OF OCTET STRI NG,
publ nf o PKI Publ i cati onl nfo
}

cnc- nodCert Tenpl ate CMC- CONTRCL : : =
{ ModCert Tenpl ate | DENTI FI ED BY i d-cnt-nmodCert Tenpl ate }
i d-cnec-nodCert Tenpl ate OBJECT I DENTIFIER ::= {id-cnt 31}

ModCert Tenpl ate ::= SEQUENCE ({
pki Dat aRef er ence BodyPart Pat h,
cert Ref erences BodyPart Li st ,
repl ace BOOLEAN DEFAULT TRUE,
cert Tenpl at e Cert Tenpl at e
}

-- Informfollowon servers that one or nbre controls have
-- al ready been processed

cnc-control Processed CMC- CONTRCL :: =
{ Control sProcessed | DENTI FI ED BY i d-cnt-control Processed }

i d-cnt-control Processed OBJECT I DENTIFIER ::= {id-cnt 32}
Control sProcessed ::= SEQUENCE ({

bodyLi st SEQUENCE SI ZE(1.. MAX) OF BodyPart Ref erence
}

-- ldentity Proof control w algorithmagility
cnec-identityProof V2 CMC- CONTRCL : : =

{ ldentityProofV2 | DENTIFIED BY id-cnt-identityProofV2 }
id-cnc-identityProofV2 OBJECT IDENTIFIER ::= { id-cnt 33 }
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I dentityProofV2 ::= SEQUENCE {
proof Al gl D Al gorithm dentifier{D GEST- ALGORI THM
{WtnessAl gs}},
macAl gl d Al gorithm dentifier{ MACALGORI THM {POPAl gs}},
Wi t ness OCTET STRI NG
}

cnt- popLi nkW t nessV2 CMC- CONTROL :: =
{ PopLi nkW t nessV2 | DENTI FI ED BY i d-cnt- popLi nkWt nessV2 }
i d- cnec- popLi nkWt nessV2 OBJECT IDENTIFIER ::= { id-cnt 34 }

PopLi nkW t nessV2 ::= SEQUENCE {
keyGenAl gorithm Al gorithnl dentifier{KEY- DERI VATI ON,
{ KeyDevAl gs}},

macAl gorithm Al gorithm dentifier{MAC ALGORI THM {POPAl gs}},
Wi t ness OCTET STRI NG

}

KeyDevAl gs KEY- DERI VATI ON :: = {kda- PBKDF2, ...}

END

13. ASN. 1 Modul e for RFC 5755

PKI XAttributeCertificate-2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-attribute-cert-02(47)}
DEFINITIONS I MPLICI T TAGS :: =
BEG N
| MPORTS

AttributeSet{}, Extensions{}, SecurityCategory{},
EXTENSI ON, ATTRI BUTE, SECURI TY- CATEGORY
FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0) id-nod-pki xComron-02(57) }

Al gorithm dentifier{}, SIGNATURE-ALGORI THVM DI GEST- ALGORI THM

FROM Al gorit hm nf ormati on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani snms(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformation-02(58)}

-- | MPORTed nodul e O Ds MAY change if [ PKI XPROF] changes
-- PKIX Certificate Extensions

CertificateSerial Number, Uniqueldentifier, id-pkix, id-pe, id-kp,
id-ad, id-at, SIGNED{}, SignatureAl gorithns
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FROM PKI X1Expl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pkixl-explicit-02(51)}

Gener al Nane, General Nanes, id-ce, ext-AuthorityKeyldentifier,
ext - Aut horityl nfoAccess, ext-CRLDi stributionPoints

FROM PKI X11 npl i cit-2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-pkix1l-inplicit-02(59)}

ContentlInfo
FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0) id-nod-cns-2004-02(41) };
-- Define the set of extensions that can appear.
-- Some of these are inported from PKI X Cert

AttributeCert Extensions EXTENSION :: = {
ext-auditldentity | ext-targetlnformation |
ext - Aut horityKeyldentifier | ext-AuthoritylnfoAccess |

ext-CRLDi stributionPoints | ext-noRevAvail | ext-ac-proxying |
ext-aaControls, ... }
ext-auditldentity EXTENSION ::= { SYNTAX

OCTET STRING | DENTI FI ED BY id-pe-ac-auditldentity}

ext-targetlInformati on EXTENSI ON :: = { SYNTAX
Targets | DENTI FIED BY id-ce-targetlnformation }

ext - noRevAvai | EXTENSI ON ::= { SYNTAX
NULL | DENTI FI ED BY i d- ce-noRevAvail }

ext -ac- proxyi ng EXTENSI ON ::= { SYNTAX
Proxyl nf o | DENTI FI ED BY i d- pe-ac- proxyi ng}

ext -aaControls EXTENSI ON ::= { SYNTAX
AAControl s | DENTI FI ED BY i d- pe-aaControl s}

-- Define the set of attributes used here

AttributesDefined ATTRIBUTE ::= { at-authenticationinfo |
at-accesldentity | at-chargingldentity | at-group |
at-role | at-clearance | at-encAttrs, ...}

at-authenticationlnfo ATTRIBUTE ::= { TYPE SvceAut hlnfo
| DENTI FI ED BY i d-aca- aut henti cati onl nf o}

at-accesldentity ATTRIBUTE ::= { TYPE SvceAuthlnfo
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| DENTI FI ED BY i d-aca-ac

at-chargi ngldentity ATTRI BUTE :: =

| DENTI FI ED BY i d-aca-ch

cessldentity}

argi ngldentity}

at-group ATTRIBUTE ::= { TYPE letfAttrSyntax

| DENTI FI ED BY i d-aca-gr

oup}

at-rol e ATTRIBUTE ::= { TYPE Rol eSynt ax

| DENTI FI ED BY i d-at-rol

at - cl earance ATTRIBUTE :: =
| DENTI FI ED BY id-at-cle

at - cl ear ance- RFC3281 ATTRI BUTE :

| DENTI FI ED BY id-at-cle

at-encAttrs ATTRIBUTE :: = {
| DENTI FI ED BY i d-aca-en

-- O Ds used by Attribute Certificate Extensions

i d-pe-ac-auditldentity
i d- pe-aaControl s

i d- pe-ac- proxyi ng
id-ce-targetInformation
i d- ce- noRevAvai

-- O Ds used by Attribute Certificate Attributes

i d-aca

i d-aca-aut henticationlnfo

i d-aca-accessldentity

i d-aca-chargingldentity

i d-aca-group

-- { id-aca 5} is reserved
i d-aca-encAttrs

id-at-role
i d-at-cl earance

e}

{ TYPE O earance

arance}
arance-rfc3281 }

TYPE Contentl nfo
CAttrs}

OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER :
OBJECT | DENTI FIER ::
OBJECT | DENTI FI ER :
OBJECT | DENTI FI ER ::

OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER :
OBJECT | DENTI FIER ::
OBJECT | DENTI FI ER :
OBJECT | DENTI FI ER ::

OBJECT | DENTI FI ER :

OBJECT | DENTI FI ER :

Lot Yt Yot Yot Vaun Y

{
{
{
{
{
{
{

= {

{ TYPE letfAttrSyntax

.= {TYPE C earance-rfc3281

i d- pe
i d-pe
i d-pe
id-ce
i d-ce

i d- pki

i d-aca
i d-aca
i d-aca
i d-aca
i d-aca

i d-at

June 2010

x 10 }

(0] AWNPE
- e e

72}

joint-iso-ccitt(2) ds(5) attributeType(4) clearance (55) }

-- Unconment the follow ng declaration and comment the above line if
-- using the id-at-clearance attribute as defined in [ RFC3281]
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-- id-at-clearance ::= id-at-clearance-3281

i d-at-cl earance-rfc3281 OBJECT I DENTIFIER ::= {
joint-iso-ccitt(2) ds(5) nodul e(l) selected-attribute-types(5)
cl earance (55) }

-- The syntax of an Attribute Certificate

AttributeCertificate ::= SIGNED{AttributeCertificatelnfo}
AttributeCertificatelnfo ::= SEQUENCE {

version AttCertVersion, -- versionis v2

hol der Hol der,

i ssuer Att Certl ssuer,

signature Al gorithm dentifier{SI GNATURE- ALGORI THM

{Si gnat ureAl gorithns}},
seri al Nunber CertificateSerial Nunber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF

AttributeSet {{AttributesDefined}},
i ssuer Uni quel D Uni quel dentifier OPTI ONAL,

ext ensi ons Ext ensi ons{{AttributeCert Ext ensi ons}} OPTI ONAL
}
AttCertVersion ::= I NTEGER { v2(1) }
Hol der ::= SEQUENCE ({
baseCertificatelD [0] IssuerSerial OPTI ONAL,
-- the issuer and serial nunber of
-- the holder’s Public Key Certificate
entityName [1] Ceneral Nanes OPTI ONAL,
-- the nane of the claimant or role
obj ect Di gestinfo [2] ObjectDi gestlnfo OPTI ONAL
-- used to directly authenticate the
-- hol der, for exanple, an executable
}
nj ect Di gestinfo 11 = SEQUENCE ({
di gest edhj ect Type ENUMERATED ({
publ i cKey (0),
publ i cKeyCert (1),
ot her Obj ect Types (2) 1},

-- other nj ect Types MJST NOT
-- be used in this profile
ot her Obj ect Typel D OBJECT | DENTI FI ER OPTI ONAL,
di gest Al gorithm Al gorithm dentifier{D GEST-ALGORITHM {...}},
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obj ect Di gest BI T STRI NG
}
AttCertlssuer ::= CHO CE {
vlForm General Names, -- MJST NOT be used in this
-- profile
v2Form [0] V2Form -- v2 only
}
V2Form : : = SEQUENCE {
i ssuer Nane Gener al Nanes  OPTI ONAL,
baseCertificatel D [0] IssuerSerial OPTIONAL,
obj ect Di gestiInfo [1] ObjectDigestlinfo OPTIONAL
-- issuerName MJUST be present in this profile
-- baseCertificatel D and objectDi gestlnfo MJST
-- NOT be present in this profile
}
| ssuerSerial ::= SEQUENCE {
i ssuer Gener al Nanes,
seri al CertificateSerial Number,
i ssuer Ul D Uni quel denti fi er OPTI ONAL
}
AttCertValidityPeriod ::= SEQUENCE {
not Bef oreTi me Ceneral i zedTi ne,
not Aft er Ti ne General i zedTi me
}
-- Syntax used by Attribute Certificate Extensions
Targets ::= SEQUENCE COF Tar get
Target ::= CHO CE {
t ar get Nane [0] GCeneral Nane,
target Group [1] Ceneral Nane,
target Cert [2] TargetCert
}
TargetCert ::= SEQUENCE {
targetCertificate |IssuerSerial,
t ar get Nane Gener al Nane OPTI ONAL,
certDi gestlnfo nj ect Di gest I nfo OPTI ONAL
}
AAControl s ::= SEQUENCE {
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pat hLenConstrai nt | NTEGER (0..MAX) OPTI ONAL,
permttedAttrs [0] AttrSpec OPTI ONAL,
excl udedAttrs [1] AttrSpec OPTI ONAL,
perm t UnSpeci fi ed BOOLEAN DEFAULT TRUE

}
AttrSpec::= SEQUENCE OF OBJECT | DENTI FI ER

Proxylnfo ::= SEQUENCE OF Targets

-- Syntax used by Attribute Certificate Attributes

letf AttrSyntax ::= SEQUENCE {
pol i cyAut hority[ 0] General Nanes OPTI ONAL,
val ues SEQUENCE OF CHO CE {
octets OCTET STRI NG,
oi d OBJECT | DENTI FI ER,
string UTF8Stri ng
}
}
SvceAuthlnfo ::= SEQUENCE {
service Gener al Nane,
i dent Gener al Nane,
aut hinfo OCTET STRI NG OPTI ONAL
}
Rol eSynt ax ::= SEQUENCE ({
rol eAuthority [0] General Nanes OPTI ONAL,
r ol eNane [1] GCeneral Nane
}
Cl earance ::= SEQUENCE ({
policyld OBJECT | DENTI FI ER,
cl assLi st Cl assLi st DEFAULT {uncl assifi ed},
securityCategories SET OF SecurityCategory
{{ SupportedSecurityCategories}} OPTI ONAL
}
-- Unconment the following lines to support deprecated cl earance
-- syntax and comment out previous C earance.
-- Cearance ::= Cearance-rfc3281
Cl earance-rfc3281 ::= SEQUENCE {
policyld [ 0] OBJECT | DENTI FI ER,
cl assLi st [1] d assList DEFAULT {uncl assifi ed},
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securityCategories [2] SET OF SecurityCategory-rfc3281
{{ SupportedSecurityCategories}} OPTI ONAL

}
ClassList ::= BIT STRING {

unmar ked (0),

uncl assi fied (1),

restricted (2),

confidenti al (3),

secr et (4),

t opSecr et (5)
}
SupportedSecurityCategories SECURI TY- CATEGORY ::={ ... }
SecurityCat egory-rfc3281{ SECURI TY- CATEGORY: Supported} ::= SEQUENCE ({

type [0] IMPLICIT SECURI TY- CATEGORY.

& d({Supported}),
val ue [1] EXPLICIT SECURI TY- CATEGORY.
&Type({ Supported}{@ype})

}
ACCl ear Attrs ::= SEQUENCE {

acl ssuer Gener al Nane,

acSeri al | NTECER,

attrs SEQUENCE OF AttributeSet{{AttributesDefined}}
}
END

14. ASN. 1 Module for RFC 5280, Explicit and Inplicit

Note that nmany of the changes in this nmodule are simlar or the sane
as the changes nade in nore recent versions of X 509 itself.

PKI X1Expl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51)}

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS
Ext ensi ons{}, EXTENSI ON, ATTRI BUTE, SingleAttribute{}
FROM PKI X- CommonTypes- 2009

{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xComron-02(57)}
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Al gorithm dentifier{}, PUBLIC KEY, SIGNATURE-ALGORI THM

FROM Al gorithm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- mod- al gorithm nformati on-02(58)}

Cert Ext ensi ons, Crl Extensions, Crl EntryExtensions
FROM PKI X1I npl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-md(0) id-nod-pkix1l-inplicit-02(59)}
Si gnat ur eAl gs, Publ i cKeys
FROM PKI XAl gs- 2009
{iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nmod(0) 56}

Si gnat ur eAl gs, PublicKeys

FROM PKI X1- PSS- QAEP- Al gori t hns- 2009
{iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- pki x1-rsa- pkal gs-02(54)}

ORAddr ess

FROM PKI X- X400Addr ess- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0) id-nod-pkix1-x400address-02(60)};

i d-pkix OBJECT IDENTIFIER ::=
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7)}

-- PKIX arcs
id-pe OBJECT IDENTIFIER ::= { id-pkix 1}
-- arc for private certificate extensions
id-qt OBJECT IDENTIFIER ::= { id-pkix 2}
-- arc for policy qualifier types
id-kp OBJECT IDENTIFIER ::={ id-pkix 3}
-- arc for extended key purpose O Ds
id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }

-- arc for access descriptors

-- policyQualifierlds for Internet policy qualifiers

i d-qt-cps OBJECT IDENTIFIER ::= { id-qt 1}
-- ODfor CPS qualifier
id-gt-unotice OBJECT IDENTIFIER ::= { id-qt 2}

-- ODfor user notice qualifier
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-- access descriptor definitions

i d- ad- ocsp OBJECT IDENTIFIER ::= { id-ad 1}
i d- ad-cal ssuers OBJECT IDENTIFIER ::={ id-ad 2 }
id-ad-timeStanping OBJECT IDENTIFIER ::={ id-ad 3 }
i d-ad-caRepository OBJECT IDENTIFIER ::={ id-ad 5 }

-- attribute data types

AttributeType ;1= ATTRIBUTE. & d
-- Replaced by SingleAttribute{}
-- Attribut eTypeAndVal ue .= SEQUENCE ({

-- type ATTRI BUTE. & d({ SupportedAttributes}),
-- val ue ATTRI BUTE. &Type({SupportedAttri butes}{@ype}) }

-- Suggested nam ng attributes: Definition of the follow ng

-- i nformati on obj ect set nay be augnented to neet | ocal

-- requirenments. Note that del eting nenbers of the set may
- - prevent interoperability with conform ng inpl enmentations.
-- Al attributes are presented in pairs: the AttributeType
-- followed by the type definition for the corresponding

-- Attri but eVal ue.

-- Arc for standard nam ng attributes
id-at OBJECT IDENTIFIER ::={ joint-iso-ccitt(2) ds(5) 4}

-- Nam ng attributes of type X520nane

i d-at-nane AttributeType ::={ id-at 41 }

at-name ATTRIBUTE ::= { TYPE X520nane | DENTI FI ED BY i d-at - name }

i d- at - sur name AttributeType ::={ id-at 4}

at-surnane ATTRIBUTE ::= { TYPE X520nane | DENTI FI ED BY i d-at -surnane }
i d- at - gi venNane AttributeType ::={ id-at 42 }

at - gi venNane ATTRI BUTE :: =
{ TYPE X520nane | DENTI FI ED BY i d- at - gi venName }

id-at-initials AttributeType ::={ id-at 43 }
at-initials ATTRIBUTE :: =
{ TYPE X520nane | DENTIFIED BY id-at-initials }

i d-at-generationQualifier AttributeType ::= { id-at 44}

at-generationQualifier ATTRIBUTE :: =
{ TYPE X520nane | DENTI FI ED BY i d-at-generationQualifier }
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-- Directory string type --

DirectoryString{l NTEGER maxSi ze} ::= CHO CE {
teletexString Tel etexString(SI ZE (1.. maxSi ze)),
printableString PrintableString(SIZE (1..maxSize)),

bmpString BMPStri ng(SI ZE (1..nmaxSi ze)),
universal String Universal String(SlZE (1..nmaxSize)),
uTF8Stri ng UTF8St ri ng(SI ZE (1..naxSize))

}

X520nane ::= DirectoryString {ub-nane}

-- Nam ng attributes of type X520ComobnNane

i d- at - conmonNane AttributeType ::={ id-at 3}

at - x520CommonNane ATTRI BUTE :: =
{TYPE X520CommonNane | DENTI FI ED BY i d- at - commonNane }

X520CommonNane ::= DirectoryString {ub-common-nane}
-- Naming attributes of type X520LocalityNane
id-at-1ocalityNane AttributeType ::={ id-at 7 }
at - x520Local i t yName ATTRI BUTE :: =
{ TYPE X520Local i t yNanme | DENTI FI ED BY id-at-localityNane }
X520LocalityNane ::= DirectoryString {ub-Iocality-nane}
-- Nam ng attributes of type X520St at eOr Provi nceNane
id-at-stateOrProvinceNane AttributeType ::= { id-at 8 }
at - x520St at eOr Provi nceNanme ATTRI BUTE :: =
{ TYPE DirectoryString {ub-state-nane}
| DENTI FI ED BY i d-at-stateO Provi nceNane }
X520St at eOr Provi nceNanme ::= DirectoryString {ub-state-nane}
-- Naming attributes of type X5200r gani zati onName
i d-at-organi zati onNane AttributeType ::={ id-at 10 }
at - x5200r gani zat i onNane ATTRI BUTE :: =
{ TYPE DirectoryString {ub-organi zati on- nane}
| DENTI FI ED BY i d-at-organi zati onNane }

X5200r gani zationNanme ::= DirectoryString {ub-organization-nane}

-- Nam ng attributes of type X5200Cr gani zati onal Uni t Nane
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i d-at-organi zati onal Uni t Nane AttributeType ::= { id-at 11}
at - x5200r gani zat i onal Uni t Name ATTRI BUTE :: =
{ TYPE DirectoryString {ub-organizational-unit-nane}
| DENTI FI ED BY i d-at-organi zati onal Uni t Nane }
X5200r gani zational UnitNanme ::= DirectoryString
{ub-organi zati onal - uni t - nane}
-- Naming attributes of type X520Title
id-at-title AttributeType ::={ id-at 12 }

at-x520Title ATTRIBUTE ::={ TYPE DirectoryString { ub-title }
| DENTIFIED BY id-at-title }

-- Naming attributes of type X520dnQualifier
id-at-dnQualifier AttributeType ::={ id-at 46 }

at - x520dnQual i fier ATTRIBUTE ::= { TYPE PrintableString
| DENTI FI ED BY id-at-dnQualifier }

-- Nam ng attributes of type X520countryName (di graph fromI|S 3166)
i d-at-countryNane AttributeType ::={ id-at 6 }

at - x520countryName ATTRIBUTE ::= { TYPE PrintableString (SIZE (2))
| DENTI FI ED BY i d-at-count ryNane }

-- Nam ng attributes of type X520Seri al Nunber
i d-at-serial Nunber AttributeType ::={ id-at 5}

at - x520Seri al Nunber ATTRIBUTE ::= {TYPE Printabl eString
(SIZE (1..ub-serial-nunber)) |DENTIFIED BY id-at-serial Nunber }

-- Nam ng attributes of type X520Pseudonym
i d- at - pseudonym AttributeType ::={ id-at 65}

at - x520Pseudonym ATTRIBUTE ::= { TYPE DirectoryString {ub-pseudonyn
| DENTI FI ED BY i d- at - pseudonym }

-- Naming attributes of type Domai nConmponent (from RFC 2247)
i d- domai nConponent AttributeType ::=

{ itu-t(0) data(9) pss(2342) ucl (19200300) pil ot (100)
pilotAttributeType(1l) 25 }

Hof f man & Schaad I nf or mati onal [ Page 95]



RFC 5912 New ASN. 1 for PKI X June 2010

at - domai nConmponent ATTRI BUTE ::= {TYPE | A5String
| DENTI FI ED BY i d-donai nConponent }

-- Legacy attributes
pkcs-9 OBJECT | DENTIFIER :: =

{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1l) 9 }
i d-ermi | Addr ess AttributeType ::={ pkcs-9 1}
at-emai | Address ATTRIBUTE ::= {TYPE | A5String

(SIZE (1..ub-email address-1ength)) | DENTIFIED BY

i d-emai | Addr ess }

-- nam ng data types --

Nane ::= CHOCE { -- only one possibility for now --
rdnSequence RDNSequence }

RDNSequence ::= SEQUENCE OF Rel ati veDi sti ngui shedNane

Di stingui shedNanme :: = RDNSequence

Rel ati veDi sti ngui shedNane ::=
SET SIZE (1 .. MAX) OF SingleAttribute { {SupportedAttributes} }

-- These are the known nane el enents for a DN

SupportedAttri butes ATTRIBUTE :: = {
at-name | at-surname | at-givenNane | at-initials |
at-generationQualifier | at-x520ComonNane |
at - x520Local i tyNane | at-x520StateO Provi nceNane |
at - x5200r gani zat i onNanme | at-x5200r gani zati onal Uni t Nare |
at-x520Title | at-x520dnQualifier | at-x520countryNane |
at - x520Seri al Nunber | at-x520Pseudonym | at-donmai nConmponent |
at-enmni | Address, ... }

-- Certificate- and CRL-specific structures begin here

Certificate ::= SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE {
version [0] Version DEFAULT v1,
seri al Nunber CertificateSerial Nunber,
si gnature Al gorithm dentifier{SI GNATURE- ALGORI THM
{Si gnat ureAl gorithns}},
i ssuer Narre,
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validity Validity,
subj ect Nane,
subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o,
tté:' -- |If present, version MJST be v2
i ssuerUniquelD [1] [IMPLICIT Uniqueldentifier OPTI ONAL
subj ectUniquel D [2] [IMPLICIT Uniqueldentifier OPTI ONAL
11,
[3: -- |If present, version MJST be v3 --
ext ensi ons [3] Extensions{{CertExtensions}} OPTI ONAL
11, }

Ver si on = INTEGER { v1(0), v2(1), v3(2) }

CertificateSerial Number := | NTEGER

Validity ::= SEQUENCE ({
not Bef ore Ti ne,
not Aft er Time }

Tinme ::= CHO CE {
ut cTi me UTCTi ne,
general Ti me General i zedTi me }

Uni quel dentifier = BIT STRING

Subj ect Publ i cKeyl nf o
al gorithm

subj ect Publ i cKey

CRL structures

Certificatelist

TBSCer t Li st
version

signature

i ssuer

t hi sUpdat e

next Updat e

revokedCertificates
userCertificate
revocati onDat e

(2
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= SEQUENCE {
Al gorithm dentifier{PUBLI C KEY,
{Publ i cKeyAl gorithns}},

BIT STRING }

SI GNED{ TBSCer t Li st }

SEQUENCE  {

Ver si on OPTI ONAL,

if present, MJST be v2

Al gorithm dentifier{SI GNATURE- ALGORI THM
{ Si gnat ureAl gorithns}},

Name,

Ti ne,

Ti me OPTI ONAL,

SEQUENCE SI ZE (1..MAX) OF SEQUENCE ({

CertificateSerial Number,

Ti me,

versi on MJUST be v2

if present,
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crl EntryExt ensi ons Extensi ons{{Crl EntryExt ensi ons}}

OPTI ONAL
1. ..
} CPTICNAL
t[2 -- if present, version MJST be v2
crl Ext ensi ons [0] Extensions{{Crl Extensions}}
OPTI ONAL

11, ...}

-- Version, Tine, CertificateSerial Nunber, and Extensions were
-- defined earlier for use in the certificate structure

-- The two object sets bel ow shoul d be expanded to include
-- those algorithnms which are supported by the system

--  For exanpl e:

-- SignhatureAl gorithnms SI GNATURE- ALGORI THM :: = {

-- PKI XAl gs-2008. Si gnatureAl gs, ...

-- - - RFC 3279 provides the base set

-- PKI X1- PSS- QAEP- ALGORI THMVS. Si gnat ur eAl gs |

-- - - RFC 4055 provi des extension al gs

-- Q her Modul e. Si gnat ur eAl gs

-- - - RFC XXXX provi des additional extension algs

Si gnat ureAl gorithns SI GNATURE- ALGORI THM : : = {
PKI XAl gs- 2009. Si gnat ur eAl gs, ...
PKI X1- PSS- QAEP- Al gori t hns- 2009. S|gnatureAIgs }

Publ i cKeyAl gorithms PUBLI C-KEY ::= {
PKI XAl gs-2009. Publ i cKeys, ...
PKI X1- PSS- QAEP- Al gori t hns- 2009 Publ i cKeys}

-- Upper Bounds

ub-state-nane | NTECER ::= 128

ub- or gani zati on-name | NTEGER ::= 64

ub- organi zati onal -unit-name | NTEGER :: = 64
ub-title INTEGER :: = 64

ub-serial -nunber | NTEGER ::= 64

ub- pseudonym | NTECER :: = 128

ub- emai | address-length | NTEGER ::= 255
ub-locality-name | NTEGER ::= 128

ub- conmon- nanme | NTEGER :: = 64

ub- name | NTEGER :: = 32768
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-- Note - upper bounds on string types, such as Tel etexString, are
-- neasured in characters. Excepting PrintableString or |A5String,
-- significantly greater nunber of octets will be required to hold
-- such a value. As a mnimum 16 octets or tw ce the specified

-- upper bound, whichever is the |arger, should be allowed for

-- TeletexString. For UTF8String or Universal String, at |east four
-- times the upper bound should be all owed.

-- Information object classes used in the definition
-- of certificates and CRLs

-- Paraneterized Type Sl GNED

-- Three different versions of doing SIG\ED:
-- 1. Sinple and close to the previous version

-- SI GNEDX ToBeSi gned} ::= SEQUENCE {

-- t oBeSi gned ToBeSi gned,

-- algorithm Al gorithm dentifier{SI GNATURE- ALGORI THM
-- {Si gnat ureAl gorithns}},

-- signature BI T STRI NG

-}

-- 2. From Aut henticated Framework

-- S| GNED{ ToBeSi gned} ::= SEQUENCE ({

- - t oBeSi gned ToBeSi gned,

-- COVPONENTS OF SI GNATURE{ ToBeSi gned}

- )

--  SI GNATURE{ ToBeSi gned} ::= SEQUENCE {

-- al gorithm dentifier Al gorithm dentifier,

-- encrypted ENCRYPTED- HASH{ ToBeSi gned}

}
-- ENCRYPTED- HASH{ ToBeSi gned} ::=
-- BI T STRI NG
-- ( CONSTRAI NED BY {
-- shall be the result of applying a hashing procedure to
-- the DER-encoded (see 4.1) octets of a val ue of
-- ToBeSi gned and then applyi ng an enci phernent procedure
- - to those octets

- })

-- 3. A nore conplex version, but one that autonmatically ties
-- together both the signature algorithmand the
-- signature value for automatic decoding.

SI GNED{ ToBeSi gned} ::= SEQUENCE {
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t oBeSi gned ToBeSi gned,
algorithm dentifier SEQUENCE {
al gorithm S| GNATURE- ALGCORI THM
& d({Si gnatureAl gorithns}),
par anmeters SI GNATURE- ALGORI THM

&Par ans({Si gnat ur eAl gorit hns}
{@l gorithmdentifier.algorithn) OPTI ONAL
}1
signature BI T STRI NG ( CONTAI NI NG SI GNATURE- ALGORI THM &Val ue(
{ Si gnat ur eAl gorit hns}
{@l gorithmdentifier.algorithnt}))
}

END

PKI X1I pl i ci t - 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-md(0) id-nod-pkix1l-inplicit-02(59)}
DEFINITIONS IMPLICI T TAGS :: =
BEG N
| MPORTS

AttributeSet{}, EXTENSI ON, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pki xComron-02(57) }

id-pe, id-kp, id-qgt-unotice, id-gt-cps, ORAddress, Nane,
Rel ati veDi sti ngui shedNane, CertificateSerial Nunber,
DirectoryString{}, SupportedAttributes

FROM PKI X1Expl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pkix1l-explicit-02(51) };

Cert Ext ensi ons EXTENSI ON :: = {
ext - Aut horityKeyldentifier | ext-SubjectKeyldentifier |
ext - KeyUsage | ext-PrivateKeyUsagePeriod |
ext-CertificatePolicies | ext-PolicyMappings |
ext - Subj ect Al t Name | ext-1ssuerAltNanme |
ext - Subj ectDirectoryAttributes |
ext-Basi cConstraints | ext-NanmeConstraints |
ext - PolicyConstraints | ext-ExtKeyUsage |
ext - CRLDi stributionPoints | ext-InhibitAnyPolicy |
ext - Freshest CRL | ext-Authorityl nfoAccess |
ext - Subj ect | nf oAccessSyntax, ... }

Crl Ext ensi ons EXTENSI ON :: = {
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ext - Aut horityKeyldentifier | ext-lssuerAltName |
ext - CRLNunber | ext-Del taCRLI ndicator |

ext -1 ssuingDistributionPoint | ext-FreshestCRL, ... }
Crl EntryExt ensi ons EXTENSI ON :: = {

ext - CRLReason | ext-Certificatelssuer |

ext - Hol dl nstructi onCode | ext-Invaliditybate, ... }

-- Shared arc for standard certificate and CRL extensions
id-ce OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 29 }
-- authority key identifier QD and syntax

ext - Aut horityKeyl dentifier EXTENSION ::= { SYNTAX

Aut hori tyKeyl denti fier |DENTIFIED BY
i d-ce-aut horityKeyldentifier }

i d-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= { id-ce 35}

Aut hori tyKeyl dentifier ::= SEQUENCE {
keyl dentifier [0] Keyldentifier OPTI ONAL,
aut horityCertlssuer [1] Ceneral Nanes OPTI ONAL,

aut horityCert Serial Number [2] CertificateSerial Nunber OPTIONAL }
(W TH COVPONENTS {

aut ’hori tyCertlssuer PRESENT,
aut horityCert Serial Nunmber PRESENT

b
W TH COMPONENTS {

aut hori tyCertlssuer ABSENT,
aut horityCert Serial Nunmber ABSENT

})

Keyldentifier ::= OCTET STRI NG
-- subject key identifier OD and syntax
ext - Subj ect Keyl dentifier EXTENSION ::= { SYNTAX
Keyl dentifier |DENTIFIED BY id-ce-subjectKeyldentifier }
i d-ce-subj ectKeyldentifier OBJECT IDENTIFIER ::= { id-ce 14 }
-- key usage extension A D and syntax
ext - KeyUsage EXTENSI ON :: = { SYNTAX
KeyUsage | DENTI FI ED BY i d-ce- keyUsage }
i d-ce-keyUsage OBJECT IDENTIFIER ::= { id-ce 15}

KeyUsage ::= BIT STRING {
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di gital Si gnature (0),

nonRepudi ati on (1), -- recent editions of X 509 have
-- renamed this bit to
-- cont ent Comm t nent

keyEnci pher ment (2),

dat aEnci pher nent (3),

keyAgr eenent (4),

keyCert Si gn (95),

cRLSi gn (6),

enci pher Only (7,

deci pherOnly (8)

}

-- private key usage period extension O D and syntax

ext - Pri vat eKeyUsagePeri od EXTENSI ON ::

Pri vat eKeyUsagePeri od | DENTI FI ED BY

{ SYNTAX
i d-ce-privat eKeyUsagePeri od }
I

i d-ce-privat eKeyUsagePeri od OBJECT IDENTIFIER ::= { id-ce 16 }
Privat eKeyUsagePeri od ::= SEQUENCE {
not Bef or e [ 0] General i zedTi me OPTI ONAL,
not Aft er [ 1] General i zedTi me OPTI ONAL }
(WTH COMPONENTS {..., notBefore PRESENT } |
W TH COVWONENTS {..., notAfter PRESENT })

-- certificate policies extension OD and syntax

ext-CertificatePolicies EXTENSION ::= { SYNTAX
CertificatePolicies | DENTIFIED BY id-ce-certificatePolicies}
id-ce-certificatePolicies OBJECT IDENTIFIER ::= { id-ce 32}

CertificatePolicies ::= SEQUENCE SIZE (1.. MAX) OF Policylnformation

Pol i cyl nformati on ::= SEQUENCE {
pol i cyldentifier Cert Policyld,
policyQualifiers SEQUENCE SI ZE (1..MAX) OF
Pol i cyQualifierlnfo OPTI ONAL }

CertPolicyld ::= OBJECT |DENTIFI ER
CERT- POLI CY- QUALI FI ER :: = TYPE- | DENTI FI ER
Pol i cyQualifierlnfo ::= SEQUENCE {

policyQualifierld CERT-PCLICY-QUALIFIER
& d({PolicyQualifierld}),

qualifier CERT- POLI CY- QUALI FI ER.
&Type({PolicyQualifierld}{@olicyQualifierld})}
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-- I nplenentations that recognize additional policy qualifiers MJST
-- augrent the followi ng definition for PolicyQualifierld

Pol i cyQualifierld CERT-POLI CY- QUALIFIER :: =

{ pgid-cps | pqgid-unotice, ... }
pgi d-cps CERT-POLI CY- QUALIFIER ::= { CPSuri |DENTIFIED BY id-qt-cps }
pgi d-unoti ce CERT-PCLI CY-QUALIFIER ::= { UserNotice

| DENTI FI ED BY id-qgt-unotice }
-- CPS pointer qualifier
CPSuri ::= I A5String

-- user notice qualifier

User Noti ce ::= SEQUENCE ({
not i ceRef Not i ceRef erence OPTI ONAL,
explicitText Di spl ayText OPTI ONAL}

-- This is not made explicit in the text
-- {WTH COWONENTS {..., noticeRef PRESENT} |
--  WTH COWONENTS {..., D splayText PRESENT }}

Noti ceRef erence ::= SEQUENCE ({
or gani zati on Di spl ayText,
noti ceNunber s SEQUENCE OF | NTEGER }

Di splayText ::= CHO CE {
iabString | A5String (SIzE (1..200)),
visibleString VisibleString (SIZE (1..200)),
brmpStri ng BMPSt ri ng (SIZE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200)) }

-- policy mappi ng extension O D and syntax

ext - Pol i cyMappi ngs EXTENSI ON ::= { SYNTAX
Pol i cyMappi ngs | DENTI FI ED BY i d-ce-pol i cyMappi ngs }
i d-ce-policyMappi ngs OBJECT IDENTIFIER ::= { id-ce 33}

Pol i cyMappi ngs ::= SEQUENCE SI ZE (1..MAX) OF SEQUENCE {

i ssuer Domai nPol i cy CertPolicyld,
subj ect Donmai nPol i cy CertPolicyld

}

-- subject alternative nane extension O D and syntax
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ext - Subj ect Al t Name EXTENSI ON ::= { SYNTAX
Gener al Nanes | DENTI FI ED BY i d-ce-subject Al t Nanme }
i d- ce-subj ect Alt Name OBJECT IDENTIFIER ::= { id-ce 17 }
Gener al Nanes ::= SEQUENCE SIZE (1..MAX) OF General Name
General Nane ::= CHO CE {
ot her Nane [0] | NSTANCE OF OTHER- NAME,
rf c822Nane [1] 1 A5String,
dNSNarme [2] 1 A5String,
x400Addr ess [3] ORAddress,
di r ect or yNane [4] Nane,
edi Part yNane [5] EDI PartyNane,
uni f or MResour cel denti fier [6] [1A5String,
i PAddr ess [7] OCTET STRI NG,
regi steredl D [8] OBJECT | DENTIFI ER
}
-- Anot her Nane repl aces OTHER- NAME :: = TYPE-| DENTI FI ER, as
-- TYPE-1DENTIFIER is not supported in the '88 ASN. 1 syntax
OTHER- NAME : : = TYPE- | DENTI FI ER
EDI Part yName ::= SEQUENCE {
naneAssi gner [0] DirectoryString {ubMax} OPTI ONAL,
part yNane [1] DirectoryString {ubMax}

-- issuer alternative nanme extension O D and syntax

ext - I ssuer Al t Nane EXTENSI ON :: = { SYNTAX

Gener al Nanes | DENTI FI ED BY id-ce-issuerAltNanme }
i d-ce-issuerAltName OBJECT IDENTIFIER ::= { id-ce 18 }
ext-SubjectDirectoryAttributes EXTENSI ON ::= { SYNTAX

Subj ectDirectoryAttributes | DENTI FI ED BY
i d-ce-subjectDirectoryAttributes }
i d-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= { id-ce 9}

Subj ectDirectoryAttributes ::= SEQUENCE SIZE (1.. MAX) OF
AttributeSet{{SupportedAttributes}}

-- basic constraints extension A D and syntax

Basi cConstrai nts | DENTI FI ED BY i d-ce-basi cConstraints }

ext-Basi cConstrai nts EXTENSION :: = { SYNTAX
[
i d-ce-basicConstraints OBJECT IDENTIFIER ::= { id-ce 19 }
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Basi cConstraints ::= SEQUENCE {

CA BOOLEAN DEFAULT FALSE,

pat hLenConst r ai nt | NTEGER (0..MAX) OPTI ONAL
}
-- name constraints extension O D and syntax
ext - NameConstrai nts EXTENSI ON :: = { SYNTAX

NaneConstrai nts | DENTI FI ED BY id-ce-naneConstraints }

i d-ce-naneConstraints OBJECT IDENTIFIER ::= { id-ce 30 }
NaneConstraints ::= SEQUENCE ({

perm ttedSubtrees [ 0] General Subtrees OPTI ONAL,

excl udedSubt r ees [1] GCeneral Subtrees OPTI ONAL

-- This is a constraint in the issued certificates by CAs, but is
-- not a requirenent on EEs.

-- (WTH COWONENTS { ..., permttedSubtrees PRESENT} |
--  WTH COVPONENTS { ..., excludedSubtrees PRESENT }}
CGeneral Subtrees ::= SEQUENCE SIZE (1..MAX) OF Ceneral Subtree
Gener al Subtree ::= SEQUENCE ({

base Gener al Nane,

M ni mum [0] BaseDi stance DEFAULT O,

maxi mum [1] BaseDi stance OPTI ONAL
}
BaseDi stance ::= | NTEGER (0..MAX)

-- policy constraints extension O D and syntax

ext - Pol i cyConstrai nts EXTENSI ON : :

Pol i cyConstrai nts | DENTI FI ED BY

{ SYNTAX
i d-ce-policyConstraints }
I

i d-ce-policyConstraints OBJECT IDENTIFIER ::= { id-ce 36 }
Pol i cyConstraints ::= SEQUENCE {

requi reExplicitPolicy [0] SkipCerts OPTI ONAL,

i nhi bi t Pol i cyMappi ng [1] SkipCerts OPTI ONAL }

-- This is a constraint in the issued certificates by CAs,
-- but is not a requirenent for EEs

-- (WTH COVPONENTS { ..., requireExplicitPolicy PRESENT} |
--  WTH COVWONENTS { ..., inhibitPolicyMappi ng PRESENT})
SkipCerts ::= I NTEGER (0..MAX)
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-- CRL distribution points extension OD and synt ax

ext-CRLDi stri butionPoints EXTENSION ::= { SYNTAX
CRLDi stri butionPoints | DENTI FI ED BY id-ce-cRLDi stributionPoints}

i d-ce-cRLDi stributionPoints OBJECT IDENTIFIER ::= {id-ce 31}
CRLDi stributionPoints ::= SEQUENCE SIZE (1.. MAX) OF DistributionPoint
Di stributionPoint ::= SEQUENCE {

di stri buti onPoi nt [0] DistributionPointNanme OPTI ONAL,

reasons [ 1] ReasonFl ags OPTI ONAL,

cRLI ssuer [ 2] Ceneral Nanes OPTI ONAL
}
-- This is not arequirenent in the text, but it seens as if it
-- shoul d be
--(WTH COVPONENTS {..., distributionPoint PRESENT} |
-- WTH COVWPONENTS {..., cRLIssuer PRESENT})
Di stributionPoi nt Nanme ::= CHO CE {

ful | Nane [ 0] Ceneral Nanes,

naneRel ati veToCRLI ssuer [1] Rel ativeDi sti ngui shedNane
}
ReasonFl ags ::= BI T STRI NG {

unused (0),

keyConpr omni se (1),

cAConpr om se (2),

affiliati onChanged (3),

super seded (4),

cessati onOf Operati on (95),

certificateHol d (6),

privil egeW t hdr awn (7,

aAConpr om se (8)

}
-- extended key usage extension O D and syntax
ext - Ext KeyUsage EXTENSI ON ::= { SYNTAX
Ext KeyUsageSynt ax | DENTI FI ED BY i d- ce- ext KeyUsage }

i d- ce-ext KeyUsage OBJECT I DENTIFIER ::= {id-ce 37}
Ext KeyUsageSynt ax ::= SEQUENCE SI ZE (1..MAX) OF KeyPurposeld
KeyPur posel d ::= OBJECT | DENTI FlI ER

-- permt unspecified key uses
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anyExt endedKeyUsage OBJECT | DENTIFIER ::= { id-ce-extKeyUsage 0 }

-- extended key purpose O Ds

i d-kp-serverAut h OBJECT IDENTIFIER ::={ id-kp 1}
i d-kp-clientAuth OBJECT IDENTIFIER ::= { id-kp 2}
i d- kp-codeSi gni ng OBJECT IDENTIFIER ::={ id-kp 3}
i d-kp-enmmi |l Protection OBJECT IDENTIFIER ::= { id-kp 4}
i d-kp-ti nmeStanping OBJECT IDENTIFIER ::= { id-kp 8 }
i d- kp- OCSPSi gni ng OBJECT IDENTIFIER ::={ id-kp 9 }
-- inhibit any policy O D and syntax
ext -1 nhi bi t AnyPolicy EXTENSION ::= {SYNTAX
Ski pCerts | DENTI FI ED BY i d-ce-inhi bitAnyPolicy }
i d-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::= { id-ce 54 }
-- freshest (delta)CRL extension O D and syntax
ext - Freshest CRL EXTENSI ON :: = {SYNTAX
CRLDi stributionPoints | DENTIFI ED BY id-ce-freshest CRL }
i d-ce-freshest CRL OBJECT IDENTIFIER ::= { id-ce 46 }
-- authority info access
ext - Aut horityl nfoAccess EXTENSION :: = { SYNTAX
Aut hori tyl nf oAccessSynt ax | DENTI FI ED BY
i d- pe-aut horitylnfoAccess }
i d-pe-aut horitylnfoAccess OBJECT IDENTIFIER ::= { id-pe 1}

Aut horityl nfoAccessSyntax ::=
SEQUENCE SI ZE (1..MAX) OF AccessDescription

AccessDescription ::= SEQUENCE {
accesshMet hod OBJECT | DENTI FI ER,
accesslLocation Gener al Nane }

-- subject info access
ext - Subj ect | nf oAccessSynt ax EXTENSI ON :: = { SYNTAX

Subj ect | nf oAccessSynt ax | DENTI FI ED BY i d- pe-subj ect | nf oAccess }
i d- pe-subj ectl nfoAccess OBJECT IDENTIFIER ::={ id-pe 11 }

Subj ect I nf oAccessSyntax ::=
SEQUENCE SI ZE (1..MAX) OF AccessDescription

-- CRL nunber extension O D and syntax
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ext - CRLNunber EXTENSI ON :: = { SYNTAX
| NTEGER (0..MAX) | DENTIFI ED BY id-ce-cRLNunber }
i d-ce-cRLNunber OBJECT IDENTIFIER ::= { id-ce 20 }
CRLNunmber ::= I NTEGER (0..MAX)
-- issuing distribution point extension OD and syntax
ext-1ssuingDi stributionPoint EXTENSION ::= { SYNTAX
| ssui ngDi stri butionPoi nt | DENTI FI ED BY
i d-ce-issuingDistributionPoint }
i d-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= { id-ce 28 }
| ssui ngDi stributionPoint ::= SEQUENCE {
di stri buti onPoi nt [0] DistributionPointNane OPTI ONAL,
onl yCont ai nsUser Certs [ 1] BOOLEAN DEFAULT FALSE,
onl yCont ai nsCACert s [ 2] BOOLEAN DEFAULT FALSE,
onl ySonmeReasons [ 3] ReasonFl ags OPTI ONAL,
i ndi rect CRL [4] BOCOLEAN DEFAULT FALSE,
onl yCont ai nsAttri buteCerts [5] BOOLEAN DEFAULT FALSE
}
-- at nost one of onlyContainsUserCerts, onlyContai nsCACerts,
-- or onlyContainsAttributeCerts nmay be set to TRUE.
ext - Del t aCRLI ndi cat or EXTENSI ON :: = { SYNTAX
CRLNunber | DENTI FI ED BY id-ce-deltaCRLI ndicator }
i d-ce-del taCRLI ndi cator OBJECT IDENTIFIER ::= { id-ce 27 }
-- CRL reasons extension O D and syntax
ext - CRLReason EXTENSI ON ::= { SYNTAX
CRLReason | DENTI FI ED BY i d-ce-cRLReasons }
i d- ce- cRLReasons OBJECT IDENTIFIER ::= { id-ce 21 }
CRLReason ::= ENUMERATED ({
unspeci fied (0),
keyConpr omi se (1),
cAConpr omi se (2),
affiliati onChanged (3),
super seded (4),
cessati onOf Operati on (95),
certificateHol d (6),
renoveFr onCRL (8),
privil egeWthdrawn (9),
aAConpr oni se (10)
}
-- certificate issuer CRL entry extension O D and synt ax
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ext-Certificatelssuer EXTENSION ::= { SYNTAX

Gener al Nanes | DENTI FI ED BY id-ce-certificatelssuer }
id-ce-certificatel ssuer OBJECT IDENTIFIER ::={ id-ce 29 }
-- hold instruction extension A D and syntax
ext - Hol dl nstructi onCode EXTENSI ON ::= { SYNTAX

OBJECT | DENTI FI ER | DENTI FI ED BY i d- ce- hol dl nstructi onCode }
i d-ce-hol dl nstructionCode OBJECT IDENTIFIER ::={ id-ce 23}

-- ANSI x9 hol di nstructions

hol dl nstruction OBJECT | DENTI FIER :: =
{joint-iso-itu-t(2) nenber-body(2) us(840) x9cm(10040) 2}

i d- hol di nstruction-none OBJECT IDENTIFIER ::=

{hol dl nstruction 1} -- deprecated
i d-hol di nstruction-callissuer OBJECT |IDENTIFIER :: =

{hol dI nstruction 2}
i d-hol di nstruction-reject OBJECT I DENTIFIER :: =

{hol dl nstruction 3}

-- invalidity date CRL entry extension O D and syntax

ext-InvalidityDate EXTENSION ::= { SYNTAX
General i zedTi me | DENTI FIED BY id-ce-invalidityDate }

id-ce-invalidityDate OBJECT IDENTIFIER ::={ id-ce 24 }

-- Upper bounds

ubMax | NTEGER ::= 32768

END

-- This nodule is used to isolate all the X 400 nam ng information
-- There is no reason to expect this to occur in a PKIX certificate.

PKI X- X400Addr ess- 2009
{iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0) id-nod-pkix1-x400address-02(60) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

-- X. 400 address syntax starts here
ORAddr ess :: = SEQUENCE ({
built-in-standard-attributes BuiltlnStandardAttributes,

built-in-domai n-defi ned-attri butes
Bui | t I nDomai nDef i nedAttri butes OPTI ONAL
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-- see also tel etex-domai n-defined-attributes
extension-attributes ExtensionAttributes OPTI ONAL }

-- Built-in Standard Attri butes

BuiltInStandardAttri butes ::= SEQUENCE {
country-nane Count r yName OPTI ONAL
admi ni st rati on-domai n- nane Admi ni strati onDonai nNanme OPTI ONAL
net wor k- addr ess [0] I'MPLICIT Networ kAddress OPTI ONAL
-- see al so extended- networ k- addr ess
term nal -identifier [1] IMPLICIT Term nal ldentifier OPTI ONAL
pri vat e- domai n- nane [2] PrivateDonmai nNanme OPTI ONAL
or gani zati on- nane [3] IMPLICIT Organi zati onNanme OPTI ONAL

-- see al so tel etex-organization-nane
numeri c-user-identifier [4] IMPLICIT NurmericUserldentifier
OPTI ONAL,
per sonal - name [5] IMPLICIT Personal Nane OPTI ONAL
-- see al so tel etex-personal -nnane
organi zational -unit-nanmes [6] |IMPLICIT O gani zational Uni t Nanes
OPTI ONAL }
-- see also tel etex-organizational -unit-nanes

CountryName ::= [APPLI CATION 1] CHAO CE {
x121-dcc-code NunmericString
(Sl ZE (ub-country-nane-nuneric-1|ength)),
i so- 3166-al pha2-code PrintableString
(Sl ZE (ub-country-nane-al pha-1ength)) }

Admi ni strati onDomai nName ::= [ APPLI CATI ON 2] CHO CE {
nuneric NunmericString (Sl ZE (0. . ub-domai n-nane-| ength)),
printable PrintableString (SIZE (0..ub-donmai n-name-1ength)) }

Net wor kAddress ::= X121Address -- see al so extended-networ k- addr ess
X121Address ::= NunericString (SIZE (1..ub-x121-address-|ength))
Terminal Identifier ::= PrintableString (SIZE

(1..ub-termnal -id-length))
Pri vat eDomai nNane ::= CHO CE {
nuneric NunericString (SIZE (1..ub-domain-nane-|ength)),
printable PrintableString (SIZE (1..ub-domai n-name-1ength)) }
Organi zati onNane ::= Printabl eString
(SIZE (1..ub-organization-name-|ength))
-- see also tel etex-organization-nane

NunericUserldentifier ::= NunericString
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(SIZE (1..ub-nuneric-user-id-1ength))

Per sonal Nane ::= SET {
sur name [0] IMPLICIT PrintableString
(SIZE (1..ub-surname-1ength)),
given-nane [1] IMPLICIT PrintableString
(SIZE (1..ub-given-nane-|ength)) OPTI ONAL,
initials [2] IMPLICIT PrintableString
(SIZE (1..ub-initials-length)) OPTI ONAL,
generation-qualifier [3] IMPLICIT PrintableString
(SIZE (1..ub-generation-qualifier-Iength))
OPTI ONAL }
-- see al so tel etex-personal -nane

Organi zat i onal Uni t Names :: = SEQUENCE SI ZE (1. . ub-organizational -units)
OF Organi zati onal Uni t Nane
-- see also tel etex-organizational -unit-nanes

Organi zational UnitNane ::= PrintableString (SIZE
(1..ub-organi zati onal -uni t - name-1 ength))

-- Built-in Donmmi n-defined Attri butes

Bui | t I nDormai nDef i nedAttri butes ::= SEQUENCE Sl ZE
(1..ub-domai n-defined-attributes) OF
Bui | t I nDorai nDef i nedAttri bute

Bui | t I nDormai nDef i nedAttribute ::= SEQUENCE {
type PrintableString (SIZE
(1..ub-domai n-defined-attribute-type-1ength)),
val ue PrintableString (SIZE
(1..ub-donmai n-defined-attribute-val ue-length)) }

-- Extension Attributes

Extensi onAttributes ::= SET SIZE (1..ub-extension-attributes) OF
Ext ensi onAttri bute
EXTENSI ON- ATTRI BUTE :: = CLASS {
& d | NTEGER (0. . ub-extension-attributes) UN QUE,
&Type

} W TH SYNTAX { &Type | DENTI FI ED BY & d }

Extensi onAttribute ::= SEQUENCE {
extension-attribute-type [0] | MPLICIT EXTENSI ON- ATTRI BUTE.
& d({Support edExt ensi onAttri butes}),
extension-attribute-value [1] EXTENSI ON- ATTRI BUTE.
&Type({Support edExt ensi onAttri but es}
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{@xtension-attribute-type})}

Support edExt ensi onAttri butes EXTENSI ON- ATTRI BUTE :: = {

June 2010

ea- commonNane | ea-tel et exConmonName | ea-tel et exOrgani zat i onName
| ea-tel etexPersonal Name | ea-tel et exOrganizational Uni t Nanes |

ea- pDSName | ea-physi cal Del i veryCountryNanme | ea- postal Code |

ea- physi cal Del i veryOf fi ceNanme | ea-physi cal Del i veryOf fi ceNunber |
ea- ext ensi onORAddr essConponents | ea- physi cal Del i ver yPer sonal Nane

| ea-physical DeliveryOrgani zati onNanme |

ea- ext ensi onPhysi cal Del i ver yAddr essConponent s |

ea- unf or mat t edPost al Address | ea-street Address |
ea- post O fi ceBoxAddress | ea- posteRest ant eAddr ess |
ea- uni quePost al Nane | ea-|ocal Postal Attributes |
ea- ext endedNet wor kAddress | ea-term nal Type |
ea-tel et exDomai nDefi nedAttri butes, ... }

-- Extension types and attribute val ues

ea- commonNanme EXTENSI ON- ATTRIBUTE ::= { Printabl eString
(SIZE (1..ub-conmon-nane-1ength)) |DENTIFIED BY 1 }

ea-t el et exConmonName EXTENSI ON- ATTRI BUTE :: = {Tel etexString
(SIZE (1..ub-conmon-nane-| ength)) |DENTIFIED BY 2 }

ea-tel et exOrgani zati onNanme EXTENSI ON- ATTRI BUTE: : = { Tel etexString
(SIZE (1..ub-organization-name-|ength)) |DENTIFIED BY 3 }

ea-t el et exPer sonal Nane EXTENSI ON- ATTRI BUTE :: = { SET {
sur name [0] IMPLICIT Tel etexString
(SI ZE (1..ub-surname-1ength)),
given-nane [1] IMPLICIT Tel etexString

(SIZE (1..ub-given-nane-|ength)) OPTI ONAL,

initials [2] IMPLICIT Tel etexString

(SIZE (1..ub-initials-length)) OPTI ONAL,

generation-qualifier [3] IMPLICIT Tel etexString

(SIZE (1..ub-generation-qualifier-length))

OPTI ONAL } | DENTI FI ED BY 4 }

ea-tel et exOrgani zati onal Uni t Nanes EXTENSI ON- ATTRI BUTE : : =

{ SEQUENCE Sl ZE (1..ub-organizational -units) OF

Tel et exOrgani zati onal Uni t Nane | DENTI FI ED BY 5 }

Tel et exOrgani zati onal Uni t Nane ::= Tel etexString
(SIZE (1..ub-organizational -unit-nane-|ength))

ea- pDSName EXTENSI ON- ATTRI BUTE :: = {Printabl eString
(SIZE (1..ub-pds-nane-|ength)) |IDENTIFIED BY 7 }
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ea- physi cal Del i ver yCount ryNane EXTENS|I ON- ATTRI BUTE :: = { CHO CE {
x121-dcc-code NunericString (SlIZE
(ub-count ry-name- nuneric-1ength)),
i so- 3166- al pha2-code Printabl eString
(SI ZE (ub-country-nane-al pha-1ength)) }
| DENTI FI ED BY 8 }

ea- post al Code EXTENSI ON- ATTRIBUTE :: = { CHO CE {
nuneric-code NunericString (SIZE (1..ub-postal-code-length)),
printabl e-code PrintableString (SIZE (1..ub-postal-code-1ength)) }
| DENTI FI ED BY 9 }

ea- physi cal Del i veryOf fi ceName EXTENSI ON- ATTRI BUTE : : =
{ PDSPar anet er | DENTIFIED BY 10 }

ea- physi cal Del i veryOf fi ceNunmber EXTENSI ON- ATTRI BUTE : :
{ PDSPar anet er | DENTI FI ED BY 11 }

ea- ext ensi onORAddr essConponent s EXTENSI ON- ATTRI BUTE : :
{PDSPar anet er | DENTI FI ED BY 12 }

ea- physi cal Del i ver yPer sonal Name EXTENSI ON- ATTRI BUTE : :
{ PDSPar anet er | DENTI FI ED BY 13}

ea- physi cal Del i veryOrgani zat i onNane EXTENSI ON- ATTRI BUTE : : =
{ PDSPar anet er | DENTI FI ED BY 14 }

ea- ext ensi onPhysi cal Del i ver yAddr essConmponent s EXTENSI ON- ATTRI BUTE : : =
{ PDSPar anet er | DENTI FI ED BY 15 }

ea- unf or mat t edPost al Addr ess EXTENSI ON- ATTRI BUTE :: = { SET {
printabl e-address SEQUENCE SI ZE (1.. ub- pds-physi cal - address- | i nes)
OF PrintableString (Sl ZE (1..ub-pds-paraneter-|ength))
OPTI ONAL,
teletex-string Tel etexString
(SIZE (1..ub-unformatted-address-|ength)) OPTI ONAL }
| DENTI FI ED BY 16 }

ea- st reet Address EXTENSI ON- ATTRI BUTE : : =
{ PDSPar anet er | DENTI FI ED BY 17 }

ea- post O f i ceBoxAddr ess EXTENSI ON- ATTRI BUTE : :
{ PDSPar anet er | DENTI FI ED BY 18 }

ea- post eRest ant eAddr ess EXTENSI ON- ATTRI BUTE : :
{ PDSPar anet er | DENTI FI ED BY 19 }

ea- uni quePost al Nanme EXTENSI ON- ATTRI BUTE : : =
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{ PDSPar anet er | DENTI FI ED BY 20 }

ea-| ocal Postal Attri butes EXTENSI ON- ATTRI BUTE : : =
{ PDSPar anet er | DENTI FI ED BY 21 }
PDSPar anet er ::= SET {
printable-string PrintableString
(Sl ZE(1. . ub- pds-paraneter-1ength)) OPTI ONAL,
tel etex-string Tel etexString
(Sl ZE(1. . ub- pds-paraneter-1ength)) OPTI ONAL }

ea- ext endedNet wor KAddr ess EXTENSI ON- ATTRI BUTE : : = {
CHO CE {
€163- 4- addr ess SEQUENCE {
nunber [0] IMPLICIT NunericString
(SIZE (1..ub-e163-4-nunber-Iength)),
sub-address [1] IMPLICIT NunericString
(SIZE (1..ub-e163-4-sub-address-1ength)) OPTI ONAL
H
psap-address [0] IMPLICIT PresentationAddress
} I DENTI FI ED BY 22

}
Present ati onAddr ess :: = SEQUENCE {
pSel ect or [0] EXPLICIT OCTET STRI NG OPTI ONAL,
sSel ect or [1] EXPLICIT OCTET STRI NG OPTI ONAL,
t Sel ect or [2] EXPLICIT OCTET STRI NG OPTI ONAL,
nAddr esses [3] EXPLICIT SET SIZE (1..MAX) OF OCTET STRI NG }
ea-term nal Type EXTENSI ON- ATTRI BUTE :: = {| NTECER {
telex (3),
teletex (4),

g3-facsinmle (5),
g4-facsinmle (6),
iab-terminal (7),
vi deotex (8) } (0..ub-integer-options)
| DENTI FI ED BY 23 }

-- Extensi on Domai n-defined Attri butes

ea-t el et exDomai nDef i nedAttri but es EXTENSI ON- ATTRI BUTE : : =
{ SEQUENCE Sl ZE (1.. ub-domai n-defined-attributes) OF
Tel et exDonai nDefi nedAttri bute | DENTIFIED BY 6 }

Tel et exDomai nDef i nedAttribute ::= SEQUENCE {
type Tel etexString
(SIZE (1..ub-domai n-defined-attribute-type-length)),
val ue Tel etexString
(SIZE (1..ub-donuai n-defined-attribute-val ue-length)) }
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-- specifications of Upper Bounds MJST be regarded as nandatory

-- fromAnnex B of ITUT X 411 Reference Definition of MIS Paraneter
--  Upper Bounds

-- Upper Bounds

ub-match | NTEGER ::= 128

ub- conmon- nane- | ength | NTEGER :: = 64

ub- country-nane- al pha-length I NTEGER ::= 2

ub- country-nane-nuneric-length INTEGER ::= 3

ub- domai n-defi ned-attributes I NTEGER ::= 4

ub- donmai n-defi ned-attribute-type-length | NTEGER ::= 8
ub- domai n- defi ned-attribute-val ue-1ength I NTEGER ::= 128
ub- donmai n- narme- | ength | NTEGER ::= 16

ub- extensi on-attri butes | NTEGER ::= 256

ub- el163- 4- nunber-1ength I NTEGER ::= 15

ub- e163- 4- sub- address-1length I NTEGER ::= 40

ub- generation-qualifier-length INTEGER ::= 3

ub- gi ven- name-1ength I NTEGER ::= 16
ub-initials-length INTEGER ::= 5
ub-integer-options | NTEGER ::= 256

ub- numeric-user-id-length | NTEGER ::= 32

ub- or gani zati on- nanme-1 ength | NTEGER :: = 64

ub- organi zati onal -uni t-name-1ength | NTEGER ::= 32
ub- organi zational -units I NTEGER ::= 4

ub- pds- name-1 ength | NTEGER ::= 16

ub- pds- paranmeter-length I NTEGER ::= 30

ub- pds- physi cal - address-lines INTEGER ::= 6

ub- postal -code-1 ength | NTEGER ::= 16

ub- surname-1ength I NTEGER ::= 40

ub-termnal -id-length I NTEGER ::= 24

ub- unf or matt ed- address-1 ength | NTEGER ::= 180

ub- x121- address-1ength I NTEGER ::= 16

-- Note - upper bounds on string types, such as TeletexString, are

-- measured in characters. Excepting PrintableString or 1A5String, a
-- significantly greater number of octets will be required to hold

-- such a value. As a mnimm 16 octets or twi ce the specified

-- upper bound, whichever is the larger, should be allowed for

-- TeletexString. For UTF8String or Universal String, at |east four
-- times the upper bound should be all owed.

END

15. Security Considerations
Even though all the RFCs in this document are security-related, the
docunent itself does not have any security considerations. The ASN. 1

nodul es keep the same bits-on-the-wire as the nodul es that they
repl ace.
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