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Definition of Master Key between PANA Cient and Enforcement Point
Abst r act

Thi s docunent defines a naster key used between a client of the
Protocol for carrying Authentication for Network Access (PANA) and an
enf orcenent point, for bootstrapping | ower-layer ciphering. The
master key is derived fromthe Master Session Key of the Extensible
Aut hentication Protocol as a result of successful PANA

aut hentication. The naster key guarantees cryptographic independence
anong enforcenent points bootstrapped from PANA aut hentication across
different address famlies.
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1. Introduction

The Protocol for carrying Authentication for Network Access (PANA)

[ RFC5191] is designed to facilitate network access authentication and
aut horization of clients in access networks. It carries Extensible
Aut hentication Protocol (EAP) [RFC3748] between a PANA dient (PaC
and a PANA Aut hentication Agent (PAA) where the PAA functions as an
aut hentication gateway to the Authentication Server (AS). The PANA
framewor k [ RFC5193] defines an another entity referred to as an

Enf orcement Point (EP), which resides in the access network and

all ows access (data traffic) of authorized PaCs while preventing
access of others depending on the PANA aut henticati on and

aut horization result (Figure 1). The EP and PAA may be inpl enented
on the sane device or separate devices.

RADI US,
D anet er,
oo + PANA oo + LDAP, API, etc. +----- +
| PaC | <-----------m---n- > PAA | <---mmi e >| AS
+o-m - - + +o-m - - + +o-m - - +
N N
| |
| t----- + |
| KE, e > EP | <-------- + ANCP, API, etc.
4-way handshake, +----- +
etc.
%

Data traffic
Fi gure 1: PANA Functional Mode

The EP uses non-cryptographic or cryptographic filters to selectively
all ow and di scard data packets. These filters may be applied at the
link-layer or the IP-layer [PANA-IPSEC]. Wen cryptographic access
control is used, a secure association protocol [RFC3748] needs to run
bet ween the PaC and EP. After conpletion of the secure association
protocol, |ink- or network-layer per-packet security (for exanple,

| Psec ESP) is enabled for integrity protection, data origin

aut hentication, replay protection, and optionally confidentiality
protection.

Thi s docunent defines the PaC-EP Master Key (PEMK) that is used by a
secure associ ation protocol as the pre-shared secret between the PaC
and EP to enable cryptographic filters in the access network. The
PEMK is defined to guarantee cryptographi c i ndependence anong EPs
boot st rapped from PANA aut hentication across different address
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famlies. This docunent al so describes a guideline for distributing
PEMKs fromthe PAA to EP

Thi s docunent does not specify a nmechanismfor a PaC to know whet her
the | ower layer requires a secure association protocol or the pre-
shared secret for the secure association protocol needs to be
boot st rapped from PANA aut hentication. Such a nechani sm nmay be
defined by each | ower-1layer protocol

1.1. Specification of Requirenments

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD',
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

2. Term nol ogy

Thi s docunent reuses the following terns defined in [ RFC5191]: PaC
(PANA Cient), PAA (PANA Authentication Agent), EP (Enforcenent
Point), MSK (Master Session Key), PANA Session, and Session

I dentifier.

3. PaC-EP Master Key

A PEMNK (PaC-EP Master Key) is derived froman avail able MSK. The
PEMK is 64 octets in length and is cal cul ated as foll ows:

PEMK = prf+(MsK, "IETF PEMK" | SID| KID | EPID)
where | denotes concatenati on.

o The prf+ function is defined in | KEv2 [ RFC4306]. The pseudo-
random function used for the prf+ function is specified in the
PRF- Al gorithm AVP carried in a PANA- Aut h- Request nessage with 'S
(Start) bit set.

o "IETF PEMK" is the ASCI| code representation of the non-NULL
term nated string (excluding the double quotes around it).

o SIDis a four-octet Session ldentifier [RFC5191].

o KIDis the content of the Key-1D AVP [ RFC5191] associated with the
VBK.

o EPIDis the identifier of the EP. The first two octets represents

the AddressType, which contains an Address Fanmily defined in
[ 1 ANAADFAM . The remmi ning octets encode the address value. The
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l ength of the address value is determ ned by the AddressType. The
AddressType is used to discrim nate the content and fornmat of the
remai ni ng octets for the address value. The use of the

conbi nati on of address fam |y and address val ue guarantees the
crypt ographi c i ndependence of PEMKs anong multiple EPs that are
boot st rapped from PANA aut hentication across nmultiple address
famlies. How a PaC discovers an EPID is out of the scope of this
document .

3.1. Key Nane of PEMK
The key nane of the PEMK is defined as follows.

PEMKnanme = SHA1(EPID | SID | KID), where SHAl denotes the SHA-1
algorithmspecified in [SHS]. Inclusion of the EPID, SID, and KID
provi des uni queness of PEMK names anong multiple PaC EP pairs under a
gi ven PAA.

3.2. Scope of PEMK

One PEMK is used between one PaC and one EP. A PEMK MJST NOT be
shared anmong multiple PaCs or EPs.

3.3. Context of PEMWK

A PEMK is used as the pre-shared key of the secure association
protocol in the scope of the PEMK. A PEMK MJUST NOT be used for any
ot her usage.

3.4. Lifetime of PEMK

The lifetime of a PEMK MJST be less than or equal to the lifetine of
the MSK fromwhich it is derived. At the end of the lifetine, the
PEMK and its associ ated states MJST be del et ed.

4. Security Considerations

The foll owi ng considerations are specifically nmade to follow the
Aut henti cation, Authorization, and Accounting (AAA) key managenent
gui dance [ RFC4962]. O her AAA key managenent requirenments such as
key lifetine, key scope, key context, and key name are described in
Section 3.

4.1. Channel Binding
Since the device identifier of the EP is involved in the key

derivation function, Channel Binding on a PEMK is made between the
PaC and PAA at the tine when the PEMK is generated. |f a malicious
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4.

6.

6.

EP advertises a different device identifier than that registered with
the PAA, the nalicious attenpt will not succeed since the secure
associ ation protocol will fail due to the difference in the PEMK

val ues cal cul ated by the PaC and the EP

2. Quideline for Distributing PEMK from PAA to EP

When an EP is inplenented on the sanme device as the PAA, no protoco
needs to be used for distributing a PEMK fromthe PAA to the EP

In the case where the EP is inplemented on a separate device fromthe
PAA, a protocol is needed to distribute a PEWK fromthe PAA to the
EP. Such a key distribution protocol may depend on the architecture
and depl oynent using PANA. A key distribution protocol for a PEMK
MUST ensure that the PEMK is encrypted as well as integrity and
replay protected, with a security association between the PAA and EP
where the security associati on MIST be cryptographically bound to the
identities of the PAA and EP known to the PaC.
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