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Abstract

Session Traversal Uilities for NAT (STUN) is a protocol that serves
as a tool for other protocols in dealing with Network Address

Transl ator (NAT) traversal. It can be used by an endpoint to
determ ne the I P address and port allocated to it by a NAT. It can
al so be used to check connectivity between two endpoints, and as a
keep-alive protocol to maintain NAT bindings. STUN works with many
exi sting NATs, and does not require any special behavior fromthem

STUN is not a NAT traversal solution by itself. Rather, it is a too
to be used in the context of a NAT traversal solution. This is an

i mportant change fromthe previous version of this specification (RFC
3489), which presented STUN as a conpl ete solution

Thi s docunent obsol etes RFC 3489.
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1

| ntroducti on

The protocol defined in this specification, Session Traversa
Uilities for NAT, provides a tool for dealing with NATs. It

provi des a means for an endpoint to determ ne the |IP address and port
al l ocated by a NAT that corresponds to its private |P address and
port. It also provides a way for an endpoint to keep a NAT bi ndi ng
alive. Wth sone extensions, the protocol can be used to do
connectivity checks between two endpoints [MMJSIC-ICE], or to relay
packets between two endpoi nts [ BEHAVE- TURN] .

In keeping with its tool nature, this specification defines an
ext ensi bl e packet format, defines operation over several transport
protocols, and provides for two forns of authentication

STUN is intended to be used in context of one or nore NAT traversa
solutions. These solutions are known as STUN usages. Each usage
describes how STUN is utilized to achieve the NAT traversal solution.
Typically, a usage indicates when STUN nessages get sent, which
optional attributes to include, what server is used, and what

aut hentication nechanismis to be used. Interactive Connectivity
Establishment (ICE) [MMUSIC-ICE] is one usage of STUN. SIP Qutbound
[ SI P-QUTBOUND] is another usage of STUN. In sonme cases, a usage wl|
require extensions to STUN. A STUN extension can be in the form of
new et hods, attributes, or error response codes. Mre information
on STUN usages can be found in Section 14.

Evol uti on from RFC 3489

STUN was originally defined in RFC 3489 [ RFC3489]. That
specification, sonetinmes referred to as "classic STUN', represented
itself as a conplete solution to the NAT traversal problem In that
solution, a client would discover whether it was behind a NAT,
determ ne its NAT type, discover its |IP address and port on the
public side of the outermpst NAT, and then utilize that |P address
and port within the body of protocols, such as the Session Initiation
Protocol (SIP) [RFC3261]. However, experience since the publication
of RFC 3489 has found that classic STUN sinply does not work
sufficiently well to be a depl oyable solution. The address and port
| earned t hrough classic STUN are sonetines usable for comunications
with a peer, and sonetimes not. Cassic STUN provided no way to

di scover whether it would, in fact, work or not, and it provided no
renedy in cases where it did not. Furthernore, classic STUN s
algorithmfor classification of NAT types was found to be faulty, as
many NATs did not fit cleanly into the types defined there.
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Classic STUN al so had a security vulnerability -- attackers could
provide the client with incorrect nmapped addresses under certain
topol ogi es and constraints, and this was fundanmentally not sol vabl e
through any cryptographi c neans. Though this problemremins with
this specification, those attacks are now mtigated through the use
of nore conplete solutions that make use of STUN

For these reasons, this specification obsol etes RFC 3489, and instead
describes STUN as a tool that is utilized as part of a conplete NAT
traversal solution. ICE [MMIUSICICE] is a conplete NAT traversa
solution for protocols based on the of fer/answer [RFC3264]

net hodol ogy, such as SIP. SIP Qutbound [SIP-OQUTBOUND] is a conplete
solution for traversal of SIP signaling, and it uses STUN in a very
different way. Though it is possible that a protocol nay be able to
use STUN by itself (classic STUN) as a traversal solution, such usage
is not described here and is strongly discouraged for the reasons
descri bed above.

The on-the-wire protocol described here is changed only slightly from
classic STUN. The protocol now runs over TCP in addition to UDP
Extensibility was added to the protocol in a nore structured way. A
magi ¢ cooki e nechani smfor denultiplexing STUN with application
protocol s was added by stealing 32 bits fromthe 128-bit transaction

I D defined in RFC 3489, allow ng the change to be backwards

conpati ble. Mapped addresses are encoded using a new excl usive-or
format. There are other, nore m nor changes. See Section 19 for a
nore conplete listing.

Due to the change in scope, STUN has al so been renanmed from"Si nmpl e
Traversal of UDP through NAT" to "Session Traversal Utilities for
NAT". The acronymrenains STUN, which is all anyone ever renenbers
anyway.

3. Overview of Qperation

This section is descriptive only.
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[----- \
/1 STUN \\
| Server |
\\ /1
\----- /
R + Public I nternet
................ NAT 2 [ o
R +
R LT + Private NET 2
................ NAT 1 [ o
R +
[----- \
/1 STUN \\
| Cient |
\\ /1 Private NET 1
\----- /

Figure 1. One Possible STUN Configuration

One possible STUN configuration is shown in Figure 1. 1In this
configuration, there are two entities (called STUN agents) that

i mpl enent the STUN protocol. The lower agent in the figure is the
client, and is connected to private network 1. This network connects
to private network 2 through NAT 1. Private network 2 connects to
the public Internet through NAT 2. The upper agent in the figure is
the server, and resides on the public Internet.

STUN is a client-server protocol. It supports two types of
transactions. One is a request/response transaction in which a
client sends a request to a server, and the server returns a
response. The second is an indication transaction in which either
agent -- client or server -- sends an indication that generates no
response. Both types of transactions include a transaction ID, which
is a randomy selected 96-bit number. For request/response
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transactions, this transaction ID allows the client to associate the
response with the request that generated it; for indications, the
transaction I D serves as a debuggi ng aid.

Al'l STUN messages start with a fixed header that includes a nethod, a
class, and the transaction ID. The method indicates which of the
various requests or indications this is; this specification defines
just one nethod, Binding, but other nethods are expected to be
defined in other docunments. The class indicates whether this is a
request, a success response, an error response, or an indication
Fol I owi ng the fixed header comes zero or nore attributes, which are
Type- Lengt h- Val ue extensions that convey additional information for
the specific nessage.

Thi s docunent defines a single nmethod called Binding. The Binding
met hod can be used either in request/response transactions or in

i ndi cation transactions. Wen used in request/response transactions,
the Binding nethod can be used to determ ne the particul ar "bindi ng"
a NAT has allocated to a STUN client. Wen used in either request/
response or in indication transactions, the Binding nethod can al so
be used to keep these "bindings" alive.

In the Binding request/response transaction, a Binding request is
sent froma STUN client to a STUN server. Wen the Binding request
arrives at the STUN server, it may have passed through one or nore
NATs between the STUN client and the STUN server (in Figure 1, there
were two such NATs). As the Binding request nessage passes through a
NAT, the NAT will nodify the source transport address (that is, the
source | P address and the source port) of the packet. As a result,
the source transport address of the request received by the server
will be the public IP address and port created by the NAT cl osest to
the server. This is called a reflexive transport address. The STUN
server copies that source transport address into an XOR- MAPPED-
ADDRESS attribute in the STUN Bi ndi ng response and sends the Bi ndi ng
response back to the STUN client. As this packet passes back through
a NAT, the NAT will nodify the destination transport address in the

| P header, but the transport address in the XOR MAPPED- ADDRESS
attribute within the body of the STUN response will renain untouched.
In this way, the client can learn its reflexive transport address

al l ocated by the outernpst NAT with respect to the STUN server.

In sonme usages, STUN nust be nultiplexed with other protocols (e.g.
[MMWUSIC- I CE], [SIP-QUTBOUND]). |In these usages, there nust be a way
to inspect a packet and determine if it is a STUN packet or not.
STUN provides three fields in the STUN header with fixed val ues that
can be used for this purpose. If this is not sufficient, then STUN
packets can al so contain a FI NGERPRI NT val ue, which can further be
used to distinguish the packets.
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STUN defines a set of optional procedures that a usage can decide to
use, called nmechanisnms. These nechani sns include DNS di scovery, a
redirection technique to an alternate server, a fingerprint attribute
for demultiplexing, and two authentication and nessage-integrity
exchanges. The authentication nechani sns revol ve around the use of a
user nane, password, and nmessage-integrity value. Two authentication
nechani sns, the | ong-termcredential mechani smand the short-term
credential mechanism are defined in this specification. Each usage
specifies the nechanisns allowed with that usage.

In the long-termcredential mechanism the client and server share a
pre-provi sioned usernane and password and perform a di gest chal |l enge/
response exchange inspired by (but differing in details) to the one
defined for HITP [ RFC2617]. |In the short-termcredential mechani sm
the client and the server exchange a username and password through
some out-of-band nethod prior to the STUN exchange. For exanple, in
the 1 CE usage [ MMUSI C-1 CE] the two endpoi nts use out - of - band
signaling to exchange a usernane and password. These are used to
integrity protect and authenticate the request and response. There
is no challenge or nonce used.

4. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED",
"SHALL", "SHALL NOTr*, "SHOULD', "SHOULD NOT", "RECOWMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] and indicate requirement |evels for conpliant STUN

i mpl enent ati ons.

5. Definitions

STUN Agent: A STUN agent is an entity that inplenments the STUN
protocol. The entity can be either a STUN client or a STUN
server.

STUN Client: A STUNclient is an entity that sends STUN requests and
recei ves STUN responses. A STUN client can al so send indications.
In this specification, the terms STUN client and client are
synonynous.

STUN Server: A STUN server is an entity that receives STUN requests
and sends STUN responses. A STUN server can al so send
indications. |In this specification, the terns STUN server and
server are synonynous.

Transport Address: The conbination of an | P address and port nunber
(such as a UDP or TCP port nunber).
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Ref | exi ve Transport Address: A transport address |earned by a client
that identifies that client as seen by another host on an IP
network, typically a STUN server. Wen there is an intervening
NAT between the client and the other host, the reflexive transport
address represents the mapped address allocated to the client on
the public side of the NAT. Reflexive transport addresses are
| earned fromthe mapped address attribute (MAPPED- ADDRESS or XOR-
MAPPED- ADDRESS) in STUN responses.

Mapped Address: Same neaning as reflexive address. This termis
retained only for historic reasons and due to the nam ng of the
MAPPED- ADDRESS and XOR- MAPPED- ADDRESS attri butes.

Long-Term Credential: A usernane and associ ated password t hat
represent a shared secret between client and server. Long-term
credentials are generally granted to the client when a subscri ber
enrolls in a service and persist until the subscriber |eaves the
service or explicitly changes the credenti al

Long- Term Password: The password froma |l ong-term credenti al

Short-Term Credential: A tenporary username and associ ated password
that represent a shared secret between client and server. Short-
termcredentials are obtained through some kind of protoco
nmechani sm bet ween the client and server, preceding the STUN
exchange. A short-termcredential has an explicit tenporal scope,
whi ch may be based on a specific anpunt of tinme (such as 5
m nutes) or on an event (such as term nation of a SIP dialog).

The specific scope of a short-termcredential is defined by the
appl i cati on usage.

Short-Term Password: The password conmponent of a short-term
credenti al .

STUN I ndi cation: A STUN nessage that does not receive a response.

Attribute: The STUN termfor a Type-Length-Value (TLV) object that
can be added to a STUN nessage. Attributes are divided into two
types: conprehensi on-requi red and conprehensi on-optional. STUN
agents can safely ignore conprehension-optional attributes they
don’ t understand, but cannot successfully process a message if it
contai ns conprehension-required attributes that are not
under st ood.

RTO  Retransnission TineQut, which defines the initial period of

time between transm ssion of a request and the first retransmt of
that request.
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6. STUN Message Structure

STUN nmessages are encoded in binary using network-oriented format
(rmost significant byte or octet first, also conmmonly known as big-
endian). The transmi ssion order is described in detail in Appendix B
of RFC 791 [RFC0791]. Unless otherwi se noted, numeric constants are
in deci mal (base 10).

Al STUN nmessages MUST start with a 20-byte header followed by zero
or nore Attributes. The STUN header contains a STUN nessage type,
magi ¢ cookie, transaction ID, and nessage | ength.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| 0 O] STUN Message Type | Message Length

B s i S i I i S S S i i
| Magi ¢ Cooki e

e i S i e S e T i I R e e T

| |

| Transaction ID (96 bits)

| |

B s i S i I i S S S i i
Figure 2: Fornmat of STUN Message Header

The nost significant 2 bits of every STUN nmessage MJUST be zeroes.
This can be used to differentiate STUN packets from ot her protocols
when STUN is nultiplexed with other protocols on the sane port.

The nessage type defines the nessage class (request, success
response, failure response, or indication) and the nessage nethod
(the primary function) of the STUN nessage. Although there are four
nmessage cl asses, there are only two types of transactions in STUN
request/response transactions (which consist of a request message and
a response nessage) and indication transactions (which consist of a
single indication nessage). Response classes are split into error
and success responses to aid in quickly processing the STUN nessage.
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The nessage type field is deconposed further into the follow ng
structure:

0 1
2 3 456789012345

T R S
IMIM|[ MMMOMMMOMMMM
| 11] 10] 9] 8] 7| 1] 6] 5] 4] 0] 3| 2] 1] O]
I T T Sy Supt S ST S

Figure 3: Fornat of STUN Message Type Field

Here the bits in the nessage type field are shown as npbst significant
(ML1) through least significant (M). ML.1 through M) represent a 12-
bit encoding of the method. Cl and CO represent a 2-bit encodi ng of
the class. A class of 0Ob0OO is a request, a class of 0bOl is an

i ndication, a class of 0bl10 is a success response, and a class of
Ob11l is an error response. This specification defines a single

net hod, Binding. The nethod and class are orthogonal, so that for
each met hod, a request, success response, error response, and

i ndi cation are possible for that method. Extensions defining new

met hods MUST i ndi cate which classes are permitted for that nethod.

For exanple, a Binding request has cl ass=0b00 (request) and

nmet hod=0b000000000001 (Bi nding) and is encoded into the first 16 bits
as 0x0001. A Binding response has class=0b10 (success response) and
nmet hod=0b000000000001, and is encoded into the first 16 bits as
0x0101.

Note: This unfortunate encoding is due to assignment of values in
[ RFC3489] that did not consider encoding |ndications, Success, and
Errors using bit fields.

The magi c cookie field MIST contain the fixed value 0x2112A442 in
network byte order. |In RFC 3489 [RFC3489], this field was part of
the transaction ID; placing the magic cookie in this |ocation allows
a server to detect if the client will understand certain attributes
that were added in this revised specification. |In addition, it aids
i n distingui shing STUN packets from packets of other protocols when
STUN is multiplexed with those other protocols on the sane port.

The transaction IDis a 96-bit identifier, used to uniquely identify
STUN transactions. For request/response transactions, the
transaction IDis chosen by the STUN client for the request and
echoed by the server in the response. For indications, it is chosen
by the agent sending the indication. It primarily serves to
correlate requests with responses, though it also plays a snall role
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in helping to prevent certain types of attacks. The server al so uses
the transaction ID as a key to identify each transaction uniquely
across all clients. As such, the transaction ID MJST be uniformy
and randomy chosen fromthe interval 0 .. 2**96-1, and SHOULD be
cryptographically random Resends of the same request reuse the sane
transaction ID, but the client MJST choose a new transaction ID for
new transacti ons unl ess the new request is bit-wise identical to the
previ ous request and sent fromthe same transport address to the sane
| P address. Success and error responses MJST carry the sane
transaction I D as their corresponding request. Wen an agent is
acting as a STUN server and STUN client on the same port, the
transaction IDs in requests sent by the agent have no relationship to
the transaction IDs in requests received by the agent.

The nmessage | ength MJUST contain the size, in bytes, of the message
not including the 20-byte STUN header. Since all STUN attributes are
padded to a multiple of 4 bytes, the last 2 bits of this field are

al ways zero. This provides another way to distinguish STUN packets
from packets of other protocols.

Fol l owi ng the STUN fixed portion of the header are zero or nore
attributes. Each attribute is TLV (Type-Length-Val ue) encoded. The
details of the encoding, and of the attributes thensel ves are given
in Section 15.

7. Base Protocol Procedures

This section defines the base procedures of the STUN protocol. It
descri bes how nessages are forned, how they are sent, and how t hey
are processed when they are received. It also defines the detailed

processi ng of the Binding nethod. Qher sections in this docunent
descri be optional procedures that a usage nmay elect to use in certain
situations. Oher docunments may define other extensions to STUN, by
addi ng new et hods, new attributes, or new error response codes.

7.1. Formng a Request or an Indication

When fornul ating a request or indication nmessage, the agent MJST
follow the rules in Section 6 when creating the header. |In addition
the message cl ass MJUST be either "Request" or "Indication" (as
appropriate), and the nethod nust be either Binding or some method
defined in another docunent.

The agent then adds any attributes specified by the nmethod or the
usage. For exanple, sone usages may specify that the agent use an
aut hentication nethod (Section 10) or the FINGERPRI NT attribute
(Section 8).
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If the agent is sending a request, it SHOULD add a SOFTWARE attribute
to the request. Agents MAY include a SOFTWARE attribute in

i ndi cati ons, depending on the nethod. Extensions to STUN shoul d

di scuss whet her SOFTWARE i s useful in new indications.

For the Binding method with no authentication, no attributes are
requi red unl ess the usage specifies otherw se.

Al'l STUN nessages sent over UDP SHOULD be | ess than the path MIU, if
known. If the path MIU is unknown, nessages SHOULD be the snaller of
576 bytes and the first-hop MIU for |1Pv4 [RFC1122] and 1280 bytes for
| Pv6 [ RFC2460]. This value corresponds to the overall size of the IP
packet. Consequently, for |Pv4, the actual STUN nessage woul d need
to be I ess than 548 bytes (576 mi nus 20-byte | P header, mnus 8-byte
UDP header, assunming no |IP options are used). STUN provides no
ability to handle the case where the request is under the MIU but the
response would be larger than the MIU. It is not envisioned that
this limtation will be an issue for STUNN. The MU limtation is a
SHOULD, and not a MJST, to account for cases where STUN itself is
bei ng used to probe for MIU characteristics [ BEHAVE- NAT]. CQutside of
this or simlar applications, the MU constraint MJST be foll owed.

7.2. Sending the Request or Indication

The agent then sends the request or indication. This docunent
specifies how to send STUN nessages over UDP, TCP, or TLS-over-TCP

ot her transport protocols may be added in the future. The STUN usage
must specify which transport protocol is used, and how t he agent
determ nes the I P address and port of the recipient. Section 9
descri bes a DNS-based nethod of determining the |P address and port
of a server that a usage may elect to use. STUN nay be used with
anycast addresses, but only with UDP and in usages where

aut hentication is not used.

At any time, a client MAY have multiple outstanding STUN requests
with the sane STUN server (that is, multiple transactions in
progress, with different transaction IDs). Absent other limts to
the rate of new transactions (such as those specified by |ICE for
connectivity checks or when STUN is run over TCP), a client SHOULD
space new transactions to a server by RTO and SHOULD limt itself to
ten outstanding transactions to the same server.

7.2.1. Sending over UDP
When running STUN over UDP, it is possible that the STUN nessage

m ght be dropped by the network. Reliability of STUN request/
response transactions is acconplished through retransm ssions of the
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request nessage by the client application itself. STUN indications
are not retransmtted; thus, indication transactions over UDP are not
reliable.

A client SHOULD retransmt a STUN request nessage starting with an
interval of RTO ("Retransm ssion TineQut"), doubling after each
retransmssion. The RTOis an estimate of the round-trip tine (RTT),
and is conputed as described in RFC 2988 [ RFC2988], with two
exceptions. First, the initial value for RTO SHOULD be confi gurabl e
(rather than the 3 s reconmended in RFC 2988) and SHOULD be greater
than 500 ms. The exception cases for this "SHOULD' are when ot her
nmechani sns are used to derive congestion thresholds (such as the ones
defined in ICE for fixed rate streans), or when STUN is used in non-
I nternet environments with known network capacities. 1In fixed-line
access links, a value of 500 ns is RECOWENDED. Second, the val ue of
RTO SHOULD NOT be rounded up to the nearest second. Rather, a 1 ns
accuracy SHOULD be maintained. As with TCP, the usage of Karn’'s
algorithmis RECOVMENDED [ KARN87]. When applied to STUN, it neans
that RTT estimtes SHOULD NOT be conputed from STUN transactions that
result in the retransm ssion of a request.

The val ue for RTO SHOULD be cached by a client after the conpletion
of the transaction, and used as the starting value for RTO for the
next transaction to the sane server (based on equality of IP
address). The val ue SHOULD be considered stale and di scarded after
10 mi nutes.

Retransm ssi ons continue until a response is received, or until a
total of Rc requests have been sent. Rc SHOULD be confi gurabl e and
SHOULD have a default of 7. |If, after the |last request, a duration
equal to Rmtines the RTO has passed without a response (providing
anple time to get a response if only this final request actually
succeeds), the client SHOULD consi der the transaction to have failed.
Rm SHOULD be configurabl e and SHOULD have a default of 16. A STUN
transaction over UDP is also considered failed if there has been a
hard | CVP error [RFC1122]. For exanple, assum ng an RTO of 500 s,
requests would be sent at tines 0 ns, 500 ns, 1500 ms, 3500 ns, 7500
ms, 15500 ns, and 31500 ns. |If the client has not received a
response after 39500 ns, the client will consider the transaction to
have tinmed out.

7.2.2. Sending over TCP or TLS-over-TCP

For TCP and TLS-over-TCP, the client opens a TCP connection to the
server.
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In sonme usages of STUN, STUN is sent as the only protocol over the

TCP connection. In this case, it can be sent w thout the aid of any
additional framing or demultiplexing. In other usages, or with other
extensions, it may be nultiplexed with other data over a TCP
connection. In that case, STUN MJUST be run on top of some kind of

fram ng protocol, specified by the usage or extension, which allows
for the agent to extract conplete STUN nessages and conpl ete
application | ayer nmessages. The STUN service running on the well -
known port or ports discovered through the DNS procedures in

Section 9 is for STUN al one, and not for STUN nultiplexed with other
data. Consequently, no fram ng protocols are used in connections to
those servers. Wen additional framng is utilized, the usage wl|
specify how the client knows to apply it and what port to connect to.
For exanple, in the case of |ICE connectivity checks, this infornmation
is | earned through out-of-band negotiation between client and server.

VWhen STUN is run by itself over TLS-over-TCP, the

TLS RSA W TH AES 128 CBC SHA ci phersuite MJST be inplenented at a

m ni mum | npl enentati ons MAY al so support any other ciphersuite.
When it receives the TLS Certificate nessage, the client SHOULD
verify the certificate and inspect the site identified by the
certificate. |If the certificate is invalid or revoked, or if it does
not identify the appropriate party, the client MJUST NOT send the STUN
nessage or otherw se proceed with the STUN transaction. The client
MUST verify the identity of the server. To do that, it follows the
identification procedures defined in Section 3.1 of RFC 2818

[ RFC2818]. Those procedures assume the client is dereferencing a
URI. For purposes of usage with this specification, the client
treats the domain nanme or | P address used in Section 8.1 as the host
portion of the URI that has been dereferenced. Alternatively, a
client MAY be configured with a set of donains or |P addresses that
are trusted; if a certificate is received that identifies one of
those donmmi ns or | P addresses, the client considers the identity of
the server to be verified.

When STUN is run nmultiplexed with other protocols over a TLS-over-TCP
connection, the mandatory ci phersuites and TLS handli ng procedures
operate as defined by those protocols.

Reliability of STUN over TCP and TLS-over-TCP is handl ed by TCP
itself, and there are no retransm ssions at the STUN protocol |evel.
However, for a request/response transaction, if the client has not
received a response by Ti seconds after it sent the SYN to establish
the connection, it considers the transaction to have timed out. T
SHOULD be configurable and SHOULD have a default of 39.5s. This

val ue has been chosen to equalize the TCP and UDP tineouts for the
default initial RTO
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In addition, if the client is unable to establish the TCP connection
or the TCP connection is reset or fails before a response is

recei ved, any request/response transaction in progress is considered
to have failed.

The client MAY send nultiple transactions over a single TCP (or TLS-
over-TCP) connection, and it MAY send anot her request before
receiving a response to the previous. The client SHOULD keep the
connection open until it:

o has no further STUN requests or indications to send over that
connection, and

o has no plans to use any resources (such as a mapped address
( MAPPED- ADDRESS or XOR- MAPPED- ADDRESS) or rel ayed address
[ BEHAVE- TURN] ) that were |earned though STUN requests sent over
that connection, and

o if multiplexing other application protocols over that port, has
fini shed using that other application, and

o if using that |learned port with a renpote peer, has established
conmuni cations with that renote peer, as is required by some TCP
NAT traversal techniques (e.g., [MWSIC | CE-TCP]).

At the server end, the server SHOULD keep the connection open, and
let the client close it, unless the server has determ ned that the
connection has tined out (for exanple, due to the client

di sconnecting fromthe network). Bindings |learned by the client wll
remain valid in intervening NATs only while the connection renmins
open. Only the client knows how long it needs the binding. The
server SHOULD NOT cl ose a connection if a request was received over
that connection for which a response was not sent. A server MJST NOT
ever open a connection back towards the client in order to send a
response. Servers SHOULD foll ow best practices regardi ng connection
managenent in cases of overl oad.

7.3. Receiving a STUN Message

This section specifies the processing of a STUN nessage. The
processi ng specified here is for STUN nmessages as defined in this
specification; additional rules for backwards conpatibility are
defined in Section 12. Those additional procedures are optional, and
usages can elect to utilize them First, a set of processing
operations is applied that is independent of the class. This is

foll owed by cl ass-specific processing, described in the subsections
that follow
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When a STUN agent receives a STUN nessage, it first checks that the
nessage obeys the rules of Section 6. 1t checks that the first two
bits are 0, that the nmagic cookie field has the correct value, that
the message length is sensible, and that the nethod value is a

supported method. It checks that the nessage class is allowed for
the particular method. |If the nmessage class is "Success Response" or
"Error Response", the agent checks that the transaction ID nmatches a
transaction that is still in progress. |f the FINGERPRI NT extension
i s being used, the agent checks that the FINGERPRINT attribute is
present and contains the correct value. |If any errors are detected,
the message is silently discarded. |In the case when STUN is being

nmul ti pl exed with another protocol, an error nay indicate that this is
not really a STUN nessage; in this case, the agent should try to
parse the nessage as a different protocol

The STUN agent then does any checks that are required by a
aut henti cati on nechani smthat the usage has specified (see
Section 10).

Once the authentication checks are done, the STUN agent checks for
unknown attributes and known-but-unexpected attributes in the
message. Unknown conprehensi on-optional attributes MJST be ignored
by the agent. Known-but-unexpected attributes SHOULD be ignored by
the agent. Unknown conprehension-required attributes cause
processi ng that depends on the nessage class and is described bel ow.

At this point, further processing depends on the nmessage class of the
request.

7.3.1. Processing a Request

If the request contains one or nore unknown conprehension-required
attributes, the server replies with an error response with an error
code of 420 (Unknown Attribute), and includes an UNKNOAN- ATTRI BUTES
attribute in the response that lists the unknown conprehension-
required attributes.

The server then does any additional checking that the nmethod or the
specific usage requires. |If all the checks succeed, the server
fornmul ates a success response as descri bed bel ow.

When run over UDP, a request received by the server could be the
first request of a transaction, or a retransm ssion. The server MJST
respond to retransmni ssions such that the follow ng property is
preserved: if the client receives the response to the retransni ssion
and not the response that was sent to the original request, the
overall state on the client and server is identical to the case where
only the response to the original retransnission is received, or
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where both responses are received (in which case the client will use
the first). The easiest way to neet this requirenent is for the
server to renmenber all transaction |IDs received over UDP and their
correspondi ng responses in the last 40 seconds. However, this
requires the server to hold state, and will be inappropriate for any
requests which are not authenticated. Another way is to reprocess
the request and reconpute the response. The latter techni que MJST
only be applied to requests that are idenmpotent (a request is

consi dered idenpotent when the sane request can be safely repeated
wi t hout inpacting the overall state of the systenm) and result in the
same success response for the sane request. The Binding nmethod is
considered to be idenpotent. Note that there are certain rare
network events that could cause the reflexive transport address val ue
to change, resulting in a different mapped address in different
success responses. Extensions to STUN MJST di scuss the inplications
of request retransm ssions on servers that do not store transaction
state.

7.3.1.1. Formng a Success or Error Response

When form ng the response (success or error), the server follows the
rules of Section 6. The method of the response is the sane as that
of the request, and the nmessage class is either "Success Response"” or
"Error Response".

For an error response, the server MJST add an ERROR- CODE attribute
containing the error code specified in the processi ng above. The
reason phrase is not fixed, but SHOULD be sonething suitable for the
error code. For certain errors, additional attributes are added to
the nessage. These attributes are spelled out in the description
where the error code is specified. For exanple, for an error code of
420 (Unknown Attribute), the server MJST include an UNKNO/W-

ATTRI BUTES attribute. Certain authentication errors also cause
attributes to be added (see Section 10). Extensions may define other
errors and/or additional attributes to add in error cases.

If the server authenticated the request using an authentication
nmechani sm then the server SHOULD add the appropriate authentication
attributes to the response (see Section 10).

The server also adds any attributes required by the specific nethod
or usage. |In addition, the server SHOULD add a SOFTWARE attribute to
t he nessage.

For the Binding nethod, no additional checking is required unless the
usage specifies otherwise. Wen form ng the success response, the
server adds a XOR- MAPPED- ADDRESS attribute to the response, where the
contents of the attribute are the source transport address of the
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request nessage. For UDP, this is the source |P address and source
UDP port of the request message. For TCP and TLS-over-TCP, this is
the source | P address and source TCP port of the TCP connection as

seen by the server.

7.3.1.2. Sending the Success or Error Response

The response (success or error) is sent over the same transport as
the request was received on. |f the request was received over UDP
the destination |IP address and port of the response are the source IP
address and port of the received request nessage, and the source IP
address and port of the response are equal to the destination IP
address and port of the received request nessage. |If the request was
recei ved over TCP or TLS-over-TCP, the response is sent back on the
same TCP connection as the request was received on

7.3.2. Processing an Indication

If the indication contains unknown conprehension-required attributes,
the indication is discarded and processing ceases.

The agent then does any additional checking that the nethod or the

specific usage requires. |If all the checks succeed, the agent then
processes the indication. No response is generated for an
i ndi cati on.

For the Binding nethod, no additional checking or processing is
requi red, unless the usage specifies otherwise. The mere receipt of
the message by the agent has refreshed the "bindings" in the

i nterveni ng NATs.

Since indications are not re-transmitted over UDP (unlike requests),
there is no need to handle re-transm ssions of indications at the
sendi ng agent.

7.3.3. Processing a Success Response

I f the success response contains unknown conprehensi on-required
attributes, the response is discarded and the transaction is
consi dered to have fail ed.

The client then does any additional checking that the nmethod or the
specific usage requires. |If all the checks succeed, the client then
processes the success response.

For the Binding nmethod, the client checks that the XOR MAPPED- ADDRESS
attribute is present in the response. The client checks the address
famly specified. If it is an unsupported address fanmly, the
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attribute SHOULD be ignored. |If it is an unexpected but supported
address fanmly (for exanple, the Binding transaction was sent over

| Pv4, but the address fanmily specified is IPv6), then the client MAY
accept and use the val ue.

7.3.4. Processing an Error Response

If the error response contains unknown conprehension-required
attributes, or if the error response does not contain an ERROR- CODE
attribute, then the transaction is sinply considered to have fail ed.

The client then does any processing specified by the authentication
nechani sm (see Section 10). This may result in a new transaction
attenpt.

The processing at this point depends on the error code, the mnethod,
and the usage; the following are the default rules:

o If the error code is 300 through 399, the client SHOULD consi der
the transaction as failed unless the ALTERNATE- SERVER extension is
bei ng used. See Section 11

o If the error code is 400 through 499, the client declares the
transaction failed; in the case of 420 (Unknown Attribute), the
response should contain a UNKNOAN- ATTRI BUTES attribute that gives
addi tional information.

o If the error code is 500 through 599, the client MAY resend the
request; clients that do so MUST limt the nunmber of times they do
this.

Any ot her error code causes the client to consider the transaction
failed.

8. FI NGERPRI NT Mechani sm

Thi s section describes an optional nechanismfor STUN that aids in

di stingui shing STUN nessages from packets of other protocols when the
two are nultiplexed on the sane transport address. This nmechanismis
optional, and a STUN usage nmust describe if and when it is used. The
FI NGERPRI NT mechani smis not backwards conpatible with RFC 3489, and

cannot be used in environnents where such conpatibility is required.

In some usages, STUN nessages are nultiplexed on the sane transport
address as other protocols, such as the Real Time Transport Protoco
(RTP). In order to apply the processing described in Section 7, STUN
nmessages nust first be separated fromthe application packets.
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Section 6 describes three fixed fields in the STUN header that can be
used for this purpose. However, in sone cases, these three fixed
fields may not be sufficient.

VWhen the FINGERPRI NT extension is used, an agent includes the

FI NGERPRI NT attribute in nmessages it sends to another agent.

Section 15.5 describes the placenment and value of this attribute.
When the agent receives what it believes is a STUN nessage, then, in
addition to other basic checks, the agent al so checks that the
nmessage contains a FINGERPRINT attribute and that the attribute
contains the correct value. Section 7.3 describes when in the
overal | processing of a STUN nessage the FINGERPRI NT check is
perfornmed. This additional check hel ps the agent detect nessages of
ot her protocols that might otherwi se seemto be STUN nessages.

9. DNS Discovery of a Server

This section describes an optional procedure for STUN that allows a
client to use DNS to deternmine the | P address and port of a server.

A STUN usage nust describe if and when this extension is used. To
use this procedure, the client nust know a server’'s donain name and a
servi ce name; the usage nust al so describe how the client obtains
these. Hard-coding the domain name of the server into software is
NOT RECOMMENDED i n case the domain nanme is |lost or needs to change
for legal or other reasons.

When a client wishes to |ocate a STUN server in the public Internet
that accepts Binding request/response transactions, the SRV service
nane is "stun". When it wishes to |locate a STUN server that accepts
Bi ndi ng request/response transactions over a TLS session, the SRV
service nane is "stuns". STUN usages MAY define additional DNS SRV
servi ce nanes.

The domain nanme is resolved to a transport address using the SRV
procedures specified in [RFC2782]. The DNS SRV service name is the
service nane provided as input to this procedure. The protocol in
the SRV | ookup is the transport protocol the client will run STUN
over: "udp" for UDP and "tcp" for TCP. Note that only "tcp" is
defined with "stuns" at this tine.

The procedures of RFC 2782 are followed to determ ne the server to
contact. RFC 2782 spells out the details of how a set of SRV records
is sorted and then tried. However, RFC 2782 only states that the
client should "try to connect to the (protocol, address, service)"

wi t hout giving any details on what happens in the event of failure.
VWen foll owi ng these procedures, if the STUN transaction times out

wi t hout receipt of a response, the client SHOULD retry the request to
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the next server in the ordered defined by RFC 2782. Such a retry is
only possible for request/response transni ssions, since indication
transacti ons generate no response or tineout.

The default port for STUN requests is 3478, for both TCP and UDP

Admi ni strators of STUN servers SHOULD use this port in their SRV
records for UDP and TCP. In all cases, the port in DNS MJST reflect
the one on which the server is listening. The default port for STUN
over TLS is 5349. Servers can run STUN over TLS on the sanme port as
STUN over TCP if the server software supports determ ning whether the
initial message is a TLS or STUN nessage.

If no SRV records were found, the client perforns an A or AAAA record
| ookup of the dommin nane. The result will be a list of IP
addresses, each of which can be contacted at the default port using
UDP or TCP, independent of the STUN usage. For usages that require
TLS, the client connects to one of the | P addresses using the default
STUN over TLS port.

Aut henti cati on and Message-Integrity Mechani sns

This section defines two nechanisns for STUN that a client and server
can use to provide authentication and nessage integrity; these two
mechani sns are known as the short-termcredential mechani smand the
| ong-term credential mechanism These two mechani sms are optional
and each usage nust specify if and when these nechani sns are used.
Consequently, both clients and servers w |l know which mechani sm (if
any) to foll ow based on know edge of which usage applies. For
exanpl e, a STUN server on the public Internet supporting |ICE would
have no authentication, whereas the STUN server functionality in an
agent supporting connectivity checks would utilize short-term
credentials. An overview of these two nechanisns is given in
Section 3.

Each nechani sm specifies the additional processing required to use
that nechani sm extending the processing specified in Section 7. The
addi tional processing occurs in three different places: when formng
a nessage, when receiving a nessage i mediately after the basic
checks have been perforned, and when doing the detail ed processing of
error responses.

1. Short-Term Credential Mechani sm

The short-term credential mechani smassunes that, prior to the STUN
transaction, the client and server have used sone other protocol to
exchange a credential in the formof a usernanme and password. This
credential is tinme-limted. The tine |limt is defined by the usage.
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As an exanple, in the I CE usage [ MMUSIC- I CE], the two endpoi nts use
out - of -band signaling to agree on a usernane and password, and this
username and password are applicable for the duration of the nmedia
sessi on.

This credential is used to forma nmessage-integrity check in each
request and in nmany responses. There is no challenge and response as
in the long-term mechani sm consequently, replay is prevented by
virtue of the tine-limted nature of the credenti al

1.1. Forming a Request or Indication

For a request or indication nessage, the agent MJST include the
USERNAME and MESSAGE- | NTEGRITY attributes in the nessage. The HVAC
for the MESSAGE-|I NTEGRITY attribute is computed as described in
Section 15.4. Note that the password is never included in the
request or indication

1.2. Receiving a Request or Indication

After the agent has done the basic processing of a nessage, the agent
performs the checks listed bel ow in order specified:

o |If the message does not contain both a MESSAGE-|I NTEGRI TY and a
USERNAME attri bute:

* |f the message is a request, the server MJST reject the request
with an error response. This response MJST use an error code
of 400 (Bad Request).

* |f the nessage is an indication, the agent MIUST silently
di scard the indication

o |If the USERNAME does not contain a username value currently valid
within the server:

* |f the nessage is a request, the server MJST reject the request
with an error response. This response MJST use an error code
of 401 (Unauthori zed).

* |f the message is an indication, the agent MJST silently
di scard the indication

o Using the password associated with the usernane, conpute the val ue
for the nessage integrity as described in Section 15.4. [|f the
resul ting val ue does not match the contents of the MESSAGE-

I NTEGRI TY attribute:
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* |f the nessage is a request, the server MJST reject the request
with an error response. This response MJST use an error code
of 401 (Unauthori zed).

* |f the message is an indication, the agent MJST silently
di scard the indication

I f these checks pass, the agent continues to process the request or

i ndi cation. Any response generated by a server MJST include the
MESSAGE- | NTEGRI TY attribute, conputed using the password utilized to
aut henticate the request. The response MJST NOT contain the USERNAVE
attribute.

If any of the checks fail, a server MJST NOT include a MESSAGE-

| NTEGRI TY or USERNAME attribute in the error response. This is
because, in these failure cases, the server cannot determ ne the
shared secret necessary to compute MESSAGE-I| NTEGRITY.

1.3. Receiving a Response
The client |ooks for the MESSAGE-I NTEGRITY attribute in the response.

If present, the client computes the message integrity over the
response as defined in Section 15.4, using the same password it

utilized for the request. |If the resulting value matches the
contents of the MESSAGE-|I NTEGRITY attribute, the response is
consi dered authenticated. |f the value does not match, or if

MESSAGE- | NTEGRI TY was absent, the response MJST be discarded, as if
it was never received. This nmeans that retransnmits, if applicable,
wi |l continue.

2. Long-Term Credential Mechani sm

The long-termcredential mechanismrelies on a |long-term credenti al
in the formof a usernane and password that are shared between client
and server. The credential is considered long-termsince it is
assuned that it is provisioned for a user, and renains in effect
until the user is no |onger a subscriber of the system or is
changed. This is basically a traditional "log-in" usernanme and
password given to users.

Because t hese usernanmes and passwords are expected to be valid for
ext ended periods of tine, replay prevention is provided in the form
of a digest challenge. |In this mechanism the client initially sends
a request, without offering any credentials or any integrity checks.
The server rejects this request, providing the user a realm(used to
gui de the user or agent in selection of a usernanme and password) and
a nonce. The nonce provides the replay protection. It is a cookie,
sel ected by the server, and encoded in such a way as to indicate a
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duration of validity or client identity fromwhich it is valid. The
client retries the request, this tine including its usernanme and the
realm and echoing the nonce provided by the server. The client also
i ncl udes a message-integrity, which provides an HVAC over the entire
request, including the nonce. The server validates the nonce and
checks the nmessage integrity. |If they match, the request is
authenticated. |If the nonce is no longer valid, it is considered
"stale", and the server rejects the request, providing a new nonce.

I n subsequent requests to the sane server, the client reuses the
nonce, usernane, realm and password it used previously. 1In this
way, subsequent requests are not rejected until the nonce becones
invalid by the server, in which case the rejection provides a new
nonce to the client.

Note that the long-termcredential mechani smcannot be used to
protect indications, since indications cannot be chall enged. Usages
utilizing indications nust either use a short-termcredential or omt
aut hentication and nmessage integrity for them

Since the long-termcredential nechanismis susceptible to offline
di ctionary attacks, deployments SHOULD utilize passwords that are
difficult to guess. |In cases where the credentials are not entered
by the user, but are rather placed on a client device during device
provi si oning, the password SHOULD have at | east 128 bits of
randommess. I n cases where the credentials are entered by the user
they should foll ow best current practices around password structure.

2.1. Form ng a Request

There are two cases when forming a request. In the first case, this
is the first request fromthe client to the server (as identified by
its I|P address and port). |In the second case, the client is

submitting a subsequent request once a previous request/response
transacti on has conpl eted successfully. Forming a request as a
consequence of a 401 or 438 error response is covered in

Section 10.2.3 and is not considered a "subsequent request" and thus
does not utilize the rules described in Section 10.2.1. 2.

2.1.1. First Request

If the client has not conpleted a successful request/response
transaction with the server (as identified by hostnane, if the DNS
procedures of Section 9 are used, else IP address if not), it SHOULD
onmit the USERNAME, MESSAGE-| NTEGRITY, REALM and NONCE attri butes.

In other words, the very first request is sent as if there were no
aut hentication or nmessage integrity applied.
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2.1.2. Subsequent Requests

Once a request/response transacti on has conpl eted successfully, the
client will have been presented a real mand nonce by the server, and
sel ected a usernane and password with which it authenticated. The
client SHOULD cache the usernane, password, realm and nonce for
subsequent comuni cations with the server. Wen the client sends a
subsequent request, it SHOULD include the USERNAMVE, REALM and NONCE
attributes with these cached values. It SHOULD include a MESSAGE-

I NTEGRI TY attribute, computed as described in Section 15.4 using the
cached password.

2.2. Receiving a Request

After the server has done the basic processing of a request, it
performs the checks listed belowin the order specified:

o |If the message does not contain a MESSAGE-I NTEGRI TY attribute, the
server MJST generate an error response with an error code of 401
(Unaut hori zed). This response MJST include a REALM value. It is
RECOVMENDED t hat the REALM val ue be the domain name of the
provi der of the STUN server. The response MJST include a NONCE
sel ected by the server. The response SHOULD NOT contain a
USERNAME or MESSAGE- | NTEGRITY attribute.

o |If the nessage contains a MESSACGE-| NTEGRI TY attribute, but is
m ssing the USERNAME, REALM or NONCE attribute, the server MJST
generate an error response with an error code of 400 (Bad
Request). This response SHOULD NOT incl ude a USERNAME, NONCE
REALM or MESSACE-| NTEGRITY attri bute.

o If the NONCE is no longer valid, the server MJST generate an error
response with an error code of 438 (Stale Nonce). This response
MUST i ncl ude NONCE and REALM attri butes and SHOULD NOT incl ude the
USERNAME or MESSAGE-I NTEGRITY attribute. Servers can invalidate
nonces in order to provide additional security. See Section 4.3
of [RFC2617] for guidelines.

o If the username in the USERNAME attribute is not valid, the server
MJST generate an error response with an error code of 401
(Unaut hori zed). This response MJST include a REALM value. It is
RECOMMVENDED t hat the REALM val ue be the domain name of the
provi der of the STUN server. The response MJST include a NONCE
sel ected by the server. The response SHOULD NOT contain a
USERNAME or MESSAGE-| NTEGRI TY attri bute.
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o Using the password associated with the usernanme in the USERNAMVE
attribute, compute the value for the nessage integrity as
described in Section 15.4. |If the resulting value does not match
the contents of the MESSAGE-I NTEGRITY attribute, the server MJST
reject the request with an error response. This response MJST use
an error code of 401 (Unauthorized). It MJST include REALM and
NONCE attributes and SHOULD NOT incl ude the USERNAME or MESSAGE-
| NTEGRI TY attribute.

I f these checks pass, the server continues to process the request.
Any response generated by the server (excepting the cases described
above) MUST include the MESSAGE-|I NTEGRITY attribute, conputed using
the usernanme and password utilized to authenticate the request. The
REALM NONCE, and USERNAME attributes SHOULD NOT be incl uded.

2.3. Receiving a Response

If the response is an error response with an error code of 401
(Unaut hori zed), the client SHOULD retry the request with a new
transaction. This request MJST contain a USERNAME, determined by the
client as the appropriate username for the REALM fromthe error
response. The request MJST contain the REALM copied fromthe error
response. The request MJST contain the NONCE, copied fromthe error
response. The request MJST contain the MESSAGE-|I NTEGRITY attri bute,
conput ed using the password associated with the usernane in the
USERNAME attribute. The client MUST NOT performthis retry if it is
not changi ng the USERNAME or REALM or its associ ated password, from
the previous attenpt.

If the response is an error response with an error code of 438 (Stale
Nonce), the client MJUST retry the request, using the new NONCE
supplied in the 438 (Stale Nonce) response. This retry MJST al so

i ncl ude the USERNAME, REALM and MESSAGE-| NTEGRITY.

The client |ooks for the MESSAGE-INTEGRITY attribute in the response
(either success or failure). |If present, the client conputes the
nessage integrity over the response as defined in Section 15.4, using
the sane password it utilized for the request. |If the resulting

val ue matches the contents of the MESSACE-|INTEGRITY attribute, the
response is considered authenticated. |If the value does not match,
or if MESSACGE-INTEGRI TY was absent, the response MJST be di scarded,
as if it was never received. This neans that retransmts, if
applicable, will continue.
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ALTERNATE- SERVER Mechani sm

This section describes a nechanismin STUN that allows a server to
redirect a client to another server. This extension is optional, and
a usage must define if and when this extension is used.

A server using this extension redirects a client to another server by
replying to a request nessage with an error response nmessage with an
error code of 300 (Try Alternate). The server MJST include an
ALTERNATE- SERVER attribute in the error response. The error response
message MAY be aut henticated; however, there are uses cases for
ALTERNATE- SERVER wher e aut hentication of the response is not possible
or practical.

A client using this extension handles a 300 (Try Alternate) error
code as follows. The client |ooks for an ALTERNATE- SERVER attri bute
in the error response. |If one is found, then the client considers
the current transaction as failed, and reattenpts the request with
the server specified in the attribute, using the sane transport
protocol used for the previous request. That request, if

aut henticated, MUST utilize the sane credentials that the client
woul d have used in the request to the server that perforned the
redirection. |If the client has been redirected to a server on which
it has already tried this request within the last five mnutes, it
MUST ignore the redirection and consider the transacti on to have
failed. This prevents infinite ping-ponging between servers in case
of redirection | oops.

Backwards Compatibility with RFC 3489

This section defines procedures that allow a degree of backwards
conpatibility with the original protocol defined in RFC 3489

[ RFC3489]. This mechanismis optional, nmeant to be utilized only in
cases where a new client can connect to an old server, or vice versa
A usage nust define if and when this procedure is used.

Section 19 lists all the changes between this specification and RFC
3489 [ RFC3489]. However, not all of these differences are inportant,
because "classic STUN' was only used in a few specific ways. For the
purposes of this extension, the inportant changes are the foll ow ng.

I n RFC 3489:

o UDP was the only supported transport.

o The field that is now the magic cookie field was a part of the
transaction ID field, and transaction IDs were 128 bits | ong.
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0 The XOR- MAPPED- ADDRESS attribute did not exist, and the Bi nding
nmet hod used t he MAPPED- ADDRESS attri bute instead.

o There were three conprehension-required attributes, RESPONSE-
ADDRESS, CHANGE- REQUEST, and CHANGED- ADDRESS, that have been
renoved fromthis specification

*  CHANGE- REQUEST and CHANGED- ADDRESS are now part of the NAT
Behavi or Di scovery usage [ BEHAVE-NAT], and the other is
depr ecat ed.

1. Changes to Cient Processing

A client that wants to interoperate with an [ RFC3489] server SHOULD
send a request message that uses the Binding nethod, contains no
attributes, and uses UDP as the transport protocol to the server. |If
successful, the success response received fromthe server wll
contain a MAPPED ADDRESS attribute rather than an XOR- MAPPED- ADDRESS
attribute. A client seeking to interoperate with an ol der server
MUST be prepared to receive either. Furthernore, the client MJST

i gnore any Reserved conprehension-required attributes that m ght
appear in the response. O the Reserved attributes in Section 18. 2,
0x0002, 0x0004, 0x0005, and 0x000B may appear in Binding responses
froma server conpliant to RFC 3489. Qher than this change, the
processing of the response is identical to the procedures described
above.

2. Changes to Server Processing

A STUN server can detect when a given Binding request nessage was
sent froman RFC 3489 [ RFC3489] client by the absence of the correct
value in the magic cookie field. Wen the server detects an RFC 3489
client, it SHOULD copy the value seen in the magic cookie field in
the Binding request to the magic cookie field in the Binding response
nmessage, and insert a MAPPED- ADDRESS attribute instead of an XOR-
MAPPED- ADDRESS attri bute.

The client might, in rare situations, include either the RESPONSE-
ADDRESS or CHANGE- REQUEST attributes. |In these situations, the
server will view these as unknown conprehension-required attributes
and reply with an error response. Since the mechanisns utilizing
those attributes are no | onger supported, this behavior is
accept abl e.

The RFC 3489 version of STUN | acks both the magi c cookie and the
FI NGERPRI NT attribute that allows for a very high probability of
correctly identifying STUN nmessages when nultipl exed with other
protocols. Therefore, STUN i nplenmentations that are backwards
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conpatible with RFC 3489 SHOULD NOT be used in cases where STUN wil |
be multiplexed with another protocol. However, that should not be an
i ssue as such multiplexing was not available in RFC 3489.

Basi ¢ Server Behavi or

This section defines the behavior of a basic, stand-alone STUN
server. A basic STUN server provides clients with server reflexive
transport addresses by receiving and replying to STUN Bi ndi ng
requests.

The STUN server MJST support the Binding nmethod. It SHOULD NOT
utilize the short-termor long-termcredential nechanism This is
because the work involved in authenticating the request is nore than
the work in sinmply processing it. It SHOULD NOT utilize the
ALTERNATE- SERVER mechani sm for the sane reason. |t MJST support UDP
and TCP. It MAY support STUN over TCP/TLS; however, TLS provides

m ni mal security benefits in this basic node of operation. 1t MNAY
utilize the FINGERPRI NT nmechani sm but MJUST NOT require it. Since the
st and- al one server only runs STUN, FI NGERPRI NT provi des no benefit.
Requiring it would break conpatibility with RFC 3489, and such
conpatibility is desirable in a stand-al one server. Stand-al one STUN
servers SHOULD support backwards conpatibility with [ RFC3489]

clients, as described in Section 12.

It is RECOWENDED that administrators of STUN servers provi de DNS
entries for those servers as described in Section 9.

A basic STUN server is not a solution for NAT traversal by itself.
However, it can be utilized as part of a solution through STUN
usages. This is discussed further in Section 14.

STUN Usages

STUN by itself is not a solution to the NAT traversal problem

Rat her, STUN defines a tool that can be used inside a |arger
solution. The term "STUN usage" is used for any solution that uses
STUN as a conponent.

At the time of witing, three STUN usages are defined: Interactive
Connectivity Establishment (ICE) [MMUSIC-ICE], Cient-initiated
connections for SIP [SIP-OQUTBOUND], and NAT Behavi or Di scovery

[ BEHAVE- NAT] . Ot her STUN usages may be defined in the future.

A STUN usage defines how STUN is actually utilized -- when to send
requests, what to do with the responses, and which optiona
procedures defined here (or in an extension to STUN) are to be used.
A usage woul d al so defi ne:
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o Wich STUN nethods are used.
o What authentication and nmessage-integrity mechani snms are used.

o The considerations around manual vs. automatic key derivation for
the integrity mechanism as discussed in [ RFC4107].

o Wat mechani sms are used to distinguish STUN messages from ot her
nmessages. Wien STUN is run over TCP, a framing nechani smmay be
required.

0o How a STUN client determ nes the |IP address and port of the STUN
server.

o Wiether backwards conpatibility to RFC 3489 is required.

o Whiat optional attributes defined here (such as FI NGERPRI NT and
ALTERNATE- SERVER) or in other extensions are required.

In addition, any STUN usage nust consider the security inplications
of using STUN in that usage. A nunmber of attacks against STUN are
known (see the Security Considerations section in this docurment), and
any usage nust consider how these attacks can be thwarted or

mti gat ed.

Finally, a usage must consider whether its usage of STUN is an
exanpl e of the Unilateral Self-Address Fixing approach to NAT
traversal, and if so, address the questions raised in RFC 3424
[ RFC3424] .

STUN Attri butes

After the STUN header are zero or nore attributes. Each attribute
MJUST be TLV encoded, with a 16-bit type, 16-bit length, and val ue.
Each STUN attribute MJUST end on a 32-bit boundary. As mentioned
above, all fields in an attribute are transmtted nost significant
bit first.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Lengt h

s S S o T i i S S i (i
| Val ue (vari abl e) ce
R Rt i i i i e T I I S S S R i e S R e e i s o

Figure 4: Format of STUN Attributes
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The value in the length field MIUST contain the length of the Val ue
part of the attribute, prior to padding, neasured in bytes. Since
STUN aligns attributes on 32-bit boundaries, attributes whose content
is not a multiple of 4 bytes are padded with 1, 2, or 3 bytes of
paddi ng so that its value contains a multiple of 4 bytes. The
paddi ng bits are ignored, and may be any val ue.

Any attribute type MAY appear nore than once in a STUN nessage

Unl ess specified otherwi se, the order of appearance is significant:
only the first occurrence needs to be processed by a receiver, and
any duplicates MAY be ignored by a receiver.

To allow future revisions of this specification to add new attri butes
if needed, the attribute space is divided into two ranges.

Attributes with type val ues between 0x0000 and Ox7FFF are

conprehensi on-required attri butes, which neans that the STUN agent
cannot successfully process the nmessage unless it understands the
attribute. Attributes with type val ues between 0x8000 and OxFFFF are
conpr ehensi on-optional attributes, which neans that those attributes
can be ignored by the STUN agent if it does not understand them

The set of STUN attribute types is maintained by |ANA. The initia
set defined by this specification is found in Section 18. 2.

The rest of this section describes the format of the various
attributes defined in this specification

1. MAPPED- ADDRESS

The MAPPED- ADDRESS attribute indicates a reflexive transport address
of the client. It consists of an 8-bit address famly and a 16-bit
port, followed by a fixed-length value representing the |P address.
If the address family is |IPv4, the address MJST be 32 bits. If the
address famly is I Pv6, the address MJST be 128 bits. Al fields
must be in network byte order.
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The format of the MAPPED- ADDRESS attribute is:

0 1 2 3

01234567890123456789012345678901
I I S i A S I i S S
|O0OO0OO0O0O0O0 0 Fam |y | Por t |
i T S T Sl I S i SN S

|
Address (32 bits or 128 bits)

|
| |
| |
B s i S i I i S S S i i
Figure 5: Fornat of MAPPED- ADDRESS Attri bute
The address fanmily can take on the foll ow ng val ues:

0x01: 1 Pv4
0x02: 1 Pv6

The first 8 bits of the MAPPED- ADDRESS MJST be set to O and MJST be
i gnored by receivers. These bits are present for aligning paranmeters
on natural 32-bit boundaries.

This attribute is used only by servers for achi eving backwards
conpatibility with RFC 3489 [ RFC3489] clients.

15. 2. XOR- MVAPPED- ADDRESS

The XOR- MAPPED- ADDRESS attribute is identical to the MAPPED ADDRESS
attribute, except that the reflexive transport address is obfuscated
through the XOR function.

The format of the XOR- MAPPED- ADDRESS i s:

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
X X X X X X X X| Fam |y | X- Port |
Lk e e T e b i i i S R
| X- Address (\Vari abl e)

i i S T S S S s S S S i ai i i ST

Figure 6: Fornat of XOR- MAPPED- ADDRESS Attri bute

The Family represents the IP address fanmly, and is encoded
identically to the Fanmily in MAPPED ADDRESS.
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X-Port is computed by taking the mapped port in host byte order
XORing it with the nost significant 16 bits of the magic cookie, and
then the converting the result to network byte order. |If the IP
address famly is I Pv4, X-Address is computed by taking the mapped I P
address in host byte order, XORing it with the magi c cookie, and
converting the result to network byte order. |If the |IP address
famly is IPv6, X-Address is conputed by taking the nmapped | P address
in host byte order, XORing it with the concatenation of the nmagic
cookie and the 96-bit transaction ID, and converting the result to
networ k byte order.

The rules for encoding and processing the first 8 bits of the
attribute’'s value, the rules for handling nmultiple occurrences of the
attribute, and the rules for processing address fanmlies are the sane
as for MAPPED- ADDRESS

Not e: XOR- MAPPED- ADDRESS and MAPPED- ADDRESS differ only in their
encodi ng of the transport address. The forner encodes the transport
address by exclusive-or'ing it with the magic cookie. The latter
encodes it directly in binary. RFC 3489 originally specified only
MAPPED- ADDRESS. However, depl oynment experience found that some NATs
rewite the 32-bit binary payl oads containing the NAT's public IP
address, such as STUN s MAPPED- ADDRESS attribute, in the well-neaning
but m sguided attenpt at providing a generic ALG function. Such
behavior interferes with the operati on of STUN and al so causes
failure of STUN s nessage-integrity checking.

3. USERNAME

The USERNAME attribute is used for nessage integrity. It identifies
the usernanme and password conbi nation used in the nessage-integrity
check.

The val ue of USERNAME is a variable-length value. It MJST contain a
UTF- 8 [ RFC3629] encoded sequence of |ess than 513 bytes, and MJST
have been processed using SASLprep [ RFC4013].

4. MESSACE- | NTEGRI TY

The MESSAGE- I NTEGRITY attribute contains an HVAC SHA1 [ RFC2104] of
the STUN message. The MESSACGE-I|I NTEGRITY attribute can be present in
any STUN nessage type. Since it uses the SHA1L hash, the HVAC will be
20 bytes. The text used as input to HVAC is the STUN nessage,

i ncluding the header, up to and including the attribute preceding the
MESSAGE- | NTEGRITY attribute. Wth the exception of the FINGERPRI NT
attribute, which appears after MESSAGE-|NTEGRITY, agents MJST ignore
all other attributes that foll ow MESSAGE-| NTEGRI TY.
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The key for the HVMAC depends on whet her |ong-termor short-term
credentials are in use. For long-termcredentials, the key is 16
byt es:

key = MD5(usernane realm":" SASLprep(password))

That is, the 16-byte key is fornmed by taking the MD5 hash of the
result of concatenating the following five fields: (1) the usernane,
with any quotes and trailing nulls renoved, as taken fromthe
USERNAME attribute (in which case SASLprep has al ready been applied);
(2) a single colon; (3) the realm with any quotes and trailing nulls
renoved; (4) a single colon; and (5) the password, with any trailing
null's renoved and after processing using SASLprep. For exanple, if
the username was 'user’, the realmwas 'realm, and the password was
'pass’, then the 16-byte HMAC key woul d be the result of perform ng
an MD5 hash on the string 'user:real mpass’, the resulting hash being
0x8493f bc53ba582f b4c044c456bdc40eb

For short-termcredenti al s:
key = SASLprep(password)

where MD5 is defined in RFC 1321 [RFC1321] and SASLprep() is defined
in RFC 4013 [ RFC4013].

The structure of the key when used with long-termcredentials
facilitates deployment in systens that also utilize SIP. Typically,
SIP systens utilizing SIP s digest authentication mechani smdo not
actually store the password in the database. Rather, they store a
val ue called H(ALl), which is equal to the key defined above.

Based on the rul es above, the hash used to construct MESSACGE-

I NTECGRI TY includes the length field fromthe STUN nmessage header
Prior to perform ng the hash, the MESSAGE-INTEGRI TY attribute MJST be
inserted into the nessage (with dunmy content). The | ength MJST then
be set to point to the |length of the nmessage up to, and including,
the MESSAGE-|I NTEGRITY attribute itself, but excluding any attributes
after it. Once the conputation is perforned, the value of the
MESSAGE- | NTEGRITY attribute can be filled in, and the value of the
length in the STUN header can be set to its correct value -- the
length of the entire nessage. Simlarly, when validating the
MESSAGE- | NTEGRI TY, the length field should be adjusted to point to
the end of the MESSAGE-|I NTEGRITY attribute prior to calculating the
HVAC. Such adjustnent is necessary when attributes, such as

FI NGERPRI NT, appear after MESSAGE-| NTEGRI TY.
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5.  FI NGERPRI NT

The FI NGERPRI NT attribute MAY be present in all STUN nessages. The
value of the attribute is conmputed as the CRC-32 of the STUN nessage
up to (but excluding) the FINGERPRINT attribute itself, XOR ed with
the 32-bit val ue 0x5354554e (the XOR hel ps in cases where an
application packet is also using CRC-32 init). The 32-bit CRCis
the one defined in ITU V.42 [1TU. V42.2002], which has a generator

pol ynom al of x32+x26+x23+x22+x16+Xx12+x11+X10+Xx8+xX7+Xx5+x4+x2+x+1

VWhen present, the FINGERPRI NT attribute MJST be the last attribute in
the message, and thus will appear after MESSAGE-| NTEGRITY.

The FINGERPRINT attribute can aid in distinguishing STUN packets from
packets of other protocols. See Section 8.

As with MESSAGE-I NTEGRITY, the CRC used in the FINGERPRI NT attribute
covers the length field fromthe STUN nessage header. Therefore,
this value nust be correct and include the CRC attribute as part of
the nessage length, prior to conputation of the CRC. Wen using the
FI NGERPRI NT attribute in a nessage, the attribute is first placed
into the message with a dunmy val ue, then the CRC is conputed, and
then the value of the attribute is updated. If the MESSAGE-I NTEGRI TY
attribute is also present, then it nust be present with the correct
nessage-integrity value before the CRC is conputed, since the CRCis
done over the value of the MESSAGE-|I NTEGRITY attribute as well.

6. ERROR- CODE

The ERROR-CODE attribute is used in error response nessages. It
contains a nuneric error code value in the range of 300 to 699 plus a
textual reason phrase encoded in UTF-8 [ RFC3629], and is consistent
inits code assignnents and semantics with SIP [ RFC3261] and HTTP

[ RFC2616]. The reason phrase is nmeant for user consunption, and can
be anything appropriate for the error code. Recomended reason
phrases for the defined error codes are included in the 1 ANA registry
for error codes. The reason phrase MJST be a UTF-8 [ RFC3629] encoded
sequence of | ess than 128 characters (which can be as |ong as 763

byt es) .

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Reserved, should be 0 | O ass| Nunmber
s S S i I S R R e h T Tk e S S S o T S
| Reason Phrase (vari abl e) ..
T S T ik i S S i S S i s

Figure 7. ERROR-CODE Attribute
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To facilitate processing, the class of the error code (the hundreds
digit) is encoded separately fromthe rest of the code, as shown in
Fi gure 7.

The Reserved bits SHOULD be 0, and are for alignnent on 32-bit
boundari es. Receivers MJST ignore these bits. The C ass represents
the hundreds digit of the error code. The value MJST be between 3
and 6. The Nunber represents the error code nmodul o 100, and its

val ue MUST be between 0 and 99.

The followi ng error codes, along with their reconmended reason
phrases, are defined:

300 Try Alternate: The client should contact an alternate server for
this request. This error response MJST only be sent if the
request included a USERNAME attribute and a vali d MESSAGE-

I NTEGRITY attribute; otherwise, it MJST NOT be sent and error
code 400 (Bad Request) is suggested. This error response MJST
be protected with the MESSAGE-|I NTEGRI TY attribute, and receivers
MUST val i date the MESSAGE-|I NTEGRI TY of this response before
redirecting thenselves to an alternate server.

Note: Failure to generate and validate nessage integrity
for a 300 response allows an on-path attacker to falsify a
300 response thus causi ng subsequent STUN nessages to be
sent to a victim

400 Bad Request: The request was mal forned. The client SHOULD NOT
retry the request wi thout nodification fromthe previous
attenpt. The server nmay not be able to generate a valid
MESSAGE- | NTEGRI TY for this error, so the client MJST NOT expect
a valid MESSAGE-I NTEGRITY attribute on this response.

401 Unaut horized: The request did not contain the correct
credentials to proceed. The client should retry the request
wi th proper credentials.

420 Unknown Attribute: The server received a STUN packet containing
a conprehension-required attribute that it did not understand.
The server MUST put this unknown attribute in the UNKNOM-
ATTRI BUTE attribute of its error response.

438 Stale Nonce: The NONCE used by the client was no | onger valid.
The client should retry, using the NONCE provided in the
response.

500 Server Error: The server has suffered a temporary error. The
client should try again
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7. REALM

The REALM attribute may be present in requests and responses. It
contains text that nmeets the grammar for "real mvalue" as described
in RFC 3261 [ RFC3261] but without the double quotes and their
surroundi ng whitespace. That is, it is an unquoted real mval ue (and
is therefore a sequence of qgdtext or quoted-pair). It MJIST be a
UTF- 8 [ RFC3629] encoded sequence of |ess than 128 characters (which
can be as long as 763 bytes), and MJST have been processed using
SASLprep [ RFC4013].

Presence of the REALM attribute in a request indicates that |ong-term
credentials are being used for authentication. Presence in certain
error responses indicates that the server wishes the client to use a
long-term credential for authentication

8. NONCE

The NONCE attribute may be present in requests and responses. |t

contai ns a sequence of qdtext or quoted-pair, which are defined in
RFC 3261 [RFC3261]. Note that this neans that the NONCE attribute
will not contain actual quote characters. See RFC 2617 [RFC2617],
Section 4.3, for guidance on sel ection of nonce values in a server.

It MUST be | ess than 128 characters (which can be as | ong as 763
byt es) .

9. UNKNOMWN- ATTRI BUTES

The UNKNOWN- ATTRI BUTES attribute is present only in an error response
when the response code in the ERROR-CODE attribute is 420.

The attribute contains a list of 16-bit val ues, each of which
represents an attribute type that was not understood by the server.

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Attribute 1 Type | Attribute 2 Type
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Attribute 3 Type | Attribute 4 Type

B T S S T A i Sl S S

Fi gure 8: Format of UNKNOWN- ATTRI BUTES Attri bute
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Note: In [RFC3489], this field was padded to 32 by duplicating the
last attribute. 1In this version of the specification, the norm
paddi ng rules for attributes are used instead.

10. SCOFTWARE

The SOFTWARE attribute contains a textual description of the software
bei ng used by the agent sending the nessage. It is used by clients
and servers. Its value SHOULD incl ude nmanufacturer and version
nunber. The attribute has no inpact on operation of the protocol

and serves only as a tool for diagnostic and debuggi ng purposes. The
val ue of SOFTWARE is variable length. It MJST be a UTF-8 [ RFC3629]
encoded sequence of |ess than 128 characters (which can be as |ong as
763 bytes).

11. ALTERNATE- SERVER

The alternate server represents an alternate transport address
identifying a different STUN server that the STUN client should try.

It is encoded in the same way as MAPPED- ADDRESS, and thus refers to a
single server by IP address. The |IP address famly MJST be identica
to that of the source |IP address of the request.

Security Considerations
1. Attacks against the Protoco
1.1. CQutside Attacks
An attacker can try to nodify STUN nessages in transit, in order to

cause a failure in STUN operation. These attacks are detected for
both requests and responses through the nessage-integrity mechani sm

using either a short-termor long-termcredential. O course, once
det ected, the manipul ated packets will be dropped, causing the STUN
transaction to effectively fail. This attack is possible only by an

on-path attacker.

An attacker that can observe, but not nodify, STUN nmessages in-
transit (for exanple, an attacker present on a shared access nedi um
such as W-Fi), can see a STUN request, and then i medi ately send a
STUN response, typically an error response, in order to disrupt STUN
processing. This attack is also prevented for nessages that utilize
MESSAGE- | NTEGRI TY. However, sone error responses, those related to
aut hentication in particular, cannot be protected by MESSAGE-

I NTEGRITY. Wen STUN itself is run over a secure transport protoco
(e.g., TLS), these attacks are conpletely mtigated.
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Dependi ng on the STUN usage, these attacks may be of mininal
consequence and thus do not require nessage integrity to nitigate.
For exanple, when STUN is used to a basic STUN server to discover a
server reflexive candidate for usage with I CE, authentication and
message integrity are not required since these attacks are detected
during the connectivity check phase. The connectivity checks

t hensel ves, however, require protection for proper operation of |CE
overall. As described in Section 14, STUN usages descri be when

aut hentication and nmessage integrity are needed.

Si nce STUN uses the HVAC of a shared secret for authentication and
integrity protection, it is subject to offline dictionary attacks.
When authentication is utilized, it SHOULD be with a strong password
that is not readily subject to offline dictionary attacks.

Protection of the channel itself, using TLS, mitigates these attacks.
However, STUN is nost often run over UDP and in those cases, strong
passwords are the only way to protect against these attacks.

1.2. Inside Attacks

A rogue client may try to launch a DoS attack agai nst a server by
sending it a large nunmber of STUN requests. Fortunately, STUN
requests can be processed statel essly by a server, making such
attacks hard to | aunch

A rogue client may use a STUN server as a reflector, sending it
requests with a falsified source IP address and port. 1In such a
case, the response would be delivered to that source |IP and port.
There is no anplification of the nunber of packets with this attack
(the STUN server sends one packet for each packet sent by the
client), though there is a snall increase in the anount of data,
since STUN responses are typically larger than requests. This attack
is mtigated by ingress source address filtering.

Reveal i ng the specific software version of the agent through the
SOFTWARE attribute mght allowthemto becone nore vulnerable to
attacks against software that is known to contain security holes.
| npl enenters SHOULD make usage of the SOFTWARE attribute a

confi gurabl e option.

2. Attacks Affecting the Usage

This section lists attacks that m ght be | aunched agai nst a usage of
STUN. Each STUN usage mnust consi der whether these attacks are
applicable to it, and if so, discuss counter-measures.

Most of the attacks in this section revol ve around an attacker
nodi fying the reflexive address | earned by a STUN client through a
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Bi ndi ng request/response transaction. Since the usage of the

refl exive address is a function of the usage, the applicability and
renmedi ati on of these attacks are usage-specific. |n comon
situations, nodification of the refl exive address by an on-path
attacker is easy to do. Consider, for exanple, the conmon situation
where STUN is run directly over UDP. In this case, an on-path
attacker can nodify the source |IP address of the Bi nding request
before it arrives at the STUN server. The STUN server will then
return this I P address in the XOR-MAPPED- ADDRESS attribute to the
client, and send the response back to that (falsified) |IP address and
port. |If the attacker can also intercept this response, it can
direct it back towards the client. Protecting against this attack by
using a nessage-integrity check is inpossible, since a nessage-
integrity value cannot cover the source |P address, since the

i nterveni ng NAT nust be able to nodify this value. Instead, one
solution to preventing the attacks listed belowis for the client to
verify the reflexive address |l earned, as is done in ICE [ MMUSI C | CE].
Q her usages may use other nmeans to prevent these attacks.

2.1. Attack |: Distributed DoS (DDoS) agai nst a Target
In this attack, the attacker provides one or nore clients with the

same faked refl exive address that points to the intended target.
This will trick the STUN clients into thinking that their reflexive

addresses are equal to that of the target. |If the clients hand out
that reflexive address in order to receive traffic on it (for
exanple, in SIP messages), the traffic will instead be sent to the

target. This attack can provide substantial anplification,
especially when used with clients that are using STUN to enable
nmul tinedia applications. However, it can only be | aunched agai nst
targets for which packets fromthe STUN server to the target pass
through the attacker, linmting the cases in which it is possible.

2.2. Attack Il: Silencing a dient

In this attack, the attacker provides a STUN client with a faked

refl exi ve address. The reflexive address it provides is a transport
address that routes to nowhere. As a result, the client won't
recei ve any of the packets it expects to receive when it hands out
the reflexive address. This exploitation is not very interesting for
the attacker. It inpacts a single client, which is frequently not
the desired target. Mreover, any attacker that can nmount the attack
could al so deny service to the client by other nmeans, such as
preventing the client fromreceiving any response fromthe STUN
server, or even a DHCP server. As with the attack in Section 16.2.1,
this attack is only possible when the attacker is on path for packets
sent fromthe STUN server towards this unused |IP address.
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2.3. Attack Ill: Assuming the Identity of a dient

This attack is simlar to attack Il. However, the faked reflexive
address points to the attacker itself. This allows the attacker to
receive traffic that was destined for the client.

2.4. Attack |V: Eavesdropping

In this attack, the attacker forces the client to use a reflexive
address that routes to itself. It then forwards any packets it
receives to the client. This attack would allow the attacker to
observe all packets sent to the client. However, in order to |aunch
the attack, the attacker nust have already been able to observe
packets fromthe client to the STUN server. |In npst cases (such as
when the attack is launched froman access network), this neans that
the attacker could already observe packets sent to the client. This
attack is, as a result, only useful for observing traffic by
attackers on the path fromthe client to the STUN server, but not
generally on the path of packets being routed towards the client.

3. Hash Agility Plan

Thi s specification uses HVAC-SHA-1 for computation of the nessage
integrity. |If, at a later time, HVAC-SHA-1 is found to be
conpromi sed, the following is the remedy that will be applied.

We will define a STUN extension that introduces a new nmessage-
integrity attribute, conputed using a new hash. dients would be
required to include both the new and ol d nessage-integrity attributes
in their requests or indications. A new server will utilize the new
nessage-integrity attribute, and an old one, the old. After a
transition period where mxed inplenmentations are in deploynent, the
ol d nessage-integrity attribute will be deprecated by anot her
specification, and clients will cease including it in requests.

It is also inportant to note that the HVAC is done using a key that
is itself conmputed using an MD5 of the user’s password. The choice
of the MD5 hash was nade because of the existence of |egacy databases
that store passwords in that form |[If future work finds that an HVAC
of an MD5 input is not secure, and a different hash is needed, it can
al so be changed using this plan. However, this would require

adm nistrators to repopul ate their databases.

| AB Consi derations
The |1 AB has studi ed the probl emof Unilateral Self-Address Fixing

(UNSAF), which is the general process by which a client attenpts to
determne its address in another real mon the other side of a NAT
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through a col |l aborative protocol reflection nmechani sm (RFC3424

[ RFC3424]). STUN can be used to performthis function using a

Bi ndi ng request/response transaction if one agent is behind a NAT and
the other is on the public side of the NAT.

The |1 AB has mandat ed that protocols devel oped for this purpose
docunent a specific set of considerations. Because sone STUN usages
provi de UNSAF functions (such as ICE [MMIUSIC-ICE] ), and others do
not (such as SIP Qutbound [SIP-OQUTBOUND] ), answers to these

consi derations need to be addressed by the usages thensel ves.

| ANA Consi der ati ons

| ANA has created three new registries: a "STUN Met hods Registry", a
"STUN Attributes Registry", and a "STUN Error Codes Registry". |ANA
has al so changed the nane of the assigned | ANA port for STUN from
"nat-stun-port" to "stun".

1. STUN Methods Registry

A STUN nethod is a hex nunmber in the range 0x000 - OxFFF. The
encodi ng of STUN nethod into a STUN nmessage is described in
Section 6.

The initial STUN nethods are:

0x000: (Reserved)
0x001: Bi ndi ng
0x002: (Reserved; was SharedSecret)

STUN net hods in the range 0x000 - Ox7FF are assigned by | ETF Revi ew
[ RFC5226]. STUN nethods in the range 0x800 - OxFFF are assigned by
Desi gnat ed Expert [RFC5226]. The responsibility of the expert is to
verify that the sel ected codepoint(s) are not in use and that the
request is not for an abnormally | arge nunber of codepoints.
Technical review of the extension itself is outside the scope of the
desi gnat ed expert responsibility.

2. STUN Attribute Registry

A STUN Attribute type is a hex nunber in the range 0x0000 - OxFFFF.
STUN attribute types in the range 0x0000 - Ox7FFF are consi dered
conprehensi on-requi red; STUN attribute types in the range 0x8000 -
OXFFFF are consi dered conprehension-optional. A STUN agent handl es
unknown conprehensi on-required and conprehensi on-optional attributes
differently.

The initial STUN Attributes types are:
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Conpr ehensi on-requi red range (0x0000-O0x7FFF):
0x0000: (Reserved)
0x0001: MAPPED- ADDRESS
0x0002: (Reserved; was RESPONSE- ADDRESS)
0x0003: (Reserved; was CHANGE- ADDRESS)
0x0004: (Reserved; was SOURCE- ADDRESS)
0x0005: (Reserved; was CHANGED- ADDRESS)
0x0006: USERNANME
0x0007: (Reserved; was PASSWORD)
0x0008: MESSAGE- | NTEGRI TY
0x0009: ERROR- CODE
0x000A: UNKNOWN ATTRI BUTES
0x000B: (Reserved; was REFLECTED- FROM
0x0014: REALM
0x0015: NONCE
0x0020: XOR- MAPPED- ADDRESS

Conpr ehensi on- opti onal range (0x8000- 0xFFFF)
0x8022: SOFTWARE
0x8023: ALTERNATE- SERVER
0x8028: FI NGERPRI NT

STUN Attribute types in the first half of the conprehension-required
range (0x0000 - Ox3FFF) and in the first half of the conprehension-
optional range (0x8000 - OxBFFF) are assigned by | ETF Revi ew

[ RFC5226]. STUN Attribute types in the second half of the

conpr ehensi on-requi red range (0x4000 - Ox7FFF) and in the second half
of the conprehensi on-optional range (0xCO00 - OxFFFF) are assigned by
Desi gnat ed Expert [RFC5226]. The responsibility of the expert is to
verify that the sel ected codepoint(s) are not in use, and that the
request is not for an abnornally |arge nunber of codepoints.

Techni cal review of the extension itself is outside the scope of the
desi gnat ed expert responsibility.

3. STUN Error Code Registry

A STUN error code is a nunber in the range 0 - 699. STUN error codes
are acconpani ed by a textual reason phrase in UTF-8 [ RFC3629] that is
i ntended only for human consunpti on and can be anything appropri ate;
this document proposes only suggested val ues.

STUN error codes are consistent in codepoint assignnents and
semantics with SIP [ RFC3261] and HITP [ RFC2616] .

The initial values in this registry are given in Section 15.6.
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New STUN error codes are assigned based on | ETF Revi ew [ RFC5226] .
The specification nust carefully consider how clients that do not
understand this error code will process it before granting the
request. See the rules in Section 7.3.4.

4. STUN UDP and TCP Port Numnbers

| ANA has previously assigned port 3478 for STUN. This port appears
in the | ANA registry under the noniker "nat-stun-port”. In order to
align the DNS SRV procedures with the registered protocol service,

| ANA is requested to change the nane of protocol assigned to port
3478 from "nat-stun-port" to "stun", and the textual nane from
"Sinple Traversal of UDP Through NAT (STUN)" to "Session Traversa
Uilities for NAT', so that the | ANA port registry would read:

stun 3478/ tcp Session Traversal Uilities for NAT (STUN) port
stun 3478/ udp Session Traversal Uilities for NAT (STUN) port

In addition, | ANA has assigned port nunber 5349 for the "stuns"
service, defined over TCP and UDP. The UDP port is not currently
defined; however, it is reserved for future use.

Changes since RFC 3489

Thi s specification obsoletes RFC 3489 [ RFC3489]. This specification
differs from RFC 3489 in the follow ng ways:

o Rempbved the notion that STUN is a conmplete NAT traversal solution.
STUN is now a tool that can be used to produce a NAT traversa
solution. As a consequence, changed the nane of the protocol to
Session Traversal Uilities for NAT.

o Introduced the concept of STUN usages, and described what a usage
of STUN rust docunent.

o Renpbved the usage of STUN for NAT type detection and binding
lifetinme discovery. These techniques have proven overly brittle
due to wider variations in the types of NAT devices than described
in this document. Renpved the RESPONSE- ADDRESS, CHANGED- ADDRESS,
CHANGE- REQUEST, SOURCE- ADDRESS, and REFLECTED- FROM attri butes.

o Added a fixed 32-bit magi c cookie and reduced | ength of
transaction ID by 32 bits. The nagic cookie begins at the sane
of fset as the original transaction I|ID
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0 Added the XOR- MAPPED- ADDRESS attribute, which is included in
Bi ndi ng responses if the magic cookie is present in the request.
O herwi se, the RFC 3489 behavior is retained (that is, Binding
response includes MAPPED- ADDRESS). See di scussion i n XOR- MAPPED-
ADDRESS regardi ng this change.

o Introduced formal structure into the nmessage type header field,
with an explicit pair of bits for indication of request, response,
error response, or indication. Consequently, the nmessage type
field is split into the class (one of the previous four) and
met hod.

o Explicitly point out that the nbst significant 2 bits of STUN are
0b00, allow ng easy differentiation with RTP packets when used
with | CE

0 Added the FINGERPRINT attribute to provide a nethod of definitely
detecting the difference between STUN and anot her protocol when
the two protocols are multiplexed together

0o Added support for IPv6. Made it clear that an IPv4 client could
get a v6 mapped address, and vice versa.

o Added | ong-termcredential -based authenticati on.
0 Added the SOFTWARE, REALM NONCE, and ALTERNATE- SERVER attri butes.

0 Removed the SharedSecret nethod, and thus the PASSWORD attri bute.
Thi s method was al nost never inplenmented and is not needed with
current usages.

o Renmpbved reconmendation to continue |istening for STUN responses
for 10 seconds in an attenpt to recogni ze an attack

0 Changed transaction tiners to be nore TCP friendly.

o Renmpbved the STUN exanpl e that centered around the separation of
the control and nedia planes. |Instead, provided nore information
on using STUN with protocol s.

o Defined a generic paddi ng mechani smthat changes the
interpretation of the length attribute. This would, in theory,
break backwards conpatibility. However, the nechanismin RFC 3489
never worked for the few attributes that weren’t aligned naturally
on 32-bit boundari es.

o0 REALM SERVER, reason phrases, and NONCE |imted to 127
characters. USERNAME to 513 hytes.
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0 Changed the DNS SRV procedures for TCP and TLS. UDP remnmins the
same as before.

20. Contributors

Christian Huitena and Joel Wi nberger were original co-authors of RFC
3489.

21. Acknow edgenents

The authors would like to thank Cedric Aoun, Pete Cordell, Cullen
Jenni ngs, Bob Penfield, Xavier Marjou, Magnus Westerlund, M gue
Garcia, Bruce Lowekanp, and Chris Sullivan for their coments, and
Baruch Sterman and Al an Hawrylyshen for initial inplenmentations.
Thanks for Leslie Daigle, Allison Mankin, Eric Rescorla, and Henning
Schul zrinne for 1 ESG and | AB i nput on this work.

22. References
22.1. Normative References

[1 TU. v42. 2002] I nt ernati onal Tel ecomuni cations Union, "Error-
correcting Procedures for DCEs Using Asynchronous-
t o- Synchronous Conversion”, | TU- T Reconmendati on
V.42, March 2002.

[ RFCO791] Postel, J., "Internet Protocol", STD 5, RFC 791
Sept ember 1981.

[ RFC1122] Braden, R, "Requirenents for Internet Hosts -
Conmuni cati on Layers", STD 3, RFC 1122,
Oct ober 1989.

[ RFC1321] Rivest, R, "The MD5 Message-Di gest Al gorithnt
RFC 1321, April 1992.

[ RFC2104] Krawczyk, H., Bellare, M, and R Canetti, "HMAC
Keyed- Hashi ng for Message Authentication",
RFC 2104, February 1997.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ RFC2460] Deering, S. and R Hi nden, "Internet Protocol

Version 6 (l1Pv6) Specification", RFC 2460,
Decenber 1998.

Rosenberg, et al. St andards Track [ Page 47]



RFC 5389 STUN Oct ober 2008
[ RFC2617] Franks, J., Hallam Baker, P., Hostetler, J.,
Law ence, S., Leach, P., Luotonen, A, and L.
Stewart, "HTTP Authentication: Basic and D gest
Access Aut hentication", RFC 2617, June 1999.
[ RFC2782] @ul brandsen, A., Vixie, P., and L. Esibov, "A DNS
RR for specifying the location of services (DNS
SRV)", RFC 2782, February 2000.
[ RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000.
[ RFC2988] Paxson, V. and M Al lnan, "Conputing TCP s
Retransm ssion Timer", RFC 2988, Novenber 2000.
[ RFC3629] Yergeau, F., "UTF-8, a transformation format of 1SO
10646", STD 63, RFC 3629, Novenber 2003.
[ RFC4013] Zeilenga, K., "SASLprep: Stringprep Profile for
User Nanes and Passwords", RFC 4013, February 2005.
22.2. Informative References
[ BEHAVE- NAT] MacDonal d, D. and B. Lowekanp, "NAT Behavi or

[ BEHAVE- TURN|

[ KARNS7]

[ MUSI C- | CE]

[ MMUSI C- | CE- TCP]

[ RFC2616]

Rosenber g,

et al.

Di scovery Using STUN', Work in Progress, July 2008.

Rosenberg, J., Mahy, R, and P. Matthews,
"Traversal Using Relays around NAT (TURN): Rel ay
Extensions to Session Traversal Utilities for NAT
(STUN)", Work in Progress, July 2008.

Karn, P. and C. Partridge, "Inmproving Round-Trip
Time Estinmates in Reliable Transport Protocols",
S| GCOWM 1987, August 1987.

Rosenberg, J., "Interactive Connectivity

Establi shment (ICE): A Protocol for Network Address
Transl ator (NAT) Traversal for O fer/Answer
Protocol s", Work in Progress, COctober 2007.

Rosenberg, J., "TCP Candidates with Interactive
Connectivity Establishnent (I1CE)", Wrk
in Progress, July 2008.

Fielding, R, CGettys, J., Mgul, J., Frystyk, H,
Masinter, L., Leach, P., and T. Berners-Lee,
"Hypertext Transfer Protocol -- HTTP/1.1",

RFC 2616, June 1999.

St andards Track [ Page 48]



RFC 5389

[ RFC3261]

[ RFC3264]

[ RFC3424]

[ RFC3489]

[ RFC4107]

[ RFC5226]

[ SI P- QUTBOUND]

Rosenberg, et al

STUN Oct ober 2008

Rosenberg, J., Schul zrinne, H, Camarillo, G,
Johnston, A., Peterson, J., Sparks, R, Handl ey,
M, and E. Schooler, "SIP: Session Initiation
Protocol ", RFC 3261, June 2002.

Rosenberg, J. and H. Schul zrinne, "An O fer/Answer
Model with Session Description Protocol (SDP)",
RFC 3264, June 2002.

Daigle, L. and I AB, "I AB Consi derations for
UNi | ateral Self-Address Fixing (UNSAF) Across
Net wor kK Address Transl ation", RFC 3424,
Novemnber 2002.

Rosenberg, J., Winberger, J., Huitema, C., and R
Mahy, "STUN - Sinple Traversal of User Datagram
Prot ocol (UDP) Through Network Address Transl ators
(NATs)", RFC 3489, March 2003.

Bellovin, S. and R Housley, "Quidelines for
Crypt ographi c Key Managenent", BCP 107, RFC 4107,
June 2005.

Narten, T. and H Al vestrand, "Guidelines for
Witing an | ANA Considerations Section in RFCs",
BCP 26, RFC 5226, May 2008.

Jennings, C. and R Mahy, "Mnaging dient

Initiated Connections in the Session lnitiation
Protocol (SIP)", Wrk in Progress, June 2008.

St andards Track [ Page 49]



RFC 5389 STUN Oct ober 2008

Appendi x A.  C Snippet to Determ ne STUN Message Types

G ven a 16-bit STUN nessage type value in host byte order in nsg_type
par ameter, below are C nacros to determ ne the STUN nessage types:

#define IS REQUEST(nsg_type)
#define IS | NDI CATI ON(nsg_t ype)
#defi ne I S SUCCESS RESP(nsg_type)
#define | S ERR RESP(nsg_type)

(msg_type) & 0x0110) == 0x0000)
(meg_type) & 0x0110) == 0x0010)
(meg_type) & 0x0110) == 0x0100)
(msg_type) & 0x0110) == 0x0110)

NSNS
NSNS

Aut hors’ Addr esses

Jonat han Rosenberg

G sco

Edi son, NJ

us

EMai | : jdrosen@i sco.com

URI : http://ww.j drosen. net
Rohan Mahy

Unaffiliated

EMai | : rohan@kabal . com

Philip Matthews

Unaffiliated

EMai | : philip_matthews@mgna. ca
Dan W ng

Ci sco

771 Alder Drive

San Jose, CA 95035

us

EMai | : dwi ng@i sco. com

Rosenberg, et al. St andards Track [ Page 50]



RFC 5389 STUN Oct ober 2008

Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.

Rosenberg, et al. St andards Track [ Page 51]






