Net wor k Wor ki ng G- oup L. Zhu

Request for Comments: 4537 P. Leach
Updates: 4120 K. Jaganat han
Cat egory: Standards Track M crosoft Corporation

June 2006

Ker beros Cryptosystem Negoti ati on Extension
Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.
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Abst r act

Thi s docunent specifies an extension to the Kerberos protocol as
defined in RFC 4120, in which the client can send a |ist of supported
encryption types in decreasing preference order, and the server then
sel ects an encryption type that is supported by both the client and
the server.
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1

| ntroducti on

Under the current nechani sm[RFC4120], the Kerberos Distribution
Center (KDC) must limt the ticket session key encryption type
(enctype) chosen for a given server to one it believes is supported
by both the client and the server. |If both the client and server
understand a stronger enctype than the one sel ected by the KDC, they
cannot negotiate it. As the result, the protection of application
traffic is often weaker than necessary when the server can support

di fferent sets of enctypes depending on the server application

sof tware bei ng used.

Thi s docunent specifies an extension to the Kerberos protocol to
allow clients and servers to negotiate use of a different and
possi bly stronger cryptosystemin subsequent conmuni cation

This extension utilizes an authorization data element in the

aut henticator of the AP-REQ nessage [ RFC4120]. The client sends the
list of enctypes that it supports to the server; the server then
inforns the client of its choice. The negotiated subkey is sent in
the AP-REP nessage [ RFC4120].

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Negoti ati on Ext ensi on

If the client prefers an enctype over that of the service ticket
session key, then it SHOULD send a list of enctypes in decreasing
preference order to the server. Based on |ocal policy, the client

sel ects enctypes out of all the enctypes available locally to be
included in this list, and it SHOULD NOT include enctypes that are

| ess preferable than that of the ticket session key in the service
ticket. In addition, the client SHOULD NOT include negative (Ilocal -
use) enctype nunbers unless it knows a priori that the server has
been configured to use the sane negative enctype nunbers for the sane
enct ypes.

The client sends the enctype list via the authorization-data of the
aut henticator in the AP-REQ [ RFC4120]. A new authorization data
el ement type AD- ETYPE- NEGOTI ATI ON i s defi ned.

AD- ETYPE- NEGOT! ATl ON 129
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This authorization data element itself is enclosed in the ADI|F-
RELEVANT contai ner; thus, a correctly inplenmented server that does
not understand this el enent should ignore it [RFC4120]. The val ue of
this authorization el ement contains the DER [ X680] [ X690] encodi ng of
the follow ng ASN. 1 type

Et ypeLi st ::= SEQUENCE OF Int32
-- Specifies the enctypes supported by the client.
-- This enctype list is in decreasing preference order
-- (favorite choice first).
-- Int32 is defined in [ RFC4120].

If the EtypelList is present and the server prefers an enctype from
the client’s enctype list over that of the AP-REQ aut henti cator
subkey (if that is present) or the service ticket session key, the
server MJST create a subkey using that enctype. This negoti ated
subkey is sent in the subkey field of AP-REP nessage, and it is then
used as the protocol key or base key [ RFC3961] for subsequent
comuni cati on.

If the enctype of the ticket session key is included in the enctype
list sent by the client, it SHOULD be the |l ast on the |ist;

ot herwi se, this enctype MJUST NOT be negotiated if it was not included
in the list.

Thi s negotiati on extensi on SHOULD NOT be used when the client does
not expect the subkey in the AP-REP nessage fromthe server.

A note on key generation: The KDC has a strong Pseudo- Random Nunber
Generator (PRNG; as such, the client can take advantage of the
randommess provi ded by the KDC by reusing the KDC key data when
generating keys. Inplenentations SHOULD use the service ticket
session key value as a source of additional entropy when generating
the negoti ated subkey. If the AP-REQ authenticator subkey is
present, it MAY al so be used as a source of entropy.

The server MAY ignore the preference order indicated by the client.
The policy by which the client or the server chooses an enctype
(i.e., how the preference order for the supported enctypes is
selected) is a local matter.
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4.

Security Considerations

The client’s enctype list and the server’'s reply enctype are part of
encrypted data; thus, the security considerations are the same as
those of the Kerberos encrypted data.

Both the EtypelList and the server’s sub-session key are protected by
the session key or sub-session key used for the AP-REQ and as a
result, if a key for a stronger enctype is negotiated underneath a
key for a weaker enctype, an attacker capable of breaking the weaker
enctype can al so di scover the key for the stronger enctype. The
advantage of this extension is to mnimze the ambunt of cipher text
encrypted under a weak enctype to which an attacker has access.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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