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Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
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Copyri ght Notice
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Abst r act

The Lightwei ght Directory Access Protocol (LDAP) is an Internet
protocol for accessing distributed directory services that act in
accordance with X. 500 data and service nmodels. This docunent
provides a road map of the LDAP Techni cal Specification.

1. The LDAP Technical Specification

The technical specification detailing version 3 of the Lightweight
Directory Access Protocol (LDAP), an Internet Protocol, consists of
this docunment and the foll owi ng docunents:

LDAP: The Protocol [RFC4511]

LDAP: Directory Information Mdels [ RFC4512]

LDAP: Aut hentication Methods and Security Mechani snms [ RFC4513]
LDAP: String Representation of Distinguished Nanmes [ RFC4514]
LDAP: String Representation of Search Filters [ RFC4515]

LDAP: Uni form Resource Locator [RFC4516]

LDAP: Syntaxes and Matching Rul es [ RFC4517]

LDAP: Internationalized String Preparation [ RFC4518]

LDAP: Schema for User Applications [ RFC4519]
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The ternms "LDAP' and "LDAPv3" are commonly used to refer informally
to the protocol specified by this technical specification. The LDAP
suite, as defined here, should be formally identified in other
docunents by a normative reference to this document.

LDAP is an extensible protocol. Extensions to LDAP nay be specified
i n other docunents. Nonenclature denoting such conbinations of

LDAP- pl us-extensions is not defined by this docunent but nmay be
defined in some future docunment(s). Extensions are expected to be
truly optional. Considerations for the LDAP extensions described in
BCP 118, RFC 4521 [RFC4521] fully apply to this revision of the LDAP
Techni cal Specification

| ANA (I nternet Assigned Nunbers Authority) considerations for LDAP
described in BCP 64, RFC 4520 [ RFC4520] apply fully to this revision
of the LDAP technical specification.

1.1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

2. Relationship to X 500

This technical specification defines LDAP in terns of [X 500] as an
X. 500 access mechanism An LDAP server MJST act in accordance with
the X. 500 (1993) series of International Tel ecomrunication Union -
Tel ecommuni cati on Standardi zation (1 TU-T) Recomrendati ons when
providing the service. However, it is not required that an LDAP
server nmake use of any X. 500 protocols in providing this service.

For exanple, LDAP can be mapped onto any other directory systemso

l ong as the X 500 data and service nodels [ X 501][ X. 511], as used in
LDAP, are not violated in the LDAP interface.

This technical specification explicitly incorporates portions of
X.500(93). Later revisions of X. 500 do not automatically apply to
this technical specification

3. Relationship to Obsol ete Specifications

This technical specification, as defined in Section 1, obsol etes
entirely the previously defined LDAP technical specification defined
in RFC 3377 (and consisting of RFCs 2251-2256, 2829, 2830, 3771, and
3377 itself). The technical specification was significantly

reor gani zed.
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Thi s docunent replaces RFC 3377 as well as Section 3.3 of RFC 2251.

[ RFC4512] replaces portions of RFC 2251, RFC 2252, and RFC 2256.

[ RFC4511] replaces the mpjority RFC 2251, portions of RFC 2252, and
all of RFC 3771. [RFC4A513] replaces RFC 2829, RFC 2830, and portions
of RFC 2251. [RFC4517] replaces the majority of RFC 2252 and
portions of RFC 2256. [RFC4519] replaces the majority of RFC 2256.

[ RFC4514] replaces RFC 2253. [RFC4515] replaces RFC 2254. [ RFC4516]
repl aces RFC 2255.

[ RFC4518] is newto this revision of the LDAP technica
speci fication.

Each docunent of this specification contains appendi ces summari zi ng
changes to all sections of the specifications they replace. Appendix
A.1 of this docunent details changes nade to RFC 3377. Appendix A 2
of this docunent details changes nade to Section 3.3 of RFC 2251

Additionally, portions of this technical specification update and/or
repl ace a nunber of other docurments not |isted above. These
rel ati onships are discussed in the docunents detailing these portions
of this technical specification

4. Security Considerations

LDAP security considerations are discussed in each docunent
conpri sing the technical specification

5. Acknow edgenent s
Thi s docunent is based largely on RFC 3377 by J. Hodges and R
Morgan, a product of the LDAPBI S and LDAPEXT Wor ki ng Groups. The
docunent al so borrows from RFC 2251 by M Wahl, T. Howes, and S.
Kille, a product of the ASID Wbrki ng G oup

Thi s docunent is a product of the | ETF LDAPBI S Wr ki ng G oup.
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Appendi x A. Changes to Previous Docunents

Thi s appendi x outlines changes this docunment nakes relative to the
docunents it replaces (in whole or in part).

A. 1. Changes to RFC 3377
This docunent is nearly a conplete rewite of RFC 3377 as nuch of the
material of RFC 3377 is no |longer applicable. The changes include
redefining the terns "LDAP" and "LDAPv3" to refer to this revision of
the technical specification.

A. 2. Changes to Section 3.3 of RFC 2251
The section was nodified slightly (the word "docunent" was replaced
with "technical specification") to clarify that it applies to the
entire LDAP technical specification.

Aut hor’ s Addr ess

Kurt D. Zeil enga
OpenLDAP Foundati on

EMai | : Kurt @penLDAP. org
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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