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Abstract

Thi s docunent provides suggestions on Renbte Authentication Dial In
User Service (RADIUS) usage by | EEE 802.1X Authenticators. The
material in this docunent is also included within a non-normative

Appendi x within the | EEE 802. 1X specification, and is being presented

as an | ETF RFC for informational purposes.
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1. Introduction

| EEE 802. 1X enabl es authenticated access to | EEE 802 medi a, including
Et hernet, Token Ring, and 802.11 wireless LANs. Although Renote

Aut hentication Dial In User Service (RAD US) support is optiona
within | EEE 802.1X, it is expected that nmany | EEE 802. 1X

Aut henticators will function as RADIUS clients.

| EEE 802. 1X [ | EEEB021X] provi des "network port authentication" for
| EEE 802 [I| EEEB02] nedia, including Ethernet [|EEE8023], Token Ring
and 802.11 [| EEE80211] wirel ess LANS.

| EEE 802. 1X does not require use of a backend Authentication Server,
and thus can be deployed with stand-al one bridges or Access Points,
as well as in centrally managed scenari os.

In situations where it is desirable to centrally manage

aut hentication, authorization and accounting (AAA) for | EEE 802
net wor ks, depl oynment of a backend authenticati on and accounting
server is desirable. 1In such situations, it is expected that |EEE
802. 1X Authenticators will function as AAA clients.

Thi s docunent provides suggestions on RAD US usage by | EEE 802. 1X
Aut henticators. Support for any AAA protocol is optional for |EEE
802. 1X Authenticators, and therefore this specification has been
incorporated into a non-normative Appendix within the | EEE 802. 1X
speci fication.

1.1. Term nol ogy
Thi s docunent uses the follow ng terns:
Access Point (AP)

A Station that provides access to the distribution services via
the wirel ess nediumfor associated Stations.
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Associ ati on
The service used to establish Access Point/Stati on mappi ng and
enabl e Station invocation of the distribution system services.

Aut hent i cat or
An Authenticator is an entity that requires authentication from
the Supplicant. The Authenticator may be connected to the
Supplicant at the other end of a point-to-point LAN segnent or
802. 11 wirel ess link.

Aut henti cati on Server
An Aut hentication Server is an entity that provides an
Aut hentication Service to an Authenticator. This service
verifies, fromthe credentials provided by the Supplicant, the
claimof identity made by the Supplicant.

Port Access Entity (PAE)
The protocol entity associated with a physical or virtua
(802.11) Port. A given PAE nay support the protoco
functionality associated with the Authenticator, Supplicant or
bot h.

Station (STA)
Any device that contains an | EEE 802. 11 conformant nedi um
access control (MAC) and physical |layer (PHY) interface to the
wirel ess nmedi um (VW) .

Suppl i cant
A Supplicant is an entity that is being authenticated by an
Aut henticator. The Supplicant may be connected to the
Aut henti cator at one end of a point-to-point LAN segnent or
802. 11 wirel ess link.

1.2. Requirenents Language

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD',
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

Congdon, et al. I nf or mati onal [ Page 4]



RFC 3580 | EEE 802. 1X RADI US Sept enber 2003

2. RADIUS Accounting Attributes

Wth a few exceptions, the RAD US accounting attributes defined in

[ RFC2866], [RFC2867], and [ RFC2869] have the sane meaning within | EEE
802. 1X sessions as they do in dialup sessions and therefore no
addi ti onal commentary i s needed.

Attributes requiring nore discussion include:

Acct - Ter m nat e- Cause
Acct-Mil ti-Session-1d
Acct - Li nk- Count

2.1. Acct-Term nat e- Cause

This attribute indicates how the session was term nated, as descri bed
in [RFC2866]. |[I1EEE8021X] defines the follow ng term nation cause
val ues, which are shown with their RADI US equivalents in the table on
the next page.

| EEE 802. 1X RADI US

dot 1xAut hSessi onTer m nat eCause Acct - Ter m nat e- Cause

Val ue Val ue

Suppl i cant Logof f (1) User Request (1)

port Fail ure(2) Lost Carrier (2)

Suppl i cant Restart (3) Suppl i cant Restart (19)

reaut hFai | ed(4) Reaut henti cation Failure (20)
aut hCont r ol For ceUnaut h( 5) Admi n Reset (6)

port Rel nit(6) Port Reinitialized (21)

port Adm nDi sabl ed(7) Port Admi nistratively Disabled (22)
not Ter m nat edYet (999) N A

VWhen using this attribute, the User Request (1) termi nation cause
corresponds to the situation in which the session term nated due to
an EAPCL- Logoff received fromthe Supplicant. Wen a session is
noved due to roam ng, the EAPOL state machines will treat this as a
Suppl i cant Logoff.

A Lost Carrier (2) term nation cause indicates session term nation
due to | oss of physical connectivity for reasons other than roam ng
bet ween Access Points. For exanple, if the Supplicant disconnects a
poi nt-to-point LAN connection, or noves out of range of an Access
Point, this term nation cause is used. Lost Carrier (2) therefore
equates to a Port Disabled condition in the EAPOL state machi nes.

A Supplicant Restart (19) term nation cause indicates
re-initialization of the Supplicant state nachines.
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A Reaut hentication Failure (20) term nation cause indicates that a
previously aut henticated Supplicant has failed to re-authenticate
successfully follow ng expiry of the re-authentication timer or
explicit re-authentication request by nanagenment acti on.

Wthin [| EEEB0211], periodic re-authentication nmay be useful in
preventing reuse of an initialization vector with a given key. Since
successful re-authentication does not result in term nation of the
sessi on, accounting packets are not sent as a result of

re-aut hentication unless the status of the session changes. For

exanpl e:

a. The session is termnated due to re-authentication failure. In
this case the Reauthentication Failure (20) term nation cause is
used.

b. The authorizations are changed as a result of a successfu
re-authentication. In this case, the Service Unavail able (15)
term nation cause is used. For accounting purposes, the portion
of the session after the authorization change is treated as a
separate session.

VWere | EEE 802. 1X aut henti cation occurs prior to association
accounting packets are not sent until an association occurs.

An Adm n Reset (6) term nation cause indicates that the Port has been
administratively forced into the unauthorized state.

A Port Reinitialized (21) term nation cause indicates that the Port’s
MAC has been reinitialized.

A Port Administratively Disabled (22) termination cause indicates
that the Port has been administratively disabled.

2.2. Acct-Multi-Session-Id

The purpose of this attribute is to make it possible to |ink together
nmultiple related sessions. Wile [|I EEEB021X] does not act on
aggregated ports, it is possible for a Supplicant roam ng between
Access Points to cause multiple RAD US accounting packets to be sent
by different Access Points.

Where supported by the Access Points, the Acct-Milti-Session-1d
attribute can be used to link together the nultiple rel ated sessions
of a roam ng Supplicant. In such a situation, if the session context
is transferred between Access Points, accounting packets MAY be sent
wi t hout a correspondi ng authenticati on and aut horizati on exchange,
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provi ded that Association has occurred. However, in such a situation
it is assuned that the Acct-Milti-Session-1d is transferred between
the Access Points as part of the Inter-Access Point Protocol (1APP)

If the Acct-Milti-Session-Id were not unique between Access Points,
then it is possible that the chosen Acct-Milti-Session-1d wll
overlap with an existing value allocated on that Access Point, and
the Accounting Server would therefore be unable to distinguish a
roam ng session froma nulti-Ilink session.

As a result, the Acct-Milti-Session-Id attribute is unique anong al
the bridges or Access Points, Supplicants and sessions. |In order to
provide this uniqueness, it is suggested that the Acct-Milti-
Session-1d be of the form

Oiginal AP MAC Address | Supplicant MAC Address | NTP Ti nestanp

Here "|" represents concatenation, the original AP MAC Address is the
MAC address of the bridge or Access Point at which the session
started, and the 64-bit NTP tinestanp indicates the begi nning of the
original session. |In order to provide for consistency of the Acct-
Mul ti-Session-1d between roam ng sessions, the Acct-Milti-Session-1d
may be noved between Access Points as part of | APP or another handof f
schene.

The use of an Acct-Milti-Session-1d of this form guarantees

uni queness anong all Access Points, Supplicants and sessions. Since
the NTP timestanp does not wrap on reboot, there is no possibility
that a rebooted Access Point could choose an Acct-Milti-Session-1d
that could be confused with that of a previous session

Since the Acct-Milti-Session-l1d is of type String as defined in
[ RFC2866], for use with IEEE 802.1X, it is encoded as an ASCI| string
of Hex digits. Exanple: "00-10-A4-23-19-C0-00-12-B2-
14- 23- DE- AF- 23- 83- C0- 76- B8- 44- E8"
2.3. Acct-Link-Count

The Acct-Link-Count attribute nay be used to account for the nunber
of ports that have been aggregat ed.

3. RADI US Aut hentication
Thi s section describes how attributes defined in [ RFC2865],

[ RFC2867], [RFC2868], [RFC2869], [RFC3162] and [ RFC3579] are used in
| EEE 802. 1X aut henti cati on.
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3.1. User-Nane

In | EEE 802. 1X, the Supplicant typically provides its identity via an
EAP- Response/l dentity nmessage. Were available, the Supplicant
identity is included in the User-Nanme attribute, and included in the
RADI US Access- Request and Access-Reply nessages as specified in

[ RFC2865] and [ RFC3579].

Al ternatively, as discussed in [RFC3579] Section 2.1., the User-Nane
attribute may contain the Calling-Station-1D value, which is set to
the Supplicant MAC address.

3.2. User-Password, CHAP-Password, CHAP-Challenge

Si nce | EEE 802. 1X does not support PAP or CHAP aut hentication, the
User - Passwor d, CHAP- Password or CHAP-Chal | enge attri butes are not
used by I EEE 802.1X Authenticators acting as RADIUS clients.

3.3. NAS-|P-Address, NAS-I|Pv6- Address

For use with | EEE 802.1X, the NAS-IP-Address contains the |Pv4
address of the bridge or Access Point acting as an Authenticator, and
the NAS-IPv6- Address contains the | Pv6 address. [|f the | EEE 802.1X
Aut henti cator has nore than one interface, it nmay be desirable to use
a | oopback address for this purpose so that the Authenticator wll
still be reachable even if one of the interfaces were to fail

3. 4. NAS- Por t

For use with | EEE 802.1X the NAS-Port will contain the port nunber of
the bridge, if this is available. Wile an Access Point does not
have physical ports, a unique "association ID' is assigned to every
nobil e Station upon a successful association exchange. As a result,
for an Access Point, if the association exchange has been conpleted
prior to authentication, the NAS-Port attribute will contain the
association ID, which is a 16-bit unsigned integer. \Were |EEE

802. 1X authentication occurs prior to association, a unique NAS-Port
val ue may not be avail abl e.

3.5. Service-Type

For use with | EEE 802.1X, the Franmed (2), Authenticate Only (8), and
Call Check (10) values are nost commonly used

A Service-Type of Franed indicates that appropriate 802 fram ng
shoul d be used for the connection. A Service-Type of Authenticate
Only (8) indicates that no authorization information needs to be
returned in the Access-Accept. As described in [RFC2865], a
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Service-Type of Call Check is included in an Access- Request packet to
request that the RADIUS server accept or reject the connection
attenpt, typically based on the Called-Station-1D (set to the bridge
or Access Point MAC address) or Calling-Station-ID attributes (set to
the Supplicant MAC address). As noted in [ RFC2865], it is
recommended that in this case, the User-Name attribute be given the
val ue of Calling-Station-Id.

3.6. Franed-Protoco

Since there is no value for | EEE 802 nedia, the Franed-Protoco
attribute is not used by | EEE 802. 1X Aut henticators.

3.7. Franed-| P-Address, Franed-| P-Net nask

| EEE 802. 1X does not provide a mechanismfor |P address assignment.
Therefore the Franmed-I|P-Address and Franed-1P-Netmask attributes can
only be used by | EEE 802. 1X Authenticators that support |P address
assi gnment nmechani snms.  Typically this capability is supported by

| ayer 3 devices.

3.8. Franed-Routing

The Framed-Routing attribute indicates the routing nethod for the
Supplicant. It is therefore only relevant for | EEE 802. 1X

Aut henticators that act as |ayer 3 devices, and cannot be used by a
bri dge or Access Point.

3.9. Filter-1D

This attribute indicates the nanme of the filter list to be applied to
the Supplicant’s session. For use with an | EEE 802. 1X Aut henti cator,
it may be used to indicate either layer 2 or layer 3 filters. Layer
3 filters are typically only supported on | EEE 802. 1X Aut henti cators
that act as |ayer 3 devices.

3.10. Franed- MIu

This attribute indicates the maxi mum size of an |IP packet that nmay be
transmtted over the wire between the Supplicant and the

Aut henticator. |EEE 802.1X Authenticators set this to the value
corresponding to the relevant 802 nedium and include it in the

RADI US Access- Request. The RADI US server nmay send an EAP packet as

| arge as Franmed- MU mi nus four (4) octets, taking into account the
addi ti onal overhead for the | EEE 802. 1X Version (1), Type (1) and
Body Length (2) fields. For EAP over |EEE 802 nedia, the Framed- MU
val ues (which do not include LLC/ SNAP over head) and nmaxi mum frane

| ength values (not including the preanble) are as foll ows:
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Maxi mum Fr ame

Medi a Franmed- MTU Lengt h
Et her net 1500 1522
802. 3 1500 1522
802. 4 8174 8193
802.5 (4 Mops) 4528 4550
802.5 (16 Mops) 18173 18200
802.5 (100 Mo/ s) 18173 18200
802. 6 9191 9240
802. 9a 1500 1518
802. 11 2304 2346
802. 12 ( Et hernet) 1500 1518
802. 12 (Token Ri ng) 4502 4528
FDDI 4479 4500

NOTE - the Framed- MIU size for | EEE 802.11 nmedi a may change as a
result of ongoing work being undertaken in the | EEE 802.11 WrKking
Group. Since sone 802.11 stations cannot handle an MIU | arger than
1500 octets, it is recommended that RADIUS servers encountering a
NAS- Port - Type val ue of 802.11 send EAP packets no |larger than 1496
octets.

3.11. Franed- Conpression

[ EEEB021X] does not include conpression support. Therefore this
attribute is not understood by [| EEEB021X] Authenti cators.

3.12. Displ ayabl e Messages

The Reply-Message attribute, defined in section 5.18 of [ RFC2865],

i ndi cates text which may be displayed to the user. This is simlar
in concept to the EAP Notification Type, defined in [ RFC2284]. As
noted in [ RFC3579], Section 2.6.5, when sending a di spl ayabl e nessage
to an [ EEE8021X] Aut henticator, displayabl e nessages are best sent

wi t hi n EAP- Message/ EAP- Request/ Notification attribute(s), and not

wi thin Reply-Mssage attribute(s).

3.13. Cal |l back- Nunber, Call back-1D

These attributes are not understood by | EEE 802. 1X Aut henti cat ors.
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3.14. Franed-Route, Franmed-I|Pv6-Route

The Framed- Route and Franed-1Pv6-Route attributes provide routes that
are to be configured for the Supplicant. These attributes are
therefore only relevant for | EEE 802. 1X Authenticators that act as

| ayer 3 devices, and cannot be understood by a bridge or Access
Poi nt .

3.15. State, Cdass, Proxy-State

These attributes are used for the same purposes as described in
[ RFC2865] .

3.16. Vendor-Specific

Vendor-specific attributes are used for the same purposes as
described in [RFC2865]. The Ms-MPPE-Send-Key and Ms- MPPE- Recv- Key
attributes, described in section 2.4 of [RFC2548], MAY be used to
encrypt and authenticate the RC4 EAPOL- Key descriptor [|EEE8021X,
Section 7.6]. Exanples of the derivation of the Ms-MPPE-Send-Key and
M5- MPPE- Recv- Key attributes fromthe master key negotiated by an EAP
met hod are given in [RFC2716]. Details of the EAPOL-Key descri ptor
are provided in Section 4.

3.17. Session-Ti neout

When sent along in an Access-Accept without a Term nation-Action
attribute or with a Term nation-Action attribute set to Default, the
Session-Ti meout attribute specifies the maxi mum nunber of seconds of
service provided prior to session termnation

When sent in an Access-Accept along with a Termination-Action val ue
of RADI US- Request, the Session-Tinmeout attribute specifies the
maxi mum nunber of seconds of service provided prior to re-
authentication. |In this case, the Session-Tinmeout attribute is used
to | oad the reAuthPeriod constant within the Reauthentication Timer
state machi ne of 802.1X  Wen sent with a Term nation-Action val ue
of RADI US- Request, a Session-Ti neout val ue of zero indicates the
desire to perform another authentication (possibly of a different
type) imediately after the first authentication has successfully
conpl et ed

When sent in an Access-Challenge, this attribute represents the
maxi mum nunber of seconds that an | EEE 802. 1X Aut henti cator should
wai t for an EAP-Response before retransmitting. 1In this case, the
Session-Timeout attribute is used to | oad the suppTi meout constant
wi thin the backend state machine of | EEE 802. 1X.
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3.18. 1dle-Tineout

The Idle-Tinmeout attribute is described in [ RFC2865]. For |EEE 802
nmedi a ot her than 802.11 the nedia are always on. As a result the
Idle-Timeout attribute is typically only used with wirel ess nedia
such as | EEE 802.11. It is possible for a wireless device to wander
out of range of all Access Points. 1In this case, the Idle-Tineout
attribute indicates the maxinumtinme that a wirel ess device may
remai n idle.

3.19. Term nation-Action

This attribute indicates what action should be taken when the service
is conpleted. The val ue RADI US- Request (1) indicates that re-

aut henti cation should occur on expiration of the Session-Tine. The
val ue Default (0) indicates that the session should term nate.

3.20. Called-Station-1d

For | EEE 802. 1X Authenticators, this attribute is used to store the
bri dge or Access Point MAC address in ASCI| format (upper case only),
with octet values separated by a "-". Exanple: "00-10-A4-23-19-C0".
In | EEE 802.11, where the SSID is known, it SHOULD be appended to the
Access Point MAC address, separated fromthe MAC address with a ":"
Exanpl e "00- 10- A4- 23-19- C0: AP1".

3.21. Calling-Station-1d
For | EEE 802. 1X Authenticators, this attribute is used to store the

Suppl i cant MAC address in ASCI|I format (upper case only), with octet
val ues separated by a "-" Exanmpl e: "00- 10- A4- 23-19- C0".

3.22. NAS-ldentifier

This attribute contains a string identifying the | EEE 802. 1X
Aut henticator originating the Access-Request.

3.23. NAS-Port-Type
For use with | EEE 802.1X, NAS-Port-Type val ues of Ethernet (15)

Wreless - |EEE 802.11 (19), Token Ring (20) and FDDI (21) may be
used.
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3.24. Port-Limt

This attribute has no neani ng when sent to an [| EEE8021X]
Aut henticator.

3.25. Password-Retry

In | EEE 802.1X, the Authenticator always transitions to the HELD
state after an authentication failure. Thus this attribute does not
make sense for | EEE 802. 1X

3.26. Connect-Info

This attribute is sent by a bridge or Access Point to indicate the
nature of the Supplicant’s connection. Wen sent in the Access-
Request it is reconmended that this attribute contain information on
the speed of the Supplicant’s connection. For 802.11, the follow ng
format is recomrended: "CONNECT 11Mops 802.11b". If sent in the
Accounting STOP, this attribute may be used to summari ze statistics
relating to session quality. For exanple, in | EEE 802.11, the
Connect-Info attribute may contain information on the nunber of |ink
| ayer retransmi ssions. The exact format of this attribute is

i mpl enent ati on specific.

3.27. EAP- Message

Si nce | EEE 802. 1X provi des for encapsul ati on of EAP as described in

[ RFC2284] and [I| EEE8021X], the EAP-Message attribute defined in

[ RFC3579] is used to encapsul ate EAP packets for transm ssion from
the I EEE 802. 1X Authenticator to the Authentication Server. [RFC3579]
Section 2.2. describes how the Authentication Server handles invalid
EAP packets passed to it by the Authenticator.

3.28. Message- Aut henti cat or

As noted in [RFC3579] Section 3.1., the Message- Aut henti cat or
attribute MIUST be used to protect packets within a RAD US/ EAP
conver sati on.

3.29. NAS-Port-1d

This attribute is used to identify the | EEE 802. 1X Aut henti cator port
whi ch authenticates the Supplicant. The NAS-Port-Id differs fromthe
NAS-Port in that it is a string of variable | ength whereas the NAS-
Port is a 4 octet val ue.
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3.30. Franed-Pool, Franed-IPv6-Poo

| EEE 802. 1X does not provide a nmechanismfor |P address assignment.
Theref ore the Franed-Pool and Framed-I|Pv6-Pool attributes can only be
used by | EEE 802.1X Aut henticators that support |P address assi gnnent
nmechani sns. Typically this capability is supported by |ayer 3

devi ces.

3.31. Tunnel Attributes

Ref erence [ RFC2868] defines RADI US tunnel attributes used for

aut hentication and authorization, and [ RFC2867] defines tunne
attributes used for accounting. Were the | EEE 802. 1X Aut henti cat or
supports tunneling, a conpulsory tunnel may be set up for the
Supplicant as a result of the authentication

In particular, it my be desirable to allow a port to be placed into
a particular Virtual LAN (VLAN), defined in [I EEEB021Q, based on the
result of the authentication. This can be used, for exanple, to
allow a wireless host to remain on the sane VLAN as it noves within a
canpus network.

The RADI US server typically indicates the desired VLAN by including
tunnel attributes within the Access-Accept. However, the | EEE 802. 1X
Aut henticator may also provide a hint as to the VLAN to be assigned
to the Supplicant by including Tunnel attributes within the Access-
Request .

For use in VLAN assignnment, the follow ng tunnel attributes are used:

Tunnel - Type=VLAN (13)
Tunnel - Medi um Type=802
Tunnel - Pri vat e- G oup- | D=VLANI D

Note that the VLANID is 12-bits, taking a value between 1 and 4094,
inclusive. Since the Tunnel-Private-Goup-IDis of type String as
defined in [ RFC2868], for use with | EEE 802.1X, the VLAN D integer
val ue i s encoded as a string.

VWhen Tunnel attributes are sent, it is necessary to fill in the Tag
field. As noted in [ RFC2868], section 3.1:

The Tag field is one octet in length and is intended to provide a
neans of grouping attributes in the same packet which refer to the
same tunnel. Valid values for this field are 0x01 t hrough Ox1F
inclusive. |If the Tag field is unused, it MJST be zero (0x00).
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For use with Tunnel -dient-Endpoi nt, Tunnel -Server-Endpoint, Tunnel -
Private- G oup-1D, Tunnel-Assignnent-ID, Tunnel-Cdient-Auth-1D or
Tunnel - Server-Auth-1D attributes (but not Tunnel - Type, Tunnel -
Medi um Type, Tunnel - Password, or Tunnel -Preference), a tag field of
greater than Ox1F is interpreted as the first octet of the follow ng
field.

Unl ess alternative tunnel types are provided, (e.g. for |EEE 802.1X
Aut henticators that may support tunneling but not VLANs), it is only
necessary for tunnel attributes to specify a single tunnel. As a
result, where it is only desired to specify the VLANID, the tag field
SHOULD be set to zero (0x00) in all tunnel attributes. Were
alternative tunnel types are to be provided, tag val ues between 0x01
and Ox1F SHOULD be chosen

4. RC4A EAPCL- Key Frane

The RC4 EAPOL-Key frame is created and transmtted by the

Aut henticator in order to provide nedia specific key information.
For exanple, within 802.11 the RC4 EAPCL-Key frame can be used to
di stribute multicast/broadcast ("default") keys, or unicast ("key
mappi ng") keys. The "default" key is the sane for all Stations
wi thin a broadcast donain.

The RC4 EAPOL-Key frame is not acknow edged and therefore the

Aut henti cat or does not know whet her the Supplicant has received it.
If it is lost, then the Supplicant and Authenticator will not have
the sane keying material, and conmunication will fail. |If this
occurs, the problemis typically addressed by re-running the

aut henti cati on.

The RC4 EAPOL-Key frame is sent fromthe Authenticator to the
Supplicant in order to provision the "default" key, and subsequently
in order to refresh the "default" key. It may also be used to
refresh the key-mappi ng key. Rekey is typically only required with
weak ci phersuites such as WEP, defined in [| EEE80211].

Where keys are required, an EAP nethod that derives keys is typically
sel ected. Therefore the initial "key mapping" keys can be derived
from EAP keying material, without requiring the Authenticator to send
an RC4 EAPOL-Key frane to the Supplicant. An exanple of how EAP
keying material can be derived and used is presented in [ RFC2716].

Congdon, et al. I nf or mati onal [ Page 15]



RFC 3580 | EEE 802. 1X RADI US Sept enber 2003

Wil e the RC4 EAPOL-Key frane is defined in [| EEEB021X], a nore
conpl ete description is provided on the next page.

0 1 2 3
01234567890123456789012345678901
i T S S s S S S S i S

| Ver si on | Packet Type | Packet Body Length
T i i i S i S I e o T
| Type | Key Length | Repl ay Counter..

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Repl ay Counter...
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| Repl ay Count er | Key 1V..
i I S i I i e
| Key V...

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Key V...

B T s i I S e i S i i S S e S
| Key V...

T i S I i sl i SR SRR S
| Key V... | F| Key I ndex

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Key Signature..

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Key Signature..

s S S i I S R R e h T Tk e S S S o T S
| Key Signature..

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Key Signature..

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Key. ..

s S S i I S R R e h T Tk e S S S o T S

Ver si on
The Version field is one octet. For |EEE 802.1X, it contains the
val ue 0x01

Packet Type
The Packet Type field is one octet, and determines the type of
packet being transmitted. For an EAPOL-Key Descriptor, the Packet
Type field contains 0x03.

Packet Body Length
The Packet Body Length is two octets, and contains the | ength of
the EAPCL- Key descriptor in octets, not including the Version
Packet Type and Packet Body Length fields.
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Type
The Type field is a single octet. The Key descriptor is defined
differently for each Type; this specification docunents only the
RCA Key Descriptor (Type = 0x01).

Key Length
The Key Length field is two octets. |If Packet Body Length = 44 +
Key Length, then the Key Field contains the key in encrypted form
of length Key Length. This is 5 octets (40 bits) for WEP, and 13
octets (104 bits) for WEP-128. |f Packet Body Length = 44, then
the Key field is absent, and Key Length represents the nunber of
| east significant octets fromthe MS- MPPE-Send-Key attribute
[ RFC2548] to be used as the keying material. Note that the M>-
MPPE- Send- Key and Ms- MPPE- Recv-Key attributes are defined fromthe
poi nt of view of the Authenticator. Fromthe Supplicant point of
reference, the terns are reversed. Thus the MS-MPPE-Recv-Key on
the Supplicant corresponds to the M5 MPPE-Send-Key on the
Aut henti cator, and the M- MPPE-Send-Key on the Supplicant
corresponds to the Ms-MPPE-Recv-Key on the Authenticator.

Repl ay Count er
The Replay Counter field is 8 octets. It does not repeat within
the life of the keying material used to encrypt the Key field and
conpute the Key Signature field. A 64-bit NTP timestanp MAY be
used as the Replay Counter.

Key |V
The Key IV field is 16 octets and includes a 128-bit
crypt ographi cal ly random numnber .

F
The Key flag (F) is a single bit, describing the type of key that
is included in the Key field. Values are:

br oadcast (default key)

0 for
1 for unicast (key mapping key)

Key | ndex
The Key Index is 7 bits.

Key Signature
The Key Signature field is 16 octets. It contains an HVAC MD5
nessage integrity check conputed over the EAPOL-Key descri ptor,
starting fromthe Version field, with the Key field filled in if
present, but with the Key Signature field set to zero. For the
conputation, the 32 octet (256 bit) MsS-MPPE-Send-Key [ RFC2548] is
used as the HVAC- MD5 key.
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5.

5.

Key
| f Packet Body Length = 44 + Key Length, then the Key Field
contains the key in encrypted form of length Key Length. |If
Packet Body Length = 44, then the Key field is absent, and the
| east significant Key Length octets fromthe MsS-MPPE-Send- Key
attribute is used as the keying material. Were the Key field is
encrypted using RC4, the RC4 encryption key used to encrypt this
field is formed by concatenating the 16 octet (128 bit) Key-I1V
field with the 32 octet Ms- MPPE-Recv-Key attribute. This yields a
48 octet RCA key (384 bits).

Security Considerations

Since this docunent describes the use of RADI US for purposes of

aut henti cation, authorization, and accounting in | EEE 802. 1X- enabl ed
networks, it is vulnerable to all of the threats that are present in
ot her RADIUS applications. For a discussion of these threats, see

[ RFC2607], [RFC2865], [RFC3162], [RFC3579], and [ RFC3576].

Vul nerabilities include:

Packet nodification or forgery
Dictionary attacks

Known pl ai ntext attacks

Repl ay

Qut cone mi smat ches

802. 11 integration

Key managenent issues

Packet Mbdification or Forgery

RADI US, defined in [RFC2865], does not require all Access-Requests to
be authenticated or integrity protected. However, |EEE 802.1X is
based on EAP. As described in [3579], Section 3.1.

The Message- Aut henticator attribute MJST be used to protect al
Access- Request, Access-Chal |l enge, Access-Accept, and Access- Rej ect
packets containing an EAP- Message attri bute.

As a result, when used with | EEE 802. 1X, all RADI US packets MJUST be
authenticated and integrity protected. |In addition, as described in
[3579], Section 4.2.

To address the security vulnerabilities of RADI US/ EAP

i mpl enentati ons of this specification SHOULD support | Psec

[ RFC2401] along with | KE [ RFC2409] for key managenent. |Psec ESP
[ RFC2406] with non-null transform SHOULD be supported, and |IPsec
ESP with a non-null encryption transform and aut hentication
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support SHOULD be used to provide per-packet confidentiality,
aut hentication, integrity and replay protection. |KE SHOULD be
used for key nanagenent.

5.2. Dictionary Attacks

As discussed in [ RFC3579] Section 4.3.3., the RADIUS shared secret is
vul nerable to offline dictionary attack, based on capture of the
Response Aut henticator or Message-Authenticator attribute. 1In order
to decrease the level of vulnerability, [RFC2865], Section 3
recommends:

The secret (password shared between the client and the RADIUS
server) SHOULD be at least as |arge and unguessable as a well -
chosen password. It is preferred that the secret be at |east 16
octets.

In addition, the risk of an offline dictionary attack can be further
mtigated by enploying IPsec ESP with a non-null transformin order
to encrypt the RADIUS conversation, as described in [ RFC3579],
Section 4. 2.

5.3. Known Pl aintext Attacks

Since | EEE 802. 1X i s based on EAP, which does not support PAP, the
RADI US User-Password attribute is not used to carry hidden user
passwords. The hiding mechanismutilizes MD5, defined in [ RFC1321],
in order to generate a key stream based on the RADI US shared secret
and the Request Authenticator. Where PAP is in use, it is possible
to collect key streans corresponding to a given Request Authenticator
val ue, by capturing RADIUS conversations corresponding to a PAP

aut hentication attenpt using a known password. Since the User-
Password is known, the key stream corresponding to a gi ven Request
Aut henti cator can be determ ned and stored.

The vulnerability is described in detail in [RFC3579], Section 4.3.4.
Even t hough | EEE 802. 1X Aut henticators do not support PAP

aut hentication, a security vulnerability can still exist where the
same RADI US shared secret is used for hiding User-Password as well as
other attributes. This can occur, for exanmple, if the sane RAD US
proxy handl es aut hentication requests for both | EEE 802. 1X (whi ch may
hi de t he Tunnel - Password, Ms- MPPE- Send- Key and Ms- MPPE- Recv- Key
attributes) and GPRS (which nay hide the User-Password attribute).

The threat can be mitigated by protecting RADIUS with | Psec ESP with
a non-null transform as described in [RFC3579], Section 4.2. In
addi tion, the same RADIUS shared secret MJST NOT be used for both

| EEE 802. 1X aut hentication and PAP aut henticati on
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5.4. Replay

As noted in [RFC3579] Section 4.3.5., the RADI US protocol provides
only limted support for replay protection. Replay protection for
RADI US aut henti cation and accounting can be provided by enabling

| Psec replay protection with RADIUS, as described in [ RFC3579],
Section 4. 2.

As with the Request Authenticator, for use with | EEE 802. 1X
Aut henticators, the Acct-Session-1d SHOULD be globally and temporally
uni que.

5.5. CQutcone M smatches

[ RFC3579] Section 2.6.3. discusses the issues that arise when the EAP
packet encapsul ated in an EAP-Message attribute does not agree with
the RADI US Packet Type. For exanple, an EAP Success packet m ght be
encapsul ated within an Access-Reject; an EAP Failure m ght be sent
within an Access-Accept; or an EAP Success or Failure mght be sent

wi thin an Access-Chal | enge.

As described in [ RFC3579] Section 2.6.3., these conflicting nessages
are likely to cause confusion. To ensure that access deci sions nade
by | EEE 802. 1X Authenticators conformto the wi shes of the RADIUS
server, it is necessary for the Authenticator to nmake the decision
solely based on the authentication result (Access-Accept/Reject) and
not based on the contents of EAP-Message attributes, if present.

5.6. 802.11 Integration

[ EEEB021X] was devel oped for use on wired | EEE 802 networks such as
Et hernet, and therefore does not describe how to securely adapt |EEE
802. 1X for use with 802.11. This is left to an enhanced security
speci fication under devel opnent within | EEE 802. 11

For exanple, [|EEE8021X] does not specify whether authentication
occurs prior to, or after association, nor how the derived keys are
used within various ciphersuites. It also does not specify

ci phersuites addressing the vulnerabilities discovered in VP,
described in [Berkeley], [Arbaugh], [Fluhrer], and [Stubbl].

[1 EEEB021X] only defines an authentication framework, |eaving the
definition of the authentication nmethods to other docunents, such as
[ RFC2716] .

Since [| EEEB021X] does not address 802.11 integration issues,

i mpl enentors are strongly advised to consult additional |EEE 802.11
security specifications for guidance on how to adapt | EEE 802.1X for
use with 802.11. For exanple, it is likely that the | EEE 802. 11
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enhanced security specification will define its own | EEE 802. 11 key
hi erarchy as well as new EAPOL- Key descriptors.

5.7. Key Managenent |ssues
The EAPOL- Key descriptor described in Section 4. is likely to be

deprecated in the future, when the | EEE 802. 11 enhanced security
group conpletes its work. Known security issues include:

[1] Default key-only support. |EEE 802.1X enables the derivation of
per-Station uni cast keys, known in [|EEE80211] as "key mappi ng
keys." Keys used to encrypt multicast/broadcast traffic are
known as "default keys". However, in sone 802.11

i mpl enent ati ons, the unicast keys, derived as part of the EAP
aut hentication process, are used solely in order to encrypt,
authenticate and integrity protect the EAPOL-Key descriptor, as
described in Section 4. These inplenentations only support use
of default keys (ordinarily only used with nulticast/broadcast
traffic) to secure all traffic, unicast or multicast/broadcast,
resulting in inherent security weaknesses.

VWere per-Station key-mappi ng keys (e.g. unicast keys) are
unsupported, any Station possessing the default key can decrypt
traffic fromother Stations or inpersonate them Wen used
along with a weak cipher (e.g. WEP), inplenentations supporting
only default keys provide nore material for attacks such as
those described in [Fluhrer] and [Stubbl]. |If in addition, the
default key is not refreshed periodically, |EEE 802.1X dynam c
key derivation provides little or no security benefit. For an
understandi ng of the issues with WEP, see [Berkel ey], [Arbaugh],
[Fluhrer], and [Stubbl].

[2] Reuse of keying material. The EAPOL-Key descriptor specified in
section 4 uses the same keying material (M- MPPE-Recv-Key) both
to encrypt the Key field within the EAPOL-Key descriptor, and to
encrypt data passed between the Station and Access Point.

Mul ti-purpose keying material is frowned upon, since nultiple
uses can |leak information helpful to an attacker

[3] Weak algorithns. The algorithmused to encrypt the Key field
within the EAPOL-Key descriptor is simlar to the algorithmused
in VEP, and as a result, shares sone of the same weaknesses. As
with WEP, the RC4 stream cipher is used to encrypt the key. As
input to the R4 engine, the IV and key are concatenated rather
than being conbined within a mxing function. As with WEP, the
IVis not a counter, and therefore there is little protection
agai nst reuse.
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7.

7.

As a result of these vulnerabilities, inplementors intending to use
the EAPCL- Key descriptor described in this docunent are urged to
consult the 802.11 enhanced security specification for a nore secure
alternative. It is also advisable to consult the evolving literature
on WEP vul nerabilities, in order to better understand the risks, as
wel |l as to obtain guidance on setting an appropriate re-keying
interval .

| ANA Consi der ati ons

Thi s specification does not create any RADIUS attri butes nor any new
nunber spaces for | ANA administration. However, it does require

assi gnment of new values to existing RADIUS attributes. These

i ncl ude:

Attribute Val ues Requi red
NAS- Port - Type Token-Ring (20), FDD (21)
Tunnel - Type VLAN (13)

Acct - Ter m nat e- Cause Suppl i cant Restart (19)
Reaut henti cati on Failure (20)
Port Reinitialized (21)
Port Adm nistratively Disabled (22)
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require layer 3 capabilities,

| EEE 802. 1X authentication. L3 denotes

and thus may not be

Aut henticators. For each attribute, the reference
provi des the definitive informati on on usage.

Attribute

User - Nane [ RFC2865]

User - Passwor d [ RFC2865]
CHAP- Passwor d [ RFC2865]
NAS- | P- Addr ess [ RFC2865]
NAS- Port [ RFC2865]

Servi ce- Type [ RFC2865]

Fr amed- Pr ot ocol [ RFC2865]
Framed- | P- Addr ess [ RFC2865]
Fr amed- | P- Net mask [ RFC2865]
Framed- Routi ng [ RFC2865]
Filter-1d [ RFC2865]

Framed- MTU [ RFC2865]

Fr amed- Conpr essi on [ RFC2865]

Logi n-1 P- Host [ RFC2865]
Logi n- Servi ce [ RFC2865]
Logi n- TCP- Port [ RFC2865]
Repl y- Message [ RFC2865]
Cal | back- Nurmber [ RFC2865]
Cal | back-1d [ RFC2865]

Fr amed- Rout e [ RFC2865]

Fr amed- | PX- Net wor k [ RFC2865]

State [ RFC2865]

Cl ass [ RFC2865]

Vendor - Speci fi c [ RFC2865]
Sessi on- Ti neout [ RFC2865]
I dl e- Ti meout [ RFC2865]

Term nation-Acti on [ RFC2865]

Call ed-Station-1d [ RFC2865]

Calling-Station-1d [ RFC2865]

NAS- | denti fier [ RFC2865]
Proxy- State [ RFC2865]

Logi n- LAT- Servi ce [ RFC2865]
Logi n- LAT- Node [ RFC2865]
Logi n- LAT- Gr oup [ RFC2865]
Attribute
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Attribute

Fr amed- Appl eTal k- Li nk [ RFC2865]
Fr amed- Appl eTal k- Net wor k [ RFC2865]
Fr amed- Appl eTal k- Zone [ RFC2865]
Acct - St at us- Type [ RFC2866]

Acct - Del ay- Ti ne [ RFC2866]

Acct - I nput -Cctets [ RFC2866]

Acct - Qut put - Cct et s [ RFC2866]
Acct - Sessi on-1d [ RFC2866]

Acct - Aut henti c [ RFC2866]

Acct - Sessi on-Ti me [ RFC2866]

Acct - | nput - Packet s [ RFC2866]
Acct - Qut put - Packet s [ RFC2866]
Acct - Ter mi nat e- Cause [ RFC2866]
Acct-Milti-Session-1d [ RFC2866]
Acct - Li nk- Count [ RFC2866]

Acct - I nput - G gawor ds [ RFC2869]
Acct - Qut put - G gawor ds [ RFC2869]
Event - Ti mest anp [ RFC2869]

CHAP- Chal | enge [ RFC2865]

NAS- Port - Type [ RFC2865]
Port-Limt [RFC2865]

Logi n- LAT- Port [ RFC2865]

Tunnel - Type [ RFC2868]

Tunnel - Medi um Type [ RFC2868]
Tunnel - C i ent - Endpoi nt [ RFC2868]
Tunnel - Ser ver - Endpoi nt [ RFC2868]
Acct - Tunnel - Connecti on [ RFC2867]
Tunnel - Password [ RFC2868]

ARAP- Passwor d [ RFC2869]

ARAP- Feat ures [ RFC2869]

ARAP- Zone- Access [ RFC2869]

ARAP- Security [ RFC2869]

ARAP- Security-Data [ RFC2869]
Password-Retry [ RFC2869]

Prompt [ RFC2869]

Connect -1 nfo [ RFC2869]

Confi gurati on- Token [ RFC2869]
EAP- Message [ RFC3579]

Message- Aut henti cat or [ RFC3579]
Tunnel - Pri vat e- G oup-1 D [ RFC2868]
Tunnel - Assi gnrent - | D [ RFC2868]
Tunnel - Pref erence [ RFC2868]
ARAP- Chal | enge- Response [ RFC2869]
Attribute

| nf or mat i onal
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Attribute

Acct-Interiminterval [RFC2869]
Acct - Tunnel - Packet s- Lost [ RFC2867]
NAS- Port-1d [ RFC2869]

Fr amed- Pool [ RFC2869]

Tunnel -Cli ent-Aut h-1 D [ RFC2868]
Tunnel - Server - Aut h-1 D [ RFC2868]
NAS- | Pv6- Addr ess [ RFC3162]
Framed- I nterface-1d [ RFC3162]
Framed- | Pv6- Prefi x [ RFC3162]
Logi n-1 Pv6- Host [ RFC3162]
Framed- | Pv6- Rout e [ RFC3162]

Fr amed- | Pv6- Pool [ RFC3162]
Error-Cause [ RFC3576]

Attribute

Sept ember 2003
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9.

10.

Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards- rel ated documentation can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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12. Full Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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