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1. Introduction

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenment Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB

Presuhn, et al. St andards Track [ Page 2]



RFC 3417 Transport Mappings for SNWP December 2002

nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

Thi s docunent, Transport Mappings for the Sinple Network Managenent
Prot ocol, defines how the nanagenent protocol [RFC3416] may be
carried over a variety of protocol suites. It is the purpose of this
docunent to define howthe SNMP maps onto an initial set of transport
domains. At the tine of this witing, work was in progress to define
an | Pv6 mapping, described in [ RFC3419]. Oher mappi ngs may be
defined in the future.

Al t hough several mappings are defined, the mapping onto UDP over |Pv4
is the preferred mapping for systens supporting |Pv4. Systens

i mpl enenting | Pv4 MUST inplenent the mapping onto UDP over IPv4. To
maxi m ze interoperability, systems supporting other nmappi ngs SHOULD
al so provide for access via the UDP over |Pv4 mapping.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. Definitions
SNVPv2- TM DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- | DENTI TY,
snnmpModul es, snnpDonmai ns, snnpPr oxys
FROM SNMPv2- SM
TEXTUAL- CONVENTI ON
FROM SNWVPv2- TC;

snmpv2t m MODULE- | DENTI TY
LAST- UPDATED "2002101600002"
ORGANI ZATI ON "I ETF SNMPv3 Wor ki ng G oup”
CONTACT- | NFO
"WG EMai | : snmpv3@i sts.tislabs.com
Subscribe: snnpv3-request @i sts.tislabs.com

Co- Chai r: Russ Mundy
Net wor k Associ at es Laboratories

post al : 15204 Onega Drive, Suite 300
Rockvill e, MD 20850-4601
USA

EMai | : mundy@i sl abs. com

phone: +1 301 947-7107
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Co- Chai r: Davi d Harrington
Ent erasys Net works

post al : 35 Industrial Way
P. O Box 5005
Rochest er, NH 03866- 5005

USA
EMai | : dbh@nt er asys. com
phone: +1 603 337-2614
Edi t or: Randy Presuhn
BMC Software, |nc.
post al : 2141 North First Street
San Jose, CA 95131
USA
EMai | : randy_presuhn@nt. com
phone: +1 408 546-1006"

DESCRI PTI ON
"The M B nodul e for SNVP transport mappi ngs.

Copyright (C The Internet Society (2002). This
version of this MB nodule is part of RFC 3417,

see the RFC itself for full |egal notices.
REVI SI ON *2002101600002"
DESCRI PTI ON

"Clarifications, published as RFC 3417."
REVI SI ON "1996010100002"
DESCRI PTI ON

"Clarifications, published as RFC 1906."
REVI SI ON *1993040100002"
DESCRI PTI ON

"The initial version, published as RFC 1449."
;2= { snnpMdules 19 }

SNVP over UDP over |Pv4

snnpUDPDonai n OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"The SNWP over UDP over |Pv4 transport donain.
The corresponding transport address is of type
SnnpUDPAddr ess. "

;.= { snnpDonains 1 }
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SnnpUDPAddr ess :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1d. 1d. 1d. 1d/ 2d"
STATUS current
DESCRI PTI ON
"Represents a UDP over |Pv4 address:
octets contents encodi ng
1-4 | P- addr ess net wor k- byt e order
5-6 UDP- port net wor k- byt e order
SYNTAX OCTET STRING (SI ZE (6))
-- SNWP over OSI
snpCLNSDormai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON

"The SNWMP over CLNS transport domain
The corresponding transport address is of type
SnnpOsSl Addr ess. "

;2= { snnpDonuains 2}

snpCONSDormai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNWMP over CONS transport domain
The corresponding transport address is of type
SnnpCSl Addr ess. "
::={ snnpDomains 3 }

SnnpOsSl Addr ess :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "*1x:/1x:"
STATUS current
DESCRI PTI ON
"Represents an OS|I transport-address:
octets contents encodi ng
1 | engt h of NSAP 'n’ as an unsi gned-int eger
(either 0 or from3 to 20)
2..(n+1) NSAP concrete binary representation
(n+2)..m TSEL string of (up to 64) octets
SYNTAX OCTET STRING (SIZE (1 | 4..85))
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-- SNWP over DDP

snnpDDPDomai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNWP over DDP transport dommin. The corresponding
transport address is of type SnnpNBPAddress."
::= { snnpDonuains 4 }

SnnpNBPAddr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents an NBP nane:
octets contents encodi ng
1 l ength of object ’'n’ as an unsigned integer
2..(n+1) obj ect string of (up to 32) octets
n+2 | ength of type "p’ as an unsigned integer
(n+3) .. (n+2+p) type string of (up to 32) octets
n+3+p | ength of zone g’ as an unsigned integer

(n+4+p) .. (n+3+p+g) zone string of (up to 32) octets

For compari son purposes, strings are
case-insensitive. Al strings may contain any octet
ot her than 255 (hex ff)."

SYNTAX OCTET STRING (SI ZE (3..99))

-- SNWP over |PX

snipl PXDormai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNWP over |PX transport domain. The corresponding
transport address is of type Snnpl PXAddress."
::={ snnpDomains 5 }

Snnpl PXAddr ess :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "4x. 1x: 1x: 1x: 1x: 1x: 1x. 2d"
STATUS current
DESCRI PTI ON
"Represents an | PX address:
octets contents encodi ng
1-4 net wor k- nunber net wor k- byt e order
5-10 physi cal - addr ess net wor k- byt e order
11-12 socket - nunber net wor k- byt e order
SYNTAX OCTET STRING (SIZE (12))
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-- for proxy to SNMPvl (RFC 1157)

rfcll57Pr oxy OBJECT IDENTIFIER ::= { snnpProxys 1 }
rfcli57Domai n  OBJECT- | DENTI TY

STATUS depr ecat ed

DESCRI PTI ON

"The transport domain for SNWMPv1l over UDP over |Pv4.
The corresponding transport address is of type
SnnpUDPAddr ess. "

{ rfcll57Proxy 1 }

{ rfcll57Proxy 2 } this ODis obsolete
END

3. SNWP over UDP over |Pv4
This is the preferred transport mappi ng.

3.1. Serialization
Each instance of a message is serialized (i.e., encoded according to
the convention of [BER]) onto a single UDP [ RFC768] over |Pv4
[ RFC791] datagram using the algorithmspecified in Section 8.

3.2. \Well-known Val ues
It is suggested that adm nistrators configure their SNVMP entities
supporting command responder applications to listen on UDP port 161
Further, it is suggested that SNMP entities supporting notification

recei ver applications be configured to |isten on UDP port 162.

VWhen an SNWP entity uses this transport mapping, it nust be capable

of accepting messages up to and including 484 octets in size. It is
recormended that inplenentations be capabl e of accepting nessages of
up to 1472 octets in size. |Inplenmentation of larger values is

encour aged whenever possible.
4. SNWP over OSl
This is an optional transport napping.
4.1. Serialization
Each instance of a message is serialized onto a single TSDU [ S8072]

[1SB0O72A] for the OSI Connectionl ess-node Transport Service (CLTS)
using the algorithmspecified in Section 8.
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4.2. \ell-known Val ues

It is suggested that administrators configure their SNVP entities
supporting command responder applications to listen on transport

sel ector "snmp-1" (which consists of six ASCI|I characters), when
using a CL-npde network service to realize the CLTS. Further, it is
suggested that SNWVP entities supporting notification receiver
applications be configured to |isten on transport selector "snnmpt-1|"
(whi ch consists of seven ASCI| characters, six letters and a hyphen)
when using a CL-npde network service to realize the CLTS. Sinilarly,
when using a CO nbde network service to realize the CLTS, the
suggested transport selectors are "snnp-o" and "snnpt-o0", for command
responders and notification receivers, respectively.

When an SNWP entity uses this transport mapping, it nust be capable
of accepting messages that are at | east 484 octets in size.
I mpl enent ati on of |arger values is encouraged whenever possible.

5. SNWP over DDP
This is an optional transport nmapping.
5.1. Serialization

Each instance of a nessage is serialized onto a single DDP datagram
[ APPLETALK], using the algorithmspecified in Section 8.

5.2. Well-known Val ues

SNVP nessages are sent using DDP protocol type 8. SNWP entities
supporting comand responder applications |listen on DDP socket nunber
8, while SNWP entities supporting notification receiver applications
listen on DDP socket nunber 9.

Admi ni strators nmust configure their SNMP entities supporting conmrmand
responder applications to use NBP type "SNWP Agent" (which consists
of ten ASCI| characters) while those supporting notification receiver
applications must be configured to use NBP type "SNWP Trap Handl er"
(which consists of seventeen ASCI| characters).

The NBP name for SNWP entities supporting command responders and
notification receivers should be stable - NBP nanes should not change
any nore often than the | P address of a typical TCP/IP node. It is
suggested that the NBP nanme be stored in sone form of stable storage.

VWhen an SNWP entity uses this transport mapping, it nust be capable

of accepting messages that are at |east 484 octets in size.
| mpl enent ation of |arger values is encouraged whenever possible.
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5.3. Discussion of AppleTal k Addressing

The Appl eTal k protocol suite has certain features not nanifest in the
TCP/ 1P suite. AppleTalk’s nam ng strategy and the dynam c nature of
address assignment can cause problens for SNVMP entities that wish to
manage Appl eTal k networks. TCP/IP nodes have an associated |IP
address whi ch distingui shes each fromthe other. |n contrast,

Appl eTal k nodes generally have no such characteristic. The network-

| evel address, while often relatively stable, can change at every
reboot (or more frequently).

Thus, when SNWP i s nmapped over DDP, nodes are identified by a "nanme",
rather than by an "address". Hence, all AppleTal k nodes that

i mpl enent this mapping are required to respond to NBP | ookups and
confirms (e.g., inplenment the NBP protocol stub), which guarantees
that a mapping from NBP nane to DDP address will be possible.

In determning the SNVMP identity to register for an SNVWP entity, it
is suggested that the SNMP identity be a name which is associated
with other network services offered by the machine.

NBP | ookups, which are used to nap NBP nanes into DDP addresses, can
cause | arge amounts of network traffic as well as consume CPU
resources. It is also the case that the ability to performan NBP

| ookup is sensitive to certain network disruptions (such as zone
tabl e i nconsi stenci es) which would not prevent direct AppleTalk
comuni cati ons between two SNWVP entities.

Thus, it is recomended that NBP | ookups be used infrequently,
primarily to create a cache of nane-to-address nappings. These
cached nappi ngs should then be used for any further SNWP traffic. It
is recomended that SNVP entities supporting conmand gener at or
applications should nmaintain this cache between reboots. This
caching can help mnimze network traffic, reduce CPU | oad on the
network, and allow for (sone anmount of) network troubl e shooting when
t he basi c nane-to-address translati on mechani smis broken

5.3.1. How to Acquire NBP nanes

An SNWP entity supporting comand generator applications my have a
pre-configured list of names of "known" SNMP entities supporting
conmand responder applications. Simlarly, an SNVP entity supporting
conmand generator or notification receiver applications m ght
interact with an operator. Finally, an SNWP entity supporting
command generator or notification receiver applications mght

conmuni cate with all SNWP entities supporting command responder or
notification originator applications in a set of zones or networKks.
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5.3.2. Wen to Turn NBP nanes into DDP addresses

VWhen an SNWP entity uses a cache entry to address an SNWP packet, it
should attenpt to confirmthe validity mapping, if the mapping hasn't
been confirmed within the last Tl seconds. This cache entry
lifetime, T1, has a mninum default value of 60 seconds, and shoul d
be configurable.

An SNWP entity supporting a command generator application nay deci de
to prinme its cache of nanes prior to actually comrunicating with
another SNMP entity. |In general, it is expected that such an entity
may want to keep certain mappings "nore current” than ot her nappings,
e.g., those nodes which represent the network infrastructure (e.g.
routers) may be deened "nore inportant”.

Note that an SNWP entity supporting comand generator applications
should not prine its entire cache upon initialization - rather, it
shoul d attenpt resolutions over an extended period of tine (perhaps
in sone pre-determned or configured priority order). Each of these
resolutions mght, in fact, be a wildcard | ookup in a given zone.

An SNWP entity supporting command responder applications must never
prime its cache. Wen generating a response, such an entity does not
need to confirma cache entry. An SNWP entity supporting
notification originator applications should do NBP | ookups (or
confirms) only when it needs to send an SNWMP trap or inform

5.3.3. How to Turn NBP nanes into DDP addresses

If the only piece of information available is the NBP name, then an

NBP | ookup shoul d be perforned to turn that nanme into a DDP address.
However, if there is a piece of stale information, it can be used as
a hint to performan NBP confirm (which sends a unicast to the

net wor k address which is presumed to be the target of the nane

| ookup) to see if the stale information is, in fact, still valid.

An NBP nanme to DDP address mapping can also be confirned inplicitly
using only SNWMP transactions. For exanple, an SNMP entity supporting
conmand generator applications issuing a retrieval operation could
also retrieve the rel evant objects fromthe NBP group [ RFC1742] for
the SNVP entity supporting the comuand responder application. This
information can then be correlated with the source DDP address of the
response.

5.3.4. Vhat if NBP is broken

Under sone circunstances, there may be connectivity between two SNWP
entities, but the NBP mappi ng machi nery may be broken, e.g.
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6.

6.

6.

1

2.

o the NBP FwdReq (forward NBP | ookup onto | ocal attached network)
mechani sm i ght be broken at a router on the other entity’s
net wor k; or,

o the NBP BrRg (NBP broadcast request) mechani sm m ght be broken at
arouter on the entity’s own network; or

o NBP m ght be broken on the other entity’s node.

An SNWVP entity supporting command generator applications which is
dedi cated to Appl eTal k managenent m ght choose to alleviate some of
these failures by directly inplenenting the router portion of NBP
For exanple, such an entity m ght already know all the zones on the
Appl eTal k i nternet and the networks on which each zone appears.

G ven an NBP | ookup which fails, the entity could send an NBP FwdReq
to the network in which the SNMP entity supporting the comrand
responder or notification originator application was |ast |ocated.

If that failed, the station could then send an NBP LkUp (NBP | ookup
packet) as a directed (DDP) nulticast to each network nunber on that
network. O the above (single) failures, this conbined approach will
sol ve the case where either the local router’s BrRg-to-FwReq
mechani smis broken or the rempte router’s FwdReg-to-LkUp mechani sm
i s broken.

SNWP over |PX
This is an optional transport nmapping.
Serialization

Each instance of a nessage is serialized onto a single |IPX datagram
[ NOVELL], using the algorithmspecified in Section 8.

Wel | - known Val ues

SNVP nmessages are sent using | PX packet type 4 (i.e., Packet Exchange
Pr ot ocol ).

It is suggested that administrators configure their SNVP entities
supporting command responder applications to listen on | PX socket
36879 (900f hexadecimal). Further, it is suggested that those
supporting notification receiver applications be configured to listen
on | PX socket 36880 (9010 hexadecimal).

When an SNWP entity uses this transport mapping, it nust be capable
of accepting messages that are at |east 546 octets in size.
I mpl enent ati on of |arger values is encouraged whenever possible.
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7. Proxy to SNWPv1

Historically, in order to support proxy to SNMPvl, as defined in
[ RFC2576], it was deened useful to define a transport domain
rfcl157Domai n, which indicates the transport mapping for SNW
nessages as defined in [ RFC1157].

8. Serialization using the Basic Encoding Rul es
When the Basic Encoding Rules [BER] are used for serialization

(1) When encoding the length field, only the definite formis used;
use of the indefinite formencoding is prohibited. Note that
when using the definite-long form it is permissible to use
nore than the mni mum nunber of |ength octets necessary to
encode the length field.

(2) When encoding the value field, the primtive formshall be used
for all sinple types, i.e., INTEGER, OCTET STRING and OBJECT
| DENTI FI ER (either IMPLICIT or explicit). The constructed form
of encodi ng shall be used only for structured types, i.e., a
SEQUENCE or an | MPLI CI T SEQUENCE

(3) When encodi ng an object whose syntax is described using the
BI TS construct, the value is encoded as an OCTET STRING in
which all the naned bits in (the definition of) the bitstring,
conmencing with the first bit and proceeding to the last bit,
are placed in bits 8 (high order bit) to 1 (low order bit) of
the first octet, followed by bits 8 to 1 of each subsequent
octet in turn, followed by as many bits as are needed of the
final subsequent octet, comencing with bit 8. Renmaining bits,
if any, of the final octet are set to zero on generation and
i gnored on receipt.

These restrictions apply to all aspects of ASN. 1 encoding, including

the nessage w appers, protocol data units, and the data objects they
cont ai n.
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8.1. Usage Exanple

As an exanpl e of applying the Basic Encoding Rul es, suppose one

wanted to encode an instance of the CGetBul kRequest-PDU [ RFC3416]:

[5] IMPLICIT SEQUENCE {
request-id 1414684022,
non-repeaters 1,
max-repetitions 2,
vari abl e- bi ndi ngs {
{ name sysUpTi e,
val ue { unSpecified NULL } },
{ nane i pNet ToMedi aPhysAddr ess,
val ue { unSpecified NULL } },
{ name i pNet ToMedi aType,
val ue { unSpecified NULL } }

}
}
Applying the BER, this may be encoded (in hexadecimal) as:
[5] IMPLICI T SEQUENCE a5 82 00 39
| NTEGER 02 04 54 52 5d 76
| NTEGER 02 01 01
| NTEGER 02 01 02
SEQUENCE ( OF) 30 2b
SEQUENCE 30 Ob
OBJECT | DENTIFIER 06 07 2b 06 01 02 01 01 03
NULL 05 00
SEQUENCE 30 od
OBJECT | DENTIFIER 06 09 2b 06 01 02 01 04 16 01 02
NUL L 05 00
SEQUENCE 30 oOd
OBJECT | DENTIFIER 06 09 2b 06 01 02 01 04 16 01 04
NULL 05 00

2002

Note that the initial SEQUENCE in this exanple was not encoded using
the m ni mum nunber of length octets. (The first octet of the length,
82, indicates that the Iength of the content is encoded in the next

two octets.)
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9.

10.

Notice on Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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12.

13.

13.

Security Considerations

SNWMPv1l by itself is not a secure environment. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

CGET/ SET (read/ change) the objects accessible through a command
responder application.

It is recormended that the inplenentors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel STD 62, RFC 3414 [RFC3414] and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415] is
recomrended.

It is then a custoner/user responsibility to ensure that the SNWP
entity giving access to a MB is properly configured to give access
to the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change) them
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